DHELTEX

'
Y™ o 1 ne KCHbIE pelieHitA A1A NOCTPORHMA CeTeid

Ethernet-kommyTtaTopbl

MES2300-24, MES3300-24, MES3300-24F, MES5312,
MES5316A, MES5324A, MES5332A, MES5400-24, MES5400-48,
MES5500-32

PykoBopacTBO no akcnayaraumm, sepcua N0 6.5.2.1

I W T 1 www.eltex-co.ru


http://www.eltex-co.ru/

HELTEX

Bepcua aokymeHTa JAlaTa BbinycKa CopaeprkaHue usmeHeHui
Bepcua 1.25 09.10.2023 fo6aBneHo onucaHmne mogeneii kommyratopos MES2300-24, MES3300-24
Bepcua 1.24 07.09.2023 U3meHeHuA B paspenax:
2.3 OCHOBHblEe TEXHUYECKNE XapaKTepPUCTUKHU
5.30.10 Hactpoiika Virtual Router Redundancy Protocol (VRRP)
Bepcusa 1.23 26.07.2023 U3meHeHUA B paspenax:
2.2.3 ®dyHKLUM BTOPOro YpoBHA ceTeBo moaenu 0S|
5.4 KomaHabl ynpaBneHus cucTemoit
5.10 Storm Control gna pasanuHoro Tpaduka (broadcast, multicast, un-
known unicast)
5.15.5.2 Hactpoiika npoTtokona MISTP
5.17.5 Radius-aBTopusauus 3anpocos IGMP
5.18.1 MpoTtokon PIM
5.24.3 KoHTponb npotokona DHCP n onuus 82
5.29.1 Hactpoiika QoS
5.30.3 Hacrpoiika npotoKona OSPF, OSPFv3
5.30.12 KoHdurypaumsa supTyanbHoii ob6nactu mapwpytusauum (VRF lite)
JNo6asneHo onucaHue mogeneii kKommyrtatopos MES3300-24F
Bepcua 1.22 7.04.2021 U3meHeHunA B pasagenax:
5.15.5 CemeiictBo npoToKosos STP (STP, RSTP, MSTP), PVSTP+, RPVSTP+
5.19.7 Hactpoiika goctyna
Bepcua 1.21 10.03.2023 [o6asneHbl pasgensbi:
5.18.2 ®dyHKuuA PIM Snooping
5.18.3 Npotokon MSDP
U3meHeHusa B paspenax:
2.3 OCcHOBHbIe TeXHUYECKUEe XapaKTepuUCTUKn
4.4 Pexxum paboTbl KOMMYyTaTOpPa
5.15.2 Hactpoiika npotoKona ARP
5.16 Voice VLAN
5.17.1 dyHKUMA nocpeaHUKa npoTtokona IGMP (IGMP Snooping)
5.18.1 NMpotokon PIM
5.18.4 ®dyHKuua IGMP Proxy
5.19.7.1 Telnet, SSH
5.24.2 MpoBepKa NOANMHHOCTU KAUEHTa Ha OCHOBE NopTa (cTaHAapT
802.1x)
5.30.1 KoHdurypauma ctaTUuecKon mapLupyTmsaumm
5.30.3 Hacrpoiika npotoKona OSPF, OSPFv3
5.30.10 Hacrpoiika Virtual Router Redundancy Protocol (VRRP)
5.30.12 KoHdurypauusa supTyanbHoii obnactu maplupytusauumm (VRF Iite)
5.31 KoHpurypauua VXLAN
Bepcusa 1.20 11.11.2022 U3meHeHUA B paspgenax:
5.9.1 Napamertpbl Ethernet-untepdeiicos, Port-Channel u Loopback-uH-
Tepdeiicos
Bepcusa 1.19 30.09.2022 U3meHeHuA B paspenax:
5.15.5.1 Hactpoiika npotokona STP, RSTP
5.30.1 KoHurypauma ctaTU4uecKo mapLupyTmMsaumm
Bepcua 1.18 29.07.2022 [o6aBneHbl pasaenbi:
5.31 KoHdurypauusa VXLAN
U3meHeHunA B pasaenax:
2.3 OCHOBHbIE TeXHUYECKUE XapaKTEPUCTUKMU
2.4 KoHCTpYKTUBHOE UCNO/IHEHUEe
5.15.5.1 Hactpoiika npotokona STP, RSTP
5.18.1 NMpotokon PIM
fo6aBneHo onucaHue mogenen Kommytatopos MES5400-24, MES5400-48
Bepcua 1.18 05.03.2022 [o6aBneHbl pasaenbi:
5.15.8 Hactpoiika pyHKumm Flex-link
5.11.3 Hacrpoiika TexHonoruu Multi-Switch Link Aggregation Group
(MLAG)
5.24 IP Service Level Agreements (IP SLA)
U3meHeHus B pasgenax:
5.11 Mpynnbl arperauum KaHanos — Link Aggregation Group (LAG)
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5.12 Hacrpoiika IPv4-aapecauum

Bepcusa 1.17 31.01.2022 fo6asneHbl pasaensbi:
5.15.8 Hactpoiika ¢pyHKuum Flex-link
5.15.9 Hactpoiika ¢pyHKuuM Layer 2 Protocol Tunneling (L2PT)

N3meHeHus B paspenax:

4.3 3arpy3ouHoe meHio

5.9.2 Hactpoiika VLAN u pexxumoB KommyTauum uHtepdeiicos
5.17.1 ®yHKuma nocpegHuka nporokona IGMP (IGMP Snooping)
5.21 3epKanupoBaHue (MOHUTOPUHT) NOPTOB

5.29.1 Hactpoiika

6.1 MeHto Startup

Bepcusa 1.16 18.06.2021 U3meHeHUA B paspenax:

2.3 OCHOBHbIE TEXHUYECKUE XapaKTEPUCTUKMU

5.12 Hactpoiika IPv4-agpecauumn

5.15.5 CemeiictBo npoTtoKonos STP (STP, RSTP, MSTP)

Bepcua 1.15 09.02.2021 [No6aBneHbl pasaensbi:

5.6.3 KomaHpabl ans pesepsupoBaHua KOHPUrypauum

5.17.4 ®dyHKumMAa orpaHuyeHusa multicast-tpapumka

5.17.5 RADIUS-asTopu3auums sanpocos IGMP

5.30.6 Hactpoiika Route-Map

5.30.7 Hactpoiika Prefix-List

5.30.9 banaHcupoBKa Harpysku Equal-Cost Multi-Path (ECMP)

U3meHeHus B paspgenax:

2.2.3 GyHKUUKU BTOPOro YPOBHA ceTeBoi mogenu OSI

2.3 OCcHOBHbIe TeXHUYECKUEe XapaKTepuUCTUKn

2.4.4 CeBeToBaA UHAUKAUUA

4.5.1 ba3oBaA HACTPoOiIiKa KOMMyTaTopa

4.5.2 HacTpoiika napameTpoB cucTembl 6e3onacHocTn

5.4 KomaHAbl ynpaBaeHusa cuctemoii

5.6.2 KomaHpab! ana pabotbl ¢ paiinamu

5.9.1 Napamertpbl Ethernet-uHtepdeiicos, Port-Channel u Loopback-uH-
Tepdeiicos

5.9.2 Hactpoiika VLAN 1 peXXMmoB KOMMYTaLuu MHTepdeincos
5.10 Storm Control gna pasnnuHoro Tpaduka (broadcast, multicast, un-
known unicast)

5.15.1 Hactpoiika npotokona DNS — cuctembl AOMEHHbIX UMEH
5.15.5 CemeiicTBo npoToKonos STP (STP, RSTP, MISTP)

5.17.1 dyHKUMA nocpeaHUKa npoTtokona IGMP (IGMP Snooping)
5.19.1 MexaHusm AAA

5.20 }KypHan aBapwmii, npoToKon SYSLOG

5.24.1 ®dyHKuMm obecneyeHUa 3aWmUTbl NOPTOB
5.29.2Cratuctnka QoS

5.30.3 Hacrpoiika npotokona OSPF, OSPFv3

Bepcua 1.14 24.11.2020 U3meHeHus B paspenax:

2.3 OCHOBHble TeXHUYECKNEe XapaKTePUCTUKU
5.6.2 KomaHab! ana pabotbl ¢ paiinamu

5.26 KoHpurypauua DHCP-cepsepa

Bepcusa 1.13 12.06.2020 fAo6asneHbl pasaensbi:
5.30.8 HacTpoiika cBA3KM Katouew

U3meHeHus B pasgenax:

2.2 dyHKLMM KOMMyTaTOpa

2.3 OCHOBHbI@ TeXHUYECKUE XapaKTEPUCTUKMN
5.1 ba3oBble KOMaHAbI

5.9 KoHdpurypauma untepodeiicos u VLAN
5.17 I'pynnoBas agpecauusa

5.19 ®yHKUMM ynpaBaeHus

Bepcusa 1.12 20.11.2019 U3meHeHUA B pasgenax:
2.3 OCHOBHbIe TeXHUYECKNEe XapaKTePUCTUKU
Bepcua 1.11 15.10.2019 [o6aBneHbl pasaenbi:

5.15.6 Hactpoiika npoTtokona G.8032v2 (ERPS)

U3meHeHuA B pasaenax:

5.11 Mpynnbi arperauum KaHanos — Link Aggregation Group (LAG)
5.19.4 MpoTokon ynpasneHus cetbto (SNMP)
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Bepcusa 1.10

20.05.2019

fAo6asneHo onucaHue mogeneii kKommytatopos MES5316A, MES5324A,
MES5332A

Bepcua nporpamm-
Horo obecneueHus

6.5.2.1
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HELTEX

YC/TOBHbIE OBO3HAYEHUA

O603HaueHue OnwucaHue
B KBaZpaTHbIX CKOBKax B KOMAHAHOM CTPOKE YKa3blBAOTCA HeobA3aTebHble
[1 nmapameTpbl, HO MX BBOJA, NpPeaoCTaBAAeT onpeaefeHHble A0NO/HUTENbHbIE
onuuu.
0 B ¢u1rypHbix CKOBKax B KOMAHAHOW CTPOKE YKa3blBAOTCA BO3MOXKHble 06A3a-
TesnbHble NapameTpbl. Heobxoanmo BbI6paTh OANH U3 NApPamMeTPOB.
«,» [JaHHble 3HAaKKU B ONMCAHUM KOMaHZAbl UCNONb3YIOTCA ANA YKAa3aHWA AManaso-
«» HOB.
«|» [JaHHbIN 3HaK B ONMCaHMM KOMaHAbl 0603HAYaeT KUANY.,
«f» JaHHbIN 3HaK B oNMcaHWe KOMaHAbl YKa3blBAeT Ha 3Ha4YeHME NO YMOJIHaHMIO.
K Calibri Kypcmneom Calibri ykasbiBatoTca nepemeHHble Uan napameTpbl, KOTopble He0b-
ypcue Calibri o
XOAMMO 3aMEHUTb COOTBETCTBYHOLLMM C/IOBOM WUJIU CTPOKOWA.
MNonyKupHobiii MoNy*KMpPHbIM WPUPTOM BblAeNEHBI MTPUMEYAHUA U NPeayNpPeKAEHNS.
<lMonyxcupHoliii MonyXMpPHbIM KYpPCUBOM B YrNOBbIX CKOBKax yKa3blBAlOTCA Ha3BaHMA KNaBuULL
Kypcue> Ha K/laBuaType.
Courier New MNony*unpHbim LWpndtom Courier New 3anmcaHbl npumepbl BBOAA KOMAHA,
. Wpudtom Courier New B pamKe € TEHbIO YKa3aHbl pe3y/bTaTbl BbINOJHEHUS
KOMaHZ,

MpumeyaHua u npegynpexaeHus

30BaHMIO U HACTPOIiKe YCTPOUCTBA.

MpeaynpexaeHna MHGOPMUPYIOT NONb30BATENA O CUTYALMAX, KOTOPble MOTYT HAaHECTH
Bpeps, YCTPOMCTBY MM YeNoBeKYy, NPUBECTU K HEKOPPEKTHOM paboTe ycTpoiicTBa uam no-

/f‘ MpumeyaHua coaepKaTt BaXKHYHO MHd)OpMaLI,MIO, coBeTbl W pekomeHaauumn no ncnosib-
L]

Tepe AaHHbIX.
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A ELTEX

1 BBEAEHMUE

B nocnegHue ropbl Habaopaetca TEHOEHUMA K OCYLLECTBAEHUIO MACWTAbHbIX MPOEKTOB NO
NOCTPOEHMUIO CceTel CBA3U B COOTBETCTBMMU € KoHUenuneit NGN. OaHol M3 OCHOBHbIX 3a4a4 Npu peaansauum
KPYMHbIX MY/JbTUCEPBUCHDBIX CETEN ABAAETCA CO34aHME HALEXKHbIX WM BbICOKOMPOU3BOAUTENbHbIX
TPAHCMNOPTHbIX CETEN, KOTOPblE ABAAKTCA ONMOPHLIMW B MHOTOCNOMHOW apXUTEKTYpPE CETEN CAeayloLLero
NOKONEHUA.

MNepepgaya wMHPoOpmaUMM Ha BOMbLIMX CKOPOCTAX, OCOBEHHO B CeTAX KPynHOro maciuTtaba,
noapasymeBaeT BbI6GOp TaKo TOMONOTMKN CETU, KOTOPAA NO3BOAET MTMBKO OCYLIECTBAATL pacrnpeaeneHune
BbICOKOCKOPOCTHbIX NOTOKOB.

KommyTaTtopsbl cepmnin MES2300, MES3300, MES53xxA, MES5400-xx MOryT MCNONb30BaTbCA Ha CETAX
KPYNHbIX NpeanpuaTUin U NpeanpuaTUii manoro u cpeaHero 6usHeca (SMB), B onepatopckux cetax. OHu
obecneynBaloT BbICOKYID NPOM3BOAMUTENBHOCTb, MBKOCTb, 6€30MacHOCTb, MHOFOYPOBHEBOE KayecTBO
obcnymBaHua (QoS). KommyTtatopbl MES2300-24, MES3300-24, MES3300-24F, MES5312, MES5316A,
MES5324A, MES5332A, MES5400-24, MES5400-48, MES5500-32 06/1a4at0T NOBbILWEHHOM HAaAEeXHOCTbIO 33
CYET pe3epBMpPOBaHMA Y3/108B, onpeaenstowmx becnepebonHocTb GYHKUNMOHUPOBAHUS — MOoAY/IEN NMUTAHUA
N Moaynen BEHTUNALMM.

KommyTtatopbl MES5400-24, MES5400-48, MES5500-32 oTBeYaloT TpeboBaHMAM LLEHTPOB 06paboTKM
AaHHbIX K Top-of-Rack n End-of-Row-kommyTtaTtopam u TpeboBaHMAM onepaTopoB K ob6opyaoBaHUIO ceTel
arperaumMmM M MarucTpasbHbIX ceTeil, obecneymBas BbICOKYO MNPOM3BOAMTENIBHOCTb U 3KOHOMMUYECKM
adpdeKTMBHOE peLieHue.

B HacToALeM pyKOBOACTBE M3/10XEHbl Ha3HauYeHne, TeXHUYECKMEe XapaKTepPUCTUKN, peKoMmeHaaummn
Nno HayasibHOM HaCTpOVIKe, CMHTAKCNC KOMaHA4 AnA KOHd)MpraLI,MM, MOHUTOPUHIA ¢ obHoBNEHUA
nporpammHoro obecneyeHus KOMMYTATOpPOB.
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HELTEX

2 OINUCAHUE U3AENUNA

2.1 HasHauyeHue

KommyTtatopbl MES5400-24, MES5400-48, MES5500-32 — 3TO BbICOKOMNPOM3BOAUTESIbHbIE YCTPOMN-
CTBa, OCHalleHHble nHTepdericamm 1000BASE-X/10GBASE-R! n 40GBASE-R/100GBASE-R v npegHasHayeH-
Hble A1 UCMONb30BaHMUA B LeHTpax 06paboTkn aaHHbix (LLOA) B KayectBe Top-of-Rack nan End-of-Row
KOMMYTATOpPOB, a TaKXKe B CETAX arperaLmm U MarmctTpasbHbIX CETAX ONepaTopoB CBA3MW.

MopTbl KOMMYTaTOPOB NoAAep:KMUBatOT paboTy Ha ckopocTax 1 M6ut/c (SFP), 10 réut/c (SFP+), 40
réut/c (QSFP+) 1 100 réut/c (QSFP28). Hebnoknpyemas KOMMyTaLMOHHAA MaTpuLLa NO3BOASAET OCYLLECTB-
NATb KOPPEKTHYI0 06paboTKy NaKeToB NPU MaKCMMAaJIbHOW HarpysKe, CoOXpaHAa NPy 3TOM MUHUMAJIbHbIE U
npefcKkasyemble 3a4ePKKM 418 BCcex TUNoB TpaduKa.

Cxema BeHTMAAumK front-to-back obecneumsaer adpdpeKkTMBHOE OXNAXKAEHME NMPU MUCNONL30BAHUK
YCTPOICTB B YC0BUAX COBPeMeHHbIX LLO/.

HageKHOCTb KOMMYTaTOpPOB obecneyeHa 3a CYeT Pe3epPBUMPOBAHUSA UCTOYHNKOB MUTAHNUA U CUCTEMDI
OX/1aXKAEeHMA U PA3BUTON CUCTEMbI MOHUTOPMHIA annapaTHOW YacTh yCTPOMCTB. KOMMYTaTopbl MMEIOT BO3-
MOXHOCTb ropsiyeit 3ameHbl Moay/iel NUTaHUA U BEHTUAALUMOHHBIX Moaynel, obecneunsas 6ecnepeboit-
Hoe PYHKLMOHNPOBaHWE CeTU onepaTtopa.

KommyTtaTtopbl arperaunun cepmin MES2300, MES3300, MES53XxXA — 3TO BbICOKONPOU3BOAUTE/IbHbIE
YCTPOMCTBA, OCHAlWLeHHble uHTepdencamm 10GBASE-R, 1000BASE-X ¥ npegHasHayeHHble AaA
MCNONIb30BaHUA B OMEPATOPCKUX CETAX B KayecTBe YCTPOWMCTB arperaumm M B HeBONbLUMX UEHTpax
06paboTkun aaHHbIX (LLOA).

MopTbl yCTPOMCTBa MoAAep»KMBatoT paboTty Ha ckopoctax 1 6ut/c (SFP), 10 6ut/c (SFP+), uto
obecneynBaeT rMbKOCTb B MCMOb30OBAHUMN U BO3MOXKHOCTb MOCTENEHHOrO nepexosa Ha 6osee Bbicokue
CKOpPOCTM nepefayn AaHHbix. HebnokMpyemas KOMMYTAUMOHHAA MaTpuLa NO3BOAAET OCYLWEeCTBAATb
KOPPEKTHY0 06paboTKy NakeToB NPW MaKCMMaJbHbIX HArpysKax, COXpaHAa Mpu 3TOM MWHUMAJIbHbIE U
npeacKasyemble 3a4ePXKM Ha BCcex Tunax Tpaduka.

Cxema BeHTUAAumMK front-to-back obecneunsaeT adpPeKkTMBHOE OXnarkgeHWe Npu UCNOAb30BaHUMU
YCTPOMCTB B YCNOBMAX COBPEMEHHbIX LIO/.

Ay6nnpoBaHHble BEHTUAATOPbl M WUCTOYHUKM MUTAHUA MOCTOAHHOTO WAM MEPEMEHHOro TOKa B
COYETaHWWU C PA3BUTOM CUCTEMON MOHWTOPMHIA amnnapaTHOM 4YacTW YCTPOWMCTBA MO3BOJIAIOT MONYYUTb
BbICOKME MOKa3aTeIM HaAEeKHOCTU. YCTPOMCTBA MMEIOT BO3MOXKHOCTb ropsvei 3ameHbl Mogyneil NUTaHus
N BEHTUAALMOHHBLIX Moaynen, obecneunas becnepeboMHOCTb GYHKLMOHMPOBAHUA CETU oMnepaTopa.

KommyTtatopbl MES5500-32 — 3TO BbICOKOMNPOU3BOAMUTENbHbIE YCTPOMCTBA, OCHALLEHHbIE MHTEPENR-
camun 10GBASE-R 1 40GBASE-R/100GBASE-R n npeaHasHa4yeHHble A8 UCNOAb30BaHUA B LieHTpax obpa-
60TKM gaHHbIX (LLOA) B KauecTBe Top-of-Rack nnm End-of-Row KommyTaToOpOB, a TaK:Ke B CETAX arperaumm
N MarncTpanbHbIX CETAX ONepaTopoB CBA3MN.

! Cranpapt 1000BASE-X He nopaeprkusaetca Ha MES5500-32.
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HELTEX

2.2 ®PyHKUMM KOMMYTATOpPA

2.2.1 ba3zosbie pyHKyuu

B Tabanue 1 npuseseH cnncok 6a3oBbix GyHKUWUIA YCTPOMUCTB, OCTYMNHbIX ANA aAMUHUCTPUPOBAHUA.

Tabnunua 1 — basoBble GyHKUUM YCTPOMCTBA

3awuma om
610KUpoBKuU o4yepedu
(HOL)

BNIOKMPOBKa BO3HMKAET B C/ly4asnx Neperpysku BbIXOAHbIX MOPTOB YCTPOWCTBA Tpadu-
KOM OT HECKOJIbKMX BXOAHbIX MOPTOB. ITO NPUBOAMT K 3aJePrKKaM nepesaum AaHHbIX
M NnoTepe NakeTos.

Moddepixka
c8epXx0/1UHHbIX KAOpPOoe
(Jumbo frames)

CnocobHocTb NoaAepKnBaTh Nepeaady CBEPXA/AMHHBIX KagpoBs, YTO NO3BOAAET ne-
penaBaTh AaHHblIE MEHbLUMM YMC/IOM NAKETOB. 3TO CHUMXKAET 06bem C/yKebHOM UH-
dopmaunm, sBpems 06paboTKM 1 NepepbIBbI.

anaeneHue MoOMOKOM
(IEEE 802.3X)

YnpasseHne NOTOKOM MO3BOJIAET COEANHATb HU3KOCKOPOCTHOE YCTPOMCTBO C BbICO-
KOCKOPOCTHbIM. [1nA npenoTepalleHVa nepenonHeHna bydpepa HM3KOCKOPOCTHOE
YCTPOMCTBO MMEET BO3MOXKHOCTb OTNPaBAATb NakeT PAUSE, Tem cambim MHbOpMUPYSA
BbICOKOCKOPOCTHOE YCTPOWCTBO O HEOH6X0AMMOCTU caenaTb naysy npu nepegadye na-
KeToB.

Paboma e cmeke
ycmpoiicme

KommyTatop nopgepskusaer obbeanHEHNE HECKOJIbKUX YCTPOWMCTB B CTEK. B aTom
C/ly4ae KOMMYTaTOPbl PACCMATPMBAIOTCA KaK e4MHOE YCTPOCTBO C 06LMMM HAaCTPOWA-
Kamun. BO3MOKHbI [B€ TOMNONOIMMK NMOCTPOEHNA CTEKA — KObLO M LernoyKa. Mpu atom
napameTpbl NOPTOB BCEX YCTPOWCTB, BKAKOYEHHbIX B CTEK MOYKHO 334aTb C KOMMYTa-
TOpa, paboTaloLero B pexkume «mactep». CTeKMpoBaHMe YCTPOMCTB NO3BOAET CHU-
3UTb TPYLOEMKOCTb YNPaBAeHUA CETbIO.

2.2.2 ®yHkyuu npu pabome c MAC-adpecamu

B Tabanue 2 npuseseHbl PyHKLUKN yCTPOMCTB Npu paboTe ¢ MAC-agpecamu.

Tabnnua 2 — PyHKuMKM paboTbl ¢ MAC-agpecamm

Tabauya MAC-adpecos

KommyTaTop coctaBaseT B NamaTi Tabauuy, B KOTOPOW yCTaHaBAMBAETCA COOTBET-
cTBme mexay MAC-agpecamu 1 y3namum NopToB KOMMYTaTopa.

Pexcum obyyeHus

B oTcyTcTBME 06YyYEHMA AaHHbIe, NOCTYMNaloLWMe Ha Kakon-nMbo NopT, nepesatoTca Ha
BCe OCTa/ibHble MOPTbl KOMMYyTaTOpPa. B pexkume 0b6yyeHna KOMMyTaToOp aHaAM3npyeT
Kazpbl u, onpeaennms MAC-agpec oTnpaBuTens, 3aHOCUT ero B TabanLy KOMMYyTaLUN.
Bnocneactsun Kagp Ethernet, npegHasHayeHHbIN gna xocta, MAC-agpec KOToporo
y)Ke ecTb B Tabnuue, nepenaeTca TONIbKO Yepes yKasaHHbIN B Tabauue nopT.

Moddepxcka nepedayu
Ha HecKonbko MAC-

[daHHaa ¢yHKLMA NO3BONAET YyCTaHaBAMBATb COEAMHEHUA «OAMH KO MHOMMM» U
«MHOrMe KO MHormm». Takum obpasom, Kagp, afpecoBaHHbI MHOroagpecHoi

adpecos (MAC o .
. rpynne, nepeAaeTca Ha KaXabl NOPT, BXOAALLMI B rpynny.
Multicast Support)
AsmomamuyecKoe
epemsa xpaHeHua MAC- | Ecnv ot ycTpoiictea c onpefeneHHbiM MAC-agpecom 3a onpeaenieHHbli nepuog, spe-
adpecos MEHMU He MOCTyNalT NaKeTbl, TO 3anNucb 414 AaHHOTO agpeca ycTapesaeT M yganaeTcsa.
(Automatic Aging for 370 NO3BONAET NOALAEPHKMBATD TADAULY KOMMYTALMW B aKTya/lbHOM COCTOAHUU.
MAC Addresses)
Cmamuyeckue 3anucu c N
. €TeBON KOMMYyTaTop MO3BO/IAET MO/Ib30BaTe/Nl0 ONpeaennTb CTaTUYeCKue 3anucu
MAC (Static MAC AMyTaTop pea
Entries) cooTBeTcTBUM MAC-afpecoB, KOTOpble COXPaHAOTCA B TabnLe KoMMyTaLUu.
ntries,
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2.2.3 ®yHKyuu emopo2o ypoeHa cemesoli modenu OSI|

B Tabnunue 3 npmeeseHbl GyHKLMM U 0COBEHHOCTU BTOPOro ypoBHsA (yposeHb 2 OSI).

Tabnunuya 3 — OnncaHme GyHKUMUIN BTOporo ypoBHSA (ypoBeHb 2 OSI)

Peanusauusa npotokona IGMP nossonser Ha ocHOBe WMHbOPMaLMK, NOJYYEHHON
npv aHanuse cogepxumoro IGMP-nakeToB, onpegennTb, Kakue yCTPOMCTBA B CETU

®yHkyua IGMP Snooping .
Y4YacTBYHOT B rpynnax MHOroaZpecHOM Paccbl/iIKK1, M aapecoBaTb TPaPUK Ha COOTBET-
CTBYHOLLME NOPTHI.
. Peanusauua npotokona MLD no3BosifseT ycTpoicTBY MUHUMU3MPOBATb MHOroas-
@®yHkyusa MLD Snooping 4 P yerp y P A

pecHblli IPv6-Tpadumk.

3awjuma om «wmopma»
(Broadcast, multicast,
unknown unicast Storm
Control)

«LWTopm» — 31O pasmHoKeHue broadcast-, multicast-, unknown unicast-nakeTtos B
KaXXZOM y3/1e, KOTOPOE NPUBOAUT K JIaBUHOOBPA3HOMY POCTY MX YMCNa U Napanu-
3yeT paboTy ceTn. KommyTaTopbl UMEIOT GYHKLMIO, MO3BONAIOLLYIO OFPAaHUYUTL CKO-
poCTb Nepegaym MHOr0aAPECHbIX U LIMPOKOBELLATENbHbIX KaAPOB, MPUHATbIX U ne-
pefaHHbIX KOMMYTaTOPOM.

3epkanuposaHue
nopmoes
(Port Mirroring)

3epKanupoBaHuWe NopTos No3soaseT AybanposaTb Tpaduk Habaogaembix NOPTOB.,
nepecbinas BXxoAslWMe U/UAM UCXOAALLME NAKETbl HA KOHTPOAWpPYOWMi nopt. Y
no/sib30BaTeNA KOMMYTaTopa €CTb BO3MOXHOCTb 334aTb KOHTPO/IUPYIOLWNIA U KOH-
Tpo/AMpyemble NOpTbl U BbIBPATL TN TpadUKa (BXOAAMIA U/UAN UCXOAALLMIA), KO-
TOpbIN ByaeT nepeaaH Ha KOHTPOIMPYIOLLMIA NOPT.

Usonayua nopmos
(Protected ports)

[aHHaa yHKUMA NO3BONSET Ha3HauMTb NopTy ero uplink-nopT, Ha KoTopbiit 6es-
YCN0OBHO ByAeT nepeHanpasaaTbCa BeCb TPAPUK, obecneymsas TemM caMblm U30AA-
LMIO C APYrMMK NOpTamu (B Npegenax o4HOro KOMMYTaTopa), HaXo4ALMXCA B 3TOM
e WwupokoselyatenbHom gomeHe (VLAN) B npegenax og4HOro KOMMyTaTopa.

Private VLAN Edge

[aHHana dyHKLMA NO3BONAET M30AMPOBATL FPYyNMy NOPTOB (B Npeaenax 04HOro KOM-
MyTaTopa), HaXOAALMXCA B OAHOM LUMPOKOBELLATe/IbHOM AOMEHE MeXKay cobol,
no3B0/1AA NPU 3TOM 06MeH TPadUKOM C APYTMMKU NOPTaMM, HAXOAALLMMUCA B STOM
e WMpoKoBelLLaTe/IbHOM AOMEHE, HO HeNpUHAANEKALLMMM K 3TOM rpynne.

Private VLAN (light
version)

ObecneynBaeT U30NALMUIO MEXAY YCTPOMCTBAMM, HAXOAAWMMMUCA B O4HOM LUMPO-
KoBeLaTeNbHOM AOMeHe, B Npeaenax Bcei L2-ceTn. PeannsoBaHbl TONbKO ABa pe-
Xunma paboTbl nopta Promiscuous u Isolated (Isolated-nopTbl He moryT obmeHu-
BaTbCA APYr C APYrom).

Moddepxka npomokKona
STP (Spanning Tree
Protocol)

Spanning Tree Protocol — ceTeBoW NPOTOKOJ, OCHOBHOM 3afa4yeit KOTOPOro ABASA-
eTca npuseaeHne cetn Ethernet ¢ M3BbITOYHBIMU COEANHEHUAMM K APEBOBUAHOM
TOMOJIOrMK, UCKAKoUatoLWEel netn. KommytaTopbl 06MeHMBaOTCA KOHOUTYPaLMOH-
HbIMM COOBLLEHNAMM, UCNONb3YA Kaapbl cneumanbHoro dopmata, v BbIGOPOUYHO
BK/IIOYAIOT M OTK/IIOYAIOT Nepeaayy Ha nopTbl.

Moddepxcka npomoKona
RSTP

(IEEE 802.1w Rapid
spanning tree protocol)

Rapid (6bicTpbin) STP (RSTP) — AaBnsieTcA ycoBepLUeHCTBOBaHMEM NpoToKona STP, xa-
paKTepu3yeTcs MeHbLIMM BPEMEHEM NPUBELEHUA CETU K PEBOBMAHOM TONOAOTUU
M umeeT 60nee BbICOKYHO YCTOMUYNBOCTD.

lpomokon ERPS
(Ethernet Ring Protection
Switching)

MpoTOKOA NpeaHa3HayYeH AN NOBbIWEHMA YCTOMYMBOCTA U HALEKHOCTM CeTU ne-
peaaun AaHHbIX, MMeoLWein KoNbLEBYIO TOMOJIOMMIO, 33 CYET CHUMKEHNA BPEeMEHM
BOCCTAHOBJ/IEHMA CETU B C/ly4Yae aBapuu. Bpema BOCCTaHOB/EHMA He npesbiwaeT 1
CEeKYHAbl, YTO CYLLECTBEHHO MEHbLLE BPEeMEHU NepecTpoiKu ceTu Npu MCNosib3oBa-
HWW NPOTOKO/IOB CEMENCTBA spanning tree.

Moddepka VLAN

VLAN — 370 rpynna nopToB KOMMYTaTopa, 06pasyoLLMX O4HY LUMPOKOBELLATENbHYIO
obnacTtb (aomeH). KommyTaTop noaaepnBaeT pasindHble cpeacTsa Kaaccuduka-
LMW NaKeToB A4/1A onpeaeneHnsa Ux NnpMHaanerKHocTH K onpeaeneHHon VLAN.
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Moddepxcka npomokKona
OAM (Operation,
Administration, and
Maintenance, IEEE

Ethernet OAM (Operation, Administration, and Maintenance), |IEEE 802.3ah —
bYHKUMM ypOBHA KaHafna nepegayv AaHHbIX MNpPeacTaBAAloT coboil npoToKon
MOHUTOPMHIA COCTOAHMA KaHana. B aTom npoToKone ana nepegaym nudopmaumm o
COCTOAHUWN KaHasa MeXAy HenocpencTBEHHO NOAKAOYEHHBIMU YCTPOMCTBAMM
Ethernet ncnonb3ytotca 610KM AaHHbIX NpoTokona OAM (OAMPDU). O6a ycTpoit-

802.3ah) CTBa AO/IKHbI NOAAepuBaTh cTaHaapT IEEE 802.3ah.

Mpotokon peructpauun GARP VLAN obecneunBaeT puHamuyeckoe pobasne-
Moddepxcka GVRP (GARP | nne/ynanenne rpynn VLAN Ha nopTax KommyTaTopa. Ecau BKAKOYeH MpoOTOKON
VLAN) GVRP, kKommyTaTop onpefenseT, a 3aTem pacnpoCTPaHAET AaHHble O NPUHAANEK-

HocTu K VLAN Ha Bce nopTbl, ABAAOLWMECA YACTbIO aKTUBHOMN TOMNONOTUN.

Moddepicka VLAN
Ha 6a3ze nopmoe

PacnpeaeneHune no rpynnam VLAN BbiNOAHAETCA NO BXOAAWMM nopTam. JaHHoe
pelleHve No3BONAET UCMO/Ib30BaTb Ha KaXKAOM NOpTy TONbKO oaHy rpynny VLAN.

(Port-Based VLAN)
IEEE 802.1Q — OTKpPbITbIN CTAaHAAPT, KOTOPbIM ONMCbIBAET NpoLEAYPY TErMPOBaHMUA
Moddepxka 802.1Q Tpaduka gns nepesaum nHbopmaumm o npmHagnekHoctn K VLAN. MNossonseTt uc-
Nnosb3oBaTb HecKosibKo rpynn VLAN Ha ogHOM nopTy.
MpoTtokon LACP obecneunBaeT aBTomaTU4eckoe 06beANHEHNE OTAE/bHbIX CBA3EN
MexXay ABYMA YCTPOWCTBaMM (KOMMYTaTOP—KOMMYTATOp WMAM KOMMyTaTop—cep-
O6beduHeHUe KaHa08 Bep) B e41HbIM KaHa nepesayum AaHHbIX.

c ucnone3zoeaHuem LACP

B npoToKoae NOCTOAHHO onpeaensaeTca BO3SMOXHOCTb O6'be,EI,VIHEHVIﬂ KaHanos, n B
CQiy4ae OTKa3a coegunHeHunA, BXogAawero B 06'bELI,MHeHHbIl7I KaHan, ero Tpacbvn( aBTO-
MaTU4YeCKN nepepacnpenenaeTca Nno He OTKa3aBWKMM KOMMNOHEHTaAM O6'be,CI,MHEH-
HOro KaHana.

Co3zdaHue 2pynn LAG

B ycTpoicTBax noaaepkmsaeTtca GyHKLMA CO34aHMA FPYNN KaHanoB. Arperauma Ka-
Hanos (Link aggregation, trunking) unu IEEE 802.3ad — TexHonorMa ob6begnHeHUA
HECKONbKMX GU3NYECKMX KaHa/noBa B OAWMH NOrMYEcKUi. 3To cnocobeTByeT He
TO/IbKO YBE/IMYEHMIO NPOMYCKHOM CNOCOBHOCTU MArMCTpasbHbIX KaHA0B KOMMYTa-
TOP-KOMMYTaTOP UM KOMMYTaTOpP-CEPBEP, HO 1 NOBbILLEHUIO UX HAAEXHOCTU. Bo3-
MOXHbI TPU TUNA 6aNaHCMPOBKKM — HA ocHoBaHUKW MAC-aapecos, Ha OCHOBaHUM IP-
afipecoB 1 Ha ocHoBaHMK nopTa (socket) HasHayeHuA.

l'pynna LAG coCcTOMT U3 NOPTOB C O4MHAKOBOW CKOPOCTbIO, paboTatoLmx B AynaeKc-
HOM pexknme.

Moddepxcka Auto Voice
VLAN

MpenoctaBnsaeT BO3MOXHOCTb UAEHTUGUUMPOBATL r0J10COBOIM TPadMK Ha OCHOBaA-
Hum OUI (Organizationally Unique Identifier — nepsble 24 6uta MAC-agpeca). Ecnm
B MAC-Tabnunue kommyTaTopa npucytcreyet MAC-aapec ¢ OUl ronocoBoro wnto3a
unu e IP-TenedoHa, To AaHHbIN NOPT aBTOMaTUYeCcKn aobasnsetcs B voice vlan
(npeHTMounKauma no npotokony SIP nnu e no MAC-agpecy nonyyatens He noa-
OeprKuBaetcs).

2.2.4 ®yHKyuu mpemse2o yposHsa cemeegoii modenu OSI

B Tabnmue 4 npuseaeHbl GyHKUMM TpeTbero ypoBHsA (yposeHb 3 OSI).

Tabnunua 4 — OnucaHme GyHKLUMIN TpeTbero ypoBHa (Layer 3)

Knuenmei BootP

u DHCP

(Dynamic Host
Configuration Protocol)

YcTpoicTtBa  Cnoco6HbI

BootP/DHCP.

aBTOMaTMYecKM nosayyatb |P-agpec no  NpoOTOKoAy

CmamuyecKue
IP-mapwipymei

AZMWHUCTPATOP KOMMYTaTOpa MMEET BO3MOMXKHOCTb A06aBNATb U yAANATL CTaTUYe-
CKMe 3anucuy B Tabanuy mapLupyTnsaumm.

lpomokon ARP
(Address Resolution
Protocol)

ARP — npoTokon conocTtaBneHus IP-agpeca n ¢pusmyeckoro agpeca ycrtponcrea. CooT-
BETCTBME YCTAHAB/IMBAETCA Ha OCHOBE aHa/M3a OTBETA OT Y3713 CETU, afpec y3fa 3a-
npalmMBaeTca B LUIMPOKOBELLLATE/IbHOM MaKeTe.
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lpomokon RIP
(Routing Information
Protocol)

MpPOTOKO/ AMHAMMYECKOI MApPLIPYTU3ALLMN, KOTOPbLIM NO3BOIAET MApLIPYTU3aTOPaM
06HOBNIATL MAPLIPYTHYIO MHDOPMaALLMIO, MOSIyYas ee OT COCEAHUX MapLIPYTM3aTOPOB..
B 33aa4M NpOTOKONA BXOAMUT onpesesieHne onTUMAbHOro MapLipyTa Ha OCHOBAHUMU
[AaHHbIX O KO/IMYECTBE NMPOMEKYTOUHbIX Y3/10B.

@®yukyusa IGMP Proxy

IGMP Proxy — ¢&yHKUMA YNPOLLEHHOW MapLpyTU3aUMW MHOroaapecHbIX AaHHbIX
MeXay ceTamu. s ynpaBaeHMA mapLlipyTm3aumneit ncnonbayetcsa npotokon IGMP.

lpomokon OSPF

MpPOTOKO/ AMHAMMYECKON MapLUpyTU3aLMM, OCHOBAHHbIA Ha TEXHONOMMU OTCAEKM-
BaHMA cocToaHMA KaHana (link-state technology) n ncnonb3ylowmii Ana HaxoKaeHus
KpaTtyauwero nytm anroputm eikcTpsl. Mpotokon OSPF pacnpocTpaHAaeT MHdopma-
LMI0 O AOCTYMHbIX MapLIpyTax Mexay MapLpyTu3aTopaMn o4HOW aBTOHOMHOW Cu-
cTeMbl.

lpomokon BGP

BGP (Border Gateway Protocol — npoToKon rpaHMYHOrO W3a) ABASETCA NPOTOKO-
JIOM MapLpyTU3aummn mexay aBTOHOMHbIMK cuctemamu (AS). MapLupyTrsaTopbl 06-
MEHMBaTCA MHbOPMaLMel 0O MapLIpyTax K CETAM Ha3Ha4yeHuA.

lpomokon VRRP

Mpotokon VRRP npegHasHayeH oA pe3epBUPOBaHNA MapLLPYTU3aTOPOB, BbIMOAHA-
OLLMX POAb LWAO3a MO YMOYaHUIO. ITO AOCTUrAeTCA NyTém obbeamHeHun IP-nHTep-
deicoB rpynnbl MapLLpyTM3aTOPOB B OANH BUPTYasibHbIN, KOTOPbIA ByaeT ncnonb3o-
BaTbCA KaK LWII03 MO YMOJIYAHMIO AJ17 KOMMbIOTEPOB B CETY.

PIM-npoTokon mHOroaapecHon maplipytusaumm ansa IP-cetei, co3gaHHbIn ana pe-
WweHus npobsiem rpynnosoi mapwpytmsauuun. PIM 6asmpyeTca Ha TPaAULMOHHBIX
MapLLUpPYTHbIX MpOTOKonax (Hanpumep, Border Gateway Protocol), BmecTto ToOro,

pomokon PIM yTobbl CO34aBaTb COBCTBEHHYIO ceTeByto Tonosoruto. PIM ncnonbsyeT unicast-tab-
VLY MapLUpyTM3aLmMmK aaa nposepKku RPF. 3Ta npoBepKa BbINOAHAETCA MapLIpyTU3a-
TOopamu, 4Tobbl ybeauTbes, YTO Nepegada MHoOroagpecHoro Tpaduka BbINOAHAETCA
no nytn 6e3 netens.
MpoTokon ans obmeHa nHbopmaumeint 06 UCTOUHMKAX MyNbTUKACTa MEX, a3nny-
Mpomokon MSDP P A bopma, 4 Ay e

Hbimu RP B PIM.

2.2.5 ®yHkyuu QoS

B Tabnnue 5 npuBeaeHbl OCHOBHble GYHKLMM KayecTBa obcny:kusaHus (Quality of Service).

Tabanua 5 — OcHoBHble GyHKUMM KayecTBa 06CayKUBAHUSA

Moddepxcka YCTpOICTBO NoAAepKUBAET NPUOPUTU3ALMIO UCXoaALLero TpadMKa No oyepeaam Ha
npuopumemHsoix Kaxaom nopTy. PacnpeseneHue nakeToB No oyepesam MOXKeT NPpOn3BOANTLCA B pe-
ouyepedeii 3ynbTaTe KnaccudurKaLl MM NaKeToB No Pas/IMYHbIM NONAM B 3aro/10BKax NakeTos.
CraHgapT 802.1p cneunduumpyeT MeToL YKasaHWUA NPUOPUTETA Kagpa M airopuTm
Moddepxcka knacca MCMNO/Ib30BaHMA NPUOpPUTETA B LLeNAX CBOEBPEMEHHOW A0CTaBKU YyBCTBUTEIbHOTO |v<
BPEMEHHbIM 3agep»KKam Tpadumka. CtaHgapT 802.1p onpeaensetr BOCEMb YPOBHEM
obcnyrcueaHua 802.1p
npuopuTeToB. KOMMyTaTOpbl MOTYyT MCNONb30BaTb 3HAYeHUe npruoputeta 802.1p gna
pacnpeaeneHna KagpoB No NMPUOPUTETHLIM OYepeaam.
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2.2.6 ®yHKyuu obecneyeHus bezonacHocmu

Tabnvua 6 — PyHKUMKM obecneyeHns 6ezonacHOCTH

PyHKUMA KOMMYyTaTOpa, NPefHa3Ha4YeHHaA 414 3alUMUTbl OT aTak C UCMOb30BaHNEM
npotokona DHCP. O6ecneunBaet ¢punbrpaunto DHCP-coobuieHMiA, NOCTYyNUBLINX C
HeHaZeXHbIX NOPTOB NMyTEM MOCTPOEHMA U NoaLepXKaHua 6a3bl AAaHHbLIX NPUBA3KK
DHCP (DHCP snooping binding database). DHCP snooping BbiNonHAET aencTaus
6paHaMayapa MexKay HeHaAEeKHbIMWU nopTamu U cepsepamun DHCP.

DHCP snooping

Onuwus, KoTopas nossonseT npouHbopmuposatb DHCP-cepsep o0 Tom, C KaKkoro
Onyus 82 npomokona DHCP-peTpaHcaaTopa 1 Yepes Kakown nopt nFiMLuen 3anpoc. .

Mo ymon4yaHMI0 KOMMyTaTop, MCNob3yoLWwmn dyHKUMo DHCP snooping, obHapyKu-
DHCP o o o

BaeT 1 oTbpacbiBaeT ntoboi DHCP-3anpoc, coaeprKalmii onumio 82, KOTopbli OH No-

Nly4nn yepes HeHagEéxHbIi (untrusted) nopr.
UDP relay MepeHanpasneHune wmpokosellatenbHoro UDP-TpadmKa Ha yKasaHHbIn IP-agpec.
®yHKyuu DHCP- DHCP-cepBep ocyuiecTBaseT LEeHTpan30BaHHOE yrnpaB/ieHUe CEeTEBbIMU aZpecamu
cepsepa W COOTBETCTBYHOLWUMMN KOHOUTYPALMOHHBIMM NapaMeTpamMu, aBTOMaTUYECKN Npeso-

CTaB/AA UX KIMEHTAM.

IP Source address guard

PyHKUMA KOMMYyTaTopa, KOTopas orpaHmMumeaeT IP-TpaduK, dunbTpys ero Ha OCHoBa-
HUK TabmLbl coOTBETCTBUI 6asbl aHHbIX NpuBA3kn DHCP — DHCP snooping u ctaTtu-
Yyecku ckoHPUryprpoBaHHbIX IP-agpecos. PyHKLMA ncnonb3yeTca Ana 6opbbbl c noa-
meHoit IP-agpecos.

Dynamic ARP
Inspection (Protection)

PyHKUMA KOMMYTATOpPa, NPeZiHa3HaYeHHAA 414 3alUMUTbl OT aTak C UCMOb30BaHNEM
npoTokona ARP. CoobuieHune, KOTOpoe NOCTyNaeT ¢ HEHAAEXKHOrO NopTa, NoABepra-
eTcA NnpoBepKe — cooTBeTcTBYeT N IP-aapec B Tene npuHatoro ARP-naketa IP-agpecy
otnpasuTens. Ecnv agpeca He coBnazatoT, TO KOMMYTaToOp OTOpacbiBaeT NakerT.

L2 - 13- L4 ACL (Access
Control List)

Ha ocHoBe MHpOpMaLLMK, COAEPHKALLENCA B 3ar0/10BKax YpoBHeit 2, 3 1 4, y agMUHK-
CTpaTopa ecTb BO3MOXHOCTb HAaCTPOMTb MpaBuaa, COrNacHO KOTOPbIM MakeT byaeT
obpaboTtaH nmMbo oTbpoLleH.

Time-Based ACL

Mo3BonseT ckoHOUryprMpoBaTb BPEMEHHbIE PAMKW, B TEYEHWE KOTOPbIX AaHHbIA ACL
byneT felncTBoBaTh.

Moddepxka OcHoBHaA PpyHKUMA 6NOKMPOBKKU — MOBbLICUTL 6E30MacHOCTb CeTU, NPeaoCTaBAAsA 40-
306/10KUPOBAHHbLIX CTyN K NOPTYy KOMMYTaTopa TO/IbKO ANA YCTPOMNCTB, umetowmx MAC-agpeca, 3akpen-
nopmoe NeHHble 33 3TUM NOPTOM.

lpoesepka Mposepka nognnHHocth IEEE 802.1x npeactasnset coboit mexaHM3M KOHTPOAA [0-

nodsnuHHOCMU Ha
ocHoee nopma (802.1x)

CTyna K pecypcam yepes BHelWHWit cepsep. Mpolwealwine nposepKy NogAMHHOCTU
No/ab30BaTeIM NOAYHAT AOCTYN K pecypcam BbIbpaHHOM ceTw.

2.2.7 ®yHKYyuu ynpasaeHuUs KOMMymamopom

Tabnnua 7 — OcHoBHble GYHKLMM YIPABAEHNA KOMMYTAaTOPaMM

3az2py3Ka u ebiepy3Ka
¢alina Hacmpoliku

MapameTpbl YCTPOMCTB COXPaHAOTCA B Galiie HAaCTPOIMKN, KOTOPbIM COAEPKUT AaH-
Hble KOHUIypaLyMK Kak BCel CUCTeMbI B LLEIOM, TaK M onpeaeneHHoro nopTa ycTpoit-
cTBa.
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Mpomokon TFTP (Trivial
File Transfer Protocol)

Mpotokon TFTP ncnonb3yetca gns onepaumini 3anmcu 1 uteHus dainos. MpoTokon oc-
HOBaH Ha TpaHcNopTHOM npoTtokose UDP.

YCTpoMcTBa NoAAepKUBAIOT 3arpysKy U nepegady no AaHHOMY NpoToKony ¢annos
HaCTPOMKKN M 06pa3oB NporpammHoro obecneyexus.

Mpomokon SCP (Secure
Copy)

MpoTtoKkon SCP ncnonb3yetca Ana onepaumii 3anmcy 1 uteHma ¢ainos. MpoTokon oc-
HOBAH Ha ceTeBOM NpoToKosne SSH.

YCTpoMCcTBa NoAAepKMBAIOT 3arpysKy U nepegady no AaHHOMY NpoToKony ¢annos
HaCTPOMKKN M 06pa3oB NporpammHoro obecneyexus.

YoaneHHbIii
MoHumopuHz (RMON)

YpaneHHblh MOHUTOPUHT (RMON) — cpeacTBO MOHUTOPMHIA KOMMbIOTEPHbIX CETEN,
paclwmpeHme SNMP. CoBMecTUMble YCTPOICTBa NO3BOAKOT cobMpaTb AnarHocTmye-
CKMe faHHble C NOMOLbIO CTaHUMK ynpaBnieHua cetbio. RMON — ato ctaHgapTHaA
6a3a MIB, B KOTOpOI onpeaeneHbl TEKYLWAA U NPeablayLLas CTaTUCTMKa ypoBHA MAC
1 06bEKTLI YNpaB/ieHWA, NPesoCTaBAsAoWMe AaHHbIE B pealbHOM BPEMEHM.

lpomokon SNMP

Mpotokon SNMP ucnonb3yeTca g8 MOHUTOPUHIA U YNPaBAEHUS CETEBbIM YCTPOM-
cTBOM. [1a ynpasaeHuaA AOCTYNOM K CUCTEME ONpPeAENsAeTca CNMCOK 3anucein coob-
LLeCTBA, KaXaan N3 KOTOPbIX COAEPKUT NPUBUAErUU AOCTYNa.

Unmepdpeiic
KOMaHOHOU cmpoKu
(CLI)

YnpasneHne kommyTaTopamu nocpeactsom CLI ocylecTBaseTcA NOKaNbHO Yyepes no-
cneposaTtesibHbI nopT RS-232, nnbo yaaneHHo yepes Telnet, SSH. UHTepdelic Ko-
MaHAHOW cTpoKM KoHconu (CLI) aBnseTca NpombilWwNeHHbIM CTaHAapToM. MHTepnpe-
TaTop CLI NpeaocTaBAseT CNMCOK KOMaHA, U KAYeBbIX C/10B A1 MOMOLLM NO/b30Ba-
Te/0 U COKPALLEHWNIO 06bemMa BBOAMMbIX AAHHbIX.

Syslog

Syslog — npoToKo, obecneymBatowmii nepesaydy coobLLEHNA O NPOUCXOLALLMX B CU-
cTeme cobbITUSAX, a TaKXKe yBeJOMIEHU 06 oWMOKax yaaneHHbIM cepBepam.

SNTP
(Simple Network Time
Protocol)

Mpotokon SNTP — NpOTOKON CUMHXPOHU3ALMK BPEMEHM CETU, rapPaHTUPYET TOYHOCTb
CMHXPOHM3ALUN BPEMEHU CETEBOTO YCTPOMUCTBA C CEPBEPOM 0 MUIIUCEKYHADI.

Traceroute — cny)ebHasa GyHKUMSA, NpegHa3HaYeHHan 4/1a onpeaeseHns MapLupyTos

Traceroute
nepeaayun AaHHbIX B IP-ceTax.
Ynpaenexue .
AZMUWHUCTPATOP MOXKET ONpesennTb YPOBHU NPUBMAETUIA A0CTYyNa ANA NONb30BaTe-
KOHMpoaupyemoim o . N
Nen yCTPOICTBa U XapaKTePUCTUKN ANA KaXKAO0ro YpOBHA NpUBUAETUi (TONbKO ANnn
docmynom — yposHu .
. yTeHusa — 1 ypoBeHb, NOAHbIN AocTyn — 15 ypoBeHb).
npusuneauu
KommyTaTop cnocobeH ycTaHaBAMBaTb 3anpeT AOCTyna K KaxXaomy WHTepdency
n HMA (SNMP, CLI). 3anpeTt moxeT bbIT TaH H OT, H A Kaxaor
Brokupoexa ynpasne (S , CLI). 3anpeT MoXeT 6bITb YCTaHOB/IEH OTAENbHO ANA KaXKA0ro
o TMMa JocTyna:
UHmMepdgeuca .
pd Telnet (CLI over Telnet Session);
ynpaenexus Secure Shell (CLI over SSH);
SNMP.
JloKanbHasA [Ona nokanbHOM ayTeHTUPUKaLMKN NoanepKMBaeTca XpaHeHMe naponen B 6ase gaH-
aymeHmudguKayus HbIX KOMMyTaTOpa.

dunompayus IP-

Joctyn no SNMP paspewaetca ana onpegeneHHbix |IP-agpecos, AsnaroWmxca yne-

adpecoe 0153 SNMP Hamu SNMP-coobuiecTsa.
MpoTtokon RADIUS ucnonb3yetca ana ayteHTMduKaumm, astopmsaumm u ydyeta. Cep-
Bep RADIUS ucnonbsyet 6a3y AaHHbIX NOAb30BaTeNEN, KOTOPAA COAEPMKUT AaHHbIE

Knuerm RADIUS P nofib3yer basy A rlO/1b30BATENEN, KOTOPaA COAEPHMT A
NPOBEPKU NOAAMHHOCTU ANA KaXKA0ro nosib3osatenda. KommyTtaTopbl cogepxat Kam-
E€HTCKYo YacTb npoTokona RADIUS.

TACACS+ YCTpPOMCTBO NpesoCcTaBnAeT NoAaep KKy NPOBEPKM NOAJMHHOCTU KAMEHTOB Nocpea-

. ctBom npoTtokona TACACS+. Mpotokon TACACS+ obecneymnBaeT LEeHTPaIN30BaHHYO

(Terminal Access cuctemy 6HesonacHocTm A MNPOBEPKU MNO/b30BaTeNei, MNosyyaloWwmx [0CTyn K

Controller Access w i ’ yraiotmx AseTy
YCTPOMCTBY, @ TaKKe LLeHTPA/IM30BaHHYIO CUCTEMY YNpaBieHUa npu cobnoseHnn

Control System) cosmectumocTtun ¢ RADIUS n gpyrumn npoueccamm NnpoBepKn NoAJNHHOCTU.
®yHKunA cepsepa SSH nossonseT KaneHTy SSH ycTaHOBUTL C YCTPOMCTBOM 3aLUULLEH-

Cepeep SSH YHKL, psep y Yy ycTp wnuy
Hoe coeAuHeHue ANA ynpaBaeHUa UM.
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Moododepxka [aHHasa yHKUMA nNpenocTaBaAeT BO3SMOMXKHOCTb CO34aBaTb MAaKPOKOMaHAbl, npesa-
MAKpPOKOMAHO cTaBnAowWwme cobolt Habop KOMaHA, Y NPUMEHATb UX AN KOHOUTYPALUM YCTPOMCTBA.

2.2.8 /[lononHumenobHble (pyHKyUU
B Tabanue 8 npuseseHbl 4ONOAHUTENbHbIE PYHKLIMM YCTPOICTBA.

Tabnnuya 8 — lononHuTenbHble GyHKUUM YCTPOMCTBA

AuazHocmuka YCTpOICTBO NO3BOAIAET TECTUPOBATL ONTUYECKUI TPpaHcmBep. MNpu TeCTUPOBAHUM OT-
onmuyecKko20 CNIEXMUBAOTCA TAaKME NapameTpbl, KaK TOK W HamnpsaXeHWe NUTaHWA, TemnepaTtypa
mpaHcueepa TpaHcuBepa. [na peanmsauunn TpebyeTtca nogaepikka asTux GyHKUUI B TpaHcMBeEpe.

[aHHbIA MexaHM3M NO3BOAAET KOMMYTAaTOPy CHW3UTbL SHepronoTpebaeHue 3a cyet
OTKJ/IIOYEHUNA HEAKTUBHBIX 3/IEKTPUHECKUX MOPTOB.

Green Ethernet

2.3 OcCHOBHbIe TeXHUYECKMNe XapaKTepUCTUKH

OCHOBHble TeXHU4YecKme napamMeTpbl KOMMYTAaTOpPOB NnpueeaeHbl B Ta6nmu,e 9.

Tabanua 9 — OCHOBHble TEXHUYECKUE XapPaKTEPUCTUKHM

O6wme napameTpbl

24 x 10/100/1000BASE-T
MES2300-24 4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

24 x 10/100/1000BASE-T

4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x 10/100/1000BASE-T (OOB)

1 x KoHconbHbI nopT RS-232 (RJ-45)

MES3300-24

20 x 1000BASE-X/100BASE-FX (SFP)

4 x 10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
MES3300-24F 4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)

1 x 10/100/1000BASE-T (OOB)

1 x KoHconbHbIN nopT RS-232 (RJ-45)

1 x 10/100/1000BASE-T (OOB)
WHTepdeiics MES5312 12 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

1 x 10/100/1000BASE-T (OOB)

16 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIN nopT RS-232 (RJ-45)
1xUSB 2.0

MES5316A

1 x 10/100/1000BASE-T (OOB)

24 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIN nopT RS-232 (RJ-45)
1xUSB2.0

MES5324A

1 x 10/100/1000BASE-T (OOB)

32 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIM nopTt RS-232 (RJ-45)
1xUSB 2.0

MES5332A
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1 x 10/100/1000BASE-T (OOB)
24 x 1000BASE-X (SFP)/10GBASE-R (SFP+)

MES5400-24 6 x 40GBASE-R (QSFP+)/100GBASE-R (QSFP28)
1 x KoHconbHbIM nopT RS-232 (RJ-45)
1xUSB 2.0
1 x 10/100/1000BASE-T (OOB)
48 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
MES5400-48 6 x 40GBASE-R (QSFP+)/100GBASE-R (QSFP28)
1 x KoHconbHbIM nopT RS-232 (RJ-45)
1xUSB 2.0
1 x 10/100/1000BASE-T (OOB)
2 x 10GBASE-R (SFP+)
MES5500-32 32 x 40GBASE-R (QSFP+)/100GBASE-R (QSFP28)
1 x KoHconbHbIM nopT RS-232 (RJ-45)
1xUSB 2.0
CKODOCTS NEDEAAYM AaHHbIX Ontuueckune nHtepdeicol 1/10/100 réut/c
P PeA A dneKTpuyeckme nHTepodeicsl 10/100/1000 M6éut/c
MES2300-24
MES3300-24 128 réut/c
MES3300-24F
MES5312 240 Iéut/c
MES5316A 320 Iéut/c
I'IponyCKHaﬂ cnocobHocTb MES5324A 480 r6VIT/C
MES5332A 640 Iéut/c
MES5400-24 1,68 T6uT/c
MES5400-48 2,16 Téut/c
MES5500-32 6,4 Téut/c
MES2300-24
MES3300-24 95,2 MPPS
MES3300-24F
MES5312 178 MPPS
Mpon3BoANTENBHOCTb Ha Na- MES5316A
KeTax A/sMHol 64 b6aiital MES5324A 238 MPPS
MES5332A
MES5400-24 878,3 MPPS
MES5400-48 1041,5 MPPS
MES5500-32 1995 MPPS
MES2300-24
MES3300-24 1,5 Mb6aunt
MES3300-24F
MES5312 2 Mb6aut
O6bem bydepHoi namaATu MES5316A
MES5324A 3 M6aiit
MES5332A
MES5400-24 .
MES5400-48 12 Mbaiir

! 3HaueHna yKasaHbl A8 OAHOCTOPOHHEN nepeaayn.

18
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MES5500-32

24 Mb6aut

O6bem 03Y (DDR3)

MES5312

MES5316A
MES5324A
MES5332A

1 reamnt!

O6bem 03Y (DDR4)

MES2300-24
MES3300-24
MES3300-24F

2 bant

MES5400-24
MES5400-48
MES5500-32

8 réant

O6bem M3Y (NAND Flash)

MES2300-24
MES3300-24
MES3300-24F

512 M6aut

MES5312

MES5316A
MES5324A
MES5332A

1 réant

O6bem M3Y (embedded
uSsD)

MES5400-24
MES5400-48
MES5500-32

8 réant

Tabnnua MAC-agpecos

MES2300-24
MES3300-24
MES3300-24F

16384

MES5312

MES5316A
MES5324A
MES5332A

32768

MES5400-24

65536

MES5400-48

262144

MES5500-32

131072

Konnuyectso ARP-3anuceim

MES2300-242

2039

MES3300-242
MES3300-24F2

4087

MES53123

MES5316A3
MES5324A3
MES5332A3

8183

MES5400-243

32759

MES5400-483

131063

MES5500-323

65527

Mopanepxka VLAN

CornacHo 802.1Q po 4094 aktmsHbIX VLAN

1 O6bém 03Y pgna mogeneir MES5316A rev.C, MES5324A rev.C, MES5332A rev.C, MES5316A rev.C1,

MES5324A rev.C1 — 2 I'6auT.

2 Nna Kaxkaoro xocta B ARP-Tabauue co3gaeTca 3anuch B TabauLe MapLipyTu3aumu.

3 Nna kakporo xocta B ARP-Tabnuue co3faetca AONOAHUTENbHaA 3anuch B Tabauue KommyTaumu. Koamuectso
ARP-3anucelt ¢ yctaHoBneHHOW nuueHsnen EVPN ana MES5312, MES5316A, MES5324A, MES5332A — 6135, ana
MES5400-24 — 30711, gna MES5400-48 — 129015, ana MES5500-32 — 63479.
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MES2300-24 2048
MES3300-24
MES3300-24F
MES5312
Konunyectso rpynn L2 MES5316A 4092
Multicast (IGMP snooping) MES5324A
MES5332A
MES5400-24
MES5400-48
MES5500-32 4090
Konnuectso npasun SQinQ 1320 (ingress), 1320 (egress)
MES2300-24 1976
MES3300-24
MES3300-24F 3000
MES5312 6072
Konnyectso npasun MES5316A
MAC ACL MES5324A 3000
MES5332A
MES5400-24 6144
MES5400-48 10737
MES5500-32 4081
MES2300-24 1975/988
MES3300-24
MES3300-24F
MES5316A 2999/1500
MES5324A
Konunyectso npasun MES5332A
IPv4/IPv6 ACL
MES5312 6072/3049
MES5400-24 6144/3036
MES5400-48 10737/5367
MES5500-32 4081/2040
MES2300-24 2048
MES3300-24
MES3300-24F
MES5316A 3072
MES5324A
Konunyectso ACL MES5332A
MES5312
MES5400-24 6144
MES5500-32
MES5400-48 12288
Konnyectso npasun ACL B ogHom ACL 256
Konnyectso mapwpyTos L3 4066 IPv4
Unicast? MES2300-24 1015 IPv6

! MapuwpyTbl IPv4/IPv6 Unicast/Multicast ncnonbsytot obLime annapaTtHble pecypcbl.
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MES3300-24 13278 IPv4
MES3300-24F 3316 IPv6
MES5312
MES5316A 16286 IPv4
MES5324A 4070 IPv6
MES5332A
MES5400-24 32669 IPv4
MES5400-48 8165 IPv6
292000 IPv4
MES5500-32 73000 IPV6
2029 IPv4
MES2300-24 505 IPV6
MES3300-24 4087 IPv4
MES3300-24F 1642 IPv6
MES5312
Konnuyectso mapwpyTos L3 MES5316A 8143 IPv4
Multicast (IGMP Proxy, PIM)? | MES5324A 2033 IPv6
MES5332A
MES5400-24 16324 1Pv4
MES5400-48 4079 IPv6
146000 IPv4
MES5500-32 36500 IPV6
Konunyectso VRRP-mapLupyTMsaTopos 255
MES2300-24 8
MES3300-24 5
MES3300-24F
MES5312
MakcrMmanbHoe Kon4ecTBo
MES5316A
ECMP-mapwpyToB
MES5324A
MES5332A 64
MES5400-24
MES5400-48
MES5500-32
MES2300-24
MES3300-24F
MES5312
MES5316A 16 (BKntoyaa VRF no ymonyaHuio)
Konunvectso VRF MES5324A
MES5332A
MES5400-24
MES5400-48 251 (Bkntoyas VRF no ymonyaHuio)
MES5500-32
MES2300-24 2032

Ethernet-kommymamopel ceputli MES2300, MES3300, MES53xxA, MES5400-xx, MES5500-32
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MES3300-24
MES3300-24F
MES5312
MES5316A
MES5324A
MES5332A
MES5400-24
MES5400-48
MES5500-32

Konunyectso L3-
nHTepdeincos

2050

MES5312
MES5316A
MES5324A

MakcumanbHoe KONnM4yecTso MES5332A

2094

VXLAN
MES5400-24

MES5400-48
MES5500-32

4093

Konunuectso BupTyanbHbix Loopback-uHtepdelicos

64

MES2300-24
MES3300-24
MES3300-24F

32 rpynnbl, 40 8 NOPTOB B Ka*KA0M

MES5312
MES5316A
MES5324A
MES5332A
MES5400-24
MES5400-48
MES5500-32

Arperaumsa KaHanos (LAG)

128 rpynn, 40 8 NOPTOB B KaxKA0M

Konnuyectso aksemnaapos MSTP

64

Konnyectso aksemnnapos PVST

64

Konnuectso DHCP pool

16

KayecTBo 06cnyxmBaHMA QoS

8 BbIXOAHbIX OYepeaei ANA Kax4oro nopra

CBepxanuHHble Kagpbl (jumbo frames)

MakcumanbHbIi pasmep naketos 10240 6aiT

CrekuposaHue!

[o 8 ycTpoliicTs

CooTBeTcTBME CTaHA4APTaM

IEEE 802.3ab 1000BASE-T Gigabit Ethernet

IEEE 802.3z Fiber Gigabit Ethernet

IEEE 802.3x Full Duplex, Flow Control

IEEE 802.3ad Link Aggregation (LACP)

IEEE 802.1p Traffic Class

IEEE 802.1q VLAN

IEEE 802.1v

IEEE 802.3 ac

IEEE 802.1d Spanning Tree Protocol (STP)

IEEE 802.1w Rapid Spanning Tree Protocol (RSTP)
IEEE 802.1s Multiple Spanning Tree Protocol (MSTP)
IEEE 802.1x Authentication

Ynpasnenue

NokanbHoe ynpasnexHue

Console

YpaneHHoe ynpasseHue

SNMP, Telnet, SSH, web

! Peanunsauma ctekmposaHua Ha yctpoictee MES5500-32 3annaHuposaHa B 4Q23.
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du3nyecKkne XapaKTepPUCTUKM U YCI0BUA OKpYIKatoLel cpeabl

MES3300-24 CeTb NnepemeHHOro Toka: 100-240 B, 50-60 I'y,
MES3300-24F CeTb NOCTOAHHOrO TOKa: 36—72 B
MES5312 BapunaHTbl nUTaHuA:
MES5316A - OAMH UCTOYHMK MUTAHMA MOCTOAHHOIO WM MepemMeHHOro
MES5324A TOKa;
MES5332A - ABa UCTOYHMKA NUTAHMA MOCTOAHHOrO WAW NEepemeHHOro
MES5400-24 TOKA, C BO3MOXHOCTbIO ropAYei 3ameHbl.
CeTb NepemMeHHOro Toka: 176-264 B, 50-60 I'y,
CeTb NOCTOAHHOrO TOKa: 36—72 B
UCTOYHMKM NUTaHMA BapuaHTbl nuTaHuA:
MES5400-48 - OAMH UCTOYHMK MUTAHMA MOCTOAHHOIO WM NMepemMeHHOro
TOKa;
- ABa UCTOYHMKA MUTAHMA MOCTOAHHOIO WM NEPEeMEHHOro
TOKa, C BO3MOKHOCTbIO ropsYyeit 3aMmeHbl.
CeTb nepemeHHoOro Toka: 100-240 B, 50-60 I'y,
MES2300-24 szﬁiH;ergr:::::TaHm nepemeHHOro TOKa;
MES5500-32 A P /
- IBa UCTOYHMKA NUTAHUA NMEPEMEHHOro TOKa C BO3MOXKHO-
CTbiO FOpAYEN 3aMeHblI.
MES2300-24 He 6onee 20 BT
MES3300-24 He 6onee 33 Bt

MES3300-24F

He 6onee 45 Bt

MES5312 He 6onee 25 Bt
MES5316A He 6onee 58 BT
MoTpebnseman MOLHOCTb
MES5324A He 6onee 73 BT
MES5332A He 6onee 85 Bt
MES5400-24 He 6onee 150 BT
MES5400-48 He 6onee 180 BT
MES5500-32 He 6onee 400 BT
MES2300-24 20 Bt
MES3300-24 33 Bt
MES3300-24F 45 Bt
MES5312 25 BT
MES5316A 58 Bt
TennosblgeneHune
MES5324A 73 Bt
MES5332A 85 BT
MES5400-24 150 Bt
MES5400-48 180 Bt
MES5500-32 400 Bt
MES2300-24 0OT1-20 go +50 °C
MES3300-24
MNHTepsan pabounx MES3300-24F
remnepany? MESSHZ o0 g a0 s
MES5324A
MES5332A
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MES5400-24
MES5400-48 O10 go +45 °C
MES5500-32
NHTepBan TemnepaTtypbl XxpaHeHus ot -50 go +70 °C
/' MMepep, NepBbiM BK/IIOYEHMEM NOCAE XPaHEHUA
MHTEDBA/ TEMNEDATYDb! XDAHEHNS npu Temnepatype meHbLeit, yem -20 °C, unam npun
P paTypel xp 6onblien, yem +50 °C, Tpebyetca BbiAepKaTb
KOMMyTaTop NPU KOMHATHOW TemnepaTtype He
MeHee YyeTbIpéx Yacos.
OTHOCUTENbHAA BAAXKHOCTb NPU 3KCNyaTaLmm He Gonee 80 %
(6e3 obpasoBaHUs KOHAEHCATA)
OTHOCUTE/IbHaA BNAXKHOCTb NPU XpaHeHUn (bes OT 10 20 95 %
o0bpa3oBaHMA KOHAEHcaTa)
MES2300-24 430 x 44 x 204 mm
MES3300-24 430 x 44 x 330 mm
MES3300-24F 430 x 44 x 305 mm
MES5312 430 x 44 x 230 mm
ra6apMTHbIe pa3mepbl MES5316A
(LWxBxT) MES5324A 430 x 44 x 275 Mm
MES5332A
MES5400-24 440 x 44 x 321 mm
MES5400-48 440 x 44 x 447 mm
MES5500-32 440 x 44 x 534 mm
MES2300-24 2,94 kr
MES3300-24 5,13 kr
MES3300-24F 5,04 kr
MES5312 3,8 kr
MES5316A 3,6 Kr
Macca
MES5324A 3,7 kr
MES5332A 3,8 kr
MES5400-24 6,36 Kr
MES5400-48 8,84 kr
MES5500-32 11,8 kr
CpokK cnyKbbl He meHee 15 net

V Tun NUTaHUA YCTPOCTBa onpegenseTca Npu 3aKase.
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2.4 KOHCTPYKTUBHOE UCNONHEHUe

B naHHOM pa3gene onuMcaHo KOHCTPYKTUBHOE UCMNOJIHEHME YCTPOCTB. MpeactaBneHbl N306paxkeHus
nepeaHemn, 3agHeit 1 6OKOBbLIX NaHeNen yCTPOMCTBA, ONUCAHbI Pa3bemMbl, CBETOANOAHbIE MHANKATOPbI U Op-
raHbl ynpasaeHumA.

Ethernet-kommyTtatopbl MES2300-24, MES3300-24, MES3300-24F, MES5312, MES5316A, MES5324A,
MES5332A, MES5400-24, MES5400-48, MES5500-32 BbINOAHEHbI B METAN/IMYECKOM KOPMNyCe C BO3MOXHO-
CTblo ycTaHOBKM B 19” KapKac, BbicoTa Kopnyca 1U.

2.4.1 BHewHuii 8ud u onucaHue nepedHeli naHenu ycmpolicmea

BHewHM BMA, nepegHen naHenn ycrponcts MES2300-24 nokasaH Ha pucyHke 1.
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PucyHok 1 —lNMepeaHaa naHeno MES2300-24

BHewHM BUA nepegHent naHenn ycrponcts MES3300-24 nokasaH Ha pucyHke 1.

= T

SHELTEX
MES3300-24

PucyHok 2 —lMepeaHaa naHens MES3300-24

BHewHM BMA, nepegHert naHenn yctponcts MES3300-24F nokasaH Ha pUcyHKe 2.
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PucyHok 3 — lNMepeaHasa naHenb MES3300-24F

BHewHW BuA nepegHen naHenm yctponcte MES5312 nokasaH Ha pucyHKe 4.

P

1 2 3 4 9

PucyHok 4 — lNMepeaHas naHenb MES5312
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BHewHW BuA nepegHen naHenn yctpoincts MES5316A nokasaH Ha pucyHKe 5.

N T N P e A P ERERER P e

PucyHok 5 —MNepeaHasa naHeno MES5316A

BHewHW Bua nepegHen naHenn yctpoicts MES5324A nokasaH Ha pucyHKe 6.
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PucyHok 6 — NepeaHsaa naHenb MES5324ABHelwHMI BUA, NepegHeit naHenu yctpoiicte MES5332A nokasaH
Ha PUCYHKe 7.

1 2 6 43 S}

PucyHok 7 — MNepeaHAasa naHenb MES5332A

BHewHM BUA nepegHeit naHenn yctponcts MES5400-24 nokasaH Ha pUCYHKe 7.
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PucyHok 8 — NepeaHas naHenb MES5400-24
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PucyHok 9 — NepeaHAasa naHenb MES5400-48

BHewHuit BuA nepegHein naHenun ycrporicte MES5500-32 nokasaH Ha puUcyHKe 9.
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PucyHok 10 — NepeaHAs naHenb MES5500-32

B Ta6m4u,e 10 npmueeaeH nepevyeHb pa3bemos, CBETOANOAHbLIX UHOANKATOPOB U OPraHoOB ynpas/1eHUA,

PaCnoO/10XKEHHbIX Ha I'IEpELI,HEﬁ naHe/In KOMMYTaTOpPOB.

Tabanuya 10 — OnucaHue pasbeMOB, MHANKATOPOB M OPraHoOB ynpaBaeHua nepegHel naHenn MES2300-24,
MES3300-24, MES3300-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5400-24, MES5400-48,

MES5500-32
AnemeHT nepegHen
Ne s OnucaHue
naHenun
Unit ID MHAMKaTOp HOMepa YCTPOMCTBA B CTEKE.
Power MNHAMKaTOp NUTaHMA YCTPOMCTBA.
1 Master NHAanKaTop pexxmma paboTsbl ycTpoicTea (BeayLumii/segombiii).
Fan NHauKaTop paboTbl BEHTUAATOPOB.
RPS MHAMKATOpP pe3epBHOro 3NEKTPONUTAHUA.
dyHKLMOHaNbHAA KHOMKA 1A nepesarpyskun ycTpoictea u cbpoca K 3aBoa-
CKMM HaCTpoiKam:
) r - MPU HaXaTM Ha KHOMKY ANUTeNbHOCTbIO MeHee 10 ¢ npoucxoauT nepesa-
rpy3Ka yCTpoICTBa;
- NPW Ha*KaTUKW Ha KHOMKY A/nTeNbHOCTbio 6onee 10 ¢ npoucxoamT cobpoc
HACTpOeK YCTPOoMCTBA A0 3aBOACKON KOHUrypaumm.
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KOHCO/IbHbIV NOPT AN1A NOKANbHOIO YNPaBAEHUS YCTPOMUCTBOM.
PacnnHoBKa pasbema cnepytowas:
1 He ucnonb3yetcA
2 He ucnonbayeTca
3 RX
4 GND
3 Console 5 GND
6 TX
7 He ncnonb3yerca
8 He ucnonb3yertca
9 He ncnonbyetca
Pacnalika KoHconbHOro Kabena npueeaeHa B pasgene «lpuaoxeHue b.
KOHCONbHbIN Kabenby.
MopT (out-of-band) 10/100/1000BASE-T (RJ-45) ana yaaneHHoro ynpasne-
4 00B HWA YCTPOCTBOM.
YnpaBneHue OocCyLLecTBAAETCA MO CeTW, pPasfe/ibHO C KaHanom nepenayu
LAHHbIX.
[1-12] MES5312
[1-16] MES5316A
[1-24] MES5324A
[1-32] MES5332A
5 [1-24] MES5400-24 | Cnotbl ana yctaHoBKM TpaHcusepos 10G SFP+/1G SFP.
[1-48] MES5400-48
[XG1-XG2] MES5500-32
MES3300-24
[XG1-XG4] MES3300-
24F
MES5316A
MES5324A
6 | & MES5332A USB-nopr.
MES5400-24
MES5500-32
E -2
[HG1-HG6] MES5400-24
7 [HG1-HG32] MES5400-48 | CnoTbl anA ycTaHOBKM TpaHcueepos 40G QSFP+/100G QSFP28.
MES5500-32
MES3300-
8 [1-20] 24F 20 nopTtoB 1000BASE-X/100BASE-FX (SFP).
E -
9 [21-24] 21;3300 4 nopta 10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo.
10 | [1-24] MES3300-24 | 24 nopTa 10/100/1000BASE-T.
11 100-240V AC MES2300-24 Pasbem gna noaKNto4eHWA K UCTOYHWUKY SNEKTPONUTAHUA MepemMeHHOro
50-60 Hz TOKa.
28 Ethernet-kommymamopei cepuli MES2300, MES3300, MES53xxA, MES5400-xx, MES5520-32
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2.4.2 3a0HAaa naHenb ycmpolicmea

BHewHMn BUA 3agHel naHenn Kommytatopos MES2300-24, MES3300-24, MES3300-24F, MES5312,
MES5316A, MES5324A, MES5332A, MES5400-24, MES5400-48, MES5500-32 npuBeAeH Ha pUCYHKaX HUXe.

® ®
= Q000 [BIPIDISIe]
S s e e e Mg TUOOOU8EN000
Joic 1 ad e (el R Co e ersw: e M 11 1111 (Seee et Lty
e S e e e L L e e et R el el R ON )
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100-240 V AC
50-60 Hr =

PucyHok 14 —3aaHAaa naHenb MES5312, MES5324A, MES5332A
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PucyHok 15 —3aaHaa naHenb MES5316A
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100-240 v AC
50-60 Hz
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PucyHok 17 — 3agHaa naHenb MES5400-48
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PucyHok 18 — 3aaHaa naHenb MES5500-32

B Tabavue 11 npuBepeH nepeyeHb PAa3beMOB, PACMONOMKEHHbIX Ha 3aAHel NaHenn KOMMYTaTopoB
MES2300-24, MES3300-24, MES3300-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5400-24,
MES5400-48, MES5500-32.

Tabnunua 11 — OnuncaHme pasbemoB 3aHen NaHeAn KommyTtaTopos MES2300-24, MES3300-24, MES3300-
24F, MES5312, MES5316A, MES5324A, MES5332A, MES5400-24, MES5400-48, MES5500-32

DIeMeHT 3aHeln

Ne OnucaHue
naHenu
1 Knemma 3azemneHus = Knemma pgns 3a3emneHuns ycTpomcTsea.
2 BeHTUANATOPBI BeHTMNATOPbI ANA OXNaKAEeHUA YCTPOMCTBA.
3 CNOTbI 419 YCTaHOBKM 6710~ CnoT gns yCcTaHOBKM pesepBHOro 61oka nutaHua AC nam DC.
4 KOB NnTaHnA CNnoT ANA yCTaHOBKM OCHOBHOTO 6/10Ka nuTaHua AC nam DC.
5 Console KOHCONbHbIV NOPT ANA NOKANBbHOIO YNPaBAeHUA YCTPOACTBOM.

MopT (out-of-band) 10/100/1000BASE-T (RJ-45) ans yaaneHHoro ynpasne-
HWUA YCTPOMNCTBOM.

6 | OO0B MES5400-48
ynpaBneHme ocyuwecTsnAaeTca no cetn, pas3ge/sibHO C KaHaz oM nepeaaydn
AaHHDbIX.

7 o USB-nopr.
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PucyHok 19 — JleBasi 6oKoBasa naHenb MES2300-24
PucyHok 20 — JleBasi 60KoBana naHenb MES3300-24

DO0000000NO0SSERG S50

PucyHok 21 — JleBasa 6oKkoBan naHenb MES3300-24F

PucyHok 22 — Nlesaa 6okoBas naHenbo MES5316A, MES5324A, MES5332A

2.4.3 bBokKoesvble naHenu ycmpolicmea

31
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MES2300, MES3300, MES53xxA, MES5400-xx, MES5500-32

PucyHok 24 — lesaa 6okoBas naHenb MES5312

PucyHok 25 — MNpaBasa 6okosas naHenbs MES5312
PucyHok 26 — JleBasi 6oKkoBasa naHenb MES5400-24

PucyHok 23 — NpaBasa 6okoBas naHenb MES5316A, MES5324A, MES5332A
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PucyHok 27 — NpaBasa 6okoBas naHenbs MES5400-24

®e| @ @ ° ®

PucyHok 28 — NpaBasa 6okoBas naHenb MES5400-48

PucyHok 29 — NpaBasa 6okosas naHenbo MES5500-32

Ha 6OKOBbIX NaHENAX yCTPOMCTBA PACcMONOKEHbl BEHTUNALMOHHbIE PELIeTKM, KOTopble CAy¥KaT ans
oTBoZa Tenna. He 3aKpbiBaliTe BEHTUAAUMOHHbIE OTBEPCTUA MOCTOPOHHUMM NpeameTamu. ITO MOXKET
NPMBECTU K NeperpeBy KOMMOHEHTOB YCTPOMCTBA M Bbi3BaTb HapyLleHWA B ero paboTe. PekomeHaaunu no
YCTaHOBKE YCTPOMCTBA PACcMo/0KeHbl B pasgene «YCTaHOBKa U NOoAKAYEHNE Y.

2.4.4 Ceemoeas uHOUKayusa

CocTtonHue wWHTepodeicoB Ethernet ana mopenen MES2300-24, MES3300-24, MES3300-24F,
MES5312, MES53xxA, MES5400-xX WUHAMUMPYETCA ABYMA CBETOAUOAHbIMW WHAMKaTopamu, LINK/ACT
3eneHoro useta U SPEED aHTapHOro useTa. PacnonoxeHne CBETOANOA0B NOKA3aHO Ha PUCYHKAX HUXKe.

Link @ O Speed

T T

]

PucyHok 30 — BHellHWIA BUA oaMHapHOro pasbema SFP/SFP+

bo ]

HVA VA

LINK/ACT  SPEED

PucyHoK 31 — BHelwHKWI1 BuA, caBOeHHOro pasbema SFP/SFP+
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LINK/ACT SPEED

u—

PucyHok 32 — BHewHui1 BMA pa3bema RJ-45

LINK/ACT ~ SPEED

PucyHok 33 — BHewHuii Bug, pasvema QSFP+ 1 QSFP28 ans MES5400-xx

Ona  mopmenn MES5500-32 coctosHne wuHTepdelicoB QSFP28 wuHAMUMpyeTca  YeTbipbMs
CBETOAMOAHBbIMU WMHAMKATOPAMW 3€/EeHOFO M SAIHTAPHOrO LBETOB, COCTOAHWE WHTepdelicoB XG-nopTos
MHANUMPYETCA ABYMA CBETOAMOAHbIMM UHAMKaTOpamu, LINK/ACT 3eneHoro useta u SPEED AHTapHOro
uBeta. PacnonoxkeHne cBeToAMOA0B MOKA3aHO Ha PUCYHKAX HUMXKE.

PucyHok 34 — BHewHu BuA pasbema QSFP+ n QSFP28 ana MES5500-32

Tabnunua 12 — CeeToBan MHAMKALMA COCTOAHMA NHTepdeicoB QSFP28

CeeyeHue UHOUKamopa CeeyeHue uHOUKamopa T I T
SPEED LINK/ACT
BbIkntoueH BbIkntoueH MopT BbIKNOYEH AN COEAUHEHUE HE YCTAHOB/IEHO.
BbikntoueH [opuT nocToAHHO YcTaHOB/MIEHO coeanHeHMe Ha ckopocTu 40 Feut/c.
lfopuT NOCTOAHHO opuT nocToAHHO YcTaHOB/IEHO coeAnHeHne Ha ckopocTh 100 M6ut/c.
X Mwuranue MpeT nepenaya gaHHbIX.
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Tabnuua 13 — CBeToBasA MHAMKALMA COCTOAHUA MHTepdeincoB SFP+

BbikntoueH

BbikntoueH

MopT BbIKNOYEH MW COeANHEHME HE YCTaHOBAEHO.

BbikntoueH

[opuT NnocToAHHO

YcTaHoOB/eHO coenHeHne Ha ckopocTu 1 Iéut/c.

lopuT nocToAHHO

lopuT nocToAHHO

YcTaHoB/IEHO coeanHeHue Ha ckopocTu 10 Meut/c.

X

MwuraHune

MpoeT nepepaya gaHHbIX.

Tabnunua 14 — CBeToBan MHAMKALMA cOCTOAHUA UHTepdelicoB SFP

BbikntoueH

BbikntoueH

MopT BbIKNOYEH UKW COeANHEHUE HEe YCTaHOBAEHO.

BbikntoueH

[opwuT noctoAHHO

YcTaHOB/IEHO coeanHeHne Ha ckopoctu 100 M6ut/c.

FopnT nocToAHHO

opnT nocToAHHO

YcTaHoOB/IeHO coeMHeHne Ha ckopocTu 1 Féut/c.

X

Mwuranune

MaeT nepepaya AaHHbIX.

Tabnuua 15 — CeeToBaA MHAMKaLMA cocToaHUA Ethernet-nopTtos 10/100/1000BASE-T

BbikntoueH

BbikntoueH

MopT BbIKNOYEH MW COEANHEHNE HE YCTaHOBNEHO.

BbikntoueH

FopuT NnocToAHHO

YcTaHOBMEHO coeauHeHWe Ha ckopoctu 10 M6uTt/c
nan 100 M6uT/c.

lopwuT nocTtoAHHO

[opuT noctoAHHO

YcTaHOB/IEHO coeanHeHue Ha ckopoctn 1000 MéuTt/c.

X

Mwuranune

MaeT nepepaya AaHHbIX.

Tabnnuya 16 — CBeToBan MHAMKaLMA cocTosHMA MHTepdeicos QSFP28 ans MES5500-32

MopT BbIKNOYEH MU cCOeAMHEHMNE He YyCTa-
BbikntoueH BbikntoueH BbikntoueH BbikntoueH

HOB/IEHO.
loput loput Foput YCTaHOB/NIEHO COEAMHEHME Ha CKOPOCTU

BbikntoueH

NOCTOAHHO NOCTOAHHO NOCTOAHHO 40 réur/c.
loput loput Foput loput YCTaHOB/NEHO COeAMHEeHMe Ha CKOpOCTU
MOCTOSAHHO MOCTOSAHHO MOCTOSIHHO MOCTOAAHHO 100 réwr/c.
MwuraHune X X X MpeT nepegava gaHHbIX.

Tabnnuya 17 — CBeToBan MHAMKaLMA COCTOAHMA MHTepdeicos SFP+ gna MES5500-32

BbikntoueH

BbikntoueH

MopT BbIKNOYEH AN COeAUHEHUE HE YCTaHOBAEHO.

lopuT nocTtoAHHO

lopuT nocToAHHO

YcTaHoB/IEHO coeanHeHue Ha ckopocTu 10 Meut/c.

X

MwuraHune

MaoeT nepegaya AaHHbIX.

34
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UHankatop Unit ID (1-8) cnyuT ana obo3HauyeHWss HOMepa YCTpPOMCTBa B cTeKe. CUCTeMHble
nHankatopbl (Power, Master, Fan, RPS) cayxat ana onpeaeneHma cocTossHUA paboTbl y310B KOMMYTAaTOPOB.

Tabnuua 18 — CeeToBas UHAUKALMA CUCTEMHbIX MHANKATOPOB

Ha3eaHue DyHKYUA .
CocmosAHue uHAukamopa CocmosHue ycmpolicmea
uHOukKamopa uHOukamopa
BbikntoueH MnTaHue BbIKNOYEHO.
. MuTaHWe BKAOYEHO, HOPMaA/IbHAA
3eneHblit, FOPUT NOCTOAHHO .
paboTa ycTpolicTea.
MES5312
CocTtoaHue OpaH:KeBblit MES5316A
Power MCTOYHMKOB i MES5324A (0]
TCYTCTBME NEPBUYHOrO NUTAHUA
s MES5332A ¥ P (
OCHOBHOFO UCTOYHMKA (NpY NUTaHUMU
MES3300-24 yCTpoWcTBa oT pesepBHorpo NCTOYHMKA)
MES3300-24F WM aBapUA BTOPUYHOTO MCTOYHMKA
KpacHbliit MES5400-24 ’
MES5400-48
MES5500-32
Mpu3Hak . YCTPOWMCTBO ABAAETCA K MACTEPOM»
3eneHblit, rOpUT NOCTOAHHO cTexa
BE ero .
Master ,a,yu.i 2
YCTPOMCTBa Npu YCTPOMCTBO He ABAAETCA «KMaCTePOM»
BbikntoueH
paboTe B cTeke B CTEKeE.
CoctosHue 3eneHblit, rOpUT NOCTOAHHO Bce BEHTMAATOPbLI UCMPABHbI.
Fan BEHTUNIATOpPA . OTKas ofHoro nnu bonee
KpacHbIn, ropnt NOCTOAHHO
oxnaxkaeHus BEHTUNATOPOB.
. Pe3epBHbIN UCTOYHMK NOAKAIOYEH U
3eneHbln, rOpUT NOCTOAHHO
Pexum paboTbl paboTaeT HopmManbHO.

RPS pesepBHOro OTcyTCTBME NEPBUYHOIO NUTAHUA
MCTOYHMKA KpacHbli1, ropuT NOCTOAHHO pe3epBHOro UCTOYHUKA UK ero
nuTaHua HEeWCNpPaBHOCTb.

BbIKNtoYeH Pe3epBHbIN UCTOYHUK HE MOAK/IOYEH.

2.5 KomnnaeKTt noctaBku

B 6a30BbIii KOMMNAEKT NOCTAaBKU BXO4AT:

— Ethernet-kommyTatop;

— KomnnekT Kpenexka B CTOMKY;
— WHyp nuTaHms EBpoBnnka-C13, 1.8m (Tonbko ana MES2300-24);
— TNamATKa 0 AOKYMeHTauuu;
— CepTuduKat cooTBETCTBMS;
— MNacnopr.

Mo 3aKa3y NoKynatenAa B KOMNAEKT NOCTaBKN ONUMOHAa/IbHO MOTYT 6bITb BKNOYEHDI:

— PykosoacTBO no akcnayataumn Ha CD-aucke;

—  KoHCOoNbHbIN Kabenb;

—  Moaynb nuTtaHua PM160-220/12 (ans MES3300-24, MES3300-24F, MES5312, gna cepuu
MES53xxA, MES5400-24);

—  Moaynb nutanma PM350-220/12 (ans MES5400-48);

—  Moaynb nutanma PM600-220/12 (ans MES5500-32);

— WHyp nutaHus EBpoBunka-Cl3, 1.8m (B cnayyae KOmNaekTauum moaynem nutaHus PM160-
220/12, PM350-220/12 n PM600-220/12);

Ethernet-kommymamopel ceputli MES2300, MES3300, MES53xxA, MES5400-xx, MES5500-32 35



HELTEX

— Moaynb nutaHmMa PM100-48/12 (ans MES3300-24, MES3300-24F, MES5312, ana cepuu
MES53xxA);

—  Moaynb nutaHma PM160-48/12 (ana MES5400-24);

— Mogaynb nutaHusa PM350-48/12 (ans MES5400-48);

— lUHyp nuTtaHua MBC 2x1.5, 2m (B cnyyae KomnaeKkTauuu moaynem nuTaHus PM100-48/12,
PM160-48/12 nnn PM350-48/12);

—  SFP/SFP+/QSFP+/QSFP28 TpaHcuBsepsl.
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3 YCTAHOBKA U NOAKNIOYEHUE

B naHHOM pasgene onucaHbl NpoLeaypbl YCTAaHOBKM 060pyA0BaHUA B CTOMKY M NOAKAOUYEHUSA K NU-
Talowen cetu.

3.1 KpenneHue KpOHLWTEAHOB

B KOMNAEKT NOCTaBKW YCTPOMCTBA BXOAAT KPOHLUTENHbI A5 YCTAHOBKM B CTOMKY M BUHTbI A41A Kpen-
JNIEHUNA KPOHLUTEMHOB K KOpNycy YCTPOMCTBA. Ha KpOHLITEMHAX PAcnoN0XKEHbI LECTb KPeneKHbIX OTBEPCTUM
A9 Pa3HbIX BAPUAHTOB KPEMJIEHMA, YTO NO3BOJIAET PEry/IMPOBaATb PACCTOAHME MEXAY NepeaHel NaHe N bto
N asepuei cepepHoro WwKada (pucyHkn 35—37). Oaa yCTaHOBKM KPOHLWTENHOB BbibepuUTe OANH U3 Bapu-
aHTOB KpenneHusa:

PucyHok 36 — BapuaHT KpenaeHusa KpoHwTenHoB No2

1. CoBmecTuTe BblbpaHHble YeTblpe OTBEPCTUA A1 BUHTOB Ha KPOHLUTEMHE C TAKMMU }Ke OTBep-
CTUAMKM Ha BOKOBOW NMaHen yCTPOICTBa.

2. CnomoLLblo OTBEPTKM NPUKPENUTE KPOHLUTEMH BUHTAMM K KOPMYyCy.

3. MosTopuTe geicTeus 1, 2 Ans BTOPOro KpoHLWTENHa.
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3}
PucyHok 37 — BapuaHT KpenaeHua KpoHwTeHoB ansa MES5500-32

Ons petaneit KpoHWTeMHA NpeaycMOTPEHO HECKOJIbKO MOJIOKEHUIA, 3aBUCALUMX OT TNyOUHbI
NCNosib3yeMon CTOMKU. MuHMManbHasa rnybuHa, Ha KOTOPYH PacCyMTaH KpPOHWTEWH — 537.5 mm,
MaKcumanbHaa — 787.5 mm.

1. BbibepuTte HeobxoaMMOe NonoxeHne aetann 1 (aBa BapmMaHTa nonoxeHus). CoemecTute ye-
Tblpe OTBEPCTUA HA AeTann 1 ¢ YeTblpbMA OTBEPCTUAMM Ha BOKOBOW NaHenu yctpoicTea. C
NMOMOLLbIO OTBEPTKU NPUKPENUTE AeTaslb KPOHLITENHA BUHTAMM K KOpMycy.

2. BblbepuTe HEObX0AMMOE NONOXKEHME AeTanun 2 (4Ba BapmaHTa nosoxeHus). CoBmectute Bo-
CeMb OTBEPCTUIA Ha AEeTann 2 C BOCEMbIO OTBEPCTUAMM HA BOKOBOM NaHenwu ycTpoiictea. C
NMOMOLLbIO OTBEPTKU NPUKPENUTE AeTaslb KPOHLITENHA BUHTAMM K KOpMycy.

3. BblbepuTte HeEObX0AMMOE NONOXKEHME AeTanu 3 (YeTbipe BapmaHTa NoioxeHus). Coemectute
TPW OTBEPCTUA HA AETanMn 3 C TAKMMM Ke BbIOPaHHbIMU OTBEPCTUAMM Ha aeTann 4. C nomo-
b0 OTBEPTKU COEAUHUTE AETaNN BUHTAMM C BHYTPEHHEW CTOPOHbI KPOHLWITEMHA, 3aKpy4m-
BaA TO/IbKO KpaHWE BUHTbI.

4. MNostopute warn 1-4 c apyroit 6GOKOBOWM NaHENbIO YCTPOMCTBA.

5. [anee npou3BoAMTCA YCTaHOBKa YCTPOWCTBA B CTOMKY (CcM. pa3gen 3.2).
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3.2 YcTaHOBKa YCTPOICTBA B CTOMKY

3.2.1 YcmaHoeka ycmpoiicme MES2300-xx, MES3300-xx, MES5312, MES53xxA,
MES5400-xx

[nAa yCTaHOBKM YCTPOICTBA B CTOMKY:

1. Mpwunoxute ycTpoMNCTBO K BEPTUKAbHBIM HANPABAAIOLLMM CTOMKMU.

2. CoBMeCTUTE OTBEPCTMA KPOHLWITENHOB C OTBEPCTUAMM Ha HaNpaBAAOWMX CTOMKK. Mcnonb-
3yliTe OTBEPCTMA B HanpaBAAOWMX HA OAHOM YpPOBHe C 0H6enx CTOPOH CTOMKM, ANA TOro
4yTObbI YCTPOMCTBO PaACcno/iarasocb ropn3oHTasbHO.

3. C nomoLbto OTBEPTKMU MPUKPENNTE KOMMYTATOP K CTOMKE BUHTAMMU.

\Wﬁﬁﬁﬁﬁﬁﬁ

ﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁ/

PucyHoOK 38 — YcTaHOBKa YCTPOICTBA B CTOMKY

3.2.1 YcmaHoeka ycmpoiicmea MES5500-32

[na yctaHoBKM ycTpolictBa MES5500-32 B CTOMKY:

3aduKcnpyiite getanb 4 Ha HanpaBAAIOLWEN CTOMKU C NOMOLLbIO BUHTOB.

BcTaBbTe yCTPOMCTBO B CTOMKY, MCMOJIb3YA AeTaslb 3 KaK HAaNpaBAAoLLYHO.
3aduKcnpyiite getanb 1 Ha HanpasBAAOLWEN CTONKN.

Ncnonb3ysa oTBepTRY, 3adUKCUPYITE LEHTPAIbHbIN BUHT, COeAUHAOWMNK aeTanmn 2 n 3.

PwnpE
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PucyHok 39 — YcTaHOBKa yCTpoiicTBa ME55500-32 B CTOMKY

3.2.2 PasmeweHUe KOMMymamopos 8 cmoiike

Ha pucyHke 40 npuBeaeH Npumep pasmelLeHns kommytaTopos MES5312 B cToitKe.

o MES-5312 N1 o
o KabenbHbiii opraHaiisep o
o] MES-5312 N2 o
(o] KabenbHblit opraHaiiaep o
o MES-5312 N3 °
o KabenbHbiii opraHansep o
o MEsssizna °
(o] KabenbHbiit opraHaiisep o]
o] MES-5312 N5 )
o KabenbHblii opraHaiisep o

PucyHok 40 — PasmelteHne KommyTtaTopoB MES5312 B cToiKe
I AHaNIOrMYHO NPOUCXOAUT Pa3MeLL,eHMe OCTa/IbHbIX KOMMYTAaTOPOB B CTOMKe.
’1 He 3akpbiBaiiTe BEHTUNALMOHHbIE OTBEPCTUSA, A TaK}Ke BEHTU/IATOPDbI, PaCNON0XKeHHble Ha
-

3aAHel NnaHenu, NOCTOPOHHUMMU NpeameTamu Bo u3bexkaHue neperpesa KOMMNOHEHTOB KOM-
MyTaTopa M HapyLweHuA ero paboTbl.
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3.3 YcraHOBKa moayneu NnUTaHuA

KommyTaTtop moxKeT paboTaTb C OAHUM UM ABYMA MOAYAAMM NUTAHUA. YCTaHOBKA BTOPOro Moay/in
NUTaHWA HeobxoaMMa B C/y4ae MCMNO/b30BaHUA YCTPOMCTBA B YCAOBUAX, TPeOYOLWMX MOBbILEHHOM
HageXHoCTHU.

MecTa gns yCTaHOBKM MoOAy/NeN MUTAHUA C SNEKTPUYECKOM TOYKM 3pPeHUA paBHOLEHHbI. C TOYKM
3pEeHUA UCNOJIb30BAHMA YCTPOMCTBA, MOAY/1b MUTaHMA, HAXO4AWMNCA BAMIKE K Kpato, CYUTAETCA OCHOBHbIM,
6/1MKe K LLeHTPY — pe3epBHbiM. Moaynm NMTaHUA MOTyT YCTaHaB/IMBATLCA M U3B/IEKaTbCA 6e3 BbIK/IoYeHuA
ycTpoicTea. [pu  yCTaHOBKE WAM  U3BAEYEHUW AOMOJIHUTE/IbBHOrO MOAYAA MUTAHMA KOMMYyTaTop
npoaonxaet paboty 6e3 nepesanycka.

’ | Mepep, OGCﬂy)KVIBaHVIEM unsgenna, peMOHTOM U ApPyrmmn aHaaorM4Hbimum AEﬁCTBMﬂMM oT-
ol Knw4yuTte nigenne ot scex UCTOYHUKOB NUTaHUA.

PucyHok 41 — YcTaHOBKa moaynen NnnutaHma

CocToAHMe Moaynei NUTaHWA MOXKET ObiTb NPOBEPEHO MO WMHAMKAUMW Ha nepeaHein naHenu
KommyTaTopa (cm. pasgen 2.4.4) uaM No AMarHoCTMKe, OOCTYMHON 4epe3 MHTepdeicbl ynpasieHus
KOMMYTaTOPOM.

UHankauma aBapun moayna nUTaHuA moxket 6bITb BbI3BaHA He TO/IbKO OTKA3oM moayna, Ho
e n oTCyTCTBMEM NepBUYHOIO NUTAHUA.

3.4 TMoaKnuYeHUe NUTAKOLEN CeTH

1. Mpeae 4em K yCTpOMCTBY OyAeT MoAKAOYEHA NUTAOWAn CeTb, HEOOXOAUMO 33a3EMINTb
KOpMyC YCTPOICTBa. 3a3emneHne HeobxoAMMO BbINONHATb U30/IMPOBAHHBLIM MHOTOXW/Ib-
HbIM NPOBOAOM. YCTPOMCTBO 3a3EMIEHNA U CEYEHME 3a3EMIAIOLLENO NPOBOAA A0/KHbI CO-
oTBEeTCTBOBaTb TpeboBaHusam MY3.

’ MoaknoueHUe A0MKHO OCYLLLEeCTBAATLCA KBanMdJMU,MpOBaHHbIM cneynanncTtom.
-
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2. Ecnu npeanonaraeTca NOAKNOYEHME KOMMbIOTEPA MAM MHOTO 0BOPYAOBaHUA K KOHCO/b-
HOMY MOPTY KOMMYTATOpPA, 3TO 06opyA0BaHME TaKKe AOMKHO ObITb HAZEXKHO 3a3EMNEHO.

3. TMopkntoumTe K yCTPOMCTBY Kabenb NUTaHMA. B 3aBMCMMOCTM OT KOMMJIEKTALLMMU YCTPOMCTBA,
MUTAHWE MOKET OCYLLLECTBNATLCA OT CETU NMEPEMEHHOTO TOKA IMBO0 OT CETU MOCTOAHHOTO TOKaA.
Mpy NOAKNIOYEHUMN CETU NEPEMEHHOrO TOKA cneayeT MCNo/ab3oBaTb Kabenb, BXoaAlWwMi B
KOMMNEKT ycTpoicTBa. Mpu NOAKAOYEHMU K CETU MOCTOAHHONO TOKAa UCMOAb3YITEe NPOBOA,
ceyeHnem He MeHee 1 Mm% 1 cobatoaaiTe NONAPHOCTb, YKasaHHYIO Ha 610Ke NUMTaHKA.

Bo usbexxaHme BO3HUKHOBEHMUS KOPOTKOro 3amMblKaHUA NpU NOAK/NIO4YEeHUUN K CeTU NOCTOAH-
HOro TOKa peKomeHayeTca npon3secTtu 3a4UCTKyY nposoia Ha AJIUHY 9 mm.

e

Llenb nUTaHMA NOCTOAHHbIM TOKOM A,0/1XKHa coaeprKaTtb yCTpOVICTBO OTK/ZIIO4YEeHUA NUTaHUA C
¢M3M‘-IECKMM pa3sbvegnHeHuem coegnHeHuA (BbIK.ﬂIO‘-IaTe.Hb, pa3bem, KOHTAKTOp, aBTOMATU-

YyecKuii BbIKNlOYaTe b U T.N.).

e

4. BK/OYMTE NUTAHME YCTPOCTBA U ybeauTechb B OTCYTCTBUM aBapWUiA NO COCTOSIHUIO MHAMKATO-
pOB Ha nepeaHein NaHe un.

3.5 YcraHoBKa u yganeHue SFP-tpaHcuBepoB

Bo nsberkaHue noBpeXKaeHUsa YCTPOCTBa NpUM OA4HOBPEMEHHOM MCMOoJIb30BaHUU NMOPTOB
XG1 u XG2 Heobxogumo ucnonb3osatb SFP+ TpaHcuBepbl ¢ TMNOM pa3bema LC nau SFP+

Direct Attached Cable (DAC).

e

/ YcTaHOBKa ONTUYECKUX MOAY/1eii MOXKeT NPOU3BOAUTLCA KaK NPU BbIKAOYEHHOM, TaK U NpU
BK/IDYEHHOM YCTpoiicTBe.

1. BcrtaBbTe BepxHuin SFP-moay /b B CIOT OTKPbITOM YacTbio pa3sbemMa BHU3, @ HUXKHUIA SFP-mo-
OYNb OTKPbLITOW YacTblo pa3bema BBEpX.

PucyHok 42 —YcTtaHoBKa SFP-TpaHcmBepos

2. HapasuTe Ha mMmoA4ynb. Korpa oH BcTaHeT Ha MecTo, Bbl ycabiwunTe XapaKTeprll‘/Jl LLENYOK.

PucyHok 43 — YcTtaHoB/eHHble SFP-TpaHcuBepb!
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[na yaaneHus TpaHcueepa:

1. OTKpoiiTe 3aLenKy moayns.

PucyHok 44 — OTKpbiTHe 3awenku SFP-TpaHcmeepos

2. WUN3Bnekute moaynb U3 cnoTa.

PucyHok 45 — N3sneveHune SFP-TpaHcuBepos
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4 HAYANIbHASA HACTPOMKA KOMMYTATOPA

4.1 HacTpoiiKa TepMmuUHana

Ha KomnbloTepe 3anycTuTb Nporpammy amynsaumm tepmuHana (HyperTerminal, TeraTerm, Minicom)
N NPOU3BECTMU CAeayroLme HaCTPOMKM:

— BblbpaTb COOTBETCTBYIOLWMI NOCAeA0BaTENbHbINA NOPT;

—  YCTaHOBWUTb CKOPOCTb Nepeaayn aaHHbix — 115200 604;

—  3apaTtb GopMaT AaHHbIX: 8 BUT AaHHbIX, 1 cTONOBbLIM 6UT, 6€3 KOHTPOAA YETHOCTY;

—  OTK/KOYUTb annapaTHoe 1 NPorpammHoe yrnpasaeHMe NOTOKOM AaHHbIX;

—  334aTb pPeXum smynauum TepmuHana VT100 (MHOrMe TepmMHaNbHbIE MPOrpPamMMbl
MCMNONb3YIOT AaHHbIA PEXMM IMYNALMM TEPMMHANA B KAYECTBE PEXKMMA NO YMOHAHUIO).

4.2 BKAloueHUe yCTpoucTea
YcTaHOBUTb coegnHeHne KOHCOZIM KOMMYTaTopa (I'IOpT «console») C pa3bemom nocnenosatesibHoOro

MHTepdDEVICH KOMMNbOTEPQA, HA KOTOPOM YCTAaHOB/1IEHO NMNPOrpaMmmMHoe obecneyeHune IMYyNAUnUnN TEPMUHANA.

BKAounTb  ycTpoicTBo. [pM  KaXKOoOM  BK/IIOYEHMM KOMMYyTaTopa 3anyckaeTca npoueaypa
«TeCTUPOBAHMA CUCTEMbI NpU BKAOYeHMM» (POST), KoTopasa Nno3BoaseT onpeaennTb paboTocnocobHOCTb
YCTPOICTBA Nepes 3arpy3Koit UCNOHAEMOM NPorpammbl B onepaTMBHYO namaTs (O3Y).

OTobpaxeHune xoaa BbINoAHeHMA npoueaypbl POST Ha KommyTaTopax MES5312:

BootROM 1.43
Booting from SPI flash

General initialization - Version: 1.0.0

Serdes initialization - Version: 1.0.2

PEX: pexIdx 0, detected no link

PEX: pexIdx 0, detected no link

PEX: pexIdx 0, detected no link

DDR3 Training Sequence - Ver TIP-1.55.0

DDR3 Training Sequence - Switching XBAR Window to FastPath Window
DDR3 Training Sequence - Ended Successfully

BootROM: Image checksum verification PASSED

ROS Booton: Jun 13 2018 17:16:12 ver. 1.0
Press x to choose XMODEM...
Booting from SPI flash

Tuned RAM to 512M

Running UBOOT...

U-Boot 2013.01 (Jun 22 2018 - 10:36:009)

Loading system/images/active-image
Uncompressing Linux... done, booting the kernel.

Autoboot in 2 seconds - press RETURN or Esc. to abort and enter prom.
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CnycTa aBe cekyHAbl Noc/e 3aBeplieHna npoueaypbl POST HauMHaeTcs aBTo3arpysKa nporpammHoro
obecrneyeHna Kommytatopa. [1A BbINOAHEHMA cheuManbHbIX Npoueayp UChnosib3yetca meHto Startup,
BOMTM B KOTOPOE MOXHO, MpepBaB 3arpysKy Haxkatmem Knasuwwu <Esc> wnu <Enter> B TeuyeHue 3TOro

BpeEMEHMWN.

Mocne ycnewHoOW 3arpy3kM KoMMyTaTopa MOABUTCA CUCTEMHOE npurialeHne uHTepdelica

KOMaHAHoM cTpoku CLI.

>lcli

Console baud-rate auto detection is enabled, press Enter twice to complete the
detection process

User Name:
Detected speed: 115200

User Name:admin
Password: ***x** (admin)

console#

/ [nsa 6bICTPOro Bbi30Ba CNPABKM 0 A0CTYNHbIX KOMaHAaX UCMONb3yiTe KOM6MHALMIO KNaBUL

<Shift>n <?>.

4.3 3arpy3o4yHoe MeHIo

[na BXoZa B 3arpy304HOE MEHI0 cneayeT NOAKNOUUTLCA K YCTPOMCTBY Yepes uHTepdeic RS-232,
nepesarpysvTb YCTPOMCTBO U B TEYEHME ABYX CEKYHA Noc/e 3aBeplueHusa npoueaypbl POST HaxKaTb «ESC»

mnn «<ENTER»:

Loading system/images/active-image
Uncompressing Linux... done, booting the kernel.

Autoboot in 2 seconds - press RETURN or Esc. to abort and enter prom.

U-Boot 2013.01 (Jul 05 2021 - 13:21:16) Eltex version: 2014 T3.0 eng dropvét 6.2.2

Bupg, 3arpy3o4yHoro mMmeHto:

Startup Menu

[1] Image menu

[2] Restore Factory Defaults

[3] Boot password

[4] Password Recovery Procedure

[5] Back

Enter your choice or press 'ESC' to exit:

Tabanua 19 — GyHKUMM MHTepdeiica 3arpy304HOro MeHIo

dyHKyua OnucaHue
Image menu BbibpaTb akTMBHbIVM 06pasza cuctemHoro MO.
Restore Factory Defaults BoccTaHOBUTb 3aBOACKME HAaCTPOMKM.
Boot password YcTaHoBUTL/YyAannTb Naposib Ha bootrom.
Password Recovery Procedure COpOoCUTb HAaCTPOMKM ayTEHTUPUKALUM.
Back MpoAoMKNTb 3arpy3Ky.
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4.4 Pexum pabotbl KOMMYyTaTOpaA

KommyTaTopbl cepmit MES2300-xx, MES3300-xx, MES5312, MES53xxA, MES5400-xx, MES5500-321
paboTaloT B peXXMme CTEKMPOBAHUA.

CteKk OYHKLMOHMPYET KaK eaMHOoe YCTPOMCTBO M MOXKET 06beanHATL A0 8 KOMMYTaTOPOB OAHOMN U
TOM e MoJenun, UMeroLLUX cealyolne poau, onpeaensaemble UX NOpPAAKOBbIMU HoMepamu (UID):

— Master (UID ycTpoiictBa 1 uau 2), ¢ HEro NpoucxoamuT ynpasieHne BCemMM YCTPOMCTBaMU B
CTeKe.

— Backup (UID yctpoiictBa 1 uam 2) — ycTpomncTBO, NoaumnHaAmweecs master. Jybnvpyet Bce
HAaCTPOMKMK, W, B C/lyd4ae BbIXOAa YNpasBAAlOLWEro yCcTpohcTBa M3 cTpos, bepeT Ha cebs
GYHKLMN YyNPaBAEHMA CTEKOM.

— Slave (UID ycTpoticTs oT 3 go 8) — ycTpoicTea, nogunHstoweeca master. He moxkeT paboTtaTtb
B aBTOHOMHOM peXxxunme (ecam oTcyTcTByeT master).

Ona KoppeKkTHOM paboTbl cTeka Heobxogum xoTa 6bl O4UH IOHUT C ponbio master  oguH
IOHUT ¢ ponbio backup.

.‘

/’- UHTepddeiicbl B pexxume CTEKMPOBAHUA paboTaloT TO/IbKO Ha MAaKCUMabHOM CKOPOCTU UH-
Tepdeiica.

B pexxnme cTeKMpoBaHWA ANA CUHXPOHM3aUMM KommyTaTtopbl MES2300-24, MES3300-24, MES3300-
24F, MES5312, MES5316A, MES5316A rev.C, MES5316A rev.C1, MES5324A, MES5324A rev.C, MES5324A
rev.Cl, MES5332A, MES5332A rev.C ucnonb3sytot XG-nopTbl, a KommyTtaTtopbl MES5400-24, MES5400-48,
MES5500-32 ucnonb3ytoT HG-noptbl. [pM 3TOM yKasaHHble NOPTbl He Y4acCTBYIOT B nepefaye AaHHbIX.
BO3MOXHO CTEeKMpOBaHME KOMMYTATOPOB TO/IbKO OAHON MOZENN U C TEM e KO/NMYEeCTBOM MOpPTOB, K
npumepy, ctekmpytotca apyr ¢ gpyrom MES5316A n MES5316A. Ctekmposatb KommytaTopbl MES53xxXA ¢
kommyTaTopamn MES53xxA rev.C n MES53xxA rev.Cl HEBO3MOXHO BBWAY annapaTHbIX PasUyYUin STUX
moaenen ycTpomcts. BO3mMOKHbI ABe TOMOAOMMU CUHXPOHU3UPYIOLWMXCA YCTPOMCTB — KOJMbLEBaA U
NINHeNHaA. PekomeHayeTca UCNo/b30BaTh KOJbLLEBYH TOMOJIOMMIO ANA MOBbIWEHUA O0TKa30yCTOMYMBOCTHU
CTeKa.

Mo YMOYaHUIO KOMMYTATOP ABNAETCA MaCTeEpPOM, BCe NMOPTbl y4aCTBYHOT B Nnepeaye AaHHbIX.

! Peanunsauma ctekmposaHua Ha yctpoictee MES5500-32 3annaHuposaHa B 4Q23.
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Tabaumua 20 — MaTpuua cteknposaHusa ana MES53xxA/5400-xx

8-007SSIN

v¢-00vSS3aN

'Ada
VZEESSIN

VZEESSIN

TJ°A3I
VvZESSIN

o Y.C)]
VvZESSIN

VPZESSIN

A
VITESSIN

J'A31
VITESSIN

VITESSIN

VITESSIN

J'Adl
VITESSIN

TJ'A3l
VITESSIN

VYZeSSIN

J'Adl
VZeESSIN

TJ'A3l
VrZESSIIN

VZEESSIN

J'Aal
VZEESSIN

vZ-00vSS3IN

8-007SS3IN
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Hacmpoﬁka CMeKUpoBaHUA KOMMymamopos

3anpoc KOMaHAHOM CTPOKM MMeeT cneayoLwmii Bua;
console (confiqg) #

Tabnuua 21 — ba3oBble KOMaHAbl

Komanda 3HayeHue/3Ha4yeHue Leiicmeue
no ymosn4aHuro
stack configuration links te HasHavaeT nHTepdelicbl s CUHXPOHM3aUUN PaboTbl KOMMYyTa-
te_port | hu hu_port ) TOpa B CTEKE.
stack configuration unit-id o HasHavaeT Homep ycTpoiicTBa «unit-id» 1O0KaNbHOMY YCTPOMCTBY
unit_id u;i;';;&f’ (Ha KoTOpom BbINONHEHA KOMaHAa). CMeHa HoMepa ycTpoicTBa
Npou3onAET Nocne nepesarpyskn KommyTaTopa.
no stack configuration YpaneHue HacTpoeK cTeka.
stack unit unit_id unit_id: (1..8, all) Mepexon, K KOHPUTYPUPOBAHMIO FOHUTA B CTEKE.
[lpumep

=  O6beanHUTb B CTEK ABa KommyTaTtopa MES5312. HasHauMTb BTOPbIM FOHUTOM, MCMO/1b30BaATb UH-
Tepdelicbl tel-2 B KaUecTBe CTEKMPYIOLIUX.

console#config
console (config) #stack configuration unit-id 2 links tel-2
console (config) #

KomaHOwbI pexcuma Privileged EXEC

3anpoc KOMaHAHOW CTPOKU UMEET CieayoLnin BUa,:
console#

Tabnunua 22 — ba3oBble KOMaHAbI, AOCTYMNHble B pexxmume EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymon4aHuio
show stack - OTobparkaeT MHPopMaL Mo 06 YCTPOMCTBAX, BXOAALWMX B CTEK.
show stack configuration OTobparkaeT MHPOPMaLMIO O CTEKUPYIOWNX UHTepdERcax HoHN-
i TOB B CTeKe.
show stack links [details] PacwupeHHoe oTobparkeHne MHGOPMALLMM O CTEKMPYIOWMX UH-
i Tepdeiicax.

= [lpumep nUcnoab3oBaHUA KomaHAabl show stack links:

console# show stack links

Topology is Chain

Unit Id Active Links Neighbor Links Operational Down/Standby
Link Speed Links

1 tel/0/1 te2/0/2 10G tel/0/2

2 te2/0/2 tel/0/1 10G te2/0/1

YcTpoiicTBa C 0gUHAKOBbIMU uaeHTudUKatopamm «Unit ID» He moryT paboTatb B 0gHOM
CTeKe.

.‘
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4.5 HacTtpoiika PpyHKUMii KommyTaTopa

®PYHKUMM NO Ha4YaNbHOMY KOHOUIYPUPOBAHMUIO YCTPOMCTBA MOXKHO Pas3aennTb Ha ABa TUNa.

— ba3oBas HacTpoiKa — BKAoYaeT B ceba onpeaeneHne 6a3oBbix GyHKUMIA KOHPUTYpaLUmn m
HaCTPOMKY AMHaMmyecKkux IP-agpecos.

— Hacrtpoitka napameTpoB cuctembl 6€30MACHOCTM — BKJ/IIOYAET YMNpaB/JeHUE CUCTEMOW
6e30MacHOCTM Ha ocHoBe MexaHM3ma AAA (Authentication, Authorization, Accounting).

/ Mpu nepesarpyske yCTPOCTBA BCe HECOXPaHEHHble gaHHble 6yayT yTepaHbl. A coxpaHe-
HUA N10ObIX BHECEHHbIX U3MEHEHUW B HACTPOIMKY KOMMYTaTopa UCNob3yeTca ceayowan
KomaHpga:

console# write

4.5.1 bas3osasa Hacmpolika Kommymamopd

[na Havana KoHOUrypaunum ycTporncTea HEOBX0AMMO MOAKAOUNTL YCTPOMUCTBO K KOMMbIOTEPY Yepes
nocnenoBaTebHblM NOPT. 3aNyCTUTb Ha KOMMbIOTEPE NPOrPAMMYy SMYAALUN TEPMUHANA COTNACHO MYHKTY
4.1 «HacTponKa TepMmMHana».

Bo Bpema Haya/NbHOM HACTPOWMKM MOXKHO ONpeaennTb MHTeEpPdENC, KOTopbI ByaeT UCNoNb30BaTbCA
ANA NOAKNOYEHUA K YCTPOWUCTBY YAaeHHO.

ba3oBan HacTpoMKa BKAOYAET cneayollee:

1. 3apaHue napona ana nonbsosatens «admin» (c ypoBHem npusuaernit — 15).
Co3paHue HOBbIX NOJ/Ib30BaTeNEN.
HacTtpolika cTatuyeckoro IP-agpeca, Macku NOACETM U LWAO33 NO YMONYAHUIO.
MonyyeHune IP-agpeca ot cepsepa DHCP.
Hactpowka napameTtpoB npotokona SNMP.

ukhwnN

4.5.1.1 3adaHue napons 044 nosavzosamess «adminy» u co30aHUe Ho8bIx Nnosb3osameneli

DAna obecneyeHuns 3aWMLLEHHOrO BXO4a B CUCTEMY HEO6X04MMO Ha3HAUYUTb NAPO/b NPUBK-
N NlerupoBaHHOMY noJsib3oBaTento «adminy.

Mma nonb3osatena w napoab BBOAUTCA TMNpu BXOoAe B CUCTemy BO BpemA CeaHCOoB
AOMUHUCTPUPOBAHUA yCTpOﬁCTBa. [na cosgaHnA HOBOro Nosib3oBaTesna CUCTEMbI UN HaCTpOVIKM noboro
M3 NapameTpoB — UMEHU NOJ/1Ib30BaTeENA, MAaPO0/A, YPOBHA anvaerMﬁ, MCNONb3YHOTCA KOMaHAbI:

console# configure
console (config)# username name password password privilege {1-15}

/‘ YpoBseHb npuBuaernii 1 paspewsaer JocTyn K yCTPOCTBY, HO 3anpeLuaeT HacTpoiiky. Ypo-
BeHb NpuBuaerunii 15 paspeluaer Kak J0OCTyn, TaK U HACTPOMUKY YCTPOMCTBA.

Mpumep KomaHg, Ana 3agaHusa noab3osartento «admin» naponsa «eltex» v cosgaHuna nonb3osarens
«operator» c naponem «pass» 1 ypoBHem npusuaernin 1:

console# configure

console (config)# username admin password eltex

console (config) # username operator password pass privilege 1
console (config) # exit

console#
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4.5.1.2 Hacmpoliika cmamuueckozo IP-adpeca, Macku noocemu U wist03a rno yMmoa4YaHUro

[Ons BO3MOMKHOCTU ynpaBieHUs KOMMYTaTOPOM M3 ceTM HeobxoAMMO HasHauuTb ycTponctey IP-
agpec, Macky NOACETU U, B C/y4ae ynpasBaeHUsa M3 APYroi cetu, W3 No yMOon4YaHuto. IP-agpec MoXKHO
Ha3HaunTb Atobomy uHTepdeicy — VLAN, ¢usnyeckomy nopty, rpynne noptoB (MO ymMoAYaHMIO Ha
nHTepdelice VLAN 1 HasHayeH IP-agpec 192.168.1.239, macka 255.255.255.0). IP-agpec wnto3a A0MKeEH
NPUHAANENKATb K TON Ke NOACETH, UTO U 0AMH U3 IP-uHTepdencoB ycTpoiicTBa.

V B cnyuae ecau IP-agpec HacTpamBaetca ana uHtepdeiica pusmMyeckoro nopra uam rpynnbl

; ) nopToB, 3TOT MHTepdenc yaanaeTca us rpynnbl VLAN, KOTOpoOit OH npuHaanexan.

V IP-agpec 192.168.1.239 cywecTByeT A0 Tex Nop, NOKa Ha ntobom uMHTepdeice cTaTUUecKu
uam no DHCP He co3gaH apyroii IP-agpec.

V Mpu yaanenunu Bcex IP-agpecoB KommyTaTopa 40CTYyN K Hemy byaeT ocywectBaaTbea no IP-
appecy 192.168.1.239/24.

=  [lpumep KoMaHg HacTponku IP-agpeca ans nHtepderica VLAN 1.

MapameTpbl MHTEpdElica:

IP-adpec, HazHavyaembili 09 uHmepgpelica VLAN 1 —192.168.16.144
Macka nodcemu — 255.255.255.0
IP-adpec wnto3a rno ymonyaHuto — 192.168.16.1

console# configure

console (config) # interface vlan !

console (config-if)# ip address 192.168.16.144 /24
console (config-if) # exit

console (config) # ip default-gateway 192.168.16.1
console (config)# exit

console#

[na Toro utobbl ybeanTbea, UTo agpec 6bin HasHayYeH UHTepdENCy, BBeAMTE KOMaHAYy:

console# show ip interface vlan 1

IP Address I/F I/F Status Type Directed Prec Redirect Status
admin/oper Broadcast
192.168.16.144/24 wvlan 1 UP/DOWN Static disable No enable Valid

4.5.1.3  [ony4eHue IP-adpeca om cepsepa DHCP

Ona nonyyeHuna IP-agpeca moXKeT ucnonb3oBatbca npotokon DHCP, B cnyvyae ecan B cetu
npucytcteyeT cepsep DHCP. IP-agpec ot cepsepa DHCP moxKHOo nosyyats Yepes ntobon nHtepderic — VLAN,
dusnyeckmnii NopT, rpynny NnopTos.

V Mo ymonuaHuio DHCP-KAneHT BKAOYEH Ha uHTepdeiice VLAN 1.

Mpumep HacTPOIKKM, NpeaHa3HAYeHHOM ANA NoAyYeHMA AnHammndeckoro IP-agpeca ot DHCP-cepBepa
Ha nHTepdeice vlan 1:

console# configure

console (config) # interface vlan !
console (config-if)# ip address dhcp
console (config-if) # exit

console#
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[ns Toro utobbl Ybeantbea, uto agapec 6bin1 HasHavyeH nHTepdelicy, BBeaUTe KoMaHay:

console# show ip interface vlan

IP Address I/F I/F Status Type Directed Prec Redirect Status
admin/oper Broadcast
10.10.10.3/24 vlan 1 UP/UP DHCP disable No enable Valid

4.5.1.4 Hacmpolika napamempos npomokosa SNMP 0aa docmyna K ycmpolicmsy

YCTPOMCTBO COAEPIKUT BCTPOEHHbIM areHT SNMP 1 noaaeprkmBaer Bepcun npotokona vl/v2c/v3.
AreHT SNMP nogaepkmaeT Habop cCTaHAAPTHbIX NnepemeHHbIx MIB.

Ona BO3MOXKHOCTM agMUHUCTPUPOBAHNA YCTPOICTBA NocpeacTBom npotokona SNMP Heobxoaumo
€034aTb X0TA 6bl 04HY CTPOKY coobliecTBa. KommyTaTopbl NoALepPKMBALOT TPU TUNA CTPOK coobuiecTsa:

— ro-—onpeaenset AOCTYynN TO/IbKO HA YTEHUe;
— rw-—onpegenaert 40CTyN Ha YTEHUE U 3anuchb;
— su-—onpeagenaet goctyn SNMP-agmnHUCTpaTopa;

Hanbonee pacnpocTpaHeHO MCNo/ib30BaHWE CTPOK coobuiecTBa public — ¢ goctynom TonbKO ANA
yTeHusa obbekToB MIB U private — c 4OCTYyNom Ha yYTeHuMe U nameHeHue obbekToB MIB. [na Kaxaoro
coobuiectBa MOXHO 3a4aTb |IP-agpec cTaHUUKM ynpaBaeHus.

Mpumep cospaHua coobluecTBa private ¢ AOCTYNOM Ha YTeHWe M 3anucb M IP-agpecom cTaHuum
ynpasnexHna 192.168.16.44:

console# configure

console (config) # snmp-server server

console (config)# snmp-server community private rw 192.168.16.44
console (config) # exit

console#

[ns npocMoTpa co34aHHbIX CTPOK coobuectsa n HacTpoek SNMP ncnonb3yeTca KomaHaa:

console# show snmp

SNMP is enabled.

SNMP traps Source IPv4 interface:
SNMP informs Source IPv4 interface:
SNMP traps Source IPv6 interface:
SNMP informs Source IPv6 interface:

Community-String Community-Access View name IP address Mask
private read write Default 192.168.16.1
44
Community-String Group name IP address Mask Version Type

Traps are enabled.
Authentication-failure trap is enabled.

Version 1,2 notifications
Target Address Type Community Version Udp Filter To Retries
Port name Sec
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Version 3 notifications
Target Address Type Username Security Udp Filter To Retries
Level Port name Sec

System Contact:
System Location:

4.5.2 Hacmpoiika napamempos cucmembi 6e3onacHocmu

Ona obecneyeHnsa 6e30NaCHOCTM CUCTEMbI WUCMOAb3yeTca MexaHuam AAA (ayTeHTudUKaLms,
aBTopusauma, yyeT). Ana wndpposBaHMA AaHHbIX UCMOIb3yeTcs MexaHu3m SSH.

— Authentication (ayTeHTUdMKauMa) — conocTaBaeHUe 3anpoca CyLIecTBYHOLWEN YUYETHOMN
3anuncu B cucteme 6e30nacHocTU.

— Authorization (aBTopu3aLms, NPOBEPKa YPOBHA A0CTyMNa) — conocTaB/ieHne y4éTHOM 3anuncu
B cucteme (npouwealuein ayTeHTMOUKaLNIo) M onpeaenEHHbIX NOAHOMOUYNA.

— Accounting (y4€T) — cnexeHue 3a NnoTpebaeHnem pecypcoB NoJib3oBaTeem.

MpY MCNONb30BaHNKM HACTPOEK YCTPOMCTBA MO YMOAYAHUIO MMA NoJsib3oBaTens — admin, naponb —
admin. Maponb Ha3HayaeTca Nonb3oBaTeseM. B cnyyae eciM Naposib yTpayeH, MOMKHO nepesarpysutb
YCTPOICTBO U Yepes cepuiiHbI NOPT NpepBaTb 3arpy3Ky, Haxkae Knasuwy <Esc> unun <Enter> B TeyeHue
nepBbiX ABYX CEKYHZA Nocae NosABAeHnUA coobLieHnn aBTo3arpysku. OTKpoeTcs meHio Startup, B KOTOpoOm
HY}XHO 3anyCcTUTb NpoLeaypy BoccTaHoBAeHMA napona ([2] Password Recovery Procedure).

V Monb3oBatenb no ymonuyauuio (admin/admin) cyuiecteyer 4o Tex nop, Noka He co3aaH io-
60i1 ppyroii nonb3oBaTtenb C ypoBHeM npusunerui 15.
V' Mpu ypaneHnn Bcex co3gaHHbIX NoNAb3oBaTenei ¢ 15 yposBHem npuBuaernii 4octyn K Kom-
myTaTopy byaer ocywecTBaaTbCA Nog nonb3osarenem no ymonuawmio (admin/admin).

[ns obecneyeHuns nepsoHayaabHOM 6€30MacHOCTM Naposib B CUCTEME MOYKHO 334aTb 4/14 CEPBUCOB:

— KoHconb (nogxntoueHne yepes cepuinHbiii NopT);
— Telnet;
— SSH.

4.5.2.1 YcmaHo8Ka naposs 015 KOHCOU

console (config) # aaa authentication login default line
console (config) # aaa authentication enable default line
console (config)# line console

console (config-line)# login authentication default
console (config-line)# enable authentication default
console (config-line)# password console

B oTBeT Ha npurnaweHne eBeCth Nnaposib BO BpeEMA permcTtpatmn s YCTpOVICTBe yepe3 ceaHC KOHCOH
BBEeAUTE NApPOJib — console.

4.5.2.2 YcmaHoska naposns 004 Telnet

console (config) # aaa authentication login default line
console (config)# aaa authentication enable default line
console (config)# ip telnet server

console (config)# line telnet

console (config-line)# login authentication default
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console (config-line)# enable authentication default
console (config-line)# password telnet

B oTBET Ha NpuraaweHne BBECTU Napo/ib BO BPEMS PErUCTPALLMM B YCTPOIMCTBE Yepes ceaHc Telnet
BBeauTe naponb — telnet.

4.5.2.3 YcmaHoska napons 005 SSH

console (config)
console (confiqg)
console (config) # ip ssh server

(
( aaa authentication enable default line
(

console (config)# line ssh
(
(
(

# aaa authentication login default line
#

console (config-line)# login authentication default
console (config-line)# enable authentication default
console (config-line)# password ssh

B oTBeT Ha nMpuriaweHne BBECTM Napo/ib BO BPems Perncrpaumu B yCTPOMCTBe yepes ceaHc SSH
BBeguTe naposb — ssh.

4.5.3 Hacmpoiika 6aHHepa

[nsa ypobcTBa aKCnyaTaumm yCTPoCTBa MOXKHO 3a4aTb HaHHeEpP — coobLLeHNe, coaepKallee Ntobyio
nHdopmaumto. Hanpumep:

console (config)# banner exec;

Role: Core switch

Location: Objedineniya 9, str.
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5 YNPABJ/IEHUE YCTPOMCTBOM. UHTEP®ENC KOMAHOHOW CTPOKU

Ona KoHPUrypauumn HacTPOEK KOMMYTATOPA UCMOJIb3YETCH HECKOIbKO PEXKMMOB. B KaXKaoM pexnme
OOCTyrneH onpeaeneHHbli CNMCOK KOMaHA. BBoa cMMBONA «?» CAYXKUT gns nNpocmoTpa Habopa KomaHg,
OOCTYTMHbIX B KaXK40M U3 PEXUMOB.

[na nepexoda M3 04HOTO peXxuma B APYroi MCNoNb3ykoTCA cneumanbHble KoMaHgbl. MepedeHb
CYLLLECTBYIOLLMX PEXMMOB U KOMaH/, BXOAa B PEXKMM:

KomaHOHbili pexcum (EXEC), naHHbIN pexXum AOCTyNeH cpasy nocne ycnewHon 3arpy3skm KommyTa-
TOpa M BBOAA MMEHM NOb30BaTENS U NapoAs (418 HENPUBMAETMPOBAHHOTO NoAb30BaTens). MNpurnawexne
CUCTEMbI B 3TOM PEXMME COCTOMT U3 MMeHn ycTpoiicTBa (host name) u cumsona “>”.

console>

Mpueune2uposaHHbiii KOMaHOHbIl pexcum (Privileged EXEC), naHHbIN pexknm AOCTYyNeH cpasy no-
C/e ycrewHoM 3arpy3kM KoMmyTaTopa, BBOAa MMEHM MoJib30BaTeNn U napons. NpurnaleHne cuctemol B
3TOM peXume COCTOUT U3 MMeHU ycTpolicTBa (host name) u cumsona “#”.

console#

Pexcum 2nobanwvHoli KoHpu2ypayuu (global configuration), naHHbIN peXxnum npegHasHayYeH anq 3a-
OaHMA 06LWMX HacTpoeK KommyTaTopa. KomaHab! pexxnma rnobanbHOM KOHOUTypaumm AOCTYNHbI U3 to-
60ro nogpexunuma KoHdUrypaumun. Bxog B perknm ocyLLecTBaseTcA KOMaH4OM configure.

console# configure
console (config) #

Pexcum KoHgpuzypayuu mepmuHana (line configuration), paHHbli pexxMm npeaHasHayveH aa KoH-
¢burypauum, ceasaHHoM ¢ paboToin TepmuHana. Bxoa B perrMm OCyLLECTBAAETCA U3 pexmnma rnobanbHom

KOHbUrypaumu.

console (config)# line {console | telnet | ssh}
console (config-line) #

5.1 ba3oBble KOMaHAbI

KomaHOwbl pexcuma EXEC

3anpoc KoMaHAHOM CTpoKK B pexkume EXEC umeet cnegytowmii Bua;
console>

Tabnunua 23 — ba3oBble KOMaHAbl, AOCTYMNHbIE B pexxume EXEC

Komanda 3HayeHue/3HayeHue eiicmeue
o ymoa4aHuro

enable [priv] priv: (1..15)/15 MepeknoUnTLCS B NPUBUAETUPOBAHHDBIN PEXMUM (€CAN 3HAYEHUe
He yKa3aHo — TO ypOoBeHb npusuaerni 15).

login - 3aBepLUeHue TEKYLLEW CECCUM U CMEHA NOb30BaTeN .

exit - 3aKpbITb aKTUBHYIO TEPMUHAJ/IBHYIO CECCUIO.

help 3anpoc cnpaBo4HoOW MHPopmauum o paboTe mHTepdelica Ko-

i MaHAHOM CTPOKM

show history ) MoKa3aTb UCTOPUIO KOMAHA, BBEAEHHbIX B TEKYLLEl TepMUHa/b-

HOW ceccum.
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show privilege

MoKasaTb ypoBEHb NPUBUAETUIA TEKYLLETO NOAb30BaATENS.

terminal history

terminal no history

-/dYHKLMA BKAKOYEHA

BKAOUNTL OYHKLMIO COXPAHEHMA UCTOPUM BBEAEHHbIX KOMaHA,
08 TEeKyLLeN TEPMUHANIBHOW CECCUU.

OTKNIOUNTb GYHKLMIO COXPAHEHUA UCTOPUN BBELEHHbIX KOMAHA,
08 TEKyLLeN TEPMUHANbHOW CECCUU.

terminal history size size

terminal no history size

size: (10..207)/10

N3meHUTb pasmep Bydepa NCTOPUM BBEAEHHbIX KOMaHZ ANA Te-
Kylien TEpMUHANbHOM Ceccum.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

terminal datadump

terminal no datadump

-/BblBOA, KOMaHA,
pasgenseTca no
CTpaHuLam

OT06pa3nTb BbIBOA KOMaHA, 6e3 pa3aeneHusa Ha CTpaHuubl (pas-
OeneHune BbIBOAA CNPaBKM NO CTPAHMLAM OCYLLLECTBAAETCA CTPO-
Koi: More: <space>, Quit: q or CTRL+Z, One line: <return>).

YCTaHOBUTb 3HaYeHME N0 YMONYAHWUIO.

terminal prompt

terminal no prompt

-/dYHKLMA BKAKOYEHA

BKNOUNTB NOATBEPKAEHWNE Nepes, BbINOJHEHNEM HEKOTOPbIX KO-
MaHa.

OTKNIOYUTL MOATBEPNKAEHME nepes, BbiNOJHEHMEM HEKOTOPbIX
KOMaHA,

show banner [login | exec]

OTobparkaeT KoHdUrypauuto 6aHHepoB.

KomaHOb1 pexcuma Privileged EXEC

3anpoc KOMaHAHOW CTPOKM UMEET C/ieayoLmnin BuA;

console#

Tabnunua 24 — basoBble KOMaHAbl, 4OCTYMNHble B pexxume Privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

disable [priv]

priv: (1, 7, 15)/1

BepHyTbCA B KOMaHAHbIM pexkum (EXEC) M3 npuBmMaerMpoBaHHoro
KOMaHAHoro pexkmma (Privileged EXEC).

configure[terminal]

MepeiTn B pemm KoHOUrypaumm.

debug-mode

MepeiTu B peXKMUM OTNALKM.

KomaHObI, 0ocmyrnHbie 80 8CeX PeXUMax KOHGdu2ypayuu

3anpoc KoOMaHAHOW CTPOKM MMEeT OAMH M3 CleayoLLmMX BUAOB:

console#

console (config) #

console (config-line) #

Tabnuua 25 — ba3oBble KOMaHAbI, AOCTYMHbIE BO BCEX PEKMMaX KOHOUrypaLumm

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

exit ) BbINT 13 Ntoboro pexknuma KoHGUrypaumum Ha ypoBeHb Bbllle B
mnepapxmmn komang, CLI.

end ) BbIliTV U3 nt06oro perkmma KoHOUrypauum B KOMaHAHbIN peXrum
(Privileged EXEC).

do i BbINONHUTL KOMaHAY KoMaHgHoro yposHa (EXEC) 3 noboro pe-
KUMa KOHOUIypaLmm.

help - BbIBOAWT CpaBKy MO MCMNOJb3yeMbIM KOMaHAAM.

Ethernet-kommymamopel ceputli MES2300, MES3300, MES53xxA, MES5400-xx, MES5500-32 55




HELTEX

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

3anpoc KOMaHAHOM CTPOKM MMeeT cneayoLwmii Bua;

console (confiqg) #

Tabnunua 26 — basoBble KOMaHAbl, 4OCTYMHbIE B peXXnme KoHUrypaumm

3HayeHue/3Ha4yeHue
no ymon4aHuwo

KomaHda

Aelicmeue

banner exec d message_text d

3afaTh TeKCT cooblueHma exec (Npumep: No/b30BaTe b YCNeLHO
BOLUE/ B CUCTEMY) U BK/IIOUMNTL BbIBOZ, Ha 9KPaH.

- d — pa3genutens;

- message_text — TEKCT coobuieHunn (B cTpoke 4o 510 cMmBo/I0B,
obuee 2000 cMmBONOB).

no banner exec

YpanuTb TeKCT coobiueHus exec.

banner login d message_text d

3apaTtb TeKCT coobuweHua login (MHPopmaumoHHoe coobuieHme,
KoTopoe oTobparkaeTca nepes BBOAOM MMEHM MO/b30BaTena u
napoAs), U BKAOYUTb BbIBOA, HA 3KPaH.

- d — pa3genutens;

- message_text — TeKCT coobuieHnn (B cTpoke 4o 510 cMmB0/I0B,
obuiee 2000 cumBosioB).

no banner login

YaanuTb TeKCT coobuenus login.

KomaHObI pexcuma KoHgu2ypayuu mepmuHand

3anpoc KOMaHOHOW CTPOKM B PEXKMME KOHPUIypaLMM TEPMUHANA UMEET CeayoLWmi BUA;:

console (config-line)#

Tabnnua 27 — ba3oBble KOMaHAbI, JOCTYMNHbIE B PeXXMME KOHOUTypaLmMm TepMUHana

3HayeHue/3HayeHue »
KomaHoa Aelicmeue
110 yMOAYAHUIO
history BKNt0UNTb GYHKLMIO COXPAHEHUA NCTOPUMN BBEAEHHbIX KOMAHA,
- -/dYHKLMA BKAKOYEH]
no history BbIKNt0UNTb PYHKLMIO COXPAHEHUA NCTOPUMN BBEAEHHbBIX KOMAHA,.

history size size
no history size

size: (10..207)/10

MN3meHnTb pasmep Bydepa UCTOPMM BBEAEHHbIX KOMaHA,

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

exec-timeout timeout

no exec-timeout

timeout: (0..65535)/10
MUHYT

3a4aTb TaMM-ayT TEKYLLEN TEPMUHANBHOM CECCUN B MUHYTaX.

YCTaHOBUTb 3HaYeHue no YMO4YaHUIO.

5.2 ®unbTpauyma coobuieHnii KOMaHAHOM CTPOKKU

dunbTpauma coobLLeHNA N03BOAAET YMEHbLINTL 06bem 0TOBpaKaeMbiX AaHHbIX B OTBET Ha 3anpochl
nonb3oBaTena U 0baerynTb NOUCK HEOBXoANMON MHbOoPMaLMK. ns dunbTpaunm MHGopmauun Tpebyercs
[06aBUTb B KOHel, KOMaHAHOM CTPOKM CMMBOA «|» M MCMOAb30BaTb OAHY M3 ONuUMA dUAbTPaLMM,
nepeyncaeHHbIX B Tabamue.

Tabanua 28 — KomaHabl pexkuma rnobanbHol KoHdUrypauum

3HayeHue/3HayeHue
110 yMOAYAHUIO

Memod Aelicmeue

Nuwet nepesoe cosnageHue C wabnoHom B Hayane CTPOKU U BbIBO-
OUT BCe CTPOKU 3a Hew.

begin pattern

include pattern BbIBOAMT BCE CTPOKMU, cogeprKalyme WwabnoH.

exclude pattern BbIBOAMT BCe CTPOKM, He cogepsKaliue WwabaoH.
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5.3 HacTpoiika MaKpoKOMaHg,

[daHHan dyHKUMA No3BONSET co3haBaTh YHUPUUMPOBAHHbIE HABOPbl KOMaHA — MaKpPOCbl, KOTopble
MOKHO BMOC/NeACTBUMN MPUMEHSATD B NPOLLECCE KOHDUTYpaL K.

KomaHObI pexcuma 2a06an6Hol KOHgu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabanuya 29 — KomaHab! perkmma rnobanbHom KoOHGUrypaumm

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aeiicmeue

macro name word

no macro name word

word: (1..32) cumBonos

Co3paeT HOBbIM Habop KOMaHA, ec/iv HAbop C TAKUM UMEHEM CY-
LLecTByeT — nepesanucbiBaeT ero. Habop KomaHa BBOAMTCA MO-
CTPOYHO. 3aKOHUYMTb MaKPOC MOMKHO C NMOMOLLbIO cMMmBOAa “@”.
MakcmmanbHaa gavMHa makpoca — 510 cumBonos.

Ypanaert ykasaHHbI1 Makpoc.

macro global apply word

word: (1..32) cumBonos

MpumeHAeT yKasaHHbI MaKpoc.

macro global trace word

word: (1..32) cumBonos

MpoBepseT yKasaHHbI MaKpOC Ha BaANAHOCTb.

macro global description word

no macro global description

word: (1..160)
CMMBO/IOB

Co34aeT CTPOKY-AECKPUNTOP rNobanbHOro makpoca.

YpanseT cTpoKy-4ecKpmnTop.

KomaHOb1 pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console>

Tabnunua 30 — KomaHabl pexnma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

macro apply word

macro trace word

word: (1..32) cumBonos

MpuMmeHAEeT yKasaHHbIM MaKpocC.

MpoBepseT yKasaHHbI MaKpoC Ha BaNIMAHOCTb.

show parser macro [{brief |
description [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel
group}] | name word}]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1..8/0/1..32);
group: (1..32);
word: (1..32) cumBonoB

OTo6paskaeT napameTpbl HACTPOEHHbIX MaKPOCOB Ha YCTPOICTBe.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica

Bupg 3anpoca KOMaHAHOM CTPOKU perknma KoHbUrypaumnm nHtepodeica:

console (config-if)#

Tabnnua 31 — KomaHapl perknma KoHourypaumm nHtepdeiica

KomaHda

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

Aeiicmeue

macro apply word

word: (1..32) cumsonos

MpumeHseT yKasaHHbIN MaKpoc.

macro trace word

word: (1..32) cumsonos

MpoBepseT yKasaHHbI MaKpPOC Ha BaNUAHOCTb.

macro description word

YcTaHaB/MBaeT CTPOKY-AECKPUNTOP MaKpoca.
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no macro description

word: (1..160)
CMMBOJIOB

YpanseT cTpoKy-4ecKpmnTop.

5.4 KomaHpgbl ynpaBaeHUA CUCTEMOMN

KomaHOb1 pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console>

Tabnunua 32 — KomaHabl ynpaBaeHus cuctemom B pexkmme EXEC

KomaHda

3Ha4yeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

ping [ip] {A.B.C.D | host} [vrf
vrf_name] [size size] [count
count] [timeout timeout]
[source A.B.C.D]

vrf_name: (1..32) cumBona;
host: (1..158) cumBoNOB;
size: (64..1518)/64 6aur;
count: (0..65535)/4;
timeout: (50..65535)/2000
MC

KomaHaa cnyxut ana nepegaum 3anpocos (ICMP Echo-Request)
npotokona ICMP yKazaHHOMY y3/1y CEeTU, a TaKKe ANA KOHTPOANA
noctynatowux oteetos (ICMP Echo-Reply).

- vrf_name — uma BUpPTyanbHOM 061acT MapLLpyTU3aLLNK;

- A.B.C.D — IPv4-appec y3na cetu;

- host — pomeHHOEe UMA y31a ceTu;

- Size — pa3mep NakeTa ANs OTNPaBKKU, KOAUYECTBO BaWT B NakeTe;
- count — KONNYECTBO NaKeTOB ANA Nnepefayn;

- timeout — Bpema 0XXnAaHWA OTBETa Ha 3anpoc.

ping ipv6 {A.B.C.D.E.F | host}
[size size] [count count]
[timeout timeout] [source
A.B.C.D.E.F]

host: (1..158) cumBoNOB;
size: (68..1518)/68 6aiir;
count: (0..65535)/4;
timeout: (50..65535)/2000
Mc

KomaHaa cnyxut ana nepegaum 3anpocos (ICMP Echo-Request)
npotokona ICMP ykasaHHOMY y3ny CceTH, a TaKxe A4/1A KOHTpoAA
nocrynatowmx otsetos (ICMP Echo-Reply).

- A.B.C.D.E.F —IPv6-agpec y3na cetu;

- host — pomeHHOEe UMA y31a ceTu;

- Size — pa3mep NakeTa ANs OTNPaBKKU, KOAUYECTBO BalT B NakeTe;
- count — KONNYECTBO MaKeToB ANA nepesayn;

- timeout — Bpema 0XXUAaHMA OTBETa Ha 3anpoc.

traceroute ip {A.B.C.D | host}
[vrf vrf_name] [size size] [ttl
ttl] [count count] [timeout
timeout] [source ip_address]

vrf_name: (1..32) cumsona;
host: (1..158) cumBonos;
size: (64..1518)/64 6aiT;
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60)/3 ¢;

OnpepeneHne maplupyTa Tpaduka L0 y31a Ha3HaYeHUs.
- vrf_name — umsa BUPTyanbHON 061aCTN MapLUpyTU3aLUK;
- A.B.C.D — IPv4-appec y3na cetu.
- host — pomeHHOe UMsA y3na ceTu;
- Size — pa3mep nakeTa A4/1A OTNPaBKKU, KONMYECTBO BAlT B NaKeTe;
- tt/ — MaKCcMManbHOE KOIMYECTBO Y4aCTKOB B MapLUpyTe;
- count — KOZMYECTBO MOMbITOK MepeAayn MakeTa Ha KaXaom
yyacTke;
- timeout — Bpema 0XnaaHWA oTBeTa Ha 3anpoc;
- IP_address — |P-agpec uHTepdeiica KommyTaTopa, MCNob3lye-
MbI ANA NepeAayn NakeTos;
V OnucaHune owM60K NPU BbINOIHEHWUM KOMAHA, U pe3yib-

traceroute ipv6

{A.B.C.D.E.F | host} [size size]
[ttl tt/] [count count]
[timeout timeout] [source
ip_address]

host: (1..158) cumBonOB;
size: (66..1518)/66 baiiT;
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60) /3 ¢;

TaToB NpuBeAeHo B Tabauuax 34, 35.
OnpegeneHve mapwpyTa TpaduKa 40 y3a1a HasHauYeHus.
- A.B.C.D.E.F —IPv6-agpec y3na cetu.
- host — pomeHHOE UMA y31a ceTu;
- Size — pa3mep NakeTa ANs OTNPaBKK, KOAMYecTBO BalT B NakeTe;
- tt/ — MaKCcMManbHOE KOIMYECTBO Y4aCTKOB B MapLLpyTe;
- count — KONW4YecTBO MOMbITOK Mepefayn MakeTa Ha KaxKaom
y4acTke;
- timeout — Bpema OXKMAaHWA OTBETa Ha 3anpoc;
- IP_address — |IP-appec uHTepderica KommyTaTtopa, UCNoJib3ye-
MbI ANA nepesayu NakeTos.

OnucaHue oWwKn60K NPK BbINOIHEHUN KOMAHA, U pe3yb-
V TaToB npuBeaeHo B Tabaunuax 34, 35.
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telnet {A.B.C.D | host} [port]
[keyword1...]

host: (1..158) cumBonos;
port: (1..65535)/23

OT1kpbiTMe TELNET-ceccumn gns y3na cetu.
- A.B.C.D — IPv4-appec y3na cetu;
- host — pomeHHOE UMA y31a ceT;
- port — TCP-nopT, no KoTopomy paboTaeT cnyxba Telnet;
- keyword — knto4eBoe cnoBo.
OnucaHue cneuuanbHbiXx KomaHga Telnet u KnloueBbIxX
V CNoB npuBepeHo B Tabauuyax 36, 37.

ssh {A.B.C.D | host} [port]
[keyword1...]

host: (1..158) cumsonos;
port: (1..65535)/22;

OTKpbITMe SSH-ceccumn gns y3na cetu.

- A.B.C.D — IPv4-apgpec y3na cetu;

- host — LoMeHHOE UMsA y3Na ceTu;

- port — TCP-nopT, no KoTopomy paboTaeT ciyxba SSH;
- keyword — KntouyeBoe cnoBso.

V OnucaHue KntoveBbiX CN0B NpuseaeHo B Tabauue 37.

resume [connection]

connection:
(1..5)/nocnegHss
YyCTaHOB/IEHHan ceccun

MepekntoyeHne Ha ApYryto ycTaHoBAEeHHYyto Telnet-ceccuio.
- connection — HoMep ycTaHOB/IeHHOM telnet-ceccuum.

show users [accounts]

OTobpaskeHne MHOOPMALMM O MOMb30BATENAX, MCMO/b3YIOLLMX
pecypcbl ycTpoicTBa.

show sessions

OTobparkeHne MHPOopMaLMM 06 OTKPBITLIX CECCUAX K YAaNEHHbIM
yCTpoKcTBaM.

show system

BbiBOA, cMcTeMHON MHbOPMaL MK,

show system id [unit unit]

OTobparkeHne cepuinHOro HoMepa yCTPOKCTBa.

unit: (1..8)/- . o
- Unit — HOMep yCTPOICTBa B CTEKE.
show system [unit unit] unit: (1..8)/- OTo§pameHme CVICTeI:AHOI‘/'I MHbOpPMaLMM KOMMyTaTopa.
- Unit — Homep yCTPOICTBA B CTEKE.
show system fans [unit unit] unit: (1..8)/- OTo§pameHme wud)o;zmau,mm 0 COCTOAHWUWN BEHTUNATOPOB.
- Unit — Homep yCTPOICTBA B CTEKE.
show system power-supply - OTobparkeHne MHGopMaL MM O COCTOAHUN UCTOYHUKOB NUTAHUA.
show system sensors - OTobparkeHne HGoOpPMaLLMM TeMNepaTypPHbIX 4aTYUKOB.
show version OTo6parkeHne TeKyLLel BEPCUN CUCTEMHOIO NPOrpaMmmMHOro obec-
) neyeHunn ycTpoicTea.
show hardware version - OtobparkaeT nHdopmaumio o6 annapaTHOW Bepcum natbl
show system router OTobparkeHne pasmepa M 3aHATOCTM annapaTHbIX TabauL, ycTpoi-
resources cTBa (MapLupyTM3aumn, cocesein, MHTepdencos).
show system tcam utilization OTtobparkeHne 3arpysku pecypcos namsatm TCAM (onpepeneHHo
[unit unit] unit: (1..8)/- agpecyemasn namaTb).

- unit — HOMep yCTPOICTBA B CTeKe.

show tasks utilization

OTO6pakeHne ypoBHs 3arpy3ky pecypcos LeHTPasIbHOro npowec-
Copa KOMMYTaTOpa 414 KaXK40ro CMCTEMHOrO npoLecca.
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show tech-support [config |
memory]

OTobparkeHne nHdopmaLmm 0b ycTpolicTee, Heobxoanmon gns
HaYyaNbHOM AMArHOCTUKKM Npobaem.

BbiBOA KOMaHAbI NpeacTaBaseT coboit KombuHauuo
V BbIBOAOB NepPeyYnCNeHHbIX HUXKe KOMaHA:

e show clock

e show system

e show version

e  show bootvar

e  show running-config

e show ip interface

e  show ipv6 interface

e  show spanning-tree active

e  show stack

e show stack configuration

e  show stack links details

e show interfaces status

e show interfaces counters

o show interfaces utilization

e show interfaces te1/0/xx

e show fiber-ports optical-transceiver

e show interfaces channel-group

e show cpu utilization

e show cpu input-rate detailed

e show tasks utilization

e  show mac address-table count

e showarp

e show errdisable interfaces

e showvlan

e show ip igmp snooping groups

e  show ip igmp snooping mrouter

e show ipv6 mld snooping groups

e  show ipv6 mld snooping mrouter

e show logging file

e show logging

e show users

e show sessions

e show system router resource

e  show system tcam utilization

KomaHpa «show sessions» 0T06pa)KBET BCe yAaJieHHble CcOoeAUHEHUA TOJIbKO U3 'reKyu.l,eﬁ

e ceccuu. [laHHas KOMaHga Ucnosb3yeTca cnegyowmm obpasom:

1. BbINONAHUTL NOAKAIOYEHUE K YAANEHHOMY YCTPOMCTBY C KOmMMyTaTtopa C
nomoubto Telnet nnm SSH;

2. BepHyTbca B pPOAMUTENbCKYID ceccuio (Ha KommyTtaTop). ANa 3TOro Ha)KaTb
KOMbOUuHauuio Knasuw <Ctrl+Shift+6>, oTnyctTuTb M HaxaTb <x> (MKc).
MpousoiiaéT nepexos B pOAUTENBCKYIO CECCUIO;

3. BbINOAHUTb KOMaHAY «show sessions». B Tabnuue f01KHbI NPUCYTCTBOBaTb BCe
ucxopgsduime coeguHeHUn B TeKyL el ceccum;

4. [Ana Toro utobbl BEPHYTbCA K CECCUM YAaNEéHHOro yCTpoiicTBa, Heobxoaumo

BbINONHUTL KOMaHAy «resume N», rae N — HOmep coeguMHeHUAa U3 BbiBOAaA
KomaHAab! «show sessions».
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KomaHOwbi pexcuma Privileged EXEC

3anpoc KomaHAHoM cTpoku B pexume Privileged EXEC umeeT cnegytowmii sua;:
console#

Tabnunua 33 — KomaHabl ynpaBneHus cuctemom B pexkmme Privileged EXEC

3HayeHue/3Ha4yeHue

Aelicmeue
10 yMoAYaHuto

KomaHoa

reload [unit unit_id] KomaHga cny»kut gas nepesanycka ycTponcTea.

unit_id: (1..8)/- L o
- unit_id — Homep ycTpoWCTBa B CTEKE.
reload in {minutes | hh:mm} minutes: (1..999); YCcTaHOBKa NPOMEXKYTKa BPEMEHM, Yepe3 KOTOopbli npousoinger
hh: (0..23), mm: (0..59). | oT/n0XeHHas Nnepesarpyska ycTPoOMcTea.
reload at hh:mm hh: (0..23), mm: (0..59). | YcTaHOBKa BpemMeHM nepesarpyskun ycTpoicTea.
reload cancel - OTMmeHa OT/I0XKEHHOro nepesanycka.
boot password password YcTaHOBKa naposia Ha bootrom.
no boot password ) YpaaneHue naponsa Ha bootrom.
show cpu utilization ) OTobparkeHne CTaTUCTUKM MO YPOBHIO 3arpy3KM pPecypcoB LEeH-
TpanbHOro npoveccopa.
show cpu input rate OTobparkeHWe CTaTUCTUKM MO CKOPOCTU BXOAALLMX Kagpos, obpa-
i BaTbIBaEMbIX MPOLLECCOPOM.
show cpu input-rate detailed OTobparkeHne CTaTUCTUKM MO CKOPOCTU BXOAALLMX Kagpos, obpa-
i 6aTbIBaeMbIX NPOLECCOPOM MO TUMY TpaduKa.
show cpu thresholds - OTobparkeHne CNUCKa HAaCTPOeHHbIX noporos ans CPU.
show memory thresholds - OTobparkeHne CNUCKa HaCTPOEHHbIX Noporos Ana RAM.
show sensor thresholds - OTobparkeHne cn1cka Noporos 410 AaTYMKOB.
show storage thresholds - OTobparkeHune cnncKa Noporos AnA pa3aenoB YyCTPOUCTB.
show storage devices - OTobparkeHne 3HayeHut ob6bema 1 ceoboaHoi namaTtu MN3Y.

- Mpumep Mcnoab30BaHMA KOMaHAbI traceroute:

console# traceroute ip eltex.com

Tracing the route to eltex.com (148.21.11.69) form , 30 hops max, 18 byte packets
Type Esc to abort.
1 gateway.eltex (192.168.1.101) O msec 0 msec 0 msec

2 eltexsrv (192.168.0.1) 0 msec 0 msec 0 msec
3 *x  x ok

Tabnnuya 34 — OnucaHue pes3ynbTaToB BbINOJIHEHUA KOMaHAb! traceroute

Mone OnucaHue
1 MopAAKOBbLIA HOMEP MapLIPyTM3aTopa B NYTU K YKa3aHHOMY Y37y CETH.
gateway.eltex CeTeBO€e MMA 3TOrO MapLIpyTM3aTopa.
192.168.1.101 IP-agpec aToro maplupyTtusatopa.
0 msec 0 msec 0 msec Bpems, 3a riompoe nakeT 6bln NepeAaH M BEpHY/CA OT MapLlwpyTnsaTopa. YKasbiBaeTca
ONA KaXKA0M NonbITKM nepesayn nakera.

Mpw BbINOAHEHUW KOMaHAbI traceroute MOryT NPOU30MTU OLIMBKM, onNncaHue olWMBOoK NpuseaeHo B
Tabnuue 35.

Tabanuya 35 — OWMBKM NpU BbINOJIHEHUW KOMaHAbI traceroute

Cumeon owubku OnucaHue
* Tam-ayT Npy NONbITKE Nepeaayn naketa.
? HeunsBecTHbIM TUN NakeTa.
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A ALMUHUCTPATUBHO HeaocTyneH. O6bIMHO NPOUCXOAUT NpU BAOKMPOBAHUM UCXOLALLETO
Tpaduka no npasuaam B Tabanue goctyna ACL.

F TpebyeTca pparmeHTaumna n yctaHoBKa 6mTos DF.

H Y3en cety HeJOCTynNeH.

N CeTb HegoCTyMHa.

P MpoTOKON HeaoCTyNeH.

Q NCTOYHMK nogaseH.

R WcTekno Bpemsa noBTOpHOM cbopKM pparmeHTa.

S OwnbKa ncxoaallero mapLupyTa.

U MopT HepocCTyneH.

MporpammHoe obecneyeHve Telnet KOMMYTaTOpOB NOAAEPKMBAET CheuuasbHble KOMaHAbl —
OYHKLMM KOHTPOANA TepMuHana. Jaa BXoZa B PEXUM creumanbHbiX KOMaHg, BO Bpems akTMBHOM Telnet-
CECCMU UCMOJIb3YeTCA KOMOUHaUUA Knasuw <Ctrl+shift+6>.

Tabnuua 36 — CneunanbHble KomaHabl Telnet

CrneyuanbHAA KOMAHOA Ha3HayeHue
A b Mepepatb no telnet paspbiB coeguHeHUs.
AN C Mepeaatb no telnet npepbiBaHme npouecca (IP).
AN K Mepeaatb no telnet yganeHue cumsona (EC).
AN o Mepeaatb no telnet npekpalyeHue Bbisoga (AO).
ANt Mepepnatb no telnet coobuweHne «Are You There?» (AYT) ANA KOHTPOAA NOAKNOYEHMSA.
ANy Mepeaatb no telnet ctupanue cTpoku (EL).
AN X Bo3BpaT B peMM KOMaHAHOMN CTPOKMU.

TaKye BO3MOKHO MCNONb30BaHME AOMNONHUTENBHbIX ONLUMIA NpK OTKPbITUKM Telnet- n SSH-ceccnii:

Tabnuua 37 — Kntouesble cn

0Ba, MCNo/ib3yemble Npu OTKPbITUK Telnet- n SSH-ceccuii

Onyus OnucaHue
/echo JloKanbHO BKAtOYAET PYyHKLMIO echo (nogaBneHue BbIBOAA HA KOHCOb).
/password Onpegendaet naponb Ana Bxoaa Ha SSH-cepsep.
/quiet He gonycKkaeT BblBOA, BCex COObLEHMI NporpammHoro obecneyerun Telnet.

/source-interface

OnpeaensieT MHTePdENC-UCTOYHUK.

BktoyaeT 06paboTKy MOTOKa, KOTOPbIN paspellaeT HesawwmweHHoe TCP-coeguHeHne
6e3 KoHTpona nocnegosatensvHocte Telnet. MoTokoBoe coegnHeHue He obpabaTbiBaeT

/stream Telnet-onumn 1 MoXKeT NCNONB30BaTbLCA ANA NOAKAOYEHMA K NOPTAM, HAa KOTOPbIX 3any-
LeHbl nporpammbl KonuposaHua UNIX-to-UNIX (UUCP) nnbo apyrve npoTOKObI, He fB-
nawowmecs Telnet-npoTokonamu.

Juser OnpegendaeTt uma Nonb3oBaTena anAa exoga Ha SSH-cepsep.

KomaHObI pexcuma 2a06asab6Hol KoOHpuU2ypayuu

3anpoc KOMaHAHOM CTPOKK B pexkume rnobanbHoi KOHOUTYpaLUn MMeeT CaeayoLnin Bua;

console (config) #
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Tabnuua 38 — KomaHApl ynpaBaeHMa CUCTEMOM B perknume rnobanbHoM KoHdurypaumm

3HayeHue/3HayeHue .
KomaHda Aelicmeue
no ymoa4YaHuro

hosthame name name: (1..160) KomaHgza cnyxut gns 3agaHma ceTeBoro MMeHM yCTPOMCTBa.

no hostname CMMBO/I0B/- BepHyTb ceTeBOe MMsA YCTPOCTBA B 3HAYEHUE MO YMOHAHUIO.

service tasks-utilization PaspewnTb ycTpoMCcTBY NPOrpamMmmHO U3MePATb YPOBEHb 3arpy3ku
pecypcoB LEHTPaNbHOro NPoLLeccopa KOMMyTaTopa 418 KaxK4oro
CUCTEMHOrO npoLiecca.

- — -/BKNIOYEHO —

no service tasks-utilization 3anpeTuTb YCTPOWMCTBY MPOrPaMMHO M3MEPATb YPOBEHb 3arpy3Kku
pecypcoB LEHTPaNbHOro NPoLLeccopa KOMMyTaTopa 418 KaxK4oro
CUCTEMHOrO npoLiecca.

service cpu-utilization PaspewnTb ycTponcTBy NPOrpamMmmHO M3MepPATb YPOBEHb 3arpy3Ku
pPecypcoB LLEHTPaAbHOrO NpoLeccopa KOMMyTaTopa.

- — -/BKNIOYEHO —

no service cpu-utilization 3anpeTuTb YCTPOWCTBY MPOrPamMMHO M3MEPATb YPOBEHb 3arpy3ku
pecypcoB LLeHTpanbHOro nNpoLeccopa KOMMyTaTopa.

service cpu-input-rate PaspewnTb yCTPOMCTBY NPOrpaMMHO M3MEPATb CKOPOCTb BXOASA-
LLMX KagpoB, 06pabaTbiBaeMblX LLEHTPAIbHbIM NPOLECCOPOM KOM-
myTaTopa.

-/BKAtOYEHO

no service cpu-input-rate

3anpeTuTb YCTPOMCTBY MPOrPaMMHO U3MEPATL CKOPOCTb BXOAALLMX
Kagpos, 0bpabaTbiBaeMbIX LLEHTPAIbHbIM NPOLLECCOPOM KOMMYTa-
Topa.

service cpu-rate-limits traffic
pps

no service cpu-rate-limits

traffic

traffic: (http, telnet,
ssh, snmp, ip, link-local,
arp, arp-inspection,
stp-bpdu, routing,
ip-options,other-bpdu,
dhcp-snooping,
igmp-snooping,
mld-snooping, sflow,
ace, ip-error, other,
vrrp, multicast-routing,
multicast-rpf-fail, tcp-

YcTtaHoBKa Ha CPU orpaHuyeHna CKOPOCTU BXOOALLMX Kagapos Ana
onpeaeneHHoro Tuna Tpadpuka.
- pps — NaKeToB B CEKYHAY.

V Peanusyet ¢pyHKuuio CoPP (Control plane protection).

BoccTaHaBnMBaeT 3HayeHUe pps MO YMONYAHUIO ANA onpeaeneH-
Horo Tpaduka.

syn);
pps: 8..2048

service password-recovery Paspewnts BOCCTaHOB/NEHWE MapoONsA 4Yepe3 3arpy3oyHoe MeHHo

«password recovery procedure» ¢ coxpaHeHuem KoHdurypaumu.
no service password-recovery /enabled Pa3pewnTb BOCCTaHOB/IEHWE MApPONA 4Yepe3 3arpy3ouHoe MeHHo

«password recovery procedure» c yaaneHMem KoHOUrypauuu.
link-flap prevention enable BkAtounTb NpesoTepaleHre GbaannuHra MHKa.
link-flap prevention disable /enabled OTKNOYUTL NpeaoTBpaLleHne GaannmHra NMHKa.
service mirror-configuration Co3paBaTb pe3epBHYO KONUIO TeKyLwel KoHdUrypauuu.
no service -/enabled OTKAIOYMTb KOMMPOBaHME TeKyLLEei KoHbUTypaLmu.
mirror-configuration
cpu threshold index index inter- index: 3agatb nopor ans 3arpysku CPU.

val relation value [flap-interval
flap_interval] [severity level]
[notify {enable | disable}] [re-
covery-notify {enable | disa-
ble}]

no cpu threshold index index

(0..4294967295);
interval: (5sec, 1min,
5min);
relation: (greater-than,
greater-or-equal, less-
than, less-or-equal,
equal-to, not-equal-to);
value: (0..100) npoueH-
TOB;
flap_interval:
(0..100)/0 npoueHTOB;
severity: (emerg, alert,
crit, err, warning, no-
tice, info, debug)/alert

- index — NPon3BO/IbHbIN MHAEKC NOPOra;

- interval — nHTepBan nsmepeHua 3arpysku CPU. 3HayeHue 3a-
rpy3sku CPU 3a 3TOT MHTepBan byaeT cpaBHMBATLCA C MOPOroBbIM;
- relation — oTHoweHWe mexay 3arpy3koit CPU 1 noporosbiM 3Ha-
YeHnem, Heobxoanmoe ana cpabaTbiBaHWA Nopora;

- value — 3HayeHwue nopora;

- flap_interval — 3Ha4yeHwue, onpeaensatoLLee MOMEHT BOCCTaHOB-
NeHuna nopora nocne cpabatbiBaHUs;

- Severity — ypOBeHb BaXHOCTM TPanoB Aa 3TOro nopora;

- notify — BKAloYaeT/oTKOYaeT OTNPaBKy Tpanos o cpabaTbiBa-
HWUK nopora;

- recovery-notify — BK/alo4aeT/oTKAOUaET OTNPABKY TPanos o BOC-
CTaHOBNEHMM Mopora.

Y4anunTtb NOpor ¢ 3a4aHHbIM UHAEKCOM.
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memory threshold index in-
dex relation value [flap-in-
terval flap_interval] [sever-
ity level] [notify {enable |
disable}] [recovery-notify
{enable | disable}]

no memory threshold index
index

index:
(0..4294967295);
relation: (greater-than,
greater-or-equal, less-
than, less-or-equal,

equal-to, not-equal-to);
value: (0..100) npoueH-

TOB;

flap_interval:

(0..100)/0 npoueHTOB;
severity: (emerg, alert,
crit, err, warning, no-
tice, info, debug)/alert

3agatb nopor gns obbema ceobogHoOM namaTv RAM.

- index — NPoOW3BO/IbHbIV MHAEKC NOPOra;

- relation — oTHoweHWe mexay 06 beMom CBOH6OAHOM NamMATU U
NnoporoBbiM 3HaYeHnem, Heobxogumoe ans cpabaTblBaHMA NO-
pora;

- value — 3Ha4yeHue nopora;

- flap_interval — 3HayeHue, onpeaensatoLLee MOMEHT BOCCTaHOB-
NleHuns nopora nocse cpabatbiBaHuMs;

- severity — ypoBeHb Ba)KHOCTM TPanos 4/11 3TOro Nopora;

- notify — BK/toYaeT/oTK/IOYaeT OTNPABKY TPanos o cpabaTbiBa-
HWW Nopora;

- recovery-notify — BKAtoYaeT/oTKAOUaeT OTNPABKY TPanos o BOC-
CTaHOB/IEHMM Nopora.

Y4anuTb NOPOr ¢ 3aaHHbIM UHAEKCOM.

sensor threshold fan
fan_num unit-id unit_id in-
dex index relation value
[flap-interval flap_interval]
[severity level] [notify {ena-
ble | disable}] [recovery-
notify {enable | disable}]

no sensor threshold fan
fan_num unit-id unit_id in-
dex index

fan_num: (1..63);
unit_id: (1..8);
index:
(0..4294967295);
relation: (greater-than,
greater-or-equal, less-
than, less-or-equal,
equal-to, not-equal-to);
value: (0..1000000000)
060p0oTOB/MUH;
flap_interval:
(0..1000000000)/0
060pOTOB/MUH;
severity: (emerg, alert,
crit, err, warning, no-
tice, info, debug)/alert

3apaTb Nopor ANA AaTYMKa CKOPOCTU BpaLLEHUA BEHTUAATOPA.

- fan_num — Homep BEHTUNATOPA;

- unit_id — HoMep OHUTA, Ha KOTOPOM HaX0AUTCA BEHTUAATOP;

- index — NPOU3BOIbHbIN MHAEKC NOPOra;

- relation — oTHOLWEHWE MeX Yy CKOPOCTbIO BPALLEHUA BEHTUAA-
TOpa M NOPOroBbIM 3HaYeHMEM, Heobxoanmoe i cpabaTbiBaHUA
nopora;

- value — 3Ha4yeHWe nopora;

- flap_interval — 3HauveHune, onpeaensaowee MOMEHT BOCCTAHOB-
NeHusA nopora nocne cpabaTbiBaHusA;

- severity — ypOBeHb BaXXHOCTM TPANoB A1A 3TOro Nopora;

- notify — BKloYaeT/oTKAOYaET OTNPABKY TPanoB o cpabaTbiBa-
HWKW nopora;

- recovery-notify — BK/lO4aeT/oTKNOYAET OTNPABKY TPANos O BOC-
CTAHOBNEHMM Mopora.

YanuTtb Nopor ¢ 3af,aHHbIM UHAEKCOM ANA BEHTUAATOPa fan_num
Ha IOHUTe unit_id.

sensor threshold thermal-

sensor sensor_num unit-id

unit_id index index relation
value [flap-interval flap_in-
terval] [severity level] [no-

tify {enable | disable}] [re-

covery-notify {enable | dis-
able}]

no sensor threshold ther-
mal-sensor sensor_num
unit-id unit_id index index

sensor_num: (1..63);
unit_id: (1..8);
index:
(0..4294967295);
relation: (greater-than,
greater-or-equal, less-
than, less-or-equal,
equal-to, not-equal-to);
value: (-1000000000..
1000000000) °C;
flap_interval:
(0..1000000000)/0 °C;
severity: (emerg, alert,
crit, err, warning, no-
tice, info, debug)/alert

3afaTb Nopor oNsA AaTyMKa TeMNepaTypbl.

- 5ensor_num — HOMep TepMOAaTUMKa;

- unit_id — HoMep OHUTA, Ha KOTOPOM HaX0AUTCA TEPMOAATYMK;

- index — NPOW3BO/bHbIN MHAEKC NOPOra;

- relation — OoTHOWEHWE MeXAay TEMNEPATYPOIt U MOPOTroBbIM 3Ha-
yeHneMm, Heobxoanmoe ana cpabaTbiBaHMA NOPOra;

- value — 3HayeHue Nopora;

- flap_interval — 3HauyeHuWe, onpeaensaow,ee MOMEHT BOCCTaHOB-
NeHuA nopora nocne cpabatbiBaHUA;

- severity — ypOBeHb BaXHOCTM TPaNoB A1A 3TOro Nopora;

- notify — BK/Il04aeT/OTKAOYaET OTNPABKY TPanos o cpabatbiBa-
HWUW Nopora;

- recovery-notify — BktouyaeT/oTKAOUaET OTNPABKY TPanos o BOC-
CTaHOBNEHMM MOpora.

YAanuTb nopor ¢ 3aaHHbIM UHAEKCOM A/1A TepmogaTymKa sen-
SOr_num Ha toHuUTe unit_id.

storage threshold index in-
dex interval relation value
[flap-interval flap_interval]
[severity level] [notify {ena-
ble | disable}] [recovery-
notify {enable | disable}]

no storage threshold index
index

index:
(0..4294967295);
relation: (greater-than,
greater-or-equal, less-
than, less-or-equal,
equal-to, not-equal-to);
value: (0..100) npoueH-
TOB;
interval: (0..100)/0
NPOLEHTOB;
severity: (emerg, alert,
crit, err, warning, no-
tice, info, debug)/alert;

3apaTb nopor ans o6bema cBobogHOM NamaTh Ha MN3Y.

- index — Npoun3BO/IbHbINA MHAEKC NOPOra;

- relation — oTHoweHWe mexay ob6bema cBob6oAHOM NamMATU U Mo-
pPOroBbIM 3HaYeHneM, Heobxoamumoe ansa cpabaTtbiBaHWA NOPOra;

- value — 3Ha4eHue nopora;

- flap_interval — 3HauyeHue, onpegensatoLLee MOMEHT BOCCTaHOB-
NeHnA nopora nocne cpabatbiBaHUA;

- severity — ypOBeHb BaXHOCTM TPaNoB A 3TOro Nopora;

- notify — BK/loYaeT/oTKAOYaET OTNPaBKyY TPanos o cpabaTbiBa-
HWW nopora;

- recovery-notify — BKtouYaeT/oTKOUAET OTNPABKY TPanos 0 BOC-
CTaHOBNEHMM Mopora.

Y4anuntb Nopor ¢ 3a4aHHbIM UHAEKCOM.
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reset-button {enable | disable
| reset-only}

-/enable

HacTpoiika peakuun KommyTaTopa Ha HaxaTie KHOMKM F.

- enable — npu Ha)kaTMK Ha KHONKY AAnTeNbHOCTbIO MeHee 10 cek,
NpoOuCXoauT nepesarpyska yCTPOMCTBA; NPU HaXKaTUKM Ha KHOMKY
anvTenbHocTblo 6onee 10 cek, nponcxoauT cbpoc ycTpoicTea 40
3aBOACKOM KOHPUrypaumm;

- disable — He pearnpoBaTb (OTKAtOYEHA);

- reset-only — TonbKo nepesarpyska.

5.5 KomaHpgbl 4NA HACTPOMUKM NapamMeTPoB ANA 3a4aHUA naponeit

[aHHbIV KOMNAEKC KOMaHA, NpeiHa3HauYeH A1a 3a4aHNA MUHUMabHOW CNIOMKHOCTU Mapons, a TakKe
ANf 3aaHMA BpeMeHu AeCcTBMA Napons.

KomaHObI pexcuma 2a0b6aab6HoU KOHGuU2ypayuu

3anpoc KOMaHAHOW CTPOKM B pekmnme rnobanbHoi KoHOUIypauum MMeeT cieayowmii Bua;

console (config) #

Tabanua 39 — KomaHabl ynpaBaeHns cucteMomn B pexkmme rnobasnbHoM KOHPUrypaumum

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

passwords aging age

no passwords aging

age: (0..365)/180 gneit

3afaeT Bpemsa KU3HW naponei. Mo ucte4yeHUn 3afl@aHHOTO CpPOKa
6ypeT npegoXKeHo CMeHUTb Naposb. 3HadeHue 0 roBopuT O TOM,
YTO BPEMS KM3HWU Naposiei He 3a4aHo.

BoccTaHaBnAuBaeT 3HaYeHMeE MO YMONYAHUIO.

passwords complexity enable

no passwords complexity
enable

-/BbIK/IIOYEHO

Bkntouaet orpaHu4yeHune Ha C')OpMaT napona.

BbikntovaeT orpaHu4yeHune Ha d)opmaT napona.

passwords complexity
min-classes value

no passwords complexity
min-classes

value: (0..4)/3

BK/IlOYaeT orpaHuyYeHue, 3ajatoliee MUHUMANbHOE KOMYECTBO
K/1accoB CMMBOOB (CTPOYHble BYKBbI, 3arnaBHble BYKBbI, LUPLI,
CMMBO/bI).

BoccTtaHaBnAnBaeT 3HaYeHMe MO YMONYAHUIO.

passwords complexity
min-length value

no passwords complexity
min-length

value: (0..64)/8

BK/IlOYaET OrpaHnUeHne Ha MMHUMa/bHYIO AJIMHY Naposis.

BoccTaHaBnMBaeT 3HavyeHMe No YMOIYAHMUIO.

passwords complexity
no-repeat number

no passwords complexity
no-repeat

number: (0..16)/3

Bkntouaet OorpaHunyeHue, 3agaroulee MakCMmMasibHOe KO/MN4YecTBo
nocnenosaTe/ibHO NOBTOPAKOLWMXCA CUMBO10B B HOBOM Mapone.

BoccTaHaBnvBaeT 3HavyeHMe No YMOTHAHWUIO.

passwords complexity
not-current

3anpeLaeT NpM CMeHe Mapo/is UCMNO/b30BaTh B KayecTBe HOBOTO
CTapbli.

no passwords lockout

(1..5)/BbIKNtOYEHO

no passwords complexity fenabled Pa3peLluaeT ncnonb3oBaTh CTapblii Naposb NPU CMEHeE.

not-current

passwords complexity 3anpelaeT UCnoib30BaTh B KAYeCTBE Napois UMs Nosib3oBaTens.

not-username Jenabled

no passwords complexity Pa3peluaeT ncnonb3oBaTh B KaYecTBe Napoas UMsA Nosb3oBaTens.

not-username

passwords lockout value 3afaeT orpaHMYeHre Ha KONMYECTBO HEBEPHBIX MOMbITOK BXOAA Ha
value: KommyTaTop. MNocne nocneaHei HenpaBUAbHOW MOMbITKM BBECTU

naposb nosb3oBaTenb 6A0KMpyeTcs.

BbIKNIOYAET OrpaHMYEHNE Ha KOJIMHYECTBO HEBEPHDIX MOMbITOK BXO-
aa.
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Tabnuua 40 — KomaHapl ynpaBaeHua cuctemoin B pexkume Privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue

Aeiicmeue
o ymon4aHuro

show passwords configuration

- OTobparkaeT nHbopmaLmio 06 orpaHUYEHUAX Ha NAPONW.

set username name active

name: (1..20) cumBosioB

HbIX MOMNbITOK BXOA4a HAa KOMMYTATOP.

Pa3bnoKkupyeT nonb3osaTens, 3abA0KMPOBAHHOTO Mocie Heyaau-

5.6 Pa6ora c patnamm

5.6.1 OnucaHue apaymeHmMo8 KOMAaHO

Mpun ocyuwecTBneHmMn onepaumn Hag dannamm, B KauecTBe apryMeHTOB KOMaHS, BbICTYNatoT agpeca
URL — onpegenutenn mecTtoHaxoXxaeHua pecypca. OnucaHue KA4veBbiX CNOB, WUCMOAb3yeMbIX B
onepauuax, npueeaeHo B Tabauue 41.

Tabnunua 41 — CNMCOK KNtoYeBbIX CNOB U UX ONUCaHUe

Knrouesoe cnoso

OnucaHue

flash://

McxoaHblii agpec uav aapec MecTa HasHadeHua A4/1A SHEProHe3aBMCMMON NaMATU. JHeproHe3asn-
CMMasn NamATb UCNOAb3YETCA NO ymoadaHuio, ecam agpec URL onpegeneH 6e3 npedukca (npeduk-

camu asnstotca: flash:, tftp:, scp:...).

running-config

Paiin TekyLen KOHPUrypaumm.

mirror-config

Konua datina Tekylien KoHourypaumm.

startup-config

daiin nepsoHaYanbHOM KOHOUTYypaLuu.

active-image

®aiin c akTMBHbIM 06pasom.

inactive-image

daiin c HeaKTMBHLIM 06pa3om.

tftp://

UcxopHbIn aapec nnm agpec mecTa Ha3HayeHuAa ona
CuHTakcuc: tftp://host/[directory/] filename.

- host — IPv4-agapec unu ceTeBoe MMaA YCTPOMCTBA;

- directory — KaTanor;

- filename — vma dalina.

TFTP-cepsepa.

scp://

McxoaHbIvi agpec nam agpec mecta HasHadeHus ana SSH-cepeepa.
CuHTtakemc: scp://[username[:password]@]host/[directory/] filename
- username — UMA NOb30BaTeNS;

- password — naponb Nonb3oBaTens;

- host — IPv4-agpec unv ceteBoe UMA YCTPOMCTBA;

- directory — kaTanor;

- filename — vims daiina.

logging

daiin c uctopmeit KomaHa,

5.6.2 KomaHObI 0na pabomei ¢ halinamu

3anpoc KomaHAHoM cTpoku B pexmme Privileged EXEC umeeT cnegytowmii sua;:

console#

Tabnnua 42 — KomaHabl ansa pabotbl ¢ pannamm B pexkmme Privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue

Aeiicmeue
no ymon4aHuro

copy source_url
destination_url

source_url: (1..160)
NOXeHue HasHayeHus.

NMpPOBaH.

KonupoBsaHue ¢al7|na M3 MEeCTONOJIOKEHNA UCTOYHUKA B MECTONOo-

CMMBONIOB; source_url — mecTononoxeHue Konnpyemoro ¢ainna;
destination_url: (1..160) Ny Py M
- destination_url — agpec mecTa Ha3Ha4deHus, Kyaa ¢pain 6yaer cko-
CMMBO/10B; -
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copy source_url
running-config

copy running-config
destination_url

copy startup-config
destination_url

KonupoBaHue dalina KoHUrypaumm c cepsepa B TEKYLLYIO KOHPU-
rypauutio.

CoxpaHeHue TeKkyLen KoHOUIypauum Ha cepeepe.

CoxpaHeHue nepBoHa4asibHOM KOHOUIypaLLMn Ha cepBepe.

copy running-config
startup-config

CoxpaHeHue TeKyLLel KOHOUTYpaL MK B NepBOHaYaabHYH KOHOUTY-
pauuio.

copy running-config file

CoxpaHeHue TeKywen KOHPUrypauum B 3aZaHHbIA pe3epBHbIn
daiin KoHdpuUrypauuu.

copy startup-config file

CoxpaHeHue nepBOHaYaibHOM KOHGUIypaLMK B 3afiaHHbIV pe3epBs-
HbI daitn KoHdUrypauuu.

boot config source_url

KonuposaHue ¢aiina KoHdurypauumn c cepsepa B dalin nepsoHa-
YanbHOM KOHOUrypaLmu.

dir [flash:path | dir_name]

OTobparkaeT cnucok ¢painoB B ykasaHHOM KaTasore.

more {flash:file |
startup-config |
running-config |
mirror-config | active-image
| inactive-image | logging |

file}

file: (1..160) cumBonos

OTobparkaeT cogepumoe daiina.

- startup-config — oTobpaskaeT coaepxumoe daina nepsoHayanb-
HOW KOHOUrypaumm;

- running-config — otobparkaet cogeprkumoe daina TekyLLen KoH-
urypauuu;

- flash: — oTob6pakaet dalinbl ¢ pnew-namaTi ycTpomncTea;

- mirror-config — oTobpakaeT cogepxumoe daiina TEKyLWEeN KOH-
durypauuu c sepkana;

- active-image — oTobpakaet Bepcuto Tekyuiero daiina obpasa Mo.
- inactive-image — oTobparkaeT Bepcuio HeaKTUBHOro dalina o6-
pasa no.

- logging — oTobpaxkaeT cogepxumoe dalina KypHana.

- file —vma darina.

]

L daiinbl otobpaxkatorca B popmare ASCII.

delete ur/

Ypanenue ¢aiina.

delete startup-config

YaaneHus daiina nepBoHavanbHON KOHGUIypaumu.

boot system source_url

KonuposaHue daiina MO ¢ cepepa B HeEaKTUBHYO 06/1acTb NamMATH
Ha mecTto pesepsHoro MNO.

boot system inactive-image

3arpysmnTbca ¢ HeakTMBHOro obpasa Mo.

show {startup-config |
running-config} [brief |
detailed | interfaces
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | oob | port-channel
group | vlan vian_id | tunnel
tunnel_id | loopback
loopback_id}]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1..8/0/1..32);
group: (1..32);
vlan_id: (1..4094);
tunnel_id: (1..16);
loopback_id: (1..64)

OTobparkaeT cogeprnmoe palina nepBoHayYaAbHOM KOHOUIypauum
(startup-config) unu Tekywein KoHPUrypaumm (running-config).

- interfaces — KoHdUrypauua nHTepdericoB KommyTatopa - dusnye-
CKUX nHTepoelicos, rpynn uHtepdeiicos (port-channel), VLAN-uH-
Tepdelicos, oob-nopTa, nHTepdelica 3ambikaHWA Ha cebn, TyHHe-
new.

Cnegytolime onumMm AOCTYMNHbI NPU BbiBOAE TeKyluei KoHourypa-
TI7R

- brief — BbIBOg, KOHOUIYpaLMK 6e3 ABOUYHBIX AaHHbIX, HANPUMEP,
SSH u SSL kntouen.

- detailed — BblBOA KOHGUIYPaLMM C BKAIOYEHNEM 4BOUYHBIX AaH-
HbIX

show bootvar

MoKa3blBaeT aKTUBHbIN dalin cuctemHoro MO, KOTOPbIN YCTPONCTBO
3arpyyaer npu 3anycke.

write [memory]

CoxpaHeHue TeKywen KoHourypaumm B ¢daii nepBOHaYabHOM
KoHbUrypauuu.

boot license source_url

3arpysuTb Ha YCTPOMCTBO Gana INLEHIUN.

delete license [ word |

Y[anuTb € ycTPOCTBa BCe YCTaHOBAEHHble hainbl AULEH3UA.
- word — yKasaTb uma ¢alina AnLEeH3UM, KOTopbli AoMmKeH BbiTb
yAaneH.

rename url new_url

url, new_url: (1..160)
CMMBOJI0B

N3meHeHne umeHu dakina.
- url — Tekyuwee umsa daiina;
- new-url — HoBOe nmsa daina.

’ | Cepsep TFTP He moKeT ObiTb agpecom MCTOYHMKOM U aApecom HasHaueHus ANA oaHOM
KOMaHAbl KONMPOBaHMA.
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Hpumepbl UcCrosib3084dHUA KOMGHO

= Ypanutb ¢ainn test s sHeproHe3aBUCUMON NaAMATH:

console# delete flash:test
Delete flash:test? [confirm]

Pe3yanaT BbIMOJIHEHNA KOMAHAbI: NOoC/sie noaTBepKAeHUA d)aﬁn 6y,u,eT yOaneH.

5.6.3 KomaHObI 0na pe3epsuposaHua KOHgu2ypayuu

B [JaHHOM pasgene onucaHbl KOMaHAbl, NpeAHasHayYeHHble AN HACTPOMKWM pe3epBMPOBAHMSA
KOH}UrypaLmm no TaiMepy UAn Npu COXpaHeHnn TekyLwen KoHpurypaumm Ha flash-Hakonutene.

KomaHObI pexcuma 2106aab6HoU KOHGuU2ypayuu

3anpoc KOMaHAHOM CTPOKM B peXxume rnobanbHON KOHOUTypaLMmM MMEET CeayoWmin BUA,:
console (config) #

Tabanua 43 — KomaHabl ynpaBaeHns cucteMom B pexkmme rnobanbHoli KoHpurypaumm

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

backup server server

no backup server

server: (1..22) cum-
BOJ/IOB

YKa3aHue cepBepa, Ha KOTOPbIN byaeT Npou3BoAUTLCA pesep-
BMpOBaHUe KoHburypaumm. CTpoka B popmarte
«tftp://XXX XXX XXX XXX» nan
«scp://[[username][:[password]]@]host»

YpaneHue cepsepa Ans pe3epsupoBaHus.

backup path path

no backup path

path: (1..128) cum-
BO/IOB

YKasaHue nyTv pacnosiokeHus daina Ha cepsepe u npedukca
daiina. MNpu coxpaHeHnn K npedukcy byaer o6aBNATLCA TEKy-
Wwan Aata v Bpema B dopmaTte rrrrmmaav4Mmcc.

Yaanexue nytu 4ns pe3epBupoBaHu.

backup history enable

no backup history enable

-/BbIKNIOYEHO

BKAOUKTL COXpaHEHWE NCTOPUUN pe3epPBHBIX KOMUNA.

OTKAOUUTD COXpaHeHne UCTOPUKN pe3epBHbIX KOMWA.

backup time-period timer

no backup time-period

timer:
(1..35791394)/720
MWH

YKa3zaHWe NpoMeXKyTKa BPEMEHMU, NO UCTEYEHUN KOTOPOro by-
OeT OCyLLeCTBAATLCA aBTOMaTUYECKOe pe3epBMpoBaHne KoHOK-
rypauum.

BoccTtaHaBanBaeT 3HaYeHme No YMONYaHUIO

backup auto

no backup auto

-/BbIK/IOYEHO

BK/AloueHMe aBTOMATMUECKOTo pe3epBMpOBaHUA KoHbUrypa-
umn.

YcTaHOBKaA 3Ha4YeHuA no YMONYaHULO.

backup write-memory

no backup write-memory

-/BbIK/IOYEHO

BK/toYeHUe pesepBUpPOBaHUA KOHOUTYPALMKU NPU COXPAHEHMUU
nosib3oBaTenem KoHpurypaumm Ha flash-Hakonutens.

YcTaHOBKa 3Ha4YeHus no YMONYaHUIO.

Tabnunua 44 — KomaHabl ynpasneHus cuctemon B pexkmme Privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 YyMOAYAHUIO

Aelicmeue

show backup

OTo6parkaeT MHGOPMALLMIO O HACTPOKAX Pe3epBUPOBAHUA KOH-
durypauun

show backup history

OTO6parkaeT UCTOPMIO YCMELLHO COXPaHEHHbIX Ha cepBep KOHOU-
rypauum.
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5.6.4 KomaHObI 019 asmomamu4yecko2o0 06HosneHUA U KOHgu2ypayuu

[Mpouecc asmomamu4yecko2o 0b6Ho8nEHUA

KommyTaTop 3anyckaeT npoLecc aBTomatmydeckoro obHosneHuna, 6asmnpytowmiica Ha DHCP, ecam oH
BK/OYEH U uma TeKkcToBoro ¢anna (DHCP-onuma 43, 125), copepskauiero mmsa obpasa MO, 6bino
npegocrasneHo cepsepom DHCP.

I'Ipou,ecc aBTOMaTMYECKOro 06HOBNEHUSA COCTOUT U3 cneayroumnx asTanos:

1. KommyTaTop 3arpyKaeT TeKCTOBbIN dain 1 yMTaeT us Hero nmsa daina obpasa MO Ha TFTP-cep-
Bepe;

2. KommyTaTop ckaumBaeT nepsblii 610K (512 6aiiT) obpasa MO c TFTP-cepBepa, B KOTOPOM CO-
aepxuntca sepcua MO;

3. KommyTaTtop cpaBHUBaeT Bepcuto daina obpasa MNO, nonyyeHHoro ¢ TFTP-cepBepa, c Bepcuei
aKTMBHOro obpasa MO KommyTaTopa. ECnM OHM OTAIMYAOTCS, KOMMYTATOP 3arpykaeTt obpas MNO
¢ TFTP-cepBepa BMecTo HeaKTMBHOro ob6pasa MO KommyTaTopa U AenaeT AaHHbli 06pa3 akTuB-
HbIM;

4. Ecnv obpa3s MO 6bin1 3arpyKeH, TO KOMMYTaToOp Nepe3arpyrkaertcs.

[pouecc asmomamu4ecko20 KOHU2YPUPOBaHUS

KommyTaTop 3anycKaeT NpoLecc aBTOMaTUYEeCKOro KOHGUrypuposaHus, 6asupytowmiics Ha DHCP,
NP BbINOJHEHUN CeAYHOWMX YCAOBUIA:

— B KOHOUIypaumm paspelleHo aBTOMATMYeCKOe KOHOUTYPUPOBAHUE;
— otBer DHCP-cepBepa coaepxut IP-agpec TFTP-cepsepa (DHCP-onuua 66) u uma daiina
KoHdurypaumum (DHCP-onuma 67) B dopmate ASCIL.

’ MonyuyeHHbIN paitn KoHPUrypauum gobasnseTca K TeKywei (running) KoHpurypauum.
vadl

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

3anpoc KOMaHAHOW CTPOKM B pexKMMe rn106anbHON KOHPUTypaLmm MMeeT Cleayowmnin Bua;
console (config) #

Tabnnua 45 — KomaHabl ynpaBaeHus cuctemom B pexkmme rnobasnbHoM KOHPUrypaumnm

3HayeHue/3Ha4yeHue »
KomaHda / Aelicmeue
no ymoa4aHuro

boot host auto-config BK/toueHMe aBTOMATMYECKOM KoHUrypauum, Hasmpytolierica Ha

DHCP.
- -/BKNIOYEHO — —

no boot host auto-config BbIK/lOUEHME aBTOMaTUYECKOM KoHbUrypaumm, 6asmpytoLieincs Ha
DHCP.

boot host auto-update BkntoyeHne aBTomatuyeckoro obHosneHua MO, 6asumpytoweroca
Ha DHCP.

-/BKNOYEHO

no boot host auto-update BbikntoueHne aBTomatuyeckoro obHoeneHua MO, 6asumpytowerocs

Ha DHCP.

KomaHObi pexcuma Privileged EXEC

3anpoc KomaHAHoM cTpoku B pexume Privileged EXEC umeeT cnegytowmii Bua;:

console#
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Tabnunua 46 — KomaHapbl ynpaBneHus cuctemom B pexkmume Privileged EXEC

3HayeHue/3Ha4yeHue
no ymon4aHuro

KomaHoa Aeiicmeue

show boot MpoCcMOTP HacTPOEK aBTOMATUUYECKOrOo OOHOBNAEHUA U KOHdUrypa-

.

= [pumep KoHPurypaumm ISC DHCP Server:

option image-filename code 125 = {
unsigned integer 32, #enterprise-number.
35265 (Eltex)
#data-len. JyiMHa BCeX HOAHHBIX OILMUMA.
option-data + 2.

#sub-option-code. Kom nomomnumu, BCerma paBeH 1
#sub-option-len. InmuHa cTpoku sub-option-data
#sub-option-data. MmMs TexcTOBOTO OGarja, CcomepXamero WM
obpaza IO

VOeHTUOMKATOP NPOM3BOIOMUTEJIS, BCeTIa pPaBeH

unsigned integer 8, PaBHa IOJMHE CTPOKM Sub-
unsigned integer 8,
unsigned integer 8,
text

}i

host mes2124-test {
hardware ethernet a8:£9:4b:85:a2:00; #mac-anmpec xoMmMyTaTopa
filename "mesXXX-test.cfg"; #YMS KOHOUTYpaALUVM KOMMYyTaTopa
option image-filename 35265 18 1 16 "mesXXX-40l.ros"; #yMsT TEKCTOBOTIO

banna, comepxamero mMsa obpasza 10
next-server 192.168.1.3; #IP-ampec TFTP cepsepa
fixed-address 192.168.1.36; #IP-ampec KoMMyTaTopa

5.7 Hactpoiika cuctTemHOro BpemeHu

Mo ymonuaHuio aBTOMaTUUYECKUI Nepexos Ha NeTHee Bpems OCYLLeCTBAAETCA B COOTBET-
cTBUM co cTaHgapTamu CLLUA n Esponbl. B KOHGUrypauum moryt 6biTb 3aAaHbl Nt0bble pgaTta
M Bpemsa ANA Nepexoaa Ha eTHee Bpems u obpaTtHo.

v/

KomaHOwbI pexcuma Privileged EXEC

3anpoc KomaHAHOM cTpPoku B pexxunme Privileged EXEC nmeet cnegyowmin Bua;:
console#

Tabnunua 47 — KomaHabl HACTPOMKM CUCTEMHOTO BpeMeHU B pexxume Privileged EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
Mo ymMmoa4aHuro
clock set hh:mm:ss day month hh: (0..23); Py4Has ycTaHOBKa CUCTEMHOrO BpPeMeHM (KoOMaHAa AOCTynHa
year mm: (0..59); TONbKO A8 NPUBUAETMPOBAHHOIO NoJib30BaTeNs).
clock set hh:mm:ss month day ss: (0..59); - hh —y4acbl, mm — MUHYTbI, SS — CEKYHAbI;
year day: (1..31); - day — peHb; month — mecau; year — rog,

month: (Jan..Dec);

show sntp configuration

year: (2000..2037)

MNMokasbiBaeT KoHOUrypaunio npotokosia SNTP.

show sntp status

MNMoKa3sbiBaeT cTaTyc npoTtokona SNTP.

KomaHOb! pexcuma EXEC

3anpoc KoMaHAHOM CTpoKK B pexkume EXEC umeet cnepytowmii Bua;

console>
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Tabnnua 48 — KomaHApbl HACTPOIMKN CUCTEMHOIO BpeMeHM B pexknume EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aelicmeue

show clock

show clock detail

MoKa3bIBaeT cMCTEMHOE Bpems 1 AaTy.

JononHutenbHo 0T06pa)+<aeT napameTpbl 4acoBOro noAaca u nepe-
XO04a Ha netHee Bpema.

KomaHObI pexcuma 2a06an6Hol KOHgpu2ypayuu

3anpoc KOMaHAHOM CTPOKM B pexkmme rnobanbHoOM KOHPUTypauum MMeeT caeayowmii Bua,:

console (config) #

Tabanua 49 — CNMCoK KoMaHA, 4N1A HAaCTPOMKN CUCTEMHOTO BPEMEHU B pPeXKMme rnobanbHoM KoHOUIypauum

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

clock source {sntp | browser}

no clock source {sntp |
browser}

-/BHELWHUIA UCTOYHUNK
He ucnonb3ayercs

Mcnonb3oBaHWe BHELWHEro UCTOYHMKa ANa YCTaHOBKWU CUCTEMHOTIO
BpemeHu.

3anpewaeT UCNo/b30BaHME BHEWHEero UCTOYHMKA ANA YCTaHOBKU
CUCTEMHOIO BpEMEHMN.

clock timezone zone
hours_offset [minutes
minutes_offset]

no clock timezone

zone: (1..4) cumsonos/
HeT OnN1caHuA 30HbI;
hours_offset:
(-12..+13)/0;
minutes_offset:
(0..59)/0;

YcTaHaB/MBaeT 3Ha4YeHMe YacoBOro nosca.

- zone — cnoBo, chopmmpoBaHHOE U3 NepBbix BYKB CcOBOCOYETa-
HWA, KOTOPOE OHO 3aMeHAET (ONMcaHMe 30Hbl);

- hours-offset —4acoBoe cmelLeHMe OTHOCUTENbHO HY/JIEBOFO Mepu-
auaHa UTC;

- minutes-offset — MMHYTHOe CMeLLeHne OTHOCUTENBHO HY/1€BOTO
mepuamnaHa UTC.

YcTaHaBAWBaeT 3HaYeHUe No YMOAYAHUIO.

clock summer-time zone date
date month year hh:mm date
month year hh:mm [offset]

clock summer-time zone date
month date year hh:mm month
date year hh:mm [offset]

clock summer-time zone
recurring {usa | eu | {first |
last | week} day month hh:mm
{first | last | week} day month
hh:mm} [offset]

no clock summer-time

zone: (1..4) cumsona/
HeT onncaHuA 30HbI;
date: (1..31);
month: (Jan..Dec);
year: (2000 ..2037);
hh: (0..23);
mm: (0..59);
week: (1-5);
day: (sun..sat);
offset: (1..1440)/60
MUH;
Mo ymonyaHuio
nepexoz, Ha feTHee
BpeMs BbIKtOYeH

3apaeT faty v Bpema AN aBTOMATUYECKOro nepexoaa Ha neTtHee
Bpems 1 Bo3BpaTa 06paTHoO (418 onpeseneHHoro roaa).

MepBbiM B KOMaHAE YKa3blBaeTCA ONUCaHWE 30Hbl, BTOPbIM Bpems
014 Nepexona Ha NeTHee BPpems U TPETbUM BPEMA AN1A BO3BpaTa.

- zone — cnoBo, chopMMpoBaHHOE U3 NepBbIX BYKB CIOBOCOYETa-
HUA, KOTOPOEe OHO 3aMeHseT (onucaHue 30HbI);

- date —uncno;

- month — mecsu;

- year —rop;

- hh —4acbl, mm — MUHYTbI;

- offset — KONMYECTBO MUHYT, L0BaBNAEMbIX MPU Nepexoae Ha neT-
Hee Bpems.

3asaeT AaTy U Bpema 419 aBTOMATMUYECKOro nepexosa Ha /ieTHee
Bpems 1 Bo3BpaTa 06paTHO B PeXKMME eXXero4Ho.

- zone — cnoBO, CPOPMMUPOBAHHOE M3 Nepebix ByKB CNOBOCOYETa-
HWA, KOTOPOE OHO 3aMeHAEeT (ONUcaHMe 30Hbl);

- usa — YCTaHOBWTb NpaBwu/ia Nepexosa Ha NeTHee BpPems, UCMOoJb-
3yemble B CLUA (nepexos, BO BTOpOe BOCKpeCeHbe MapTa, 06paTHO
B NepBoe BOCKpeceHbe HoABPSA, B 2 Yaca yTpa No MeCcTHOMY Bpe-
MeHMU);

- €U — YCTaHOBWTb NpaBuAa Nepexosa Ha NeTHee BpemMs, UCMOb3Y-
emble EBpocoto3om (nepexos B nocnegHee BOCKPeceHbe MapTa,
06paTHO B NocnegHee BocKpeceHbe oKTABPSA, B 1 yac yTpa no MpuH-
BUY);

- hh —y4acbl, mm — MUHYTbI;

- week — Hepena mecAua;

- day — peHb Hepenw;

- month — mecsu;

- offset — KonnuecTBo A06aBAAEMbIX MUHYT NPU Nepexone Ha NeT-
Hee Bpems.

OTKAtOYaeT aBTOMATUYECKUI nepexo Ha neTHee Bpems.

sntp authentication-key
number md5 value

number:
(1..4294967295);

YcTaHaBAMBaEeT KoY MPOBEPKU MOAJMHHOCTM A/1A MPOTOKO/A
SNTP.
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encrypted sntp value: (1..32) - number — HoMep KAtoua;
authentication-key number CMMBOJIOB; - value — 3HaYeHne Knoua;
md5 value Mo ymonyaHuio - encrypted — 3a4aTb 3HaYeHMe KNKOYA B 3alUMPPOBAHHOM BUAE.
no sntp authentication-key nposepka Ypanaet KN4y NpoBepPKU NOAMHHOCTY Ans npoTokoaa SNTP.
number NoAMHHOCTU
OTK/IlOYEHa
sntp authenticate -/nposepka TpebyeT NpoBepKy NOAJTMHHOCTU ANA NOAYYEHWUA MHPOPMaLUKN OT
NOA/IMHHOCTU He NTP-cepsepos.
no sntp authenticate Tpebyetca YcTaHaBAMBaET 3HaYEHME N0 YMONYAHUIO.
sntp trusted-key key _number key_number: OcyLecTBAAET NPOBEPKY NOAJANHHOCTU CUCTEMbI, OT KOTOPOW CUH-

(1..4294967295);
Mo ymon4yaHuio

XpoHu3unpyetca c nomoubio SNTP no 3agaHHOMY Karouy.
- key_number — Homep K/toua.

no sntp trusted-key npoBepKa YcTaHaBAMBaET 3HaYEHME N0 YMOYAHUIO.
key_number NoA/IMHHOCTKN
OTKNIIOYEHa
sntp broadcast client enable PaspewaeT paboTy wunpokosewatenbHbix SNTP-KAnMeHTOoB.
{both | ipv4 | ipv6} : /3anpetLieHo
no sntp broadcast client YcTaHaB/MBaeT 3Ha4YeHMe N0 YMONYAHUIO.
enable
sntp anycast client enable PaspewaeTt paboty SNTP-KAvMeHTam, MoAAepKMBAOWMM METos
{both | ipv4 | ipv6} PaccbiIKM MaKeToB, NO3BONAKOWMIA MNOCbINATb AaHHble 6aunKali-
-/3anpelueHo

no sntp anycast client enable

LeMy YCTPOWMCTBY M3 rpynnbl NoayyaTenei.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

sntp client enable
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group
| oob | vlan vian_id}

gi_port: (1..8/0/1..24);
te_port: (1..32);
hu_port: (1..8/0/1..32);

Paspewaet paboty SNTP-KivMeHTam, MoAfepKMBaOLMM METOL
PAcCbIIKM MAKeTOB, NO3BO/AKLWMIA MOCbINATh AaHHble 6aMKal-
Lemy YCTPOMCTBY U3 rpynmnbl NOAyYaTenel, a TakxKe LUMPOKoBeLLa-
TenbHbIM SNTP-K1MeHTam ans BbibpaHHOro nHTepdelica.

- noagpobHoe onucaHMe UHTepdeNcoB N3N0KEHO B pasaene «KoH-
durypaumna nHtepdericos».

no sntp client enable group: (1..32); YcTaHaBAMBaET 3HAYEHWE MO YMONYAHUIO.

{gigabitethernet gi_port | vlan_id (1..4094)

tengigabitethernet te_port | /3anpeueHo

hundredgigabitethernet

hu_port | port-channel group

| oob | vlan vian_id}

sntp unicast client enable Paspewaet paboTy ogHoaapecHbIXx SNTP-KAMEHTOB.

no sntp unicast client enable /3anpewero YcTaHaBAWBaET 3HAYEHME MO YMONYAHUIO.

sntp unicast client poll PaspelsaeT nocnegoBaTeibHbIM ONPOC 3aZaHHbIX OA4HOALPECHbIX
-/3anpetweHo SNTP-cepBepoB.

no sntp unicast client poll

YcTaHaBAMBaET 3HAYEHUE MO YMONYAHUIO.

sntp server {ipv4_address |
ipv6_address |
ipv6_link_local_address%{vian
{integer} | ch {integer} | isatap
{integer} |
{physical_port_name}} |
hostname} [poll] [key keyid]

no sntp server {ipv4_address |
ipv6_address |
ipv6_link_local_address%{vian
{integer} | ch {integer} | isatap
{integer} |
{physical_port_name}} |
hostname}

hostname: (1..158)
CMMBO/IOB;
keyid: (1..4294967295)

3apaet agpec SNTP-cepsepa.

- ipv4_address — |Pv4-agpec y3na ceTu;

- ipv6_address — IPv6-agpec y3na ceTu;

- ipv6z-address — IPv6z-aapec y3na cetv ans ping.

dopmat agpeca ipv6_link_local_address%interface_name:
ipv6_link_local_address — nokanbHbili IPv6 agpec KaHana;
interface_name — uma ncxogsauLero nHTepdeiica sagaerca B cne-
aytowem popmarte: vian {integer} | ch {integer} | isatap {integer}
| {physical_port_name}

- hostname — poMeHHOEe MMA y31a ceTu;

- poll — BkAtouaeT onpoc;

- keyid — vaeHTUdUKaTOP Katoya.

YpaneHue cepsepa n3 cnucka NTP-cepsepos.

clock dhcp timezone

no clock dhcp timezone

-/3anpeLyeHo

PaspelwaeT nonyyeHme TakMx AaHHbIX Kak 4acoBOM NOAC U fieTHee
spemsa ot DHCP-cepsepa.

3anpeLaeT Nosy4yeHUa TakMX AaHHbIX Kak YacoBOM MOAC U neTHee
Bpemsa ot DHCP-cepsepa.
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KomaHObI pexcuma KoHgu2ypayuu uHmepagelica

3anpoc KOMaHAHOM CTPOKK B pexume KOHPUrypauum nHtepdeiica MMeeT cieayowmn BUA,:

console (config-if) #

Tabanua 50 — CNMCOK KOMaHA 19 HAaCTPOWKM CUCTEMHOTO BPEMEHMU B peXKMMe KOHPUTypaumm nHTepdelica

Komanda 3Ha4yeHue/3HayeHue Leiicmeue
no ymosn4aHuro
sntp client enable PaspewaeT paboTy SNTP-KAMEHTY, KOTOPbIV NOAAEPKUBAET METOL,
PacCcblIKM MaKeToB, NO3BONAIOLWMI NOCbINATb AaHHbIE YCTPONCTBY
6AuKarweMy U3 rpynnbl NosyyaTenien, a Tak:Ke LWMPOKOoBeLaTe b-
-/3anpeuiero Homy SNTP-KkiMeHTy Ha HacTpanBaemom uHTepdeice (Ethernet,
port-channel, VLAN).
no sntp client enable YcTaHaBAMBaeT 3HaYeHMe N0 YMOYAHUIO.

[pumepbl 8bINMNOAHEHUS KOMAHO

=  OT0b6pasnTb CUCTEMHOE BPEMSA, AATy M AaHHbIE MO YaCOBOW 30HE:

console# show clock detail

15:29:08 PDT (UTC-7) Jun 17 2009
Time source is SNTP

Time zone:
Acronym is PST
Offset is UTC-8

Summertime:

Acronym is PDT

Recurring every year.

Begins at first Sunday of April at 2:00.

CTaTyc npouecca CMHXPOHM3aLUMM BpeMeHN O0TOBPaXKaeTca C NOMOLLbIO AOMNOAHUTENIbHO CUMBOAA
nepeg, 3Ha4eHMeM BPEMEHMU.

[pumep:

‘ *15:29:08 PDT(UTC-7) Jun 17 2009

MCI'IOﬂb3YI-OTCﬂ cnegywouimne ob03HayeHuA:

— TOYKa (.) 03HayaeT, YTo BpemMs AOCTOBEPHO, HO HET CMHXPOHMU3aLMKM Cc cepBepom SNTP;
—  OTCYTCTBME CMMBO/JIa O3HAYAET, YTO BPEMSA LOCTOBEPHO U CUHXPOHU3ALMA eCTb;
— 3Be3go0uKa (*) o3HauyaeT, YTo Bpems HeOCTOBEPHO.

= 334aTb AaTy M Bpema Ha CUCTeMHbIX Yacax: 7 mapTa 2009 roga, 13:32
console# clock set 13:32:00 7 Mar 2009

=  OT06pa3unTb cTaTyc npotokosa SNTP:

console# show sntp status

Clock is synchronized, stratum 3, reference is 10.10.10.1, unicast

Unicast servers:
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Server
Source
Stratum
Status
Last Response
Offset
Delay

Anycast server:

Broadcast:

10.10.10.1
Static
3

: up
10:37:38.0 UTC Jun 22 2016
1040.1794181 mSec

0 mSec

B npumepe Bbille CUCTEMHOE BPeMA CUHXPOHU3NPOBaHO oT cepBepa 10.10.10.1, nocneaHuin oteet
nonyyeH B 10:37:38, HecoBnageHmne CUCTEMHOIO BPEMEHMU C BpemeHeMm Ha cepsepe coctasmno 1.04 c.

5.8 KoH¢urypaumusa BpemeHHbIX MHTepBanos time-range

KomaHObI pextuma KoHu2ypayuu 8pemMeHHbIX UHMepsasnos

console# configure

console (config)# time-range range name, rme
range_name — cMMBOJIbHbIN (1...32) naeHTUdUKATOP BPEMEHHOTO MHTEpPBaNa
console (config-time-range) #

Tabnvua 51 — KomaHapl pexkxmma KoHOUrypauum BpeMeHHOro MHTepBasa

no absolute {end | start}

month: (jan..dec);
year: (2000..2097);

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymon4aHuio
absolute {end | start} hh:mm hh: (0..23); 3agaTb Havyano U (MAK) KoHel, BPeMeHHOro MHTepsana B ¢popmare:
date month year mm: (0..59); Yyac: MUHYTa AeHb MeCAL, roA.
date: (1..31); Y4anuTb BpeMeHHOW MHTepBan.

periodic list hh:mm to hh:mm
{all | weekday}

no periodic list hh:mm to
hh:mm {all | weekday}

hh: (0..23);
mm: (0..59);
weekday: (mon...sun)

3afaTb BPEMEHHOM MHTEPBas B TeYeHWe O4HOTO U3 AHEN Hegenun uam
KaK4Ooro AHA Hegenu.

Y[anuTb BpeMeHHON nHTepBsan.

periodic weekday hh:mm to
weekday hh:mm

no periodic weekday hh:mm to
weekday hh:mm

hh: (0..23);
mm: (0..59);
weekday: (mon...sun)

3a4aTb BPEMEHHOM MHTEePBas B TEUEHUE Heaenu.

Yaanutb BpemMeHHOM uHTepBan.

5.9 KoHdurypauua unrepdeiicos u VLAN

5.9.1 Trapamempeol Ethernet-unmepdgeiicos, Port-Channel u Loopback-
uHmepaeilicos

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanaszoHa uHmepgelicos)

console# configure
console (config) # interface {gigabitethernet gi port | tengigabitethernet
te port | hundredgigabitethernet hu port | oob | port-channel group |

range {..}

loopback loopback id }

console (config-if)#
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[aHHbIN peXxnm OCTyneH M3 pexkMma KoOHOUrypaumm M npeaHasHayeH Aaa 3a4aHua napameTpos
KOHOUrypaumm wuHTepdelica (nopta KoMMyTaTopa WKW Tpynnbl MOPTOB, paboTaloWMx B pexunme
pa3geneHus Harpysku) iMbo ananasoHa uHTepdeicos.

Bbibop MHTEpdeica ocywecTBAAETCA NPM MOMOLLM KOMaHA, U3 TabnLbl HUXKe.

Tabnunua 52 — KomaHabl Bbibopa MHTepdeinca ans KOMMYTaTOpPOB

Komanda HasHayeHue
interface gigabitethernet g/ port [na HacTpovikn 1G-uHTepdericos.
interface tengigabitethernet te_port Onsa HacTpolikmn 10G-uHTepdeincos.
interface hundredgigabitethernet te_port Ona HacTpoiikn 100G-uHTepdelicos.
interface port-channel group [na HacTpolKM rpynn KaHanos.

[na HacTpolikn uHTepdelica ynpasaeHusa (MHTepdenc ynpasneHums

interface oob
NPUCYTCTBYET HE HA BCEX KOMMYTATOPaXx).

interface loopback /oopback_id [na HacTpoiKM BUPTYanbHbIX MHTepdecos.

rae:

— group — nopsAKOBbIA HOMep rpynnbl, 0bLlee KONMYECTBO cornacHo Tabauue 9 (cTtpoka «Arperaums
KaHanos (LAG)»);

— te_port — nopaaKosbit Homep 10G-uHTepdeiica, 3apaetca s suge: 1..8/0/1.. 32;

— loopback _id — nopsgKoBbii HOMep BUPTYaibHOTO MHTepdelica, obliee KOIMYECTBO COr/lacHO Tab-
nnue 9 (ctpoka «Konunuectso BupTyanbHbix Loopback-uHtepdelicos»).

3anucb uHTepdeica

1..8/0/1..N

HOMEep YCTPOICTBA B CTEKE HOMep cAoTa HOMep UHTepdelica

KomaHgbl, BBeAEHHble B peuMme KoHdUrypauum wuHtepdelica, NpMMeHstoTca K BblbpaHHOMY
nHTepoeicy.

Huke npuseaeHbl KOMaHAbI 419 BXO4A B PEXKMM HAcTpPonku gecatoro Ethernet-untepdeiica (ans
MES5312) nepBoro ycTpoliCTBa B CTEKE U BXOJa B PEKMM HACTPOMKM rpynnbl KaHanos 1.

console# configure

console (config) # interface tengigabitethernet 1/0/10
console (config-if) #

console# configure

console (config) # interface hundredgigabitethernet 1/0/10
console (config-if) #

console# configure

console (config) # interface port-channel I

console (config-if) #

Bbl6op AManasoHa MHTepdeNCcoB OCyLLECTBAAETCA MPU NOMOLLM KOMaHA,:

— interface range gigabitethernet portlist — pna HacTpolikm amanasoHa gigabitethernet-
UHTepoelicos;

— interface range tengigabitethernet portlist — pna HacTpolikm pgmanasoHa tengigabitethernet-
nHTepdelicos;

— interface range hundredgigabitethernet portlist — pna HacTpolikm gmwanasoHa hundredgiga-
bitethernet-uHtepdelicos;

— interface range port-channel grouplist — npna HacTpoMKK gmManasoHa rpynn NOpPToB..
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KomaHabl, BBeAeHHble B JAaHHOM peXXume, NPUMEHAIOTCA K BbiBpaHHOMY AnanasoHy UHTepoeiicos.

HuKe npuBeaeHbl KOMaHApbl ANA BXOAA B PEKUM HACTPOMKM AManasoHa Ethernet-unHtepdeiicos c 1
no 10 (ana MES5312) u gns BXo4a B PeXKMM HacTPOMKKM BCEX rPynn NOpPTOB.

console# configure
console (config) # interface

console (config-if) #

console# configure
console (config) # interface

console (config-if)#

console# configure
console (config) # interface

console (config-if) #

console# configure
console (config) # interface

console (config-if) #

range gigabitethernet 1/0/1-10

range tengigabitethernet 1,/0/1-10

range hundredgigabitethernet 1/0/1-10

range port-channel 1-32

Tabnunua 53 — KomaHabl perknma KoHourypaumm nHtepdeincos Ethernet n Port-Channel

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

shutdown

no shutdown

-/BKAtOYEH

BblkntounTb  KoHdUrypupyembii  uHtepdelic (Ethernet, port-
channel).

BkAtounTb KOHOUTYpUpyembli MHTEpdeNic.

description descr

descr: (1..64)

[o6asunTb onucaHue nHTepoeiica (Ethernet, port-channel).

no description CMMBO/IOB/HET .
Ypanutb onucaHue uHTepdeiica.
onuncaHua
speed mode mode: (10, 100, 1000, 3apaTb CKOPOCTb Nepesaym gaHHbix (Ethernet).
no speed 10000) YCTaHOBWTb 3HAYEHME MO YMONYAHMIO.

duplex mode

no duplex

mode: (full, half)/full

3apaTb pexum gynaekca uHtepdeica (noaHoaynnekcHoe coeam-
HeHuWe, NnonyaynaekcHoe coeguHenue, Ethernet).

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

negotiation [cap1
[cap2...cap5]]

no negotiation

cap: (10f, 10h, 100f,
100h, 1000f, 10000f)

BK/lOYaEeT aBTOCOr/1IaCOBaHME 4/ CKOPOCTY M Ayn/ieKca Ha HacTpa-
neaemom uHTepderice. MoKHO yKasaTb onpegeneHHble COBMeCTU-
MOCTU NapameTpa aBTOCOr1aCoBaHMA, €CAM NapameTpbl He 3ag4aHbl,
TO NoAfepsKmBatoTca Bce cosmectumoctu (Ethernet, port-channel).

BblkNtouaeT aBTOCOrNacoBaHWe [AAs CKOPOCTM M Aynaekca Ha
HacTpavBaemom uHTepbelice.

negotiation bypass

negotiation bypass forced

-/long

Pexkum ycTaHoBneHus cBA3nM B 06Xx0p npoueaypbl asToCOrNa-
COBaHWA, ecAu NapTHepP Ha BCTPEYHOW CTOPOHE He OTBevaeT co
CTaHAapTHLIM TalimayToM npouecca asTocornacosaHusa (negoti-
ation timeout long).

Pexum ycTaHOBNeHMsa c¢BA3M B 06Xx04 npoueaypbl aBTocorna-
COBaHWA, €C/IM NapTHep Ha BCTPEYHOW CTOPOHE He OTBeyaeT C
MMWHVMMaNbHLIM TaliMayTOM MpoLecca aBTocornacosaHms (negoti-
ation timeout short).

flowcontrol mode

mode: (on, off,

3apaTb pexum ynpasnieHua notokom flowcontrol (BkatounTsb, OT-
K/IOYWTb MK aBTOCOrnacosaHue). AstocornacosaHue flowcontrol
paboTaeT TONBKO B C/y4yae, €CAU PEXUM aBTOCOIACOBaHMA

auto)/off negotiation BK/lOYeH Ha HacTpavBaemom UHTepdeiice (Ethernet,
port-channel).
no flowcontrol OTKNOYNTD PEXUM YNPABAEHMA NOTOKOM.
back-pressure BktoyaeT ¢pyHKUMIO «0BpaTHOro AaB/eHMUA» Ha HAaCTpaMBaeMoM
nHtepdeiice (Ethernet).
-/BblKIOYEH

no back-pressure

BbIKk/toYaeT QyHKUMIO «0BPATHOro A4aBNEHUA» HA HAaCTPaMBaeMOM
MHTepodeiice.

load-average period

period: (5..300)/15

YcTaHOBWTL Nepuos, B Te4eHMe KOTOporo cobupaeTca CTaTUCTUKA O
Harpyske Ha uHTepodeiice.
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no load-average

YCTaHOBWTb 3HaYeHMe Mo YMOJIHAHUIO.

unidirectional send-only

no undirectional

-/BbIK/IIOYEHO

Bk/lOUaeT NopT, OCHaLLEeHHbIN ABYHanpaBAeHHbLIMUM MUuemonepe-
[aTyMKamu, B PeXKUM OLHOHANPAB/IEHHON Nepeaaun.

YCTaHOBUTb 3HaYeHMe N0 YMOJIHaHUIO.

KomaHObI pexcuma 2a0b6an6Hol KOHgu2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexxume rnobanbHoi KoHGUrypaumu:

console (config) #

Tabnunua 54 — KomaHabl perknma obLmx HacTpoek nHtepdeica Ethernet n Port-Channel

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

port jumbo-frame

PaspewaeTt kKommyTaTopy paboTaTth € Kagpamu 60NbLIOTO pa3mepa.

V 3HaueHne maximum transmission unit (MTU) no ymonua-
Huto 1500 6aiit.

Hactpoiika BCTynuT B CUAY TO/IbKO MOcCae nepe3arpysKku

-/3anpeuiero V ycTpoiictea.
3HaueHnMe maximum transmission unit (MTU) npwm
V HacTpoiiKe port jumbo-frame 10240 6aiiT.
no port jumbo-frame 3anpewaeT KommyTaTopy paboTaTh € Kagpamu 60bLWOro pasmepa.
errdisable recovery cause {all | BK/IOYMTL aBTOMATMYECKYHO aKTUBALMIO MHTepdelica nocae ero oT-
loopack-detection | KNHOYEHUSA B CIeAyOWMX Caydanx:
port-security | - loopback-detection — 06HapyxeHune netens;
dotlx-src-address | acl-deny | - port-security — HapyweHune 6esonacHocTM Ans port security;
stp-bpdu-guard | - dotlx-src-address — HenpoxoxaeHue ayTeHTUPUKaL MM, OCHOBAH-
stp-loopback-guard | udid | Holt Ha MAC-aapecax nosib3oBaTeneiu;
storm-control | link-flapping} - acl-deny — HecooTBeTcTBME cnunckam aoctyna (ACL);
- stp-bpdu-guard — aktnBauma 3awmuTel BPDU Guard (nepeaaya He-
CaHKLMOHMPOBaHHOro naketa BPDU yepes nHTepdeiic);
- stp-loopback-guard — o6Hapy:keHue netenb npoTokonom STP;
-/3anpeujero - udld — akTBauus sawmTsbl UDLD;
- storm-control — 3awmTa OT «WTOPMa» ANA Pa3INYHOIo TpaduKa;
- link-flapping — dnannuHr nnHKa.
no errdisable recovery cause YCTaHOBWTb 3HAYEHME MO YMONYAHMIO.
{all | loopack-detection |
port-security |
dotlx-src-address | acl-deny |
stp-bpdu-guard |
stp-loopback-guard | udid |
storm-control | link-flapping}
errdisable recovery interval seconds: YCTaHOBUTb BPEeMEHHOW MHTepBan ANS aBTOMATMYECKOro NoBTOp-

seconds

no errdisable recovery interval

(30..86400)/300 cekyHg,

HOTO BK/lOYEHUA NHTepdelica.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

snmp trap link-status

no snmp trap link-status

-/BKNIOYEHO

BkntouaeT otnpaBky SNMP trap-coobuieHuii 0 COCTOAHUM UHTep-
¢deMncHbIX IMHKOB.

OTkntoyaeT otnpasky SNMP trap-coobLieHnii.

default interface [range] {ip
ip_address | oob |
gigabitethernet gi_port |
TenGigabitEthernet te_port |
hundredgigabitethernet
hu_port | Port-Channel group
| Loopback loopback_id | Vlan
vlan_id}

ip_address: A.B.C.D;
gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1..8/0/1..32);
group: (1..32);
loopback_id: (1);
vlan_id: (1..4094)

Cbpoc HacTpoek uHTepdelica nam rpynnol MHTEPHENCOB Ha 3HaYe-
HWA, YCTaHOB/IEHHbIE MO YMONYAHUIO.
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KomaHObi pexcuma EXEC

BuAa 3anpoca KomaHAHON CTPOKM B pexxume EXEC:

console#

Tabnnua 55 — KomaHab! perkmma EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuwo

Aelicmeue

clear counters

Cbpoc cTaTUCTUKKM aNa BCeX NHTepdelncos.

clear counters {oob |
gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet

hu_port | port-channel group

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
group: (1..32)

C6poc CTaTUCTMKKM ANA uHTepdeica.

set interface active {
gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet

hu_port | port-channel group

gi_port: (1..8/0/1..24);

te_port: (1..8/0/1..32);

hu_port: (1..8/0/1..32);
group: (1..32)

AKTMBMPYET NOPT MAW rPYNNy MOPTOB, BbIKAOYEHHbIX KOMaHAO0M
shutdown.

hundredgigabitethernet

| detailed}

show interfaces configuration
{oob | gigabitethernet gi_port
| tengigabitethernet te_port |

hu_port | port-channel group

gi_port: (1..8/0/1..24);

te_port: (1..8/0/1..32);

hu_port: (1..8/0/1..32);
group: (1..32)

MokaszaTb KOHPUIypaLmo MHTepdecoB.

show interfaces status

MoKasaTb COCTOAHWUE BCEX MHTEPdENCOB.

show interfaces status {oob |
gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet

| detailed}

hu_port | port-channel group

gi_port: (1..8/0/1..24);

te_port: (1..8/0/1..32);

hu_port: (1..8/0/1..32);
group: (1..32)

MokasaTtb cocToaHue Ethernet-nopTa, rpynnol NopTos.

show interfaces advertise

Moka3aTb NapameTpbl aBTOCOrNAcoBaHWA, 06bABNEHHbIE ANA BCEX
nHTepdencos.

show interfaces advertise

hundredgigabitethernet

| detailed}

{oob | gigabitethernet gi_port
| tengigabitethernet te_port |

hu_port | port-channel group

gi_port: (1..8/0/1..24);

te_port: (1..8/0/1..32);

hu_port: (1..8/0/1..32);
group: (1..32)

loKa3aTb napameTpbl aBTOCOr/1acoOBaHMA, 06bABNEHHbIE ana

Ethernet-nopTa, rpynnbi NnopToB.

show interfaces description

MoKasaTb onncaHua Bcex MHTepdencos.

show interfaces description

hundredgigabitethernet

| detailed}

{oob | gigabitethernet gi_port
| tengigabitethernet te_port |

hu_port | port-channel group

gi_port: (1..8/0/1..24);

te_port: (1..8/0/1..32);

hu_port: (1..8/0/1..32);
group: (1..32)

MokasaTb onucaxue Ethernet-nopTa, rpynnbi NOpTOB.

show interfaces counters

MoKa3aTb CTaTUCTUKY AR BCeX nHTepdelicos.

show interfaces counters

hundredgigabitethernet

detailed}

{oob | gigabitethernet gi_port
| tengigabitethernet te_port |

hu_port | port-channel group |

gi_port: (1..8/0/1..24);

te_port: (1..8/0/1..32);

hu_port: (1..8/0/1..32);
group: (1..32)

MoKasaTb CTaTUCTURY AN UHTepdelica.

show interfaces utilization

MoKa3aTb CTaTUCTMKY MO Harpyske A1 Bcex MHTepdeincos.

show interfaces utilization {
gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet

hu_port | port-channel group}

gi_port: (1..8/0/1..24);

te_port: (1..8/0/1..32);

hu_port: (1..8/0/1..32);
group: (1..32)

MoKasaTb CTaTUCTUKY NO Harpyske ans Ethernet-untepdeiica.
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show interfaces {
gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

gi_port: (1..8/0/1..24);

te_port: (1..8/0/1..32);

hu_port: (1..8/0/1..32);
group: (1..32)

MoKasaTb CBOAHYH MHOOPMALLMIO O COCTOAHWUM, HAaCTPOIKe U CTaTu-
CTUKe nopTa.

show ports jumbo-frame

MokasaTb HacTpoliKy jumbo-frames B KommyTaTope.

show errdisable recovery

MoKasaTb HAaCTPOMKM AN aBTOMATUYECKOM NMOBTOPHOM aKTUBaLUK
nopra.

show errdisable interfaces {
gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

gi_port: (1..8/0/1..24);

te_port: (1..8/0/1..32);

hu_port: (1..8/0/1..32);
group: (1..32)

MoKasaTb NPUYMHY OTK/IIOHMEHUA MOPTa, rPYnMbl NOPTOB U COCTOA-
HWe aBTOMATUYEeCKOM aKTUBaLUW.

[pumepbl 8bIN0AHEHUA KOMAHO.

= [lokasaTb COCTOAHME NHTEPDENCOB:

console# show interfaces status

Flow Link Back Mdix

Port Type Duplex Speed Neg ctrl State Pressure Mode
Port Mode
tel/0/3 10G-Fiber Full 1000 Disabled Off Up Disabled Off
Access
t€1/0/4 10G-Fiber - - - - Down J— -
Access
t€1/0/5 10G-Fiber - - - - Down J— -
Access
tel/0/6 10G-Fiber - - - - Down J— —
Access
tel/0/7 10G-Fiber - - - - Down J— —
Access
tel/0/8 10G-Fiber - - - - Down J— —
Access
tel/0/9 10G-Fiber - - - - Down J— —
Access
tel/O/lO 10G-Fiber - - - - Down J— —
Access
tel/O/ll 10G-Fiber - - - - Down J— —
Access
tel/0/12 10G-Fiber - - - - Down J— —
Access

Flow Link
Ch Type Duplex Speed Neg control State
Pol -= - -— -— -= Not Present
Po2 -= - -- -- --= Not Present
Po3 -- - -- -- - Not Present
Po4 - - - - -= Not Present
Po5 -- - -- -- - Not Present
Po6 - - -- -- - Not Present
Po7 -= - -— -— -= Not Present
Po8 -= - -- -- --= Not Present
Po9 -- - -- -- - Not Present
Pol0 - - -- -- - Not Present
Poll -- - -- -- - Not Present
Pol2 - - -- -- - Not Present
Pol3 - - - - -— Not Present
Pol4 -= - -- -- -— Not Present
Pol5 - - - - -— Not Present
Poléb -= - -- -- -— Not Present
Pol7 - - -= - -- Not Present
Pol8 -= - -- -- -— Not Present
Pol9 - - - - -— Not Present
Po20 -= - -- -- -— Not Present
Po21l -- - -- -- -— Not Present
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Po22 -- --
Po23 - --
Po24 -- --
Po25 -- --
Po26 -- --
Po27 - --
Po28 -- --
Po29 -- --
Po30 -- --
Po31l -- --
Po32 -- --

oob 1G-Copper

Duplex

-= -= Not Present
-= -= Not Present
-= -= Not Present
-= -= Not Present
-= -= Not Present
-= -= Not Present
-= -= Not Present
-= -= Not Present
-= -= Not Present
-= -= Not Present
-= -= Not Present

Speed Neg State

lNMoka3aTb NapameTpbl aBTOCOI/1ACOBAHMUA:

console# show interfaces advertise

tel/0/3 10G-Fiber
tel/0/4 10G-Fiber
tel/0/5 10G-Fiber
tel/0/6 10G-Fiber
tel/0/7 10G-Fiber
tel/0/8 10G-Fiber
tel/0/9 10G-Fiber
tel/0/10 10G-Fiber
tel/0/11 10G-Fiber
tel/0/12 10G-Fiber

Ch Type

Pol Unknown
Po2 Unknown
Po3 Unknown
Po4d Unknown
Pob5 Unknown
Po6 Unknown
Po7 Unknown
Po8 Unknown
Po9 Unknown
Pol0 Unknown
Poll Unknown
Pol2 Unknown
Pol3 Unknown
Pol4 Unknown
Pol5 Unknown
Polo6 Unknown
Pol7 Unknown
Pol8 Unknown
Pol9 Unknown
Po20 Unknown
Po21 Unknown
Po22 Unknown
Po23 Unknown
Po24 Unknown
Po25 Unknown
P026 Unknown
Po27 Unknown
Po28 Unknown
Po29 Unknown
Po30 Unknown
Po31 Unknown
Po32 Unknown
Oob Type

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled

Neg

Preferred Operational Link Advertisement

Preferred Operational Link Advertisement

Operational Link Advertisement
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Enabled

MoKa3aTb CTaTUCTUKY MO MHTepdelicam:

console# show interfaces counters

Port InUcastPkts InMcastPkts InBcastPkts InOctets
tel/0/1 0 0 0 0
tel/0/2 0 0 0 0
tel/0/5 0 0 0 0
tel/0/6 0 2 0 2176
tel/0/7 0 1 0 4160
tel/0/8 0 0 0 0

Port OutUcastPkts OutMcastPkts OutBcastPkts OutOctets
tel/0/1 0 0 0 0
tel/0/2 0 0 0 0
tel/0/3 0 0 0 0
tel/0/4 0 0 0 0
tel/0/5 0 0 0 0
tel/0/6 0 545 83 62186
tel/0/7 0 1424 216 164048
tel/0/8 0 0 0 0
tel/0/9 0 0 0 0

OOB InUcastPkts InMcastPkts InBcastPkts InOctets

oob 0 13 0 1390

0O0B OutUcastPkts OutMcastPkts OutBcastPkts OutOctets

oob 3 616 0 39616

MoKa3aTb CTAaTUCTMKY MO rpynne KaHanos 1:

console# show interfaces counters port-channel 1
Ch InUcastPkts InMcastPkts InBcastPkts InOctets
Pol 111 0 0 9007
Ch OutUcastPkts OutMcastPkts OutBcastPkts OutOctets
Pol 0 6 3 912

Alignment Errors: 0

FCS Errors: 0

Single Collision Frames: 0
Multiple Collision Frames: O
SQE Test Errors: O

Deferred Transmissions: 0
Late Collisions: O
Excessive Collisions: 0
Carrier Sense Errors: 0
Oversize Packets: 0
Internal MAC Rx Errors: O
Symbol Errors: 0

Received Pause Frames: 0
Transmitted Pause Frames: 0
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= [lokasaTb HacTpoMKy jumbo-frames B KommyTaTope:

console# show ports jumbo-frame

Jumbo frames are disabled
Jumbo frames will be disabled after reset

Tabnuua 56 — OnNucaHMe cHeTYMKOoB

Cuemyuk OnucaHue
InOctets Konnyectso NpuHATLIX 6alToB.
InUcastPkts Konunyectso NpuHATLIX 04HOAAPECHbIX NAKETOB.
InMcastPkts Konnyectso NPMHATLIX MHOFOaApeCHbIX MaKeTos.
InBcastPkts Konnyectso NpMHATBIX LUIMPOKOBELLATE/IbHbIX NAKETOB.
OutOctets Konnuectso nepesaHHbix 6anTos.
OutUcastPkts Konnyectso nepefaHHbIX O4HOAAPECHbIX NAKETOB.
OutMcastPkts Konnyectso nepefaHHbIX MHOTOaApeCHbIX MaKeToB.
OutBcastPkts Konnyectso nepefaHHbIX LWMPOKOBELLLATE/IbHbIX MAaKeTOB.

Alignment Errors

KonmuecTso NPUHATLIX KagpoB C HAPYLUEHHOM LEeNOCTHOCTLIO (C KOMYecTBom BalnT He
COOTBETCTBYIOLMM A/MHE) U He NPoLLeALWnNX NPOBEPKY KOHTPOIbHOM cymmbl (FCS).

FCS Errors

KonmuecTBo NPMHATLIX KagpoB C KOIMYECTBOM HaMT, COOTBETCTBYIOWMM ANNHE, HO He
npoLlealmnx NPoBepKy KOHTPOJIbHOM cymmbl (FCS).

Single Collision Frames

Konnuyectso Kagpos, BOB/IEYEHHbIX B E4UHUYHYHO KONZIM3UKO, HO BNOC/1eACTBUK nNepe-
OaHHbIX yCnewHo.

Multiple Collision Frames

Konnyectso Kafpos, BOBEYEHHbIX 6onee yem B OAHY KONNn3unko, HO BnocaeacTtsunu ne-
penaHHbIX ycnewHo.

Deferred Transmissions

Konnyectso KagpoBs, ANA KOTOPbIX NepBas NonbITKa nepenaqyn oT/a10XeHa U3-3a 3aHATO-
CTU cpegbl nepenayu.

Late Collisions

Konnyectso cnyyaes, Korga Konamsuna sadmMKCMpoBaHa Nocsie Toro, Kak B KaHa CBA3M
y*Ke 6bin1 NnepeaaHbl Nnepsble 64 6aiT (slotTime) nakera.

Excessive Collisions

Konnuectso Kagpos, KOTopble He bblin nepenaHbl U3-3a M36bITOYHOrO KONMYECTBa KO-
NN3UN.

Carrier Sense Errors

Konnuyectso cny4vaes, KOrga COCTOAHME KOHTPOA Hecyu.l,eﬁ 6b110 noTepAHo, nmbo He
yTBEPXKAEHO NMPU NONbITKE Nepeaadn Kaapa.

Oversize Packets

Ko/aiMuecTBO NPUHATLIX MAKETOB, Pasmep KOTOPbIX NPEeBbIaeT MaKCMMa/bHbIA paspe-
LIEHHbIN pasmep Kagpa.

Internal MAC Rx Errors

Konnuectso KagpoBs, KOTOpbIE HE BbIAN MPUHATLI YCNELWHO U3-3a BHYTPEHHEN OWnbKn
npuvema Ha yposHe MAC.

Symbol Errors

[na vHTepdelica, paboTatouiero B pexxume 100 M6/c — KonnyecTBo cayyaes, Koraa
MMesicA HeAOMYCTUMbIV CUMBOA AaHHBIX, B TO BPEMSA KaK NpaBu/bHasa Hecylwan bbiia
npeacrasfeHa.

[na vuTtepdeiica, paboTatoliero B noayaynnekcHom pexkmme 1000 M6/c — KonnyecTso
C/Nly4aeB, KOraa cpeacTBa NPMema 3aHATbl B TeYeHWE BPEMEHM, PaBHOMY UK Bonbluemy
yem pasmep cnoTa (slotTime), u B Te4eHME KOTOPOro MMeNoch XoTsA Hbl 04HO cobbITHe,
KoTopoe 3actaBnseT PHY BblgaBaTh OWMOKY npMema AaHHbix (Data reception error) nnau
owmnbKy Hecyuiel (Carrier extend error) Ha GMIL.

[na vHTepdelica, paboTatoLiero B NoAHOM AynaekcHoM pexkume 1000 M6/c — Konmye-
CTBO C/ly4aeB, KOrga cpeactsa Npuema 3aHATbl B TeYEHWUE BPEMEHU, PAaBHOMY UAK 60/1b-
LeMy 4eM MUHMUMA/bHbIN pasmep Kagpa (minFrameSize), n B TeueHMe KOTOPOro ume-
Jlocb XoTA bbl 04HO cobbiTUe, KoTopoe 3acTasnneT PHY BblgaBaTb OWIMOKY Npuema gaH-
HbIx (Data reception error) Ha GMII.

Received Pause Frames

Konnuyectso npuHATbIX ynpasaawowmx MAC-kagpos ¢ kogom onepaumm PAUSE.
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Transmitted Pause
Frames

Konnuyectso nepegaHHbix ynpasnaowmx MAC-kagpos ¢ Kogom onepaumn PAUSE.

5.9.2 Hacmpoiika VLAN u pex}cumos kommymauyuu uHmepdgeiicoe

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXXMUMe r106anbHON KOHPUrypaumm:

console (confiqg) #

Tabanuya 57 — KomaHab! perkmma rnobanbHom KoHGUrypaumm

KomaHoa

3HayeHue/3HayeHue
110 YyMOAYAHUIO

Aelicmeue

vlan database

Mepeiitn B pexxum KoHdurypaumm VLAN.

vlan prohibit-internal-usage
{add VLANIist | remove VLAN-
list | except VLANIist | none}

VLANIist: (2..4094)

- add — nob6aBuTb yKasaHHble VLAN ID B nepeyeHb 3anpeLyeHHbIX
ONA BHYTPEHHero Ucno/sib30BaHus;

- remove — yaanntb ykasaHHble VLAN ID 13 nepeyHa 3anpeweH-
HbIX 418 BHYTPEHHEro UCMO/Ib30BaHUA;

- except — 406aBUTb B NepeyveHb 3anpeLLeHHbIX 418 BHYTPEHHEero
ncnonb3osaHua sce VLAN ID, 332 UCK/IlOYEHUEM YKa3aHHbIX B Kaye-
CTBe NapameTpa;

- none — o4ncTuTb NepeveHb VLAN ID, 3anpelueHHbIX 1A BHYTpPeH-
HEero MCnosib3oBaHuA.

vlan mode {basic | tr101}

-/basic

BKNOUMTL BO3MOXKHOCTb f06aBNeHMA Ha GU3MUECKOM UHTEp-
device B pexknme customer cpasy asyx naeHtnduratopos VLAN.

KomaHObI pexcuma KoHguaypauuu VLAN

BuAa 3anpoca KoMaHAHOWM CTPOKM B pexxknume KoHdurypaumm VLAN:

console# configure
console (config)# vlan database
console (config-vlan) #

[aHHbIA pexXum focTyrneH U3 pexuma rnobanbHol KoHOUrypauum v npeaHasHayeH gns 3agaHus
napameTpoB KoHPurypaumm VLAN.

Tabnunua 58 — KomaHapl perknma KoHourypaumm VLAN

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

vlan VLANIist [name
VLAN_namel]

VLANIist: (2..4094)
VLAN_name: (1..32)

no vlan VLANIist

CcMmBOa

Lo6asutb VLAN nam Heckosibko VLAN.

Ypanutb VLAN nnm Heckonbko VLAN.

map protocol protocol [encaps]
protocols-group group

protocol: (ip, ipx, ipv6,
arp, (0600-ffff (hex)}*);

no map protocol protocol
[encaps]

encaps: (ethernet,

rfc1042, licOther);
ethernet group:

(1..2147483647);

anBFBaTb NPOTOKOAN K rpynne nNpoTOKO/10B, aCCOUUMPOBAHHbIX
BMmecCTe.

Yaanutb NpuBAsky.
*- Homep npoToKona (16 6umT).

map mac mac_address {host |
mask} macs-group group

Mpueasate MAC-agpec unm gmanasoH MAC-agpecoB no macke K
rpynne MAC-aapecos.

subnets-group group

group: (1..2147483647)

mask: (9..48)
no map mac mac_address Yaanutb npuBAsKy.
{host | mask}
map subnet ip_address mask mask: (1..32); MpwuenasaTtb IP-agpec uau AManasoH IP-agpecos No macke K rpynne

IP-agpecos.
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no map subnet ip_address Yaanutb NpuBAsKy.
mask

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanasoHa uHmepgelicos) VLAN

BuA 3anpoca KOMaHAHOWM CTPOKM B pexxume KoHpurypaunm nHtepoerica VLAN:
console# configure
console (config) # interface {vlan vlan id |range vlan VLANIlist}

console (config-if)#

[aHHbIN peXnm OCTYNeH U3 pexkMma KOHOUrypaumm 1M npeaHasHayeH A0 3a4aHua napameTpos
KoHdurypaumm nutepdeica VLAN nnbo grmanasoHa nHTepdencos.

Bbibop MHTEpdeinca ocywecTBASETCA NPYU MOMOLLM KOMaHAbI:

interface vlan vian id

Bbibop AnanasoHa MHTepdencoB OCyLLECTBASETCS NPM NOMOLLM KOMaHAb!:
interface range vlan VLANIist

HuKe npuBeaeHbl KOMaHAbl 415 BXOAA B PeXMM HacTpoiiku nHtepderica VLAN 1 1 Bxoaa B pexum
HacTpowmku rpynnbl VLAN 1, 3, 7.

console# configure

console (config)# interface vlan 1

console (config-if) #

console# configure

console (config)# interface range vlan 1,3,7
console (config-if) #

Tabnuua 59 — KomaHabl pexnma KoHdurypauum nHtepdeica VLAN

3HayeHue/3HayeHue
no ymon4aHuio

KomaHda Aelicmeue

name name name: (1..32) [Oo6asntb uma VLAN.

no name CMMBO/I0B/VMA YCTaHOBUTb 3HAYEHME NO YMOYAHUIO.
COOTBETCTBYET HOMEpY
VLAN

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (QuanasoHa uHmepgelicog) Ethernet, uHmep-
¢helica epynnsl Mopmos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm uHTepdelica Ethernet, uHtepdelica
rpynnbl NOPTOB:

console# configure

console (config)# interface {tengigabitethernet te port |
hundredgigabitethernet hu port | oob | port-channel group | range {..}}
console (config-if) #

[aHHbIN peMm J0CTyneH U3 pexkuma KoHOUrypauum u npegHasHauyeH Aa 3aaHus napameTpos
KOHdUrypaumm uHTepdeica (nopta KommyTaTtopa WAWM Tpynnbl NOPTOB, pPaboTaloWwmUx B peume
pasgeneHus Harpysku) 1mbo ananasoHa nHTepdeicos.
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MopT MoXeT paboTaTb B YETbIPEX PEKMMAX:

— access — nHTepdenc goctyna — HeTerMpoBaHHbIN MHTepdelic ana ogHon VLAN;
—  trunk — nHTepodeic, NpUHMMaOWMN TONIbKO TErMPOBaHHbIN TPAaPUK, 338 UCKIIOYEHNEM O4-
Horo VLAN, KoTopbIh MOXeT 6biTb 406aBAEH C MOMOLLbIO KOMaHAbl switchport trunk native

vian;

— general — nHTepdodeiic c nonHon nogaep:kkon 802.1q, NPUHMMAET KaK TErMpPoBaHHbIN, TaK U
HeTermpoBaHHbIN Tpaduk;
— customer — Q-in-Q uHTepdeic.

Tabanua 60 — KomaHabl pexknma KoHourypaumm nHtepdeica Ethernet

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aeiicmeue

switchport mode mode

no switchport mode

mode: (access, trunk,
general,
customer)/access

3apaTb perkmm paboTtbl nopta B VLAN.
- mode — pexxum paboTbl nopTta B VLAN.

YCTaHOBUTb 3HaAYeHMe No YMONYaHUIO.

switchport access vlan vian_id

no switchport access vlan

vlan_id: (1..4094)/1

Oo6asutb VLAN ana nHtepdeiica goctyna.
- vlan_id — vaeHTUdUKaumMoHHbI Homep VLAN.

YCTaHOBUTb 3HaAYeHMe no YMONYaHUIO.

switchport access accepta-
ble-frame-type {untagged-
only | all}

no switchport access ac-
ceptable-frame-type

-/NpUHUMATb BCE TUMbI
Kagpos

MpUHMMaTb Ha MHTepdeice TONbKO Kagpbl onpeaesieHHOro Tuna:
- untagged-only — T0/1bKO HeTErMpoBaHHbIE;
- all — Bce kagpol.

MpUHMMaTbL Ha UHTepdelice Bce TUMbI KagpoB..

switchport trunk allowed vlan
vlan_list

no switchport trunk allowed
vlan

vlan_list: (2..4094)

YkKasatb cnvcok VLAN ana nHtepodeiica.
- vlan_list — cnnucok VLAN ID. AunanasoH Homepos VLAN MOXHO 3a-
JaTb NepeyncieHnem yepes 3anaTyto UM YKasaTb HauyabHOe U Ko-
HEeYHOoe 3HaYeHus AManasoHa Yepes gedpuc "-".

V TeKywumii cnucok VLAN Ha uHTepdeiice byaeT 3ameHEH Ha

YKa3aHHbI B KOMaHAe.

Yaanutb cnucok VLAN ansa untepoeiica.

switchport trunk allowed vlan
add vian_list

switchport trunk allowed vlan
remove vian_list

vlan_list: (2..4094, all)

[o6asutb cnncok VLAN ana nHtepoeiica K Tekywmm VLAN.

- vlan_list — cnncok VLAN ID. AnanasoH HomepoB VLAN MOXHO 3a-
4aTb NepeyncieHrem Yyepes 3anaTyto UAKM yYKasaTb HavaibHOE U Ko-
HeYyHoe 3HaYeHus guanasoHa yepes geduc "-".

Ypanute cnucok VLAN gns untepdelica.

switchport trunk native vlan
vlan_id

no switchport trunk native
vilan

vlan_id: (1..4094)/1

LOobasnaet Homep VLAN B Kauectse Default VLAN ana gaHHoro vH-
Tepdelica. Becb HeTermpoBaHHbIN TpadurK, NOCTyNaoLWMA Ha AaH-
HbI/ NOpPT, onpeaensercs B AaHHyto VLAN.

- vlan_id — wpeHTndMKaunoHHbI Homep VLAN.

YCTaHOBUTb 3HaYeHMe N0 YMONYAHWUIO.

switchport trunk allowed vlan
all

no switchport trunk allowed
vlan all

-/BbIKAOYEHO

ABTOMaTMyecku gobasnset Bce goctynHble VLAN gns 4aHHOro UH-
Tepdelica.

OTKAoYaeT aBTomaTtuyeckoe gobasneHme VLAN.

switchport general allowed
vlan add vian_list [tagged |
untagged]

switchport general allowed
vlan remove vian_list

vlan_list: (2..4094, all)

[o6asutb cnmcok VLAN ana nHtepoeiica.

- tagged — nopt byneT nepesaBaTb TErMPOBaHHble NakeTbl ANA
VLAN;

- untagged — nopt 6yAeT nepefasatb HETErMPOBAHHbIE NaKeTbl AN1A
VLAN.

-vlan_list —cnucok VLAN ID. inanasoH VLAN moKHO 3agath nepe-
ynucneHMem yepes 3anATYIO MM YKasaTb Havya/bHOE U KOHeYyHoe
3HayeHuna ananasoHa yepes geduc "-".

Yaanutb cnucok VLAN gns untepdeliica.
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switchport general pvid
vlan_id

no switchport general pvid

vlan_id: (1..4094)/1 -
ecnu yctaHosneH VLAN
no YMO4aHUIo

Hob6asutb naeHtupukatop VLAN nopta (PVID) AnAa OCHOBHOMO MH-
Tepdelica.
-vlan_id —vaeHTndukaumoHHbiii Homep VLAN nopTa.

YCTaHOBUTb 3HaYeHME N0 YMONYAHMUIO.

switchport general
ingress-filtering disable

no switchport general
ingress-filtering disable

-/dunbTpaums
BK/tOYEHA

BbIKNOUNTL ANA OCHOBHOIO WHTepdelica GUabTPaLMIO BXOAALLMX
nakeToB Ha OCHOBE NPUCBOEHHOro MM 3HayveHusa VLAN ID.

BKAOUNTB 419 OCHOBHOTO MHTepdeiica uabTpaLmio BXOAALLMX Na-
KeToB Ha OCHOBE NPUCBOEHHOro UM 3HaveHma VLAN ID.

Ecnn dunbTpauma BrkAOYEHa, U NakeT He BxoauT B rpynny VLAN c
NPUCBOEHHbIM NakeTy 3HayeHuem VLAN ID, To nakeT oTbpacbiBa-
erca.

switchport general
acceptable-frame-type
{tagged-only | untagged-only |
all}

no switchport general
acceptable-frame-type

-/NpUHUMaTb BCE TUMbI
Kaapos

MpUHMMaTbL Ha UHTepdelice TONbKO Kagpbl onpeaeneHHoro Tuna:
- tagged-only — TO/IbKO TETMPOBaHHbIE;

- untagged-only — TONbKO He TerMpoBaHHbIe;

- all — Bce Kagpbl.

MpUHMMaTb Ha UHTepdelice Bce TUMbI KagpoB..

switchport general map
protocols-group group vlan
vlan_id

no switchport general map
protocols-group group

vlan_id: (1..4094)
group: (1.. 2147483647)

YcTaHoBUTbL NpaBuno Knaccubukaumm VLAN ana uHtepdeiica, oc-
HOBAHHOE Ha NPUBA3KE K MPOTOKOAY.

- group — aeHTUGUKALMOHHBIV HOMEp rpynnbl;

- vlan_id — vaeHTUdUKaumMoHHbI Homep VLAN.

Y4anutb NpaBuao Knaccudurkauum.

switchport general map
macs-group group vlan vian_id

no switchport general map
macs-group group

vlan_id: (1..4094)
group: (1..2147483647)

YcTaHoBWUTbL NpaBuno Knaccubukaumm VLAN ana uHtepdeiica, oc-
HOBaHHOe Ha npusaske K MAC-agpecy.

- group — aeHTUGUKALMOHHBIV HOMEp rpynnbl;

- vlan_id — vaeHTUdUKauMoHHbI Homep VLAN.

Y4anuTb NpaBuao KnaccuduKkaumu.

switchport general map
protocols-group group vlan
vlan_id

no switchport general map
protocols-group group

vlan_id: (1..4094)
group: (1.. 2147483647)

YcTaHOBUTL NpaBuio Knaccuduraumm VLAN gns untepdelica, oc-
HOBAHHOE Ha NPUBA3KE K MPOTOKOAY.

- group — aeHTUGUKALMOHHbBIV HOMeEp rpynnbl;

- vlan_id — wpeHTMdMKaunoHHbI Homep VLAN.

Y[anuTb NPaBuao KnaccubuKkaumm.

switchport general map
subnets-group group vlan
vlan_id

no switchport general map
subnets-group group

vlan_id: (1..4094)
group: (1.. 2147483647)

YcTaHOBUTL NpaBuio Knaccudurkaumm VLAN gns nHtepdeiica, oc-
HOBaHHOe Ha npueA3sKe K IP-agpecy.

YanuTb NpaBuao KnaccuuKkaumm.

switchport customer vian
vlan_id

switchport customer vian
vlan_id inner-vlan vian_id

no switchport customer vian

vlan_id: (1..4094)/1

Oo6asuntb VLAN ana nonb3oBaTeIbCKOro MHTepdeiica.
-vlan_id — npeHTMduUKaLMOoHHbIN Homep VLAN.

[06aBnTb K BXOAALLMM HETETMPOBAHHbBIM NAKeTaM Ha KIMEHTCKOM
nopTy BHyTpeHHui 802.1q 3aronoBok — C-VLAN (inner-vlan) u
BHewHWi 802.1q 3aroNoBoK, coepKalimii pvid 4ONONAHUTENbHOM
VLAN (S-VLAN).
Ana paboTbl 3TOI KOMaHAbl HEO6XO4UMO BKIKOUYUTD [/10-
H 6anbHO pexxum «vlan mode tr101».

YCTaHOBUTb 3HaYeHMEe N0 YMONYAHWUIO.

switchport customer
multicast-tv vlan add vian_list

switchport customer
multicast-tv vlan remove
vlan_list

vlan_list: (2..4094, all)

PaspelwaeT NpUHMMATb MHOroafpecHbli TpadUK M3 yKasaHHbIX
VLAN (He aBnatowmxca VLAN nonb3osaTesnibcKoro nHtepdeiica) Ha
HacTpaMBaeMom UHTepdelice, COBMECTHO C NOAb30BaATENAMM APY-
r'MX MONb30BaTE/IbCKUX MOPTOB, NMPUHUMAIOLWMX MHOTOAPECHbIN
Tpaduk 13 gaHHbIx VLAN.

- vlan_list — cnucok VLAN ID. Aunana3oH VLAN mMoKHO 334aTb nepe-
YMC/IeHUEM Yepes 3anATyH0 WM yKas3aTb HavyasbHOE U KOHe4yHoe
3HayeHuna ananasoHa yepes geduc "-".

3anpellaeT NPUHMMaTb MHOFOAAPecHbIM TpaduK Ha HacTpauBae-
mMoMm uHTepdeiice.

switchport protected-port

no switchport protected-port

-/BbIK/IIOYEHO

MepeBoAWT NOPT B PEKUM U30NALMM BHYTPU rPyNnbl NOPTOB.

BoccTaHaBnvBaeT 3HaveHMe No YMOYaHUIO.
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switchport forbidden default-
vlan

no switchport forbidden
default-vlan

Mo ymonyaHuio
YNIeHCTBO B AepOoNTHOM
VLAN paspeLieHo

3anpetutb gobasnerHne gedpontHoi VLAN nopry.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

switchport default-vlan tagged

no switchport default-vlan
tagged

YCTaHOBUTb NOPT KakK Ternpyowmii 8 gepontHon VLAN.

YCTaHOBUTb 3HaYeHMEe N0 YMONYAHMUIO.

switchport dotlq ethertype
egress stag ethertype

no switchport dotlq ethertype
egress stag

ethertype: (1..ffff)
(hex)/8100

3ameHuTb TPID (Tag Protocol ID) B 802.1qg VLAN-Terax nakeTos,
UCXo4AWMX C AaHHOro nHTepdelica.
Donyctumble 3HaueHusa EtherType cm. MpunoxeHue B.
H NoaaeprkuBaemble 3HaueHus Ethertype.

3ameHuTb ethertype ncxogauwero ¢ HTepdeica nakeTa Ha 3Ha-
YeHMe No YMONYAHHUIO.

switchport dotlq ethertype
ingress stag add ethertype

ethertype: (1..ffff) (hex)

Oo6asutb TPID B Tabaunuy knaccudumratopos VLAN.
[onyctumbie 3HaueHusa EtherType cm. MpunoxeHue B.
H NoapepxkmnBaemblie 3HaueHus Ethertype.

switchport dotlq ethertype
ingress stag remove ethertype

Ypanute TPID u3 Tabaunubl Knaccuoukatopos VLAN.

KomaHOwb1 pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM cTPOKKM pexxnma Privileged EXEC:

console#

Tabnunua 61 — KomaHabl perkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

Aelicmeue

show vlan

Moka3saTb nHpopmaumto no scem VLAN.

show vlan tag vian_id

vlan_id: (1..4094)

MNokaszatb uHopmauuto no VLAN, nouck no ngeHtuduKaTopy.

show vlan internal usage

MNokasatb cnucok VLAN gna BHYTPEeHHero MCcrnosib30BaHMA KOMMY-
TaTOpPOM.

KomaHOb! pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console#

Tabnunua 62 — KomaHabl pexkmnma EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

show vlan multicast-tv vlan
vlan_id

vlan_id: (1..4094)

[MokasaTb NOPTbI-UCTOYHUKN N NMPUEMHUKN MHOroagpecHoro Tpa-
¢uKa B aaHHoli VLAN. MopTbl UCTOYHMKM MOTYT Kak nepepasatb,
TaK U NPUHMMATb MHOrOaapecHbIV TpaduK.

show vlan protocols-groups

MoKasaTb MHbOPMALLMIO O Fpynnax NPOTOKO/0B.

show vlan macs-groups

Mokaszatb uHbopmauuto o rpynnax MAC-aapecos.

show interfaces switchport
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

gi_port: (1..8/0/1..24);

te_port: (1..8/0/1..32);

hu_port: (1..8/0/1..32);
group: (1..32)

Moka3aTb KOHdUrypaLmio NopTa, rpynnbl NOPTOB.

show interfaces
protected-ports
[gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group
| detailed]

gi_port: (1..8/0/1..24);

te_port: (1..8/0/1..32);

hu_port: (1..8/0/1..32);
group: (1..32)

MNokasaTb coctosHMe nopToB: B pexume Private VLAN Edge, B
private-vlan-edge-coobuwecTse.
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[pumepbl 8b1M0AHEHUS KOMAHO

= [lokasaTb MHPopmauuto o Bcex VLAN:

console# show vlan

Created by: D-Default, S-Static, G-GVRP, R-Radius Assigned VLAN, V-Voice VLAN
Vlan Name Tagged Ports UnTagged Ports Created by

1 1 tel/0/1-12 D

Pol-16

2 2 S

3 3 S

4 4 S

5 5 S

6 6 S

8 8 S

MNMoKa3aTb NOPTbl UCTOYHMKKN U MPUEMHUKU MHOFoagpecHoro Tpaduka s VLAN 4:

console# show vlan multicast-tv vlan 4

Source ports : tel/1
Receiver ports: te0/2,te0/4,te0/8

MoKasaTb MHGOPMaLMIO O rPyNMnax NPOTOKO/OB:

console# show vlan protocols-groups

Encapsulation Protocol Group Id
0x800 (IP) Ethernet 1
0x806 (ARP) Ethernet 1
Ox86dd (IPv6) Ethernet

= [loKasaTb KoHbUrypaumio nopta TenGigabitEthernet 1/0/1:

console# show interfaces switchport TengigabitEthernet 1/0/1

Gathering information...

Name: tel/0/1
Switchport: enable
Administrative Mode: access
Operational Mode: not present
Access Mode VLAN: 1
Access Multicast TV VLAN: none
Trunking Native Mode VLAN: 1
Trunking VLANs: 1-3
4-4094 (Inactive)
General PVID: 1
General VLANs: none
General Egress Tagged VLANs: none
General Forbidden VLANs: none
General Ingress Filtering: enabled
General Acceptable Frame Type: all
General GVRP status: disabled
Customer Mode VLAN: none
Customer Multicast TV VLANs: none
Private-vlan promiscuous-association primary VLAN: none
Private-vlan promiscuous-association Secondary VLANs: none
Private-vlan host-association primary VLAN: none
Private-vlan host-association Secondary VLAN: none
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Classification rules:

Classification type Group ID VLAN ID

5.9.3 Hacmpolika Private VLAN

TexHonorus Private VLAN (PVLAN) nossonsieT npov3BoauTb pasrpaHuyeHue Tpaduka Ha BTOPOM
yposHe mogenun OS| mexay noptamm KOMMYTAaTopa, KOTOPble HAaXO4ATCA B O4HOM LUMPOKOBELLATE/IbHOM

AomeHe.

Ha KommyTaTopax MOKeT 6bITb CKOHPUryprposaHo Tpu Tuna PVLAN nopTos:

promiscuous — MOPT, KOTOPbIA CnocobeH OOMEHMBATLCA AAHHBbIMW MeEXKAY NHObIMK
nHTepdelicamun, Bkatoyas isolated n community-noptbl PVLAN;

isolated — nopT, KOTOPbI NOAHOCTBIO U30/IMPOBAH OT APYrMX NOPTOB BHYTPU OA4HOIO U TOTO
e PVLAN, Ho He oT promiscuous-nopToB. PVLANbI 610KupyloT Becb TpaduK, naywuii B
CTOpOHyY isolated-nopToB, Kpome TpaduKa CO CTOPOHbLI Promiscuous-nopToB; MaKeTbl CO
CTOpPOHbI isolated-nopToB MoOryT nepeaaBaTbCA TO/IbKO B CTOPOHY Promiscuous-nopTos;
community — rpynna noptos, KOTOpble MOryT OOMEHMBATbCA AaHHbIMWU MeXay coboi u
promiscuous-nopTamu, 3TM MHTePPENChI OTAeNEHbI HA BTOPOM ypoBHe moaesnm OSI oT Bcex

oCTasbHbIX community MHTepdelicoB., a TakKe isolated-nopTtos BHYTpM PVLAN.

Mpouecc BbINONHEHNA ¢yHKLI,MM AONO/THUTE/NIbHOTO pa3geneHnAa NopToB C NOMOLbIO TEXHO/TOTUN Private

VLAN npeactaBneH Ha pUcyHke 46.
Promiscuous ports

Trunk ports

VLAN 100 VLAN 100
Switch A Switch B
' A

- OO0

VLAN 201 VLAN 202 VLAN 201 VLAN 202

Carries VLAN 100,
201, and 202 traffic

VLAN 100 = Primary VLAN
VLAN 201 = Secondary isolated VLAN
VLAN 202 = Secondary community VLAN

PucyHok 46 — Mpumep paboTbl TexHonormum Private VLAN
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Bua 3anpoca KOMaHAHOM CTPOKM B pexkmume KoHpUrypaumnm nHtepoeiica Ethernet, nHrepdeiica Vian,

nHTepdelica rpynnbl NOPTOB:

console# configure

console (config)# interface {gigabitethernet gi port | tengigabitethernet
te port | hundredgigabitethernet hu port | port-channel group | range ({..}

| vlan vlian id}

console (config-if) #

Tabanua 63 — KomaHabl pexknma KoHourypaumm nHtepdeica Ethernet

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

switchport mode private-vian
{promiscuous | host}

no switchport mode

3apatb pexkum pabotbl nopta B VLAN.

YCTaHOBWTb 3HaYeHMe MO YMOAYAHMUIO.

switchport private-vlan
mapping primary_vlan [add |
remove secondary_vlan]

no switchport private-vlan
mapping

primary_vlan:
(1..4094);
secondary_vlan:
(1..4094)

[Oo6aBuTb (y4anuTb) OCHOBHYO W BTOpocTeneHHble VLAN Ha
promiscuous uHTepdec.
/! Ha opuH promiscuous uxtepgeiic Henb3a A06aBNTL

6onble ogHoM primary vlan.

YAanuTb OCHOBHYO 1 BTopocTeneHHble VLAN.

switchport private-vlan
host-association primary_vlan
secondary_vlan

no switchport private-vlan
host-association

primary_vlan: (1..4094)
secondary_vlan:
(1..4094)

[o6asunTb primary u secondary vlan Ha host nHtepdeiic.
V Ha oauH host uHtepodeiic Henb3a f06aBUTH 60nbLIE

oAHoi secondary vian.
YAanuTb OCHOBHYO 1 BTopocTeneHHble VLAN.

Tabnunua 64 — KomaHapl pexknma KoHourypaumm nHtepdeica VLAN

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aeiicmeue

private-vlan {primary |
isolated | community}

no private-vlan

BKkntoumTb mexaHu3m Private VLAN v 3agatb TMN uHTepdelica.

OTKNOUNTb MexaHn3m Private VLAN.

private-vlan association [add |
remove]

no private-vlan association

secondary_vlan
(1..4094)

[o6aeuTb (yaanutb) npmeasky BTopocteneHHoin VLAN K OCHOBHO.
HacTpolika npumeHnma TonbKo ans primary VLAN.

YpanuTe npueasky sTopocteneHHol VLAN K OCHOBHOM.

Y

MaKkcumanbHoe KonnyecTso BTopocteneHHbix VLAN — 256.
MakcumanbHoe Konandectso community VLAN, KoTopble MOryT 6biTb aCCOLLMUPOBaHbI €

ogHoi ocHoBHoM VLAN — 8.

5.9.4 Hacmpoiika unmepdeiica IP

IP-uHTEPpdENC co3maéTcs npu HasHavyeHuu IP-agpeca Ha nobo M3 UHTepdelicoB yCTPOICTBa
gigabitethernet, tengigabitethernet, hundredgigabitethernet, oob, port-channel uau vlan.

BunAa 3anpoca KOMaHAHOWM CTPOKM B pexxnume KoHPuUrypaumnm nHtepdelica IP.

console# configure
console (config) # interface ip A.B.C.D
console (config-ip) #
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[aHHbIN peXxnm OCTyNneH U3 pexkMma KOHOUrypaumm 1M npeaHasHayeH Aaa 3a4aHuA napameTpos
KoHuUrypaummn nutepdeiica IP.

Tabnnuya 65 — KomaHapl pexxuma koHdurypaumm nHtepoeica IP

KomaHda

3HayeHue/3HayeHue
no ymon4aHuo

Aelicmeue

directed-broadcast

no directed-broadcast

-/BbIK/IIOYEHO

BKkntouaeT pyHKUMIO nepeBoga IP directed-broadcast nakeTa B cTaH-
AapTHbIN LUMPOKOBELLATE/IbHbIN MaKeT U paspeluaeT nepegady ye-
pes BblbpaHHbIN HTepdeNc.

3anpeuwaeT TpaHcaaymio IP directed-broadcast nakeTos.

helper-address ip_address

no helper-address ip_address

ip_address: A.B.C.D

BkntouaeT nepeagpecaumio WwnpokoseLtatensHbix UDP-nakeTos Ha
onpeaeneHHbI agpec.

- ip_address — IP-agpec Ha3HayeHUs, Ha KOTopbIl ByayT nepeHa-
NPaBAATLCA NAKETbI.

OTKAOYaeT nepeagpecaumio wupokosewatenbHbix UDP-nakeTos.

[pumepbl 8bIN0AHEHUS KOMAHO

= Bratountb dyHKUMIO directed-broadcast:

console# configure

console (config) #interface PortChannel 1

console (config-if) #ip address 100.0.0.1 /24
console (config-if) #exit
console (config)# interface ip 100.0.0.1
console (config-ip) # directed-broadcast

5.9.5 Selective Q-in-Q

JaHHbii  GYHKLMOHaANn MO3BONAET Ha OCHOBE CKOHPUIypuMpoBaHHbIX MNpasua GuabTpauMm no
Homepam BHyTpeHHUX VLAN (Customer VLAN) npoussoauTtb gobasneHue BHewHero SPVLAN (Service
Provider’s VLAN), nogmeHatb Customer VLAN, a TaKKe 3anpeLlatb NpoxoxKaeHue TpaduKa.

[ns ycTpolicTBa cO34aeTCA CNMCOK NPaBuM/, Ha OCHOBAaHWKM KOToporo b6yaet 06pabaTbiBaTbCs TpAdUK.

KomaHOwbI

pexuma KoHgu2ypayuu uHmepgelica (duanaszoHa uHmepgelicog) Ethernet u

Port-Channel

Buna 3anpoca KoMaHAHOM CTPOKM pexnma KoHuUrypaummn nHtepoeinca KoHpurypaumu:

console# configure

console (config)# interface {gigabitethernet gi port | tengigabitethernet

te port

console (config-if)#

| hundredgigabitethernet hu port | port-channel group | range {..}}

Tabnuua 66 — KomaHabl pexxnma KoHdurypauumn nHtepoeiica (amanasoHa nHtepdeliicos) Ethernet

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

selective-qinq list ingress
add_vlan vlan_id [ingress_vlan
ingress_vlan_id]

vlan_id: (1..4094)
ingress_vlan_id: (1..4094)

Co3paeT NpaBmIO, Ha OCHOBAHMM KOTOPOTO K BXOAALLEMY MAKeTy
C BHelHen meTKol ingress_vlan_id byaeTt nobasnatbca BTOpas
meTKa vlan_id. Ecam ingress_vlan_id He yKa3biBaTb — npaBuio by-
OET MPUMEHATLCA KO BCEM BXOAALLMM NaKeTam, K KOTOPbIM He
6b17IM NPUMEHEHbI Apyrue Npasua («NpPasuIo Mo YMOAYaHUION).

selective-qingq list ingress deny
[ingress_vlan ingress_vlan_id]

ingress_vlan_id: (1..4094)

CospgaerT 3anpelyatolLlee NpaBuIo, Ha OCHOBAHUMN KOTOPOFO BXO-
AAlLMeE NaKeTbl C BHeLHel MmeTKol Tera ingress_vlan_id 6yayT oT-
6pacbiBaTbea. Ecam ingress_vlan_id He ykasbiBaeTca — byayT oT-
6pacbiBaTbCA BCe BXOAALLME NAKETbI.
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selective-qinq list ingress
permit [ingress_vlan
ingress_vlan_id]

ingress_vlan_id: (1..4094)

Co3gaeT paspeluatoLlee NpPaBuIo, Ha OCHOBAHUM KOTOPOro BXO-
OALMe NaKeTbl C BHELHeN MeTKoM Tera ingress_vlan_id 6yayT ne-
penaBaTbcA 6e3 nameHeHuit. Ecam ingress_vlan_id He yKasbiBa-
etca — byayT nepenaBaTbCa BCe BXOAALWME NaKeTbl 6e3 uameHe-
HUWA.

selective-qinq list ingress
override_vlan vlan_id
[ingress_vlan ingress_vlan_id]

vlan_id: (1..4094);
ingress_vlan_id: (1..4094)

CospgaeT NpaBuiIo, Ha OCHOBaHWM KOTOPOFrO BHELWHAA MeTKa in-
gress_vlan_id BxogAuwero naketa byaer 3ameHATbcA Ha vlan_id.
Ecam ingress_vlan_id He yKasbiBaTb — npasBuio bygeTt npume-
HATbCA KO BCEM BXOAALLMM MaKeTaM.

no selective-qging list ingress
[ingress_vlan vlan_id]

vlan_id: (1..4094)

Ypanset ykazaHHoe npasuo selective ging ansa Bxoaawmx nake-
ToB. KomaHga 6e3 napamertpa «ingress vlan» ygansert npasuio
N0 YMOAYaHUIO.

selective-ginq list egress
override_vlan vlan_id
[ingress_vlan ingress_vlan_id]

vlan_id (1..4094);
ingress_vlan_id: (1..4094)

Co3gaeT NpaBuio, Ha OCHOBAHUM KOTOPOrO BHELWIHAA MEeTKa in-
gress_vlan_id ncxopgauwero naketa byaeT 3ameHaTbea Ha vlan_id.

no selective-qginq list egress
ingress_vlan vian_id

vlan_id: (1-4094)

Ypanser cnucok npasua selective ging ans ncxogawmx nakeTos.

KomaHObl pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexknma EXEC:

console#

Tabanua 67 — KomaHab! perkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show selective-ging

Oto6parkaeT cnucok npasun selective ging.

show selective-qinqg interface {
gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

gi_port: (1..8/0/1..24);

te_port: (1..8/0/1..32);

hu_port: (1..8/0/1..32);
group: (1..32)

OtobparkaeT cnucok npasun selective ging Ana ykasaHHoro
nopra.

[pumepbl 8b1M0AHEHUS KOMAHO

Co3paTtb npasuna0, Ha OCHOBAHUKN KOTOPOro, BHELWHAA MeTKa BXO4ALWEero nakeTa 11 6yLI,ET 3ame-

HATbcA Ha 10.

console# configure

console (config) # interface tengigabitethernet 1/0/1
console (config-if) # selective-ging list ingress override vlan 10

ingress-vlan 11
console (config-if)

# end

5.10 Storm Control gna pasanuHoro Tpaduka (broadcast, multicast, unknown

unicast)

«lLTopm» BO3HWKaeT BC/AeACTBME Ype3MepHOro Kosaumdectsa broadcast-, multicast-, unknown
unicast-coobleHunit, 0AHOBPEMEHHO NepeaaBaeMbixX N0 CETU Yepes OAMH MOPT, YTO NPUBOANT K Meperpyske
pPecypcoB CeTM M NOABAEHUIO 3a4epKeK. «LLUTopM» MOXKET BO3HUKHYTb MPU HANUUYMWN «3aKOJIbLLOBAHHbIX»
cermeHTOB B ceTu Ethernet.

KommyTaTtop u3mepaeT CKOPOCTb MPUHMMAEMOrO LWWPOKOBELWATeNbHOrO, MHOFOa4pPecHoro u
HensBeCTHOro oaHoaapecHoro Tpad)m(a ANA NOpPTOB C BK/KOYEHHbIM KOHTpO/1IEM LWMPOKOBELWAaTE/NIbHOIO
«wTopma» n OT6paCbIBaeT NaKeTbl, eC/IN CKOPOCTb NpeBbllaeT 3a4aHHOEe MaKCMMa/ibHOe 3Ha4YeHue.
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KomaHObI pexcuma KoHguaypayuu uHmepaelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm mHtepdeiica Ethernet, untepdelica

rpynnbl NOPTOB:

console (config-if) #

Tabnunua 68 — KomaHabl pexknma KoHourypaumm nHtepdeinca Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

storm-control multicast
[registered | unregistered]
{level level | kbps kbps} [trap]
[shutdown]

no storm-control multicast

level: (1..100);
kbps: (1..10000000)

BK/tOYaEeT KOHTPOIb MHOTOAAPECHOro TpaduKa:

- registered — 3aperncTpupoBaHHOro;

- unregistered — He3aperncTpUpPoBaHHOrO.

- level — 06bem TpadumKa B NpoLLEHTaxX OT NPOMNYCKHOM cnocobHoCTH
MHTepoeica;

- kbps - o6bem TpaduKa.

Mpw 0bHapy»KeHMM MHOoroaapecHoro TpadurKka nHTepdeic moxer
6bITb OTKAtOYEH (shutdown) nnu gobasneHa 3anmch B XKypHan co-
obLieHuii (trap).

BbIK/IlOYAET KOHTPO/Ib MHOFOA4PECcHOro TpaduKa.

storm-control multicast
[registered | unregistered]
{pps pps} [trap] [shutdown]

no storm-control multicast

pps: (125.. 19531250)

BK/ItOYAET KOHTPOIb MHOTOA4PECHOrO TpaduKa:

- registered — 3aperncTpMpoBaHHOrO;

- unregistered — He3aperucTpUPOBaHHOrO.

- pPS — KONNYECTBO NAKETOB B CEKyHAY.

Mpw 06Hapy»KeHMM MHoroaapecHoro TpadurKa MHTepdEnCc MoxKeT
6bITb OTKAtoYeH (shutdown) nnmn gobasneHa 3anuchb B XKypHan co-
obuweHui (trap).

BbIK1tOYAET KOHTPO/Ib MHOTOAAPECHOTO TpaduKa.

storm-control unicast {level
level | kbps kbps} [trap]
[shutdown]

no storm-control unicast

level: (1..100);
kbps: (1..10000000)

BK/ItOYaeT KOHTPO/Ib HEU3BECTHOTO OAHOAAPECHOTO TpaduKa.

- level — 06bem TpadurKa B NPOLLEHTAX OT NPOMYCKHOM CNocobHOCTH
MHTepdeica;

- kbps — o6bem TpaduKa.

Mpu 06HapyKEeHUM HEM3BECTHOMO OA4HOAAPECHOrO TpaduKa UHTEp-
deic moxeT 6bITb OTKAtoYeH (shutdown) nan gobasneHa 3anuch B
YypHan cooblueHwuii (trap).

BbIK/IlOYaET KOHTPO/Ib O4HOaAPECcHOro TpaduKa.

storm-control unicast { pps
pps} [trap] [shutdown]

no storm-control unicast

pps: (125.. 19531250)

BK/ItOYaeT KOHTPO/Ib HEU3BECTHOTO OAHOAAPECHOTO TpaduKa.

- pps — KOANYECTBO MAKETOB B CEKYHAY.

Mpu 06HapyKeHUM HEU3BECTHOrO O4HOAAPECHOTO TpaduKa UHTepP-
deic moxeT 6bITb 0TKAoYeH (shutdown) naun gobasneHa 3anuch B
YKypHan coobuueHwuii (trap).

BbIKAtOYaeT KOHTPO/Ib OAHOAAPECHOTO TPadUKa.

storm-control broadcast {level
level | kbps kbps} [trap]
[shutdown]

no storm-control broadcast

level: (1..100);
kbps: (1..10000000)

BK/tOYaeT KOHTPO/b LIMPOKOBELLATENIbHOTO TpaduKa.

- level — 06bem TpaduKa B NPOLEHTAX OT NPOMYCKHON CNOCOBHOCTH
nHTepdenca;

- kbps — obbem Tpaduka.

Mpw 06Hapy»KeHUM WIMpoKoBeLLaTebHOro TpaduKa nHTepderic mo-
eT 6bITb oTKNto4eH (shutdown) nnn gobasneHa 3anucb B KypHan
coobuieHuit (trap).

BbIKNtOYaeT KOHTPO/Ib LUIMPOKOBELLATENBHOTO Tpad)VIKa.

storm-control broadcast {pps
pps} [trap] [shutdown]

no storm-control broadcast

pps: (125.. 19531250)

BKAtOYaET KOHTPO/b LIMPOKOBELLATeIbHOro TpaduKa.

- pps — KOAMYECTBO MAKETOB B CEKYHAY.

Mpu 06Hapy»KeHUM WrpoKoBeLLaTebHOro Tpadmka nHTepderic mo-
eT 6bITb oTKNto4eH (shutdown) nnn gobasneHa 3anucb B KypHan
coobuieHuit (trap).

BbIK/IlOYaET KOHTPOJIb WMPOKOBELLaTeNbHOro TpaduKa.
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KomaHOb! pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#

Tabnnua 69 — KomaHab! perkmuma EXEC

Komanoa 3Ha4yeHue/3HayeHue Leiicmeue
no ymon4aHuro
show storm-control interface MoKa3biBaeT KOHGUTYPaLMIO GYHKLMN KOHTPONA «LITOPMa» ANA YKa-
[gigabitethernet gi_port | gi_port: (1..8/0/1..24); | 3aHHOro nopta AMBO BCEX MOPTOB.
tengigabitethernet te_port te_port: (1..8/0/1..32);
hundredgigabitethernet | hu_port: (1/0/1..6)
hu_port]

[pumepbl 8b1N0AHEHUS KOMAHO

= BKAOYNTb KOHTPO/b LUMPOKOBELLLATE/IbHOTO, MHOTOaAPECHOTO M 04HOAAPECHOTo TpadumKa Ha Tpe-
TbeM UHTepdelice Ethernet. YcTaHOBUTb CKOPOCTb A8 KOHTpoAUpyemoro Tpaduka — 5000 K6/c:
ANA WwupokoselwwaTtensHoro, 30% nonocbl NponycKkaHWA ANnA Bcero mHoroaapecHoro, 70% ana He-
M3BECTHOro OAHOAAPECHOrO.

console# configure

console (config) # interface TengigabitEthernet 1/0/3

console (config-if)# storm-control broadcast kbps 5000 shutdown
console (config-if)# storm-control multicast level 30 trap
console (config-if)# storm-control unicast level 70 trap

5.11 I'pynnbl arperauun KaHanos — Link Aggregation Group (LAG)

KommyTaTopbl 06ecneymBaloT NoAAEPKKY rpynn arperauymn KaHanos LAG B KO/IMYECTBE COMIacHO
Tabauue 9 (cTpoKa «Arperauma kaHanos (LAG)»). Kaxagas rpynna nopToB A0/KHA COCTOATb U3 UHTEpdelicoB
Ethernet c oanHakoBoW CKOpPOCTbIO, paboTaloWwmx B AynieKcHOM pexkume. ObbeanHeHWe NOPTOB B rpynny
YBENNYMBAET MPOMYCKHYID CMNOCOBGHOCTb KaHana MeXay B3aMMOAENCTBYIOWMMM YCTPOMUCTBAMMU U
MOBbILLAET OTKA30yCTOMYMBOCTb. [Pynna NopToB ABAAETCA A4/17 KOMMYTAaTOPa OAHUM IOrMUYECKMM NOPTOM.

YCTpOWCTBO NoadeprKMBaeT ABa peXmma paboTbl rpynnbl NOPTOB — CTaTMYECKaA rpynna u rpynna,
paboTatowas no npotokony LACP. PaboTta no npotokony LACP onucaHa B COOTBETCTBYHOLIEM pa3aene
KOHUrypaumnm.

/ Ecan ana nnrepdeiica npousseaeHbl HACTPOIiKK, TO AnA Ao6aBaeHUA ero B rpynny cieayet
BEPHYTb HAaCTPOMUKM MO YMONYAHUIO.

[obasneHune MHTepdecoB B rpynny arperauyn KaHao0B AOCTYMHO TO/IbKO B PEXKMME KOHOUrypaumm
nHTepdelica Ethernet.

Bupa 3anpoca KOMaHAHOM CTPOKU B pexnume KoHpurypaumm nHtepoderica Ethernet:

console (config-if) #
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Tabnmua 70 — KomaHap! pexkuma KoHourypauum nHtepdeiica Ethernet

Komanda 3HayeHue/3HayeHue Neiicmeue
o ymoa4aHuro
channel-group group mode [ob6aBuTb ethernet-uHtepdeiic B rpynny nopTos.
mode group: (1..32); - on — pobaBnTb NOPT B KaHan 6e3 LACP;
mode: (on, auto) - auto — n,o6aBUTb NOPT B KaHan ¢ LACP B pexkume «activer.
no channel-group Ypanutb Ethernet-uHtepdeiic n3 rpynnel nopTos.

KomaHObl pexcuma 2106aabHOU KOHU2ypayuu

BuAa 3anpoca KOMaHAHOWM CTPOKM pexnma rnobanbHOM KOHOUIypaumm:

console# configure
console (config) #

Tabnnua 71 — KomaHabl pexkuma rnobanbHol KoHoUrypauum

3Ha4yeHue/3HayeHue

Aeiicmeue
o ymon4arHuro

KomaHoa

port-channel load-balance 3agaeT mexaHn3am 6anaHCMpPOBKM HArpy3Ku Ans cTpaternm
{src-dst-mac-ip | src-dst- ECMP 1 ana rpynnbl arpernpoBaHHbIX NOPTOB.

mac | src-dst-ip | src-dst- - src-dst-mac-ip — mexaHu3m 6anaHCMPOBKM OCHOBbIBAETCA
mac-ip-port | dst-mac | Ha MAC-aapece v IP-agpece;

dst-ip | src-mac | src-ip} - src-dst-mac — mexaHun3m 6anaHCUPOBKM OCHOBbLIBAETCA Ha
[mpls-aware] MAC-agpece;

- src-dst-ip — mexaHn3m H6anaHcMpPoBKM OCHOBbLIBAETCA Ha IP-
appece;

- src-dst-mac-ip-port — mexaHn3m 6anaHCMPOBKN OCHOBbI-
BaeTcA Ha MAC-agpece, IP-agpece n TCP/UDP-noprTe;

- dst-mac — mexaHM3m 6anaHCMPOBKM OCHOBbIBAETCA Ha
—/src-dst-mac-ip MAC-agpece nonyyaTens;

- dst-ip — mexaHu3m 6anaHCcMpPOBKKM OCHOBbIBAETCA Ha IP-ag-
pece nonyyaTens;

- Src-mac — mexaHu3m 6anaHCMpPOBKM OCHOBbLIBAETCA HA
MAC-agpece oTnpasutens;

- src-ip — mexaHn3m 6anaHCMPOBKM OCHOBbIBaeTcA Ha IP-aa-
pece oTnpasuTens;

- mpls-aware — BKatoueHue napcuHra L3/L4-3aronoBKos na-
KeTos ¢ MPLS-meTKkamu ga BCero ycTpoincTea. AKTyaibHO
TONILKO C pexxnmamm 6anaHcnposkm no L3/L4-3aronoskam
nakera.

no port-channel load-balance B03BpaT K HacTporikam HanaHCMPOBKM HArpy3K1 NO YMONYAHMIO.

KomaHOb! pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console>

Tabnunua 72 — KomaHabl pexkmma EXEC

3HayeHue/3HayeHue

Aelicmeue
o ymon4aHuio

KomaHda

show interfaces channel-group MokasbiBaeT MHGOPMaLMIO NO rpynne KaHanoB..

[group] group: (1..32)
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5.11.1 Cmamuyeckue 2pynnoel azpe2ayuu KaHan08e

dyHKUMen ctaTnyeckux rpynn LAG sasnaetcs o6beanHeHMe HECKOIbKNX GU3NYECKMX KaHaI0B B OAMH,
YTO NO3BO/IAET YBE/JINYUTb MPOMYCKHYIO CMNOCOOHOCTb KaHasa M MOBbICUTb €0 OTKAa30yCTOMYMBOCTb. Ons
CTaTUYECKUX rPYNn NPUOPUTET UCNO/Ib30BaHMUS KaHanoB B 06beAMHEHHOM MyYKe He 3aJaeTcs.

/ [nsa BknoueHna paboTbl MHTepdeiica B cOCTaBe CTaTUUECKOM rpynnbl UCNONb3YIiTE KOMaHAY
channel-group {group} mode on B pe;kume KoHpUrypauumn cooTeeTcTByIOLEr0 MHTEPdeiica.

5.11.2 NpomokKon azpezayuu KaHanoe LACP

dyHKumen npotokona Link Aggregation Control Protocol (LACP) siBnsietca 06beanHEHNE HECKONbKUX
dU3NYECKMX KaHANoB B OOMH. ArperMpoBaHMe KaHafoB MCMNOAb3yeTcA AN YBEAWYEHMS NPOMYCKHOWM
CNOCOBHOCTM KaHafa M NOBbIWEHUA ero oTkasoyctomumeocTu. LACP nossonsdeT nepegasatb TpaduK no
06begNHEHHbBIM KaHaam B COOTBETCTBUM C 3a4aHHbIMU MPUOPUTETAMU.

V Ona BKaloyeHua paboTtbl MHTepdeitica no npotokony LACP ucnonb3yiite KomaHay
channel-group {group} mode auto B pexume KoHdUrypaumum cCOOTBETCTBYIOLLErO UHTEP-
deiica.

KomaHObI pexcuma 2a0baab6HoU KOHuU2ypayuu

BunAa 3anpoca KOMaHAHOW CTPOKM pexxnma rnobanbHon KoHbUrypaumm:
console (config) #

Tabnuua 73 — KomaHabl pexnma rnobanbHo KoHOUrypaumm

3HayeHue/3Ha4yeHue »
KomaHda / Aelicmeue
no ymon4aHuio
lacp system-priority value YcTaHaBAMBaEeT NPUOPUTET CUCTEMBI.
— value: (1..65535)/1
no lacp system-priority YcTaHaBAMBAET 3HaYEHWE MO YMOAYAHMUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHPurypaumnm nHtepdelica Ethernet:
console (config-if)#

Tabnunua 74 — KomaHapl pexknma KoHdurypaumm nHtepdeica Ethernet

3HavyeHue/3HayeHue .
KomaHda / Aelicmeue
no ymoa4aHuro
lacp timeout {long | short} YcTaHaBAMBAET aAMUHUCTPATMBHBIM TanmayT npoTokona LACP:
Mo ymonyaHuio | o .
- long — anutenbHoe Bpems TailimayTa;
ucnonbsyetca o
- short — masioe Bpems TaiimayTa.
- 3HauyeHue long
no lacp timeout YcTaHaBAMBaeT 3HaYEHWE N0 YMOYAHUIO.
lacp port-priority value YcTaHasauBaeT npuopuTeT nHtepdeiica Ethernet.
P port-p .y. value: (1..65535)/1 pvop pé
no lacp port-priority YcTaHaBAMBaeT 3HaYeHWe No YMOYAHUIO.
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KomaHOb! pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnuua 75 — KomaHap! pexkuma EXEC

3HayeHue/3Haye-
KomaHoa Hue no ymon4a- Aelicmeue
Huo
show lacp {gigabitethernet gi_port . Moka3sbiBaeT MHPopmauuio o npotokone LACP gna nHtepdeiica
| tengigabitethernet te_port (1 i;g??t;4y Ethernet. Ecan pgononHUTenbHble NapameTpbl HEe WCMO/b3Y-
| hundredgigabitether'net hu_port "te po;t: ! toTCA, TOo ByAeT NnokasaHa BcA Hpopmaums. )
} [parameters | statistics | (1..8/_0/1..32); - parameters — NoKasbiBaeT MapameTpbl HAaCTPOWKM MpPOTO-

protocol-state] Kona;
- statistics — noka3bIiBaeT cTaTUCTUKY PaboTbl MPOTOKOAA;

- protocol-state — noKasbiBaeT cOCTOAHWE PaboTbl MPOTOKOA.

hu_port: (1/0/1..6)

MokasbiBaeT MHopmaumio o npotokone LACP gns rpynnbl
nopToB.

show lacp port-channel [group]

group: (1..32)

[pumepbl 8b1N0AHEHUS KOMAHO

= Co3paTb nepsylo rpynny nopTos, paboTatollyto no npoTokosy LACP 1 BKAOYaIOLLYIO ABA UHTEpP-
¢eiica Ethernet —3 n 4. CKkopocTtb paboTbl rpynnbl — 1000 M6uT/c. YcTaHOBUTb MPUOPUTET CUCTEMBI
— 6, npuopwuteTbl 12 1 13 ana noptos 3 1 4 COOTBETCTBEHHO.

console# configure

console (config) # lacp system-priority 6

console (config) # interface port-channel 1

console (config-if) # speed 10000

console (config-if) # exit

console (config) # interface TengigabitEthernet 1/0/3

console (config-if) # speed 10000

console (config-if) # channel-group 1 mode auto

console (config-if) # lacp port-priority 12

console (config-if) # exit

console (config) # interface TengigabitEthernet 1/0/4

console (config-if) # speed 10000

console (config-if) # channel-group 1 mode auto

console (config-if) # lacp port-priority 13
( ) #

console (config-if exit

5.11.3 Hacmpoiika mexHonoauu Multi-Switch Link Aggregation Group (MLAG)

Kak u LAG, BupTyanbHble LAG no3BonstoT 06begMHUTL O4HY UM HecKonbKo Ethernet-nnuHnin gns
yBe/IMYEHMA CKOPOCTM M obecneyeHna oTKasoycTohumocT. MLAG Tak ke usBecTHa Kak VPC (Virtual
port-channel). Mpn o06blMHOM LAG arperMpoBaHHble AMHUM [O/KHbI ObiITb HA OQHOM GU3NYECKOM
ycTpoiicTee, B ciyyae e ¢ VPC arpermpoBaHHble IMHUM HAaX0AATCA Ha Pa3HbIX PUINYECKUX YCTPOMCTBAX.
®dyHKumA VPC no3BonaeT coeAnHUTL ABa PUINYECKMX YCTPOMCTBA B OAHO BUPTYasibHOE.

/ Mpun HacTpoiike VPC Ha 0A4HOPaHroBbiX KOMMYyTaTOpPax A0/KHa 6bITb 0AMHaKoOBasA Bepcus
nporpammHoro obecneuyeHus.

V VPC Port-Channel KOHTpoANPYIOTCA TONILKO KOMMYTAaTOPOM C pOJiblo Primary, KommyTaTop
Secondary ucnonb3yet HacTpoiku Primary.
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KomaHObI pexcuma 2106aa6Hol KoOHGuU2ypayuu

BunAa 3anpoca KoOMaHAHOM CTPOKM pexnma rnobanbHOM KoOHOUrypaumm:

console (confiqg) #

Tabnunua 76 — KomaHabl pexkmma rnobanbHoM KoHPUrypaumum

3Ha4yeHue/3HayeHue
o ymon4YaHuro

KomaHoa

Aelicmeue

vpc domain domain_id

domain_id: (1..255)

Cospaet VPC-gomeH.
7 Ha ogHom ycTpoiictBe MmoXKeT 6bITb CO34aH TONbKO

6bITb 0gMHaKOBbIN VPC-g0MeH.

no vpc domain domain_id

oauH agomeH VPC. Ha napHbIX yCTPOMUCTBAX A0MKEH
Yaanaet VPC-goMeH ¢ ycTponcTsa.

vpc group group_id

group_id: (1..63)

Cospgaet VPC-rpynny. [lna KaXkaoro arperMpoBaHHOro nHTep-

delica gonKHa bbITb co3gaHa otaenbHaa VPC-rpynna. Ha nap-

HbIX ycTpoicTBax Homepa VPC-rpynn foMXKHbI COBNaaTh.
V' CymmapHoe konuuyectso VPC-rpynn He moXKet npe-

no vpc group group_id

BbICUTb 48.
Ypansaet VPC-rpynny c ycTpoiicTsa.

vpc
—/BbIK/IOYEHO

BkntouaeT pexkum VPC. UcnonbayeTca nocne KoHdUrypaumm
VPC.

no vpc

Bbikntouaet pexkum VPC.

KomaHObI pexcuma KoHgu2ypayuu VPC

Bua 3anpoca KOMaHAHOW CTPOKM perkmma KoHourypaumm VPC:

console (config) # vpe domain domain id

console (config-vpcdomain) #

Tabnunua 77 — KomaHabl pexkmma KoHourypaumm VPC

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

peer link group
group: (1..48)

HasHauaet Port-Channel B kauectse peer-link.

no peer link

MUckntouaet Port-Channel us yyactua s VPC.

peer detection

— /BbIK/OYEHO

BkntouaeT peer detection protocol.
| Peer-detection — [AONOAHUTENbHDbI MEXaHU3M,
V o6ecneunsarowmii pyHKunoHuposaHue VPC B cny-
yae obpbiBa peer-link. Moatomy 3anpeuiaerca uc-
nonb3oBaHue peer-link gna opraHusauum uHTep-
deiica peer-detection.

no peer detection

BbikntoyaeT peer detection protocol.

peer detection interval

msec
msec: (200..4000 )/700

3agaeT MHTepBan oTnpasBKK coobuieHunin peer detection pro-
tocol.

no peer detection interval ms

YcTaHaBAMBaeT 3HaYeHne o YMONYaHUIo.

peer detection timeout

msec msec:

(700..14000)/3500ms

3apaTtb Bpema 0XKuAaHua oteeTa peer detection protocol.

no peer detection timeout

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.
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peer detection ipaddr
dest_ipaddress
source_ipaddress [port
udp_port]

no peer detection ipaddr

udp_port:
(1..65535)/50000

HacTtpausaet IP-agpec nony4yatensa naketos, IP-agpec otnpa-
sutena u UDP nopt ans peer detection protocol.

YcTaHaBAMBaET 3HauYeHWe No YMONYaHUIO.

peer keepalive

no peer keepalive

BkntouaeT cnyxby keepalive.

BbikntovaeT cnyxby keepalive.

peer keepalive timeout sec

no peer keepalive timeout

sec: (2..15)/5

3ajaTb BpemA OXMAAHMA OTBETa Ha 3anpoc LLeS0CTHOCTU
peer-link.

YcTaHaBAMBaeT 3HaYeHne No YMOAYaHUIO.

role priority value

no role priority

value: (1..255)/100

YcTaHaBAMBAET NPUOPUTET YCTPOMUCTBA. YCTPOMCTBO C MEHb-
LWKM 3HaYeHnem byaeT HazHayeHo Primary.

YcTaHaBAWBaeT 3HaYeHUe No YMOAYAHUIO.

system mac-addr mac_ad-
dress

no system mac-addr

YctaHaBnmeaer MAC-agpec cuctembl ana otnpaskun B8 VPC
nopTbl.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHULO.

system priority value

no system

value: (1..65535)/32767

YcTaHaBAMBaeT NpuopuTeT cuctembl ana otnpaskm 8 VPC
nopTbl. JonxkeH 6bITb 0ANHAKOBbIN Ha 060MX YCTPOMCTBAX.

YcTaHaBAMBaeT 3HaYeHne No YMOAYAHUIO.

KomaHObI pexcuma KoHgu2ypayuu VPC

Bua 3anpoca KOMaHAHOW CTPOKM perkmma KoHourypaumm VPC-group:

console (config) # vpe group group-id

console (config-group) #

Tabnunua 78 — KomaHabl pexkmma KoHourypaumm VPC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4yaHuro

Aelicmeue

domain domain_id

no domain domain_id

domain_id: (1..255)

YcraHasnusaet VPC-group uneHom VPC-gomeHa.

Uckntouvaet VPC-group u3s VPC-gomeHa.

vpc-port group

no vpc-port group

group: (1..48)

[Lob6asnset Port-Channel 8 VPC-rpynny.

MUckntouaet Port-Channel us VPC-rpynnbi.

KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexuma EXEC:

console#

Tabnunua 79 — KomaHabl pexkuma EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

show vpc

OTobparkaeT uHGopmaumto o KoHourypauum VPC.

show vpc group id

OTobparkaeT MHPopMauuto o Tekylem coctosiHum VPC Group id.

show vpc peer-detection

OTobparkaeT cocToaHue cnyKbbl peer detection protocol.

show vpc role

OTobparkaeT MHGOPMALUIO O POSIU YCTPOICTBA.

show vpc statistics peer {
keepalive | link | detection}

OTo6parkaeT coCTOAHME CHETUMKOB CNy»K6bl VPC.
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5.12 Hactpoiika IPv4-agpecauumn

B gaHHOM pasgene onucaHbl KOMaHAblI A5 HAaCTPOMKWM CTaTUYECKUX napameTtpos IP-agpecauun,
TaKMX Kak IP-agpec, macka noaceTu, W03 N0 ymon4aHuio. Hactpoiika npotokonos DNS un ARP onucaHa B
COOTBETCTBYHOLMX pas3gaenax AOKYMeHTaunu.

KomaHObI pexcuma KoHgu2ypayuu uHmepgetica Ethernet, uHmepdgelica epynnsl nopmos, VLAN,

Loopback

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm mHtepdeiica Ethernet, uHtepdelica
rpynnbl nopTtos, uHTepdeiica VLAN, uutepdeiica Loopback.

console (config-if) #

Tabnunua 80 — KomaHapl perknma KoHbuUrypaumm nHtepdeitca

KomaHda

3HayeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

ip address ip_address {mask |
prefix_length}

no ip address [/P_address]

prefix_length: (8..32)

HasHaueHue 3agaHHOMY MHTepdeiicy IP-agpeca U mMacku nog-
cetu.
3HaueHMe MacKM MOKeT bbiTb 3anucaHo ambo B ¢op-
mate X.X.X.X, am6o 8 dpopmare /N, rae N — Konuuecrso
eAuHUL, B 4BOVYHOM NpPeACcTaBNeHUU MacKu.

Ypanenwue IP-agpeca nHtepdeiica.

ip address dhcp

no ip address dhcp

MonyyeHue IP-agpeca Ans HacTpaMBaemoro WHTepodelica ot
DHCP-cepsepa.
V He ucnonbsyetca ana loopback—uHrtepdeiica.

3anpeT ncnosab3oBaHMA npoTtokona DHCP gna nonyyeHua IP-
appeca BblbpaHHbIM UHTepdeicom.

ip unnumbered {vlan vian_id |
loopback /oop-back_id}

no ip unnumbered

vlan_id:
(1..4094);loopback_id: (1)

PaspeluaeT KoHPUrypupyemomy mHTepdeicy sammcteosatb IP-
aapeca VLAN u Loopback-uHTtepdeiica.

OTKAoYaeT GyHKLMIO 3aMMCTBOBaHMUA agpeca.

ip icmp unreachables
disable

no ip icmp unreachables
disable

-/BKIOYEHO

BbIkntoueHue oTnpasku icmp unreachable.

BkntoyeHune otnpasku icmp unreachable.

KomaHObI pexcuma 2a06anb6HolU KOHpuU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHoi KoHGUrypaumumu:

console (config) #

Tabnunua 81 — KomaHabl perkmnma rnobanbHoM KoOHGUrypauum

KomaHda

3Ha4yeHue/3HayeHue
Mo ymoa4YaHuro

Aelicmeue

ip default-gateway ip_address

no ip default-gateway

-/LIJﬂlOS Nno YMONYaHUIO

3apaet anAa KOMMYTATOpa agpec Wwa3a no ymon4yaHuto.

He 3a4aH

Ypanaet Ha3HaYeHHbIN ajpec Wwn3a no yYMO/HaHUIO.
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ip helper-address
{ip_interface | all} ip_address
[udp_port_list]

no ip helper-address
{ip_interface | all} ip_address

-/BbIK/IIOYEHO

Bkntoyaet nepeagpecaumio wWnpokoseluatenbHolx UDP-nakeToB
Ha onpeaeneHHbIN aapec.

- ip_interface — IP-agpec nHTepdeica, aa KOTOPOro BbINOJHAETCA
HaCTpOMiKa;

- all - no3Bonset BbIbpPaTh BCe IP-uHTEPdElich YCTPONCTBA;

- ip_address — |P-agpec HazHa4YeHuWsA, Ha KOTopbIi ByayT nepeHa-
npaBnATbca naketbl. 3HavyeHune 0.0.0.0 oTKkAOYaeT nepeagpeca-
umio;

- udp_port_list — cnnucok noptos UDP. LLInpoKoBseLwaTenbHbIi Tpa-
bUK, HanpaBAEHHbIV Ha NepeyYncieHHble B CNIMCKe NOpPTbl, NoABep-
raeTca nepeagpecaumnn. MakcumasnbHoe obLuee KonmyecTso nop-
TOB M afipeCcOB Ha yCTpoMcTBo - 128.

OTMeHsAeT NepeaspecaLmio Ha 3afaHHbIX UHTepdericax.

KomaHObI pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKKM B pexume Privileged EXEC:

console#

Tabnunua 82 — KomaHabl perxkunma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aelicmeue

clear host {* | word}

word: (1..158) cumBosios

Ypanaet us namAtv noay4veHHble no npotokoay DHCP 3anucu co-
OTBETCTBUIN UMEH MHTepdencos 1 ux IP-agpecos.
* — y[annTb BCe COOTBETCTBUA.

renew dhcp {gigabitethernet
gi_port | tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | vlanvian_id |
port-channel group | oob}
[force-autoconfig]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1..8/0/1..32);
group: (1..32)
vlan_id: (1..4094)

OtnpasnseT 3anpoc kK DHCP-cepsepy Ha o6HoBNeHMe IP-agpeca.
- force-autoconfig — npu ob6HoBNEeHUW IP-appeca 3arpyrkaerca
KOHPuUrypauma c TFTP-cepsepa.

show ip helper-address

OTobparkaeT Tabnvuy nepeagpecauuu LWMPOKOBELLATENbHbIX
UDP-nakeToB.

show ip unnumbered interface
[vlan vian_id]

vlan_id: (1..4094)

MoKasbiBaeT KoHoUrypauumio ip unnumbered gna yKasaHHOMO UH-
Tepdelica.

KomaHOowbl pexcuma EXEC

Bug, 3anpoca KOMaHAHOW CTPOKM B pexxume Exec:

console>

Tabnunua 83 — KomaHabl perkmnma EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

show ip interface [vrf
vrf_name | all} |
gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group
| loopback loopback_id | vlan
vlan_id | tunnel tunnel | oob]

vrf_name: (1..32)
CUMBOAA;
te_port: (1..8/0/1..32);
group: (1..32);
hu_port: (1..8/0/1..32);
loopback_id : (1...64);
tunnel: (1..16);
vlan_id: (1..4094)

Moka3sbiBaeT KoHUrypauumio IP-agpecaummn AnA yKasaHHOTO UH-
Tepderica unm obnactm BupTyanbHon mapwpytmsaumm (VRF).
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5.13 Hactpoiika Green Ethernet

Green Ethernet — TexHonoOrMA, NO3BONAIOLLAA CHU3UTL 3HepronoTpebneHne ycTpomcTea 3a cyeT
OTK/IIOYEHMA MUTAHUA AN HEAKTUBHbIX 3/EKTPUYECKMUX MOPTOB U U3IMEHEHUA YPOBHA MepenasBaemoro
CUrHana B 3aBMCMMOCTU OT A/IMHbI Kabens.

KomaHObI pexcuma 2a06an6Hol KOHgpu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMUMe r106anbHON KOHPUrypaumm:

console (config) #

Tabanua 84 — KomaHab! perkmma rnobanbHom KOHGUrypaumm

3HayeHue/3HayeHue »
KomaHoa Aelicmeue
o ymon4aHuio
green-ethernet energy-detect Bk/itoyaeT aHeprocbeperatoLLmin pexkUm 419 HEaKTUBHbIX MOPTOB.
no green-ethernet -/BbIK/IOYEH OTKAtOYaeT aHeprocbeperaowmii PeXKMmM A1a HEaKTUBHbIX Mop-
energy-detect TOB.
green-ethernet short-reach BkntoyaeT aHeprocbeperatolmii peXxum ana NnopToB, K KOTOPbIM
MOAKIOYAIOTCA YCTPOWCTBA C AJ/IMHOWM Kabensa NoAKAoYeHMA
MeHbLLEe MOPOroBOro 3Ha4YeHus, YCTaHaBAMBAEMOrO C MOMOLLbIO
-/BbIKNIOYEH
KomaHzbl green-ethernet short-reach threshold.
no green-ethernet short-reach OTKAtoYaeT aHeprocbeperatowmnii PeXMM Ha OCHOBaHWUMU OJIMHbI
Kabens.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHPurypaumnm nHtepdelica Ethernet:
console (config-if) #

Tabnunua 85 — KomaHapl perknma KoHourypaumm nHtepdeica Ethernet

3HayeHue/3Ha4yeHue .
KomaHda Aeiicmeue
no ymoa4aHuro

green-ethernet energy-detect BKkntouaeT sHeprocbeperatowmii pexxmum ans nHtepdeliica.
no green-ethernet -/Brntoqen OTKANtOYaeT sHeprocbeperatowmin pexxum gna nHtepdeica.
energy-detect
green-ethernet short-reach BkntoyaeT aHeprocbeperatowmii pexxMum Ha OCHOBAHWWM AJIUHbI

Kabens.

-/BkatoyeH —

no green-ethernet short-reach OTKAtoYaeT aHeprocbeperatomin pexxMm Ha OCHOBAHMM AJIUHbI

Kabens.

KomaHOwbi pexcuma Privileged EXEC

Bupa 3anpoca KoMaHAHOM CTPOKK B pexxkume Privileged EXEC:

console#
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Tabnuua 86 — KomaHapl pexkmma Privileged EXEC

Komanda 3HaveHue/3HavyeHue Neiicmeue
no ymoa4YaHuro
show green-ethernet OTOb6parkaeT CTaTUCTUKY green-ethernet.
[gigabitethernet gi_port | gi_port: (1..8/0/1..24);
tengigabitethernet te_port | te_port: (1..8/0/1..32);
hundredgigabitethernet hu_port: (1/0/1..6)
hu_port | detailed]
green-ethernet power-meter CHpacbiBaeT CHETUMK U3MEPUTENA MOLLLHOCTH.
reset

[pumepbl 8b1M0AHEHUS KOMAHO

=  OT06pasuTb CTaTUCTUKY green-ethernet:

console# show green-ethernet detailed

Energy-Detect mode: Enabled

Short-Reach mode: Enabled

Disable Port LEDs mode: Disabled

Power Savings: 0% (0.00W out of maximum 0.00W)
Cumulative Energy Saved: 0 [Watt*Hour]

* Estimated Annual Power saving: NA [Watt*Hour]
Short-Reach cable length threshold: 50m

* Annual estimate is based on the saving during the previous week
NA - information for previous week is not available

Port Energy-Detect Short-Reach VCT Cable
Admin Oper Reason Admin Force Oper Reason Length

tel/0/1 on off Unknown on off off NP

tel/0/3 on off LT on off off LT

tel/0/4 on off LT on off off LT

tel/0/5 on off LT on off off LT

tel/0/6 on off LT on off off LT

tel/0/7 on off LT on off off LT

tel/0/8 on off LT on off off LT

tel/0/9 on off LT on off off LT

tel/0/10 on off LT on off off LT

tel/0/11 on off LT on off off LT

tel/0/12 on off LT on off off LT

5.14 Hactpoiika IPve-agpecauumn

5.14.1 Npomokon IPv6

KommyTtaTopbl noaaep*kusatoT paboTy no npotokony IPv6. Mopaeprkka IPv6 aBnAaeTca BarKHbIM
[OOCTOMHCTBOM, MOCKO/bKY NMPOTOKOA IPv6 nMpu3BaH, B NMepcrnekTuBe, MOJHOCTbIO 3aMeHUTb agpecaumio
npotokona IPv4. Mo cpasHeHuto ¢ IPv4 npoTtokon IPv6 nmeeT pacwmpeHHoe agpecHoe NpocTpaHcTeo — 128
6uT BMmecTo 32. Agpec IPv6 npeacTtaBnneT coboit 8 6/10K0B, pasaeeHHbIX ABOETOUNEM, B KaxKaom boKe

16 6UT, 3anMcaHHbIX B BUAE YeTblpex WecTHaALaTePUYHbIX Yucen.

MoOMMMO YyBEAMYEHMSA aZPEeCcHOro MPOCTPAHCTBA MPOTOKOA IPV6 MMEeT MepapXmMyecKkyro cxemy
agpecaunn, obecneumBaeT arperauyio MapLUpyToB, ynpowaeT Tabauuy MapwpyTMsauuu, npu 3Tom
3bPEKTUBHOCTb PaboTbl MapLPYTU3aTOPa NOBbIWAETCA 338 CYET MEXAHM3MA 0OHAPYKEHUA COCEAHMX Y3/10B.
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NokanbHble agpeca IPv6 (IPv6Z) B KommyTaTope Ha3HayalTca WHTepdelicam, nostomy npu

ncnonb3oBaHuK IPv6Z-afpecoB B CMHTAKCUCE KOMAHA, UCNOb3yeTCa caeayowmii popmar:

<ipv6-link-local-address>%<interface-name>

rae:

interface-name — nma nHTepdeica:

interface-name = vlan<integer> | ch<integer> | <physical-port-name>
integer = <decimal-number> | <integer><decimal-number>
decimal-number=0|1[2|3|4|5|6]|7]|8]9
physical-port-name = tengigabitethernet (1..8/0/1..32)

%

Ecau 3HaueHue rpynnbl UAN HECKOJIbKUX Fpynn noapaa B agpece npoTtokona IPve paBHo
Hyato — 0000, To AaHHbIe rpynMnbl MOTYT 6bITb ONYLLEHDI.

Hanpumep, agpec FE40:0000:0000:0000:0000:0000:AD21:FE43 moxKeT 6biTb COKpaLLEeH A0
FE40::AD21:FE43. CoKpalieHutio He MmoryT 6biTb NogBeprHyTbl 2 pasgesieHHble HyneBble
rpynnbl n3-3a BOSHUKHOBEHWUA HEOAHO3HAYHOCTM.

%

EUI-64 — 310 naeHTMduUKartop, co3gaHHbI Ha 6a3ze MAC-agpeca nHtepdeiica, asaatowmiica
64 maagwumm 6utamm IPv6-agpeca. MAC-agpec pasbusaerca Ha agBe yactu no 24 6ura,

meXay KoTopbimu aobasnserca KoHcTaHTa FFFE.

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU pPeXKMMa rnobanbHOM KOHGUIypauum:

console (config) #

Tabnunua 87 — KomaHabl perkrma rnobanbHoM KoOHGUrypauum

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aeiicmeue

ipv6 default-gateway
ibv6_address

no ipv6 default-gateway
ibv6_address

3afaeT 3HaYeHUe NOoKanbHoro agpeca IPv6-wnto3a no ymonya-
HUIO.

Ypanaet HacTpolku IPv6-wnto3a No ymonyaHuio.

ipv6 neighbor ipv6_address {
gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id} mac_address

no ipv6 neighbor
[ipv6_address]
[gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..12);
hu_port: (1..8/0/1..32);
group: (1..32);
vlan_id: (1..4094)

Co3paeT ctaTudeckoe cooTBeTcTBue mexgy MAC-agpecom co-
cefiHero ycTpoicTea 1 ero IPv6-agpecom.

- ipv6_address — IPv6-agpec;

- mac_address — MAC-agpec.

Ypanaet ctaTudeckoe cooTsetcTeme mexgy MAC-agpecom co-
cefiHero ycTpoiicTea 1 ero IPv6-agpecom.

ipv6 icmp error-interval
milliseconds [bucketsize]

no ipv6 icmp error-interval

milliseconds:
(0..2147483647)/100;
bucketsize: (1..200)/10

3apaeT orpaHuyeHne ckopoct ana ICMPv6-coobuweHuii 06
olImnbKax.

YcTaHaBAnBaeT 3HaYeHWe No YMOYAHUIO.

ipv6 route prefix/prefix_length
{gateway} [metric]

no ipv6 route
prefix/prefix_length [gateway]

prefix: X:X:X:X::X;
prefix_length: (0..128);
metric: (1..65535)/1

Job6asneHune ctatmyeckoro mapupyra IPv6

- prefix — ceTb Ha3HayeHus;

- prefix_length — npedurKc macku ceTn (KoiM4ecTBo eanHULL B Ma-
cKe);

- gateway — W03 ANA AOCTYNA K CETU HAa3HayeHus;

YpaneHue ctatnyeckoro mapuwpyra IPv6.

ipv6 unicast-routing

-/BbIK/IIOYEHO

BkitovaeT nepeHanpasieHne o4HOaLPECHbIX MaKeTOB.
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| no ipv6 unicast-routing

| OTkntovaer nepeHanpasaeHne ogHoaapPeCcHbIX NAaKeTOoB. |

KomaHObl pexcuma KoHgpuaypayuu uHmepaetica (VLAN, Ethernet, Port-Channel)

Bupg, 3anpoca KOMaHAHOM CTPOKM pexknma KoHdurypaumm nHtepdelica:

console

(config-if) #

Tabnvua 88 — KomaHabl pexxnma KoHdurypauum nutepoeiica (Ethernet, VLAN, Port-channel)

KomaHda

3HayeHue/3HayeHue
1o ymMoA4YaHuro

Aeiicmeue

ipv6 enable

no ipv6 enable

-/BbIK/IIOYEHO

BkntouaeT nopaepkky IPv6 Ha uHtepdelice.

OTKAtoYaeT noaaepkKy IPv6 Ha uHtepdelice.

ipv6 address autoconfig

no ipv6 address autoconfig

Mo ymonyaxuio
aBTOMaTUYecKas
KoHbUrypauus
BK/lOYEHa, agpeca He
HasHayeHbl.

BKntoueHMe aBTOMaTM4YecKon KoHdurypauuu IPv6-agpecos Ha
nHTepderice. Aapeca HacTPamBalTCA B 3aBUCMMOCTH OT Npeduk-
COB, KOTOpble NoJsly4eHbl B coobueHunsx «Router Advertisement».

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

ipv6 address
ipv6_address/prefix_length
link-local

no ipv6 address
[ipv6_address/prefix-length
link-local]

Mo ymon4yaHuio
3HaYeHWe I0Ka/IbHOro
appeca: (FE80::EUI64)

3agaeT nokanbHbIl IPv6-agpec nHtepdelica. Crapwme 6uTbI no-
KanbHbiX IP-agpecos B IPv6 — FEBO::

Ypanset nokanbHbIn IPv6-aapec.

ipv6 nd dad attempts
attempts_number

3agaeT KoAM4yecTBO CoobLUeHNn-TpeboBaHMIA, NepesaBaemMbixX
MHTepdeiicom B3aMMOLENCTBYOWEMY YCTPOWUCTBY B caydyae 06-

no ipv6 unreachables

(0..600)/1 Hapy»KeHua aybaunkaumm (konnmsum) IPve-agpeca.

no ipv6 nd dad attempts Bo3BpalyaeT 3HauYeHWe Mo YMONYaHUIO.

ipv6 unreachables BkntoueHne ICMPvV6 coobueHnin 0 HeAOCTUKMMOCTM agpecaTa
-/enabled npu nepezaye NakeTos Ha onpeneneHHbI MHTepdeic.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

ipvé mld version version

no ipv6 mld version

version: (1..2)/2

OnpepeneHuve sepcum npotokona MLD ana nHtepdelica.

YcTaHaBAMBaeT 3HAYEHNE NO YMONYAHUIO.

KomaHOwbI pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOWM CTPOKK pexxnma Privileged EXEC:

console#

Tabnunua 89 — KomaHapl perknma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

Aelicmeue

show ipv6 neighbors
{ipv6_address |
gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id}

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
group: (1..32);
hu_port: (1..8/0/1..32);
vlan_id: (1..4094)

MoKasblBaeT MHbOpPMaLMIO O cocefHuX IPv6-ycTpolicTBax, co-
AepKallyroca B Kalue.

clear ipv6 neighbors

OyuLaeT Kal, cogepalmii nHGopmaLMio O CoceHUX YCTPOWA-
cTBax, paboTatowmx no npotokoay IPv6. MHPopmaums o ctatu-
YeCKMX 3anncax coxpaHaeTca.
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KomaHObi pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console#

Tabnnua 90 — KomaHab! perkmma EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

show ipv6 interface [brief |
gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback | vlan vian_id]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1..8/0/1..32);
group: (1..32);
vlan_id: (1..4094)

MoKasbiBaeT HacTPOMKM NpoToKona IPv6 ana yKasaHHOro UHTep-
deiica.

show ipv6 route [summary |
local |connected | static |
ospf | icmp | nd |
ipv6_address[ipv6_prefix |
interface { gigabitethernet
gi_port | tengigabitethernet
te port |
hundredgigabitethernet
hu_port | port-channel group |
loopback | vlan vian_id}]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
group: (1..32); hu_port:
(1..8/0/1..32);
vlan_id: (1..4094)

MokasbiBaeT Tabanuy IPv6-mapLupyToB.

5.15 HacTtpoiika npoToKkonoB

5.15.1 Hacmpoiika npomokona DNS — cucmembl 00OMeHHbIX UMeH

OcHoBHoW 3agayeit npoTokosia DNS aBnsetcs onpegenenue IP-agpeca ysna cetv (xocTta) no 3anpocy,
cofepKawemy ero gomeHHoe umA. basa [aHHbIX COOTBETCTBMIA AOMEHHbIX WMEH Y3/10B CEeTU MU
cooTeeTcTBYOWMX UM IP-agpecos Beaetca Ha DNS-cepsepax.

KomaHObI pexcuma 2a06anab6Hol KoOHpu2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B pexxume rnobanbHol KoHGUrypaumu:

console (config) #

Tabnunua 91 — KomaHabl perkmnma rnobanbHoM KOHGUrypauum

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip domain lookup

no ip domain lookup

-/BKNOYEHO

Pa3spewaet ucnonb3osaHune npotokona DNS.

3anpeLaeT ucnonb3oBaHMe Npotokona DNS.

ip name-server
{serverl_ipv4_address |
serverl_ipv6_address |
serverl_ipv6z_address}
[server2_address] [...]

no ip name-server
{serverl_ipv4 address |
serverl_ipv6_address |
serverl_ipv6z_address}
[server2_address] [...]

Onpegensert IPv4/IPv6-agpeca gna goctynHbix DNS-cepsepos.

Ypansaet IP-agpec DNS-cepBepa M3 cnucka AOCTYMHbIX.
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ip domain name name

name: (1..158)
CMMBO/I0B

OnpeaensieT LOMEHHOE MMA MO YMONYaHUIO, KoTopoe byaeT uc-
Monb30BaTbCA MPOrpaMMoi, ANA AOMOAHEHUS HempaBMbHbIX
OOMEHHbIX UMeH (AOMEeHHbIX UMeH 6e3 Toukn). [1n1a AOMEHHbIX
nmeH 6e3 TOUKM B KOHeL, UMeHU byaeT f06aBNATLCA TOUYKA M YKa-
3aHHOE B KOMaHAE AOMEHHOE UMSA.

no ip domain name

Yaanaer goOMeHHoe MMA N0 YMOYaHUIO.

ip host name address1
[address2 ... address4]

name: (1..158)
CUMBOJI0B

OnpepenaeT cTaTU4ecKue COOTBETCTBUA UMeH y310B ceTu IP-aa-
pecam, pob6aBnseT yCTaHOBAEHHOE COOTBETCTBME B K3l
®PyHKuMA nokanbHoro DNS. MoxHo onpegenvts A0 Bocbmu |IP-
a[pecoB Ha OAHO UMA.

no ip host name

Ypanaert ctaTMyeckne COOTBETCTBMA MMeH y3n0B ceTu |IP-agpe-
Cam.

KomaHOowbl pexcuma EXEC

BuAa 3anpoca KomaHAHOM CTPOKM B pexxkunme EXEC:

console#

Tabanua 92 — KomaHab! perkmma EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

clear host {name | *} name: (1..158)

CMMBO/1I0B

YpansaeT 3anucb COOTBETCTBUA MMEHM y31a ceTu IP-agpecy Kawa
nmbo Bce 3anucu (*).

show hosts [name]

name: (1..158)
CUMBOJI0B

OTobparkaeT 4OMeEHHOE UMSA NO YyMOIYaHuto, cnucok DNS-cepse-
poB, CTaTUYECKME U KILWMPOBaAHHble COOTBETCTBMA MMEH Y3/10B
cetn un IP-agpecos.

Mpy ncnonb3oBaHMM B KOMaHAE UMEHM y3Na CeTH, 0TobpakaeTca
cooTBeTcTBYOWMIM emy IP-agpec.

[pumepbl UCI0A6308AHUA KOMAHO

Mcnonb3zoBatb DNS-cepsepa no agpecam 192.168.16.35 1 192.168.16.38, yCcTaHOBUTb AOMEHHOE UMA

Nno YMO/ZT4YaHUIO — Mes:

console# configure
console (config)# ip name-server 192
console (config)# ip domain name mes

.168.16.35 192.168.16.38

YCTaHOBUTb CTaTUYECKOE COOTBETCTBUE: Y3€/ CEeTU C UMEHEM eltex.mes numeet IP-agpec

192.168.16.39:

console# configure
console (config)# ip host eltex.mes

192.168.16.39

5.15.2 Hacmpoliika npomokona ARP

ARP (Address Resolution Protocol — npoToKon paspelleHus aapecoB) — MNPOTOKOA KaHajbHOMo
YPOBHSA, BbINOAHALOWMIA GyHKUMIO onpeaeneHna MAC-agpeca Ha OCHOBaHMM COAepPXKaLLeroca B 3anpoce

IP-agpeca.

KomaHObI pexcuma 2a0baabHol KOHGuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKK B pexume rn1obanbHOM KoHdUrypaumm:

console (config) #
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Tabnmua 93 — KomaHap! pexkmuma rnobanbHo KOHGUrypauum

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aeiicmeue

arp ip_address hw_address
[gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id | oob]

no arp ip_address
[gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id | oob]

dopmart ip_addr:
A.B.C.D;
dopmat hw_address:
H.H.H
H:H:H:H:H:H
H-H-H-H-H-H;
te_port: (1..8/0/1..32);
hu_port: (1..8/0/1..32);
group: (1..32);
vlan_id: (1..4094)

[ob6asnseT cTaTuyeckyto 3anucb cootsetctaua IP- 1 MAC-agpe-
coB B Tabsmuy ARP gna ykasaHHOro B KomaHae nHtepdeiica.

- ip_address — IP-agpec;

- hw_address — MAC-agpec.

Ypanaet cTaTMyecKyro 3anucb cootsetctema IP- 1 MAC-agpecos
13 Tabnunubl ARP ans ykasaHHOro B KoMaHae nHtepdeiica.

arp timeout sec sec: HacTpanBaeT Bpems XW3HM JUHAMUYECKUX 3anuceit B Tabauue
(1..40000000)/60000 | ARP (cek).
no arp timeout CceK YcTaHaBAMBAET 3HaYEHME N0 YMONYAHWUIO.
ip arp proxy disable OTKAtoYaeT pexkum npokcnposaHma ARP-3anpocoB ana KommyTa-
. Topa.
-/OTKNIOUEH

no ip arp proxy disable

BkAntoyaet pexum npokcmposaHna ARP-3anpocos ana Kommyra-
TOpa.

anycast-gateway
mac-address mac_addres

no anycast-gateway mac-
address

dopmat mac_address:
H.H.H vav H:H:H:H:H:H
nnn H-H-H-H-H-H /
BMPTYyanbHbIi MAC-
ajapec He 3a4aH

3apaeT BupTyanbHbii MAC-agpec, KOTOpbI 3ameHseT 6aso-
Bbllt MAC-agpec KommyTaTopa B ucxogawmx ARP-nakeTax.
- mac_address — MAC-agpec.

B kauectBe BuptyanbHoro MAC-agpeca Henb3a MUC-

V nonb3oBatb cneaywowme MAC-agpeca: multicast,
broadcast, VRRP MAC, 6a3oBblit MAC-agpec KommyTa-
Topa, 6asoBblii MAC-agpec Kakoro-nmbo HuTa U3
cTeKa.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

KomaHOwbI pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM cTPOKK B pexxume Privileged EXEC:

console#

Tabnunua 94 — KomaHapl pexknma Privileged EXEC

KomaHda

3Ha4yeHue/3HayeHue
Mo ymoa4YaHuro

Aelicmeue

clear arp-cache

Ypanser sce AgMHammyeckue 3anucu ns ARP-tabaunubl (komaHaa go-
CTYNHa TO/IbKO 414 NPUBUAETMPOBAHHOIO NoJsib3oBaTens).

show arp [ip-address
ip_address] [mac-address
mac_addres] [gigabitethernet
gi_port | tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group |
oob]

dopmart ip_address:
A.B.C.D

dopmat mac_address:
H.H.H van H:H:H:H:H:H

nnun H-H-H-H-H-H;
gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1..8/0/1..32);

group: (1..32)

MokasbiBaeT 3anucn ARP-Tabauubl: Bce 3anucu, ¢punbTp no IP-aa-
pecy; déunbTp no MAC-agpecy; dpunbTp No MHTepdeicy.

- ip_address — IP-agpec;

- mac_address — MAC-agpec.

show arp configuration

MoKasblBaeT rnobanbHyo KoHdurypaumio ARP 1 KoHUrypaumio
ARP ana nntepdelicos.

show ip anycast-gateway

MoKasbiBaeT KOHbUrypaumio anycast gateway.
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KomaHObI pexcuma KoHgu2ypayuu uHmepagelica

Bua 3anpoca KomaHAHOM cTPOKKM B pexxume interface configuration:

console (config-if) #

Tabnunua 95 — KomaHab! perknma nHtepdeica Ethern

et, rpynnbl uHTepdeicos nHTepdeiica VLAN

3HayeHue/3HayeHue
no ymon4aHuwo

KomaHda

Aelicmeue

ip proxy-arp

Bkntoyaet pexkum npokcuposaHua ARP-3anpocos Ha HacTpausae-
MOM MHTepodeice.

- -/BKAOYEHO
no ip proxy-arp

OTKAlOYaeT pexkmm npokcmposaHua ARP-3anpocoB Ha HacTpaunBae-
MOM MHTepdeiice.

anycast-gateway

-/BbIKNIOYEHO

BkntouaeT onumto anycast gateway Ha uHTepdelice. B ncxoaaimx
ARP-nakeTtax 6a3oBbit MAC-agpec KoMmyTaToOpa 3aMEHSeTCs Ha
BUPTyanbHbin MAC-agpec.
V BupTtyanbHbiii MAC-agpec AonKeH 6biTb 3aAaH KOMaH-
Boi1 anycast-gateway mac-address.

no anycast-gateway

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

[pumepbl UC016308AHUS KOMAHO

[Job6asuTb cTatnyeckyto 3anucb B ARP-Tabanuy: IP-agpec 192.168.16.32, MAC-agpec 0:0:C:40:F:BC,

YCTAaHOBUTb BpemMA XNU3HN ANHAMUNYECKNX 3ann

console# configure

console (config)# arp 192.168.16.32
1/0/2

console (config)# arp timeout 12000

MoKasaTb cogep:knumoe ARP-Tabnumubi:

console# show arp

cein B ARP-Tabnunue — 12000 cekyHa;

00-00-0c-40-0f-bc tengigabitethernet

vlan 1 te0/12 192.168.25.1

02:00:2a:00:04:95

dynamic

5.15.3 Hacmpoiika npomokona GVRP

GARP VLAN Registration Protocol (GVRP) — npoTtokon VLAN-peructpaumn. MpoToKkon nossonser

pacnpocTpaHnTb Mo cetTu uaeHTudukatopbl VLAN.

OcHoBHOWM ¢yHKUMel npoTokona GVRP sasnsetca

obHapy:keHve nHdopmaumm 06 oTcyTCTBYIOWMX B 6ase faHHbIXx KommyTaTopa VLAN-ceTax npu noayyeHum
coobueHnin GVRP. Monyuns nHdopmauuio 06 otcytcreyrowmx VLAN, kKommyTaTtop fobaBaseT ee B CBOHO

6a3y AaHHbIX.

KomaHObI pexcuma 2a0baabHol KOHGuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKU perknMma rnobanbHOM KOHGUIypauum:

console (config) #
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Tabnvua 96 — KomaHap! pexkuma rnobanbHo KOHGUIypauum

3HayeHue/3HayeHue .
KomaHda Aeiicmeue
no ymoa4yaHuro
gvrp enable / BkntoyaeT ncnonbsosaHune npotokona GVRP-kommyTaTopom.
-/BbIK/OYEH
no gvrp enable BbikntoyaeT ncnonb3osaHme npotokona GVRP-kommyTatopom.

KomaHObl pexcuma KoHguaypauyuu uHmepgelica (OQuanazoHa uHdmepgelicos) Ethernet, uHmep-
¢elica 2pynnbl NOpmMos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm mHtepdeiica Ethernet, untepdelica
rpynnbl NOPTOB:

console# configure

console (config)# interface {gigabitethernet gi port | tengigabitethernet
te port | hundredgigabitethernet hu port | port-channel group}

console (config-if) #

Tabnuua 97 — KomaHapl pexxmma KoHourypauum nHtepdeiica Ethernet, rpynnbl nHtepdeiicos

3HayeHue/3HayeHue »
KomaHoa Aelicmeue
no ymoa4aHuro
gvrp enable BkntoyaeT ncnonbsosaHue npotokona GVRP Ha HacTpanBaemom
nHTepoelice.
-/BbIK/IIOYEH
no gvrp enable BbikntoyaeT ncnonb3oBaHme npotokona GVRP Ha HacTpansaemom
MHTepodeiice.
gvrp vlan-creation-forbid 3anpewaeT AMHamMmM4eckoe nameHeHue unm cosgaHme VLAN ana
HacTpanBaemoro nHTepdeica.
- - -/paspelueHo
no gvrp vlan-creation-forbid Paspewaer guHamumyeckoe mameHeHne unu cosganue VLAN ans
HacTpanBaemoro nHTepdeica.
gvrp registration-forbid Mo ymonyaHuio BbinonHaet cHATUe pernctpaumm ana scex VLAN 1 He gonyckaert co-
co3faHue n 343aHUA unm pernctpaumm Hosbix VLAN Ha gaHHOM nHTepdelice.
no gvrp registration-forbid pernctpauna VLAN Ha | YcraHasamMBaeT 3HaueHMe N0 YMOMYaHMIO.
MHTepodeice
paspeLieHa

KomaHOwbI pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexxnma Privileged EXEC:
console#

Tabnunua 98 — KomaHapl pexknma Privileged EXEC

3HayeHue/3HayeHue
Mo yMoA4YaHuo

KomaHoa Aelicmeue

clear gvrp statistics
[gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group]

gi_port: (1..8/0/1..24); OuunLaeT HaKOMN/IEHHYIO CTaTUCTUKY NpoTokona GVRP.

te_port: (1..8/0/1..32);
hu_port: (1..8/0/1..32);
group: (1..32)

KomaHOobl pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console>
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Tabnuua 99 — KomaHap! pexkuma EXEC

3HayeHue/3HayeHue
no yMmoA4YaHuio

KomaHda Aelicmeue

show gvrp configuration Moka3sbiBaeT KoHdUrypauuio npotokona GVRP ansa ykasaHHOro uH-
[gigabitethernet gi_port | Tepdeiica, Mmbo ans Bcex MHTEPOENCOB.

tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
detailed]

show gvrp statistics gi_port: (1..8/0/1..24); | NoKa3blBaeT HAKOMJEHHYIO CTaTUCTUKY No npoTtokoay GVRP ans
[gigabitethernet gi_port | te_port: (1..8/0/1..32); | ykasaHHOro uHTepodeiica, 1mbo ansa Bcex MHTepdeincos.
tengigabitethernet te_port | hu_port: (1..8/0/1..32);
hundredgigabitethernet group: (1..32)
hu_port | port-channel group]

show gvrp error-statistics MoKa3blBaeT CTaTUCTMKY No olwmnbKam npu pabote npoTokona GVRP
[gigabitethernet gi_port | ONA yKasaHHoro uHtepdeiica, inbo ansa scex MHTepdencos.
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group]

5.15.4 MexaHu3m obHapyxceHusa nemeno (loopback-detection)

[JaHHbI MexaHM3M NO3BOAET YCTPOMUCTBY OTC/IEXKMBATb 3aKONbLLOBAHHbIE NOPTbI. [eTaa Ha nopTy
obHapyXu1BaeTca NyTéM OTCbIIKM KOMMYTaTOPOM KaZpa € afpecom HasHaYeHUs, COBNALatoWMM C O4HUM
n3 MAC-agpecoB ycTpoiicTBa.

KomaHObI pexcuma 2a06anab6Hol KoOHu2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHol KoHGUrypauuu:
console (config) #

Tabnunua 100 — KomaHabl perkuma rnobanbHoM KoHGUrypauum

3HayeHue/3HayeHue .
KomaHda Aelicmeue
no ymoa4aHuro
loopback-detection enable / BKNtouaeT mexaHn3m obHapyKeHUA NeTesb 413 KOMMYTaTopa.
-/BbIKNOYEHO
no loopback-detection enable BoccTaHaBAMBaeT 3Ha4YeHMe MO YMONYAHUIO.
loopback-detection interval YcTaHaBAuMBaeT uHTepBan mexay loopback-kagpamm.
seconds: (10..60)/30
seconds - seconds — nHTepBan BpemeHn mexay LBD-kagpamu.
— CeKyHA,
no loopback-detection interval BoccTaHaBAMBaeT 3HAYEHME MO YMOIYAHUIO.

KomaHObI pexcuma KoHguaypauuu uHmepgpelica (QuanaszoHa uHmepgelicos) Ethernet, uHmep-
gelica 2pynnbl nIopmos

Bua 3anpoca KOMaHAHOW CTPOKU B pexume KoHourypaumm mnHtepdenca Ethernet, nHtepodeiica
rpynnbl NOPTOB:

console# configure

console (config) # interface {tengigabitethernet te port |
hundredgigabitethernet hu port | port-channel group}
console (config-if) #
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Tabnmua 101 — KomaHapl pexuma KoHourypauum mHtepdeiica Ethernet, rpynnel nHTepdeincos, nHTep-
deinca VLAN

3HavyeHue/3Ha4yeHue .
KomaHda / Aeiicmeue
no ymon4aHuro
loopback-detection enable / BK/ito4aeT MexaHU3M 0BHapyKeHUs NeTeslb Ha NopTy.
-/BbIKAOYEH
no loopback-detection enable BoccTaHaBAMBaET 3HAYEHME MO YMONYAHUIO.
KomaHOb! pexcuma EXEC
BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#
Tabnunua 102 — KomaHabl pexkmma EXEC
3HaveHue/3Ha4yeHue "
KomaHoa / Aelicmeue
no ymoa4yaHuro
show loopback-detection OTobparkaeT coctosHMe mexaHnsma loopback-detection.
[gigabitethernet gi_port | gi_port: (1..8/0/1..24);
tengigabitethernet te_port | te_port: (1..8/0/1..32);
hundredgigabitethernet hu_port: (1..8/0/1..32);
hu_port | port-channel group | group: (1..32).
detailed]

5.15.5 Cemelicmeo npomokonoe STP (STP, RSTP, MSTP), PVSTP+, RPVSTP+

OcHoBHoW 3agaveit npotokosa STP (Spanning Tree Protocol) aBnseTtca npuseaeHue cetu Ethernet c
MHOXECTBEHHbIMW CBA3AMM K APEBOBMAHON TOMONOMMKN, UCKAOYAIOWEN LMKAbI NakeToB. KommyTaTopbl
06MeHMBalOTCA KOHPUIYPaLUMOHHBIMU COOBLLEHMAMM, UCMONb3YA Kagpbl chneunanbHoro dopmarta, U
BbIOOPOYHO BK/IOHALOT M OTK/KOYAIOT Nepeaayy Ha nopTol.

Rapid (6bicTpbiii) STP (RSTP) ABnseTca ycoBeplIeHCTBOBaHMEM MpPOTOKona STP, xapakTepusyetcs
MEHbLWNM BpeMeHeM MpuUBEAEHNA CETU K LPEBOBMAHOM TOMOMAOMMM U UMeeT 6osnee BbICOKYHO
YCTONYMBOCTD.

Mpotokon Multiple STP (MSTP) sBnaeTcA Haubonee coBpemeHHoOW peanusaumen STP,
nogfeprkmeatollelr ucnonb3osaHne VLAN. MSTP npeanonaraer KoHourypauuio Heobxogmmoro
KO/IMYEeCTBa 3K3EMNNSAPOB CBA3YIOLLLEro AepeBa (spanning tree) BHe 3aBUCMMOCTU OT uncna rpynn VLAN Ha
KommyTaTope. Kaxabi 3K3eMNAAp MOXKET coaepKaTb HecKosbKo rpynn VLAN. HegoctaTKkom npoToKona
MSTP siBnsieTcs TO, YTO Ha BCEX KOMMYyTATOpax, B3aumoaencTaytowmx no MSTP, 401KHbl 6bITb 04MHAKOBO
CKOHoUrypupoBsaHbl rpynnbl VLAN.

V MaKcrMmanbHO gonycTumoe KonmnyecTso sksemnasapos MSTP yKasaHo B Tabauue 9.

MexaHu3m Multiprocess STP npeaHasHa4eH Ans co3gaHna Hesasucumblx gepesbes STP/RSTP/MSTP
Ha NOpPTax yCTPOICTBA. MI3MeHeHMsa coCTOSHMA OTAENbHOIO AepeBa He OKa3bIBaloT BIMAHUA HA COCTOAHME
OPYrvX AepeBbeB, YTO NO3BOJIAET MOBbICUTb YCTONYMBOCTb CETU U COKPATUTb BPEMSA NEepPecTpoeHns aepesa
B C/yyae OTKasoB. MMpu KOHOUIypuUpoBaHMUK credyeT UCKAUUTb BO3MOMKHOCTb BO3HMKHOBEHMUSA KoJel,
MeXKay NnopTaMmn-yseHaMm pasHbix gepeBbeB. [18 06CNyKUBAHUSA M30AMPOBAHHbIX AEPEBLEB B CUCTEME
C034a6TCcA OTAENbHbIM npouecc Ha Kaxgoe aepeBo. C Npoueccom COMOCTaBASKOTCA MOPTbl YCTPOMCTBA,
npuMHagaexalwme gepesy.
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5.15.5.1 Hacmpoliika npomokona STP, RSTP

KomaHObI pexcuma 2a06an6Hol KOHgpu2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHOM KOHOUrypaumm:
console (confiqg) #

Tabnnua 103 — KomaHab! perkuma rinobanbHoM KoHGUrypaumm

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

spanning-tree

PaspelwaeT ncnonb3oBaHUE KOMMYTAaTOpPOM NpoToKkona STP.

- -/BKAOYEHO
no spanning-tree 3anpeLaeT NCNonb30BaHNWE KOMMYTaTOPOM npoToKosa STP.
spanning-tree mode {stp | YcTaHaBAMBaET peXkMm paboTbl npoTokona STP:
rstp | mstp | pvst | rapid- - stp — IEEE 802.1D Spanning Tree Protocol;
pvst} - rstp — IEEE 802.1W Rapid Spanning Tree Protocol;
-/RSTP - mstp — IEEE 802.1S Multiple Spanning Tree Protocol;

no spanning-tree mode

- pvst — Cisco Per Vlan Spanning Tree Protocol;
- rapid-pvst — Cisco Rapid Per Vlan Spanning Tree Protocol.

YcTaHaBAMBaEeT 3HaYeHue no YMOYaHUIO.

spanning-tree forward-time
seconds

no spanning-tree
forward-time

seconds: (4..30)/15 cek

YcTaHaBAMBAET UHTEPBaAJ BPEMEHU, 3aTPadumnBaemblit Ha NPOCYLIM-
BaHWeE U U3yYeHMe COCTOAHUI Nepes NepeKk/loyeHnem B COCToAHME
nepegayu.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

spanning-tree hello-time
seconds

no spanning-tree hello-time

seconds: (1..10)/2 cek

YcTaHaBAMBAET MHTEPBA/ BPEMEHN MEXAY NepesadaMu LIMPOKOBe-
LwaTenbHbIX coobweHnin «Hello» K B3anmoaencTeyoWmMm KOMMyTa-
TOpam.

YcTaHaBAMBaeT 3HaYeHWe No YMOAYAHUIO.

spanning-tree
loopback-guard

no spanning-tree
loopback-guard

-/3anpeleHo

PaspelwaeT 3alWmTy, BblKAOYAlOWYO WHTepdenc npu noayvyeHum
csoero BPDU.

3anpelsaeT 3awWwuTy, BbIKAOYAOWY WHTepdEnc npu noayyYeHuu
csoero BPDU.

spanning-tree max-age
seconds

no spanning-tree max-age

seconds: (6..40)/20 cek

YcTaHaBAMBaeT BpeMs XU3HU cBAsytowero gepesa STP.

YcTaHaBAMBaeT 3HaYeHWe No YyMOIYaHUIO.

spanning-tree priority
prior_val

no spanning-tree priority

prior_val:
(0..61440)/32768

HactpaunBaet npuoputeT caAsyoLero gepesa STP.
3HayeHne NpuopuTeTa A0KHO ObITb KpaTHO 4096.

YcTaHaBAMBaeT 3HAYeHue no YMO4YaHUIO.

spanning-tree pathcost
method {long | short}

YcTaHaBanBaeT MeToa onpeaeneHus LeHHOCTU NyTu.
- long — 3HaueHwue LeHHOoCTM B AnanasoHe 1..200000000;

-/long - short — 3HauYeHue LueHHOCTM B AnanasoHe 1..65535.
no spanning-tree pathcost YcTaHaBAMBaET 3HaYeHUe NO YMONYAHMUIO.
method
spanning-tree bpdu OnpegaenseT pexxum o6paboTkn naketos BPDU-uHTepdelicom, Ha
{filtering | flooding} KOTOPOM BbIKtOYEH NPOTOKOA STP.
- filtering — Ha wHTepdelice ¢ BbIK/AOYEHHbIM NpoToKonom STP
/flooding BPDU-nakeTbl dpunbTpytoTcs;

no spanning-tree bpdu

- flooding — Ha uHTepdelice c BbIKAOYEHHBIM NPOTOKOI0M STP HeTe-
ruposaHHble BPDU-nakeTbl nepenatoTcs, TerMpoBaHHble — GUAbTPY-
toTcA.

YcTaHaBAnBaeT 3HaYeHWe No YMOAYAHUIO.

Mpu 3aaaHumn STP napameTpos forward-time, hello-time, max-age Heo6xoaumo BbinonHeHUne
e ycnosuma: 2*(Forward-Delay - 1) >= Max-Age >= 2*(Hello-Time + 1).
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KomaHObI pexcuma KoHgu2ypayuu uHmepagpelica Ethernet, uHmepdgelica 2pynnsl nopmos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm mHtepdeiica Ethernet, untepdelica
rpynnbl NOPTOB:

console (config-if) #

Tabnnuya 104 — KomaHabl pexkmuma KoHourypaumm nHtepdelica Ethernet, rpynnsl noptos

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

spanning-tree disable

3anpewaeT paboTy npotokona STP Ha KOHOUTYPUPYEMOM UHTEp-
deiice.

- . -/paspeLweHo
no spanning-tree disable /pasp PaspewaeT paboTy npoTokona STP Ha KoHUIYpUpPYyEMOM UHTEp-
deiice.
spanning-tree cost cost cost: YcTaHaBAMBaeT LeHHOCTb NyTW Yepes AaHHbI UHTepdelic.
) - cost — LEHHOCTb NyTH.
i (1..200000000)/cm. = yT
no spanning-tree cost a6y 96 YcTaHaB/MBaEeT 3HaYeHWe, onpeaesemMoe Ha OCHOBAaHMM CKOPOCTH

nopTta ¥ MeToga onpeaeneHna LeHHOCTU NyTH, cMm.Tabanuy 105

spanning-tree port-priority
priority

no spanning-tree port-priority

priority: (0..240)/128

YcTaHaBAMBaEeT NpuopuTeT MHTepdeiica B cBasytolem gepese STP.

V 3HaueHue NpuopuUTeETa AONXKHO 6bITb KpaTHO 16.

YcTaHaBAMBaeT 3HaYeHWe No YMOIYAHUIO.

spanning-tree portfast [auto]

no spanning-tree portfast

-/auto

BK/tOYaeT pexknum, B KOTOPOM MOPT NPU NOAHATUM HA HEM JIMHKA
Cpasy CTaHOBWTCA B COCTOAHMUE Mepefayu, He A0XMUIAAACh UcTeve-
HUA Talimepa.

- auto — f06aBNAeT 3a4epPKKY 3 CeKYHAbI Nepes, Nnepexoom B co-
CTOSIHME Nepeaayu.

BbIKNtoYaeT pexxmm MOMEHTaIbHOro Nepexoaa B COCTOAHME nepe-
Aa4n NO NOAHATUIO KIUHKa».

spanning-tree guard root

no spanning-tree guard

-/vcnonb3oBaHue
rnobanbHoOM HacTPOMKK

BK/touvaeT 3amTy «KKOPHA» A1A BCex CBA3YOLWMX aepeBbeB STP Bbl-
6paHHOro nopra.

- root — 3anpeLuaeT nHTepdeiicy 6bITb KOPHEBBIM MOPTOM KOMMY-
Taropa.

Mcnonb3yeT rnobanbHy0 HaCTPOMKY.

spanning-tree bpduguard
{enable | disable}

no spanning-tree bpduguard

-/BbIK/IIOYEHO

Pa3peluaeT 3aWwmTy, BbIK/IOYatOLLYIO MHTepdEeNC Npu Npuéme nake-
TOoB BPDU.

3anpeLaeT 3aWumTy, BbIK/OYAIOLLY0 MHTEpdec Nnpu npuéme nake-
TO0B BPDU.

spanning-tree link-type
{point-to-point | shared}

no spanning-tree link-type

-/ona gynnekcHoro
nopTa «TOYKa-TOUKa»,
014 NoNyAyNAeKCHOro

— «PA3BETBNAEHHbIN»

YctaHaBauBaeT npoTokon RSTP B nepegatolee coctosiHne u onpe-
AenaeT TMN cBA3M ANA BbIbpaHHOro nopTa:

- point-to-point — TouKa-Tou4Ka;

- shared — pa3BeTBNEHHbIN.

YcTaHaBAnBaeT 3HaYeHWe No YMOAYAHUIO.

spanning-tree bpdu {filtering |
flooding}

no spanning-tree bpdu

Onpegenset pexxnm obpaboTkn naketos BPDU-uHTepdeicom, Ha
KOTOPOM BbIKAOYEH NPOTOKOA STP.

- filtering — Ha WHTepdelice ¢ BbIKAOYEHHbIM MpoTOoKo/sOM STP
BPDU nakeTbl dpunbTpytoTCs;

- flooding — Ha uHTepdelice ¢ BbIKNOYEHHbIM NpoTOKosom STP
HeTermposaHHble BPDU-nakeTbl nepeparoTca, TermpoBaHHble —
duUnbTpYOTCA.

YcTaHaBAMBaeT 3Ha4YeHue no YMON4YaHUIO.

spanning-tree mac-address
{dot1d | dotlad}

no spanning-tree mac-address

-/doti1d

N3meHsaeT MAC-agpec, ¢ KOTOpbIM OTNPABAAIOTCA U NPUHMMAIOTCA
BPDU.

- dotld — otnpasnsatoTca U npuHumatotcs BPDU ¢ MAC-agpecom
01-80-C2-00-00-00;

- dotlad — oTnpasnatoTca M npuHmumatotca BPDU ¢ MAC-agpecom
01-80-C2-00-00-08.

YcTaHaBAMBaeT 3HaYeHWe No YMOAYAHUIO.

spanning-tree restricted-tcn

no spanning-tree restricted-tcn

-/npuem BPDU ¢
¢dnarom TCN paspe-
WweH

3anpeuwaet npvem BPDU c ¢pnarom TCN.

Paspewaet npvem BPDU c dnarom TCN.
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Tabnunua 105 — LleHHOCTb NyTK, yCTaHOBAEHHAs MO YMONYaHUIO (Spanning-tree cost)

Memoo onpedeneHus yeHHocmu nymu

Unmepdpeiic
P Long Short
Port-channel 20000 4
TenGigabit Ethernet (10000 Mbps) 2000000 100
KomaHOb! pexcuma Privileged EXEC
BuAa 3anpoca KomaHAHOM CTPOKK pexxkunma Privileged EXEC:
console#
Tabanua 106 — KomaHzabl perkmma Privileged EXEC
Komanda 3HayeHue/3HayeHue Neiicmeue

no ymosn4aHuro

show spanning-tree
[gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group]

gi_port: (1..8/0/1..24);

te_port: (1..8/0/1..32);

hu_port: (1..8/0/1..32);
group: (1..32).

lMokKasbiBaeT coctoaHMe NpoTokoaa STP.

show spanning-tree detail
[active | blockedports]

MokasbiBaeT NogpobHy0 MHPOPMALMIO O HACcTPOMKax NPOToKoa
STP, nHpopmaLmto 06 aKTUBHbBIX UK 3a6I0KUPOBAHHbIX MOPTAX.

clear spanning-tree
detected-protocols [interface {
gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}]

te_port: (1..8/0/1..32);
hu_port: (1..8/0/1..32);
group: (1..32).

MepesanyckaeT NpoL,Eecc MUrpaLym NPOTOKo1a. 3aHOBO NPOUCXO-
gi_port: (1..8/0/1..24); | gut nepecyét gepesa STP.

KomaHOowb! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnuya 107 — KomaHzabl perkmma EXEC

KomaHda

3Ha4yeHue/3HayeHue
Mo ymoa4YaHuro

Aeiicmeue

show spanning-tree bpdu
[gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
detailed]

gi_port: (1..8/0/1..24);

te_port: (1..8/0/1..32);

hu_port: (1..8/0/1..32);
group: (1..32).

MokasbiBaeT pexxum o0bpaboTku naketoB BPDU Ha nHTepdelicax.
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5.15.5.2 Hacmpoliika npomokona MSTP

KomaHObI pexcuma 2a06an6Hol KOHgpu2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHOM KOHOUrypaumm:
console (confiqg) #

Tabnnuya 108 — KomaHab! perkunma rnobanbHoM KoHGUrypaumm

3HayeHue/3HayeHue
no ymon4aHuwo

KomaHoa Aelicmeue

spanning-tree Pa3speluaeT MCNONb30BaHME KOMMYTaTOPOM NpoToKona STP.

-/pa3spelueHo

no spanning-tree 3anpewaeT UCnoNb30BaHME KOMMYTAaTOPOM NpoTokona STP.
spanning-tree mode {stp | YcTaHaBAMBaET pexkMm paboTbl npoToKona STP.
rstp | mstp} -/RSTP
no spanning-tree mode YcTaHaBAMBAET 3HAYEHUE MO YMOYAHUIO.
spanning-tree pathcost YcTaHaBAMBAET MeToA, ONpeaeeHUs LEHHOCTU NyTuH.
method {long | short} - long — 3HauyeHuMe ueHHOCTM B gManasoHe 1..200000000;
-/long - short — 3HaueHwue LeHHOCTM B AnanasoHe 1..65535.
no spanning-tree pathcost YcTaHaBAMBaEeT 3HaYEHME NO YMOYAHUIO.
method
spanning-tree mst instance_id YcTaHaBAMBaeT NpUOPUTET ANA LAHHOTO KOMMyTaTopa nepej,
priority priority 0CTa/IbHbIMM, UCMONB3YHOLWMMM 06K sk3emnaap MSTP.
- instance_id — ak3emnaap MST;
instance_id: (1..63); - priority — npuopuTeT KOMMyTaTopa.
priority:

(0..61440)/32768 V 3HaueHue npuopuTeTa A0/MKHO 6bITb KpaTHO 4096.

no spanning-tree mst YcTaHaBAMBaeT 3Ha4YeHUe N0 YMONYAHMIO.

instance_id priority

spanning-tree mst max-hops YcTaHaBAMBaeT MaKCMMaibHOE KONMYECTBO TPAH3UTHbIX Y4aCTKOB
hop_count ana naketa BPDU, Heobxoammbix ans GOpMUPOBAHUA AepeBa U

yZepKaHua MHGOPMaLMK O ero CTpoeHUW. Ecv nakeT yxke npowien
MaKCMManbHOE KOIMYECTBO TPAH3UTHBIX Y4aCTKOB, TO Ha cieayto-
hop_count: (1..40)/20 | wem yyacTke oH oT6pacbiBaeTca.

- hop_count — MaKCHManbHOE KO/IMYECTBO TPAH3UTHbLIX Y4acTKOB
Ana naketa BPDU.

no spanning-tree mst YcTaHaBAMBaeT 3HaYEHUE MO YMOHAHUIO.
max-hops
spanning-tree mst Bxog B pexnm KoHoUrypaumm npotokona MSTP.

configuration

KomaHObI pexcuma KoHgu2ypayuu npomokoaa MSTP

Bupa 3anpoca KOMaHAHOM CTPOKU B pexnume KoHdurypaumm npotokona MSTP:

console# configure
console (config)# spanning-tree mst configuration
console (config-mst)#

Tabnunua 109 — KomaHabl pexknuma KoHourypaumm npotokona MSTP

Komanda 3HaueHue/3Ha4yeHue Neiicmeue
no ymoa4YaHuro
instance instance_id vlan Co3paeT COOTBETCTBME MEXKAY IK3eMNAApom npoTokona MSTP u
vlan_range rpynnamu VLAN.
instance_id:(1..63); - instance-id — ngeHTMdUKaTOpP aK3emnaapa npotokona MSTP;
vlan_range: (1..4094) - vlan-range — Homep rpynnbl VLAN.
no instance instance_id vlan Ypanaer cooTBETCTBME MeEXKAY 3K3eMNaApom npoTokona MSTP u
vlan_range rpynnamu VLAN.
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name string 3agaeT ums KoHourypaumm MST.
string: (1..32) cumBona | - string — vuma KoHdUrypauumn MST.
no name Ypanaetr uma koHdurypaummn MST.

revision value 3apaeTt Homep peBu3nK KoHbUrypaumm MST.

value: (0..65535)/0 - value — Homep peBu3nn KoHdurypaumm MST.

no revision YcTaHaBAMBaeT 3HayeHue nNo ymonuaHuio (value).

MokasbiBaeT Tekyuyto (current) nMbo oxmngatowyto (pending) KoH-
odurypauuio MST.

show {current | pending}

exit Bbixog, 13 pexunma KoHpurypaumm npotokona MSTP c coxpaHe-
HUEeM KOHOUTYpaLuu.
abort Bbixoa 13 pexxuma KoHdurypauum npotokosna MSTP 6e3 coxpaHe-

HUA KOHOUTYpaLUH.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, uHmepaelica epynnsl nopmos

Bug 3anpoca KOMaHAHOW CTPOKU B pexume KoHodurypaumm mnHtepdenca Ethernet, nHtepdeiica
rpynnbl NOPTOB:

console (config-if) #

Tabanua 110 — KomaHabl pexxnma KoHpurypaumm nHtepoeiica Ethernet, rpynnel noprtos

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

spanning-tree guard root

no spanning-tree guard root

-/33 LWWNTa BblK/IKOYEHA

BKAtoyaeT 3aWmnTy «KOPHA» ANA BCeX CBA3YHOWMX aepesbes STP Bbl-
6paHHOro noprta. [aHHaa 3alWuMTa 3anpewaer MHTepdency 6biTb
KOPHEBbIM NOPTOM KOMMYyTaTopa.

YcTaHaBAMBaEeT 3HaYeHue no YMO4YaHUIO.

spanning-tree mst instance-id
guard root

no spanning-tree mst instance-
id guard root

instance_id: (1..63);
/3awWwmTa BbIKNOYEHa

BKAtoyaeT 3amTy «KOPHA» yKa3aHHOro aksemnasapa MSTP gns BblI-
6paHHOro MHTepdenca. [JaHHaa 3awuTa 3anpeltaet nHtepdeicy
6bITb KOPHEBBIM MOPTOM KOMMYTATOPA.

- instance-id — naeHTMdMKaTOp 3K3emnaapa npoTokosa MSTP.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

spanning-tree mst instance_id
port-priority priority

no spanning-tree mst
instance_id port-priority

instance_id: (1..63);
priority: (0..240)/128

YcTaHaBAMBaeT NpuopuTteT nHTepdeiica B akemnasape MSTP.
- instance-id — naeHTUdUKATOP 3K3emnaapa npotokona MSTP;
- priority — npuopuTeT nHTEpdeiica.

V 3HaueHuMe NnpuopuTeTa A0MKHO BbITb KPaTHO 16.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

spanning-tree mst instance_id
cost cost

no spanning-tree mst
instance_id cost

instance_id: (1..63);
cost: (1..200000000)

YcTaHaBAMBaET LEHHOCTb MyTH Yepes BblOpaHHbIN MHTepdeic ana
onpeaeneHHoro aksemnasapa npotokona MSTP.

- instance-id — naeHTUPUKATOP 3K3emnaspa npoTokona MSTP;

- cost — LLeHHOCTb NYTHU.

YcTaHaB/nBaeT 3HavyeHue, onpeaendemoe Ha OCHOBaHUM CKOPOCTU
nopTa U meToaa onpegeneHna LEHHOCTU NyTU.

spanning-tree port-priority
priority

no spanning-tree port-priority

priority: (0..240)/128

YcTaHaBAMBaeT NpuopuTeT MHTepdeiica B KOPHEBOM CBA3YIOLLEM
pepese MSTP.
/! 3HaueHue npuopuTeTa AONKHO 6bITb KpaTHO 16.

YcTaHaBAMBaeT 3HaYeHWe No YMOJYAHUIO.

spanning-tree restricted-tcn

no spanning-tree restricted-tcn

-/npuem BPDU ¢
¢dnarom TCN paspe-
WweH

3anpeuwaet npuem BPDU c dnarom TCN.

Paspewaet npvem BPDU c dnarom TCN.

KomaHOwbi pexcuma Privileged EXEC

Bupa 3anpoca KoMaHAHOM CTpoKK perkmma Privileged EXEC:

console#

Ethernet-kommymamopel ceputli MES2300, MES3300, MES53xxA, MES5400-xx, MES5500-32

117




HELTEX

Tabnnua 111 — KomaHabl pexkuma EXEC

KomaHda

3HayeHue/3Ha4yeHue
0 yMOMYaHUIo

Aelicmeue

show spanning-tree
[gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group]
[instance instance_id]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1..8/0/1..32);
group: (1..32);
instance_id: (1..63)

MokasbiBaeT KoHbUrypauuio npoTokona STP.
- instance_id — naeHTUdUKATOP 3K3emnaspa npotokona MSTP.

show spanning-tree detail
[active | blockedports]
[instance instance_id]

instance_id: (1..63)

MokKa3sbiBaeT NoApobHy0 MHPOPMALMIO O HACTPOMKe NPOTOKoAa
STP, nHpopmMaLmio 06 aKTUBHBIX UM 3a6/I0KMUPOBAHHDBIX MOPTAX.

- active — npocmoTp nHGopMaLmm 06 aKTUBHBIX NOPTaXx;

- blockedports — npocmoTp MHGopMauumM 0 3a6N1OKMPOBAHHbIX NOP-
Tax;

- instance_id — naeHTUdUKaTOP 3K3emnaspa npoTokosaa MSTP.

show spanning-tree
mst-configuration

MoKasbiBaeT MHPOPMALMIO O CKOHUTYPMPOBAHHbIX IK3eMNAApax
MSTP.

clear spanning-tree
detected-protocols interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

gi_port: (1..8/0/1..24);

te_port: (1..8/0/1..32);

hu_port: (1..8/0/1..32);
group: (1..32).

MNepesanyckaeT npouecc MUrpaLyumn NPOToKoaa. 3aHOBO MPOUCXO-
OVWT NpocyéT aepesa STP.

[pumepbl 8b1M0MAHEHUS KOMAHO

BKNounTb noaaepkky npoTokona STP, yCcTaHOBMTbL 3HAYeHMEe NpUOpUTETA CBA3YIOLWEro Aepesa
RSTP — 12288, nHtepsan forward-time — 20 cekyHA, UHTEPBaN BPpEMEHWN MeXAy nepenadyamm Wn-
pokoBeLaTenbHbix coobuweHnin «Hello» — 5 cekyHA, Bpems *KMU3HM CBA3YOLLEro gepeBa — 38 ce-

KyHA. MoKas3aTb KOHPUrypaumto npotokona STP:

console (config)# spanning-tree

console (config)# spanning-tree mode rstp
console (config) # spanning-tree priority 12288
console (config) # spanning-tree forward-time 20
console (config)# spanning-tree hello-time 5
console (config) # spanning-tree max-age 38

console (config) # exit
console# show spanning-tree

Spanning tree enabled mode RSTP
Default port cost method: short
Loopback guard: Disabled

Root ID Priority 32768
Address a8:f9:4b:7b:e0:40
This switch is the root
Hello Time 5 sec Max Age 38 sec Forward Delay 20 sec

Number of topology changes 0 last change occurred 23:45:41 ago

Times: hold 1, topology change 58, notification 5
hello 5, max age 38, forward delay 20

Interfaces

Name State Prio.Nbr Cost Sts Role PortFast Type
tel/0/1 enabled 128.1 100 Dsbl Dsbl No -
tel/0/2 disabled 128.2 100 Dsbl Dsbl No -
tel/0/5 disabled 128.5 100 Dsbl Dsbl No -
tel/0/6 enabled 128.6 4 Frw Desg Yes P2P (RSTP)
tel/0/7 enabled 128.7 100 Dsbl Dsbl No -
tel/0/8 enabled 128.8 100 Dsbl Dsbl No -
tel/0/9 enabled 128.9 100 Dsbl Dsbl No -
gil/0/1 enabled 128.49 100 Dsbl Dsbl No -

Pol enabled 128.1000 4 Dsbl Dsbl No -
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5.15.5.3 Hacmpoliika npomokonos PVSTP+, RPVSTP+

PVSTP+ (Per-VLAN Spanning Tree Protocol Plus) — oaHa M3 pasHoBMAHOCTEN NPOTOKOAa Spanning
Tree, pacwupamowan ¢yHKUMOHaNAbHOCTb STP ana ncnonb3osaHuA B otaenbHbix VLAN. MpumeHeHne
[AHHOro NPOTOKO/1a No3BosieT B Kaxkaom VLAN co3aaTb OTAesbHbIN 3k3emnaap STP. PVSTP+ coBmecTtum

c STP.

Rapid (6bicTpbiit) PVSTP+ (RPVSTP+) aBnaeTca ycoBepLueHCTBOBaHMEM NpoTokoaa PVSTP+, xapakTe-
pu3yeTca MeHbWWM BPEMEHEM NPUBEAEHUA CETU K APEBOBUAHOM TONONOIMK U MMeeT bosiee BbICOKYHO
YCTOMYMNBOCTb.

.‘

.‘

.‘

.‘

Bcero noaaeprkaHo 65 PVST/RPVST-uHcraHca. Mpu aTom Hynesoit ncnonbsyetca ana scex
VLAN, B KOTOpbIX OTKAtoueH PVST/RPVST. Kaxxgomy VLAN c ekatoueHHbim PVST/RPVST co-
oreeTcTByeT oanH PVST/RPVST uHcTaHC.

MopTbl, Ha KOTOPbIX aKTUBHbI 65 K 60onee VLAN, npu nepexoge B pexxum PVST/RPVST Bpe-
MeHHO 610KMpyIoTCA, No3TOMY nepeg BKaloueHnem PVST/RPVST Heob6xoaumo pacumrtaTb
Konu4yectso ucnonbsyembix VLAN Ha KonbLeBbIX nopTax Kommytatopa. Ecam gaHHoe 3Ha-
YyeHue npesbiwaeTt 64, TO NepPBOHaYaNbHO HYXKHO OTKAOUMTb PVST/RPVST B U36bITOUHBIX
VLAN/RPVST KomaHgoi4 "no spanning-tree vlan <VLAN ID>".

Mpu BKkAoueHHOM pexkume PVST/RPVST kommyTatopbl MES obpabatbisatot PVST bpdu Bo
Bcex VLAN. MNoatomy B cnyyanax, Korga B KOJbLe UCNOJIb3YHOTCA KOMMYTATOPbl C KOuye-
cteom PVST/RPVST VLAN, npesblwaiowem 64, cnegayet paclwumputb AMmMuUTbl 06paboTkm
PVST bpdu-tpaduka Ha CPU. [ina 3Toro ucnonb3yercA KomaHaa "service cpu-rate-limits
other-bpdu 1024".

Ecnm B npouecce 3KcnyaTauumn noHagoburca yépatb VLAN ns PVST/RPVST-uHCTaHCOB 1 A0-
6aBUTb HOBble, HYYXHO NPOU3BECTU C/leayoL e A4eUCTBUA:

1) Otknountb STP B HeHyXHbix VLAN (KomaHpa «no spanning-tree vlan vlan_list» B rno-
6anbHOM perkume KOHGUrypupoBaHUa);

2) Bkntountb STP B HoBbIX VLAN (KomaHga «spanning-tree vlan vian_list» B rno6anbHom pe-
}KUMe KOHOUrypuposaHus).

KomaHObI pexcuma 2106aab6Hol KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobanbHOM KOHGUrypaumm:

console (config) #

Tabnnua 112 — KomaHabl pexkuma rnobanbHoi KoHdurypaumm

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4yaHuro
spanning-tree vlan vian_list vlan_list: (1..4094)/ no BKkntoumTb paboTty npotokona PVSTP+, RPVSTP+ B yKa3aHHbIX
YMOJ/I4aHUIO BCE UHCTaHCbl | VLAN.
no spanning-tree vlan BKNIO4EHDI OTKAtoYaeT paboty npotokona PVSTP+, RPVSTP+ B yKasaHHbIX

vlan_list

VLAN.

spanning-tree vlan vian_list
forward-time seconds

vlan_list: (1..4094);
seconds: (4..30)/15 cek

YcTaHaBAMBaET MHTEPBa BPEMEHM, 3aTPaunBaeMblli Ha NPOCay-
LWWMBAHWE U U3yYeHNe COCTOAHWUI Nepes NnepekntoyeHem B co-
CTOAHME nepegayn gnAa ykasaHHbix VLAN.
Taiimepbl A,01KHbI COOTBETCTBOBATDL C/leAyIo-
V weii popmyne:
2 * (Forward-Time - 1) 2 Max-Age = 2 * (Hello-
Time + 1).
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no spanning-tree vlan
vlan_list forward-time

YcTaHaBAMBaeT 3HaYeHne o YMONYaHUIO.

spanning-tree vlan vian_list
hello-time seconds

no spanning-tree vlan
vlan_list hello-time

vlan_list: (1..4094);
seconds: (1..10)/2 cek

YcTaHaBAMBaAET UHTEPBAN BPEMEHW MEXAY Nnepesadyamu Wupo-
KoBelaTesbHbIX coobuweHuit «Hello» K B3anmogencTeyoWwmm
KOMMYyTaTOpam ANA yKa3aHHbIX VLAN.

YcTaHaBAMBaET 3Ha4YeHWe nNo YMONYaHUIO.

spanning-tree vlan vian_list
max-age seconds

vlan_list: (1..4094);
seconds: (6..40)/20 cek

YcTaHaBAMBaeT Bpemsa X13HW cBasytowwero gepesa STP ana yka-
3aHHbIX VLAN.

no spanning-tree vlan
vlan_list max-age

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYAHUIO.

spanning-tree vlan vian_list
priority priority_value

vlan_list: (1..4094);
priority_value:
(0..61440)/32768

HacTtpansaeT npunopuTtet ceasytouLero gepesa STP.
V 3HaueHue BblbUpaeTca U3 AManasoHa C LWa-
rom 4096.

no spanning-tree vlan
vlan_list priority

YcTaHaBAMBaeT 3HaYeHne No YMONYAHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (Quana3oHa uHmepgelicos) Ethernet

BuA 3anpoca KOMaHAHOWM CTPOKM pexnma KoHburypaumm nHtepdeica:

console (config-if)#

Tabnvua 113 — KomaHabl pexkmma KoHpurypaumm nHtepodeiica Ethernet

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

spanning-tree vlan
vlan_list cost cost

no spanning-tree vlan
vlan_list cost

vlan_list: (1..4094);
cost: (1..200000000)

YcTaHaBAMBaeT LEHHOCTb MyTU Yyepe3 AaHHbI MHTepdenc ana
yKa3aHHbIx VLAN.
- cost — LeHHOCTb MyTH.

YcTaHaBAMBaeT 3HaYeHMe, onpeaenaemoe Ha OCHOBaHUKN CKOPO-
CTU NopTa U MeToZa onpeneneHnsa LLeHHOCTU NyTU ONA YKasaH-
Hbix VLAN.

spanning-tree vlan
vlan_list port-priority pri-
ority_value

no spanning-tree vlan
vlan_list port-priority

vlan_list: (1..4094);
priority_value:
(0..240)/128

YcTaHaBAMBAET NPUOPUTET MHTEPECa B KOPHEBOM CBA3YIOLEM
nepese STP.
V 3HaueHue BblbUpaeTca U3 guanasoHa C LWa-
rom 16.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

spanning-tree vlan
vlan_list restricted-tcn

no spanning-tree vlan
vlan_list restricted-tcn

-/npvem BPDU c ¢pnarom
TCN pa3pelueH;
vlan_list: (1..4094)

3anpewaet npuem BPDU c dnarom TCN gns ykasaHHbIx VLAN.

Paspewaet npuem BPDU ¢ dnarom TCN ansa ykasaHHbix VLAN.
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5.15.6 Hacmpoiika npomokona G.8032v2 (ERPS)

MpoTokon ERPS (Ethernet Ring Protection Switching) npeaHasHaveH Ans NoBbIWEHUA YCTONYUBOCTH
M HAZEXKHOCTU CeTU Nepeaadun AaHHbIX, UMEeloLWer KO/bLEeBYO TOMO/IOMNIO, 33 CYET CHUMKEHUA BPEMEHU
BOCCTQHOB/IEHMA CeTM B C/aydyae aBapun. Bpems BoccTaHOBAEHWs He npeBblwaeT 1 CceKyHAbl, 4TO
CYLLECTBEHHO MeHbLLEe BPEMEHW NepPecTPoOMNKM CETU NPU UCMOJ1b30BaHNKM NMPOTOKO/I0B CEMENCTBA Spanning
tree.

KomaHObI pexcuma 2a06ana6Hol KOHgpu2ypayuu

BuAa 3anpoca KOMaHAHOWM CTPOKM pexnma rnobanbHoM KOHOUrypaumm:
console (config) #

Tabnunua 114 — KomaHabl perkuma rnobanbHoM KoHGUrypaumm

KomaHda

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

erps

no erps

-/BbIK/IOYEHO

Paspewaet paboTy npotokona ERPS.

3anpewaet paboTty npotokona ERPS.

erps vlan vian_id

no erps vlan vian_id

vlan_id: (1..4094)

Co3panue ERPS-konbua ¢ ngeHtuoukatopom R-APS VLAN, no
KOTOopol byaeT nepeaaBaTbca CAy*KebHaa nHbopmaLuma 1 ne-
pexos B peXxnm KoHdUrypauum KonbLa.

- vlan_id — Homep R-APS VLAN.

Ypnanenune ERPS-konbua ¢ naeHtuourkatopom vian_id.

KomaHObI pexcuma KoHgu2ypauuu Koasua

Bug, 3anpoca KOMaHAHOW CTPOKU B pPeXXUME KOHPUIypaLmm KoabLa:

console (config-erps) #

Tabnuua 115 — KomaHabl pexxnma koHourypaummn ERPS-konbua

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuwo

Aeiicmeue

protected vlan add
vlan_list

vlan_list:(2..4094, all)

[obasnaet ananasoH VLAN B cnncok 3awmiLeHHbIx VLAN.

- vlan_list — cnucok VLAN. inana3oH VLAN MOHO 3a4aTb ne-
peyncneHnem yepes 3anATyr0 UM YKa3aTb HavyasbHOE U KO-
HeyHoe 3Ha4YeHus guanasoHa yepes geduc "-".

protected vlan remove
vlan_list

vlan_list:(2..4094, all)

Ypanaet ananasoH VLAN u3 cnucka 3awmueHHbix VLAN.
- vlan_list — cnucok VLAN ansa yaanexums.

port {west | east}{
tengigabitethernet te_port
| hundredgigabitethernet
hu_port | port-channel

te_port: (1..8/0/1..24);
hu_port: (1..8/0/1..32);

Bbibop west (east)-nopTa KOmmyTaTOpa, BKIOYEHHOTO B
KONbLLO.

group} group: (1..32)
no port {west | east} YaoaneHune west (east)-nopTa KommyTaTopa, BKAOYEHHOrO B
KOJ/IbLLO.
rpl {west | east} {owner | Bbi6bop RPL-nopTa KOMMyTaTOpa v €ro ponu.
neighbor} - west — RPL-nopTom byaeT HazHayeH west-nopr;
- east — RPL-nopTom 6yaeTt HazHayeH west-noprt;
-/no rpl - owner — KOMmyTaTop byaer ABnsATbCA Bnagenouem RPL-
nopTa;
- neighbor — KommyTaTop ByZeT ABNATLCA COCEA0M BNaLeNb-
ua RPL-noprTa.
no rpl YpaneHune RPL-nopTa KommyTaTopa.
level level HacTpoiika ypoBHsi coobueHuii R-APS. Heobxogumo ans
) NPOXoXKAeHUA coobleHnin yepes CFM MEP.
level: (0..7)/1 - level — ypoBeHb coobueHunii R-APS.
no level YcTaHOBKa 3Ha4YeHMA N0 YMONYAHUIO.
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ring enable

no ring enable

-/BbIK/IIOYEHO

Bk/toueHne QyHKUMOHNPOBAHUA KO/bLA.

BbikntoueHMe GYHKUMOHNPOBAHUA KObLA.

version version

no version

version: (1..2)/2

BbI6Op pexrma COBMECTUMOCTU C APYrMMU BEPCUAMM NPOTO-
kona G.8032.
- version — BepcuaA npoTtokona G.8032.

YCTaHOBKa 3HAY€HUA NO YMOIYAHUIO.

revertive

no revertive

-/revertive

Bbibop perkrma paboTbl KObLa.

YCTaHOBKA 3HAY€HWUA NO YMOJIYAHUIO.

sub-ring vlan vian_id

no sub-ring vlan vian_id

vlan_id:(1..4094)

YKasaHuWe nogKosbLa A8 AAaHHOTO KoJbLa.
- vlan_id —Homep VLAN.

YpaneHne noakonbLa.

sub-ring vlan vian_id [tc-
propogation]

no sub-ring vlan vian_id

vlan_id:(1..4094)

BK/11OYMTL OTNPABKY CMTrHaNa o4ncTkM MAC-Tabamubl B OCHOB-
HOE KO/bLLO NPV NepecTpoeHnn NoAKObLA.

OTKNOYNUTL OTNPABKY CUrHana o4ymcTkn MAC-Tabauubl B oc-
HOBHOE KOJ1bLLO NpU NepecTpoeHMm NoAKObLA.

timer guard value

no timer guard

value:(10..2000) mc,
KpaTHoe 10/500 mc

YcTaHOBKa Tavmepa, 610Kupytowero ycrapeswue R-APS co-
obuieHus.

YCTaHOBKA 3HAY€HUA NO YMOIYAHUIO.

timer holdoff value

no timer holdoff

value:(0..10000) mc,
KpaTHoe 100 c TOYHOCTbIO
5 mc/0 mc

YcTaHOBKa Talimepa 3a4,epKK1 peakuum KOMMyTaTopa Ha 13-
MeHeHMe B COCTOAHUW. BmecTo peakumm Ha cobbiTue BKIOYa-
eTcs Taimep, MO UCTEYEHUU KOTOPOro KommyTaTop MHOp-
MUPYET O CBOEM COCTOSIHMU. [peaHa3HayYeH ANA YMeHblue-
Hua Gayaa nakeToB Npy GAannUHre NOPTOB.

YCTaHOBKA 3HAY€HUA NO YMOIYAHUIO.

timer wtr value

no timer wtr

value:(1..12) MUH/5 MuH

YcTaHOBKa Talimepa, KoTopblid 3anyckaetcs Ha RPL Owner
KOMMyTaTope B revertive-pexume. Wcnonbsyetrca ana
npeaoTBPALLEHNA YaCTbIX 3aLUMTHBIX MepeKatoYeHu K3-3a
CUTHa/I0B O HEUCNPABHOCTAX.

YCTaHOBKA 3HAY€HUA NO YMOIYAHUIO.

switch forced {west | east}

CDopcmpyeT 3anyCK 3alUTHOrNoO nepeknryeHnAa Konbua, npu

-/no 3TOM H6J10KMPYETCA YKa3aHHbIN NOPT.
no switch forced OTmeHa GOopPCUMpPOBAHMNA NEPEKIIOYEHMA KOJbLLA.
switch manual {west | PyyHoe 6/10KMpoBaHMe yKasaHHOro west (east)-nopTa u pas-
east} -/no 610KMpoBaHue east (west).
no switch manual OTMeHa py4yHON 61O0KMPOBKU.
abort OTKaTUTb U3MEHEHUA, BHECEHHbIE C MOMEHTa BXOAa B PEKUM

KOHUrypaLmm KosbLa.

KomaHOowb! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxnma EXEC:
console#

Tabnnuya 116 — KomaHzabl perkmma EXEC

3Ha4yeHue/3HayeHue

Aelicmeue
0 yMon4YaHuro

KomaHoa

3anpoc nHdopmaumm 06 obem coctoaHumn ERPS nam cocto-
AHWUW YKa3aHHOTo KoJbLa.

show erps [vlan vian_id] vian_id: (1..4094)

5.15.7 Hacmpoiika npomokona LLDP

OcHoBHOW ¢yHKuMel npoToKona Link Layer Discovery Protocol (LLDP) aBnsetca obmeH mexay
CeTeBbIMM YCTPOMCTBAMM O CBOEM COCTOAHUM U XapaKTepucTuKax. MHbopmaums, cobpaHHas nocpeacTsom
npoTtokona LLDP, HaKaniMBaeTca B YCTPOMCTBAX M MOKET ObITb 3anpoLLeHa ynpaBaatoWwmMm KOMMbOTEPOM
no npotokosy SNMP. TakMum 06pa3som, Ha OCHOBaHUM COBPaHHON WMHOOPMAUUM, HA YMPABAAIOLLEM
KOMMblOTEPE MOXKET ObITb CMOAENNPOBAHA TOMNOJIOTUS CETU.

122 Ethernet-kommymamopesi cepuli MES2300, MES3300, MES53xxA, MES5400-xx, MES5520-32



HELTEX

KommyTaTopbl NOAAEpKMBAOT nepedadvy Kak CTaHAAPTHbIX MapamMeTpoB, Tak W OMUMOHA/MbHbIX,
TaKMX Kak:

—  WMSA YCTPOMCTBA M ero onuncaHue;
—  UMA MopTa U ero onuncaHue;

—  uHbopmauusa o MAC/PHY;

- utA.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobasnbHoM KOHPUIypaLmm:

console (confiqg) #

Tabanuya 117 — KomaHab! perknma rnobanbHoM KoHGUrypaumm

3HaveHue/3HavyeHue ”
KomaHda / Aelicmeue
no ymon4aHuro
lidp run /paspelero PaspelwaeT KommyTaTopy UCNOAb30BaHMe NpoToKoaa LLDP.
no lidp run pasp 3anpewaeT KOMMYTATOPY MCNOAb30BaHMeE NpoToKona LLDP.

lldp timer seconds

no lidp timer

seconds: (5..32768)/30
ceK

OnpepaenseT, Kak 4acTo yCTPONCTBO ByeT 0TNpaBaATb 06HOBNEHUE
nHpopmauum LLDP.

YcTaHaBAMBaEeT 3HaYeHUe no YMOYaHUIO.

lidp hold-Multiplier number

no lidp hold-Multiplier

number: (2..10)/4

3apaeT BeNNUYMHY BPeMeHU AN NPUHMMAIOLLEro YyCTPOMCTBA, B Te-
YyeHne KOTOPOro HYXHO yAeprKneaTb NpMHMMaemble nakeTbl LLDP
nepeg ux cbpocom.

[aHHaa BenMunHa NepefaeTca Ha NPUHMMAEMyo CTOPOHY B LLDP
update nakeTax (naketax 06HOBNEHWSA), ABNAETCA KPAaTHOCTbIO A/1A
Tarimepa LLDP (lldp timer). Takum o6pasom, Bpems Km3Hu LLDP na-
KeToB paccumTbiBaeTca no popmyne TTL = min (65535, LLDP-Timer
* LLDP-HoldMultiplier).

YcTaHaBAMBaEeT 3HAYEHUE NO YMONYAHUIO.

lidp reinit seconds

no lldp reinit

seconds: (1..10)/2 cek

MuHUManbHoe Bpems, KoTopoe LLDP-nopT 6yaeT oxuaatb nepes
NoBTOPHOM MHULManu3aumei LLDP.

YcTaHaBAMBaeT 3HaYeHWe No YMOAYAHUIO.

lidp tx-delay seconds

no lldp tx-delay

seconds: (1..8192)/2
ceK

YcTaHaBAMBaEeT 3a4epKKy MeXay nocienyrowumy nepegadamu
naketos LLDP, MHULMUPOBAHHBIMM U3MEHEHUAMW 3HAYEHUN UK
CTaTyca B /IOKaNbHbIX 6a3ax AaHHbIx MIB LLDP.

V PekomeHayeTca, utobbl AaHHaA 3ajaepiKKa 6bina

MeHbLue, yem 3HaueHue 0.25* LLDP-Timer.
YcTaHaBAMBaeT 3HAYEHUE MO YMOIYAHUIO.

lidp lldpdu {filtering | flooding}

no lidp lidpdu

-/filtering

OnpepenseTt pexum ob6paboTkm naketosB LLDP, Koraa npoTokon
LLDP BbIK/OYEH HAa KOMMYTaTOpE:

- filtering — yka3biBaeT, yto LLDP-nakeTbl puabTpytoTCA, ecnm npo-
TOKoA LLDP BbIK/AOYEH Ha KOMMYTaTOpPE;

- flooding — yka3biBaeT, uto LLDP-nakeTbl NepepaoTca, eciv npoTo-
Ko LLDP BbIKAtOYEH Ha KOMMYyTaTOpe.

YcTaHaBAnBaeT 3HaYeHWe No YMOJAYaHUIO.

lidp med fast-start
repeat-count number

no lidp med fast-start
repeat-count

number: (1..10)/3

YcTaHasauBaeT ynucno nostopeHuin PDU LLDP gnaa 6bicTporo 3a-
nycKka, onpegensemoro nocpeactsom LLDP-MED.

YcTaHaBAMBaeT 3HaYeHne no YMON4YaHUIO.

Ethernet-kommymamopel ceputli MES2300, MES3300, MES53xxA, MES5400-xx, MES5500-32

123




HELTEX

lldp med network-policy
number application [vlan
vlan_id] [vlan-type {tagged |
untagged}] [up priority] [dscp
value]

number: (1..32);
application: (voice,
voice-signaling,
guest-voice,
guest-voice-signaling,
softphone-voice,
video-conferencing,
streaming-video,
video-signaling);
vlan_id: (0..4095);
priority: (0..7);

OnpegenseT npasuio s napametpa network-policy (ceTesas no-
JINTUKA YCTPOWCTBA). JaHHbI NapameTp ABAAETCA ONUMOHA/bHbIM
ANna pacwmpeHua npotokona LLDP MED.

- number — nopaaKoBbIi HOMep npasuaa network policy;

- application — rnaBHaa GyHKUMA, onpeeneHHas ANA 4aHHOro npa-
Buna network policy.

- vlan_id — vwpentndukatop VLAN ana gaHHoro npasuna;

- tagged/untagged — onpegenser TerMpoBaHHON AN HETETMPOBAH-
Hol 6ygeT VLAN, ncnonb3yemasn AaHHbIM NPaBUIOM.

- priority — npuopuTeT AaHHOro Npasuaa (Mcnoab3yeTca Ha BTOPOM
yposHe mogenu OSl);

- value — 3HauyeHne DSCP, ucnonbdyemoe gaHHbIM NPaBUIOM.

no lidp med network-policy
number

value: (0..63)

Ypanset cosgaHHoe npasuio 4nsa napametpa network-policy.

lidp notifications interval
seconds

seconds: (5..3600)/5
ceK

YcTaHaB/MBaeT MaKCMMa/bHYO CKOPOCTb Nepeaayn yBeaoMNeHni
LLDP.

- seconds — nepuoa, BpemMeHu, B TeYEHNEe KOTOPOro YCTPOMCTBO MO-
YKeT 0TnpasuTb He 6osiee 0AHOrO yBeAOMEHWS.

no lldp notifications interval

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelicog Ethernet

Bug 3anpoca KOMaHAHOM CTPOKU B pexknume KoHdurypaumm nHtepdeicos Ethernet:

console (config-if) #

Tabnunua 118 — KomaHabl pexkuma KoHourypaumm nHtepdelica Ethernet

KomaHoa

3HayeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

lidp transmit

no lldp transmit

lidp receive

no lidp receive

Mo YMONYaHUIO pa3peLlleHo
MNCNonb3oBaHWe B 060mx
HanpasaeHUAX.

Paspewaet nepepayy naketoB no npoTtokony LLDP Ha wHTep-
delice.

3anpelaeT nepegayy naketos no npoTtokony LLDP Ha uHTep-
delice.

PaspelwaeT npvem nakeTtos no npoTtokonay LLDP Ha uHTepdelice.

3anpewiaeT npuem nakeTos No npotokony LLDP Ha nHtepdeiice.

lidp optional-tlv tiv_list

no lidp optional-tlv

tvl_list: (port-desc, sys-
name, sys-desc, sys-cap,
802.3-mac-phy, 802.3-lag,
802.3-max-frame-size,
802.3-power-via-mdi)/Mo
YMONYaHNIO
onumoHanbHble TLV He
BK/IIOYEHbI B NaKeT.

OnpepensieT, Kakve onuuoHanbHble TLV-nons (Type, Length,
Value) 6yayT BKAtOYEHbI YCTPOMCTBOM B nNepesaBaemblit LLDP-
naker.

B KOMaHAy MOKHO BKNHOUYUTb OT OAHOTO A0 NATU OMNLMOHANbHbIX
TLV.

TLV 802.3-power-via-mdi goctynHa TonbKO Ha yCTpoOii-
CTBaxX C NoaAepKKoit PoE.

YcTaHaBAnBaeT 3HaYeHUe rno YMOAYaHUIO.

lidp optional-tlv 802.1 {pvid
[enable | disable] | ppvid
{add | remove} ppv_id |
vlan-name {add | remove}
vlan_id}

lidp optional-tlv 802.1
protocol {add | remove}
{stp | rstp | mstp | pause |
802.1x | lacp | gvrp}

no lldp optional-tlv 802.1
pvid

ppvid: (1-4094);
vlan_id: (2-4094);
Mo ymonyaHuio
onuuoHasnbHble TLV He
BK/IOYEHDI.

Onpegenset, Kakue onuuoHanbHble TLV-nona 6yayT BKAOYEHDI
YCTPOMCTBOM B NepegaBaembliii LLDP-nakerT:

- pvid — PVID uHtepoeiica;

- ppvid — go6asutb/yaanuTs PPVID;

- vlan-name — go6asutb/yaanutb Homep VLAN;

- protocol — n06aBuTb/yaanuTb onpeaeneHHbIN NPOTOKO.

YcTaHaBAnBaeT 3HaYeHUe No YMOYAHUIO.
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lldp management-address
{ip_address | none |
automatic [gigabitethernet
gi_port | tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel
group | vlan vian_id]}

no lldp management-address

dopmar ip-address:
A.B.C.D;
gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1..8/0/1..32);
group: (1..32);
vlan_id: (1..4094).
Mo ymon4yaHuio
ynpasasowmin agpec
onpegensaerca
ABTOMATUYECKMU.

OnpegenseT ynpaBaaowWwmini agpec, obbABNEHHbIN Ha WHTep-
deiice.
- ip_address —3apaetca ctaTnyeckuii IP-agpec;
- none — yKa3bIBaeT, YTO afpec He 06bAB/EH;
- automatic — yKasblBaeT, 4TO cMCTEMa aBTOMATUYECKM BbIbUpaeT
ynpasastoLwmii agpec n3 scex IP-agpecos kKommyTaTopa;
- automatic — ykasblBaeT, 4TO cMCTeMa aBTOMaTMYECKM BbibBUpaeT
ynpasAsoWwmnin agpec, U3 CKOHPUrypmpoBaHHbIX a4 pPecoB 3a4aH-
Horo nHTepdelica.
Ecnu nHtepdeiic ethernet nnm nHtepdeic rpynnsl NOPTOB Npu-
HagnexaTt VLAN, To aaHHbii agpec VLAN He byaeT BK/AOYEH B
CNUCOK BO3MOXHbIX YNPaBAAOLWMX a4 pecos.
B cnyyae Hannuua HeckonbKux IP-agpecos cucrema
Bbl6MpaeT HauanbHbIN IP-agpec U3 AnanasoHa AUHa-
V muyeckux IP-appecos. Echm guHamuuyeckme agpeca
OTCYTCTBYIOT, TO CUCTeMa Bbl6MpaeT HavyanbHbIii IP-ag-
pec U3 AgnanasoHa BO3MOXHbIX cTaTuueckux IP-agpe-
coB.

Ypanset ynpasnsatowuii IP-agpec.

lidp notification {enable |
disable}

no lldp notifications

Mo ymonyaHuio oTnpasKa
yBefomaeHunn LLDP
3anpelueHa.

Pa3peluaet/3anpeLyaeTt oTnpasKy ysegomneHuii LLDP Ha nHTep-
deiice.

- enable — paspewaer;

- disable — 3anpewyaer.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

lidp med enable [tlv_list]

tvl_list: (network-policy,

PaspelwaeT ncnonb3oBaHUe pacwimpeHuna npotokona LLDP MED.

location, B KOMaHAy MOXHO BK/IOYUTb OT O4HOMO A0 TPEX CMEeLManbHbIX
inventory)/3anpetueHo TLV.
MCNO/Ib30BaHMe
paclmnpeHna NpoToKoa
LLDP MED.
lidp med network-policy HasHauaet npasuno network-policy agaHHOMYy nHTepdeiicy.
{add | remove} number - add — Ha3HayvaeT npasuno;
number: (1-32) - remove — ygandaeT npasuo;

no lldp med network-policy

- number — HOMep npasuna.

Ypansaer npasuno network-policy c sgaHHOro uHTepodeiica.

lidp med location
{coordinate coordinate |
civic-address
civic_address_data | ecs-elin

coordinate: 16 6aliT;
civic_address_data: (6..160)

3afaeT MecToMNoJIOKEHWE YCTPOoICTBa ANA NpoTokona LLDP (3Ha-
YeHue napametpa location npotokona LLDP MED).

- coordinate — afipec B cCTEME KOOPAMHAT;

- civic_address_data — apMMHUCTPATUBHbBIN aApec yCTPOMCTBa;

ecs_elin_data} 6auT; - ecs-elin_data — agpec B dopmate, onpeaeneHHom ANSI/TIA
ecs_elin_data: (10..25) 1057.

no lidp med location 6anr. Ypansaer HaCTPOMKM NapameTpa MecTononoxKeHus location.

{coordinate | civic-address |

ecs-elin}

lidp med notification PaspeluaeT/3anpeliaer oTnpaeky ysegomneHunit LLDP MED o6

topology-change {enable | N3MEHEHUW TOMONOTUN.

disable} /3anpelieHo - enable — paspeluaeT oTNPaBKy yBeAOMNEHWN;

no lidp med notifications
topology-change

- disable — 3anpewaeT oTNpaBKy yBeAOMAEHUA.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

v
v

nopT rpynnbl.

Maketbl LLDP, npuHATble Yyepes rpynny NOPTOB, 3aNOMMHAIOTCA MHAMBUAYA/IbHO MOPTaMM
rpynnbl, NPUHABWIMMM coobieHuA. LLDP oTnpaBasAeT pasanuHble cooblieHUAa Ha KaxKablii

Pabota npoToKona LLDP He 3aBUCUT OT cOCTOAHMA NpoToKona STP Ha nopTy, naketbl LLDP oT-
NpPaBAAIOTCA U NPUHUMALIOTCA HA 3a6/10KMPOBaHHbIX NPOTOKOI0M STP-nopTax.

Ecnu nopt KoHTpoaupyetca no 802.1X, To LLDP pa6oTtaeT ¢ nOpTom TO/IbKO B C/lyyae, eciv oH

dBTOPU30BaH.
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KomaHOwbi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHON CTPOKKM pexnma Privileged EXEC:

console#

Tabnunua 119 — KomaHabl perkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

clear lidp table
[gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | oob]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6)

OunwaeT Tabamuy agpecos 06HAPYKEHHbIX COCEAHUX YCTPOWUCTB U
HauYMHaeT HOBbIM LMK 06MmeHa nakeTamu no npotokoay LLDP MED.

show lldp configuration
[gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | oob | detailed]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6)

MNokasbiBaeT LLDP-KoHdUrypauumn Bcex GU3MYECKMX UHTepdelicos
ycTpoicTBa IMbo 3agaHHbIX MHTepdencoB.

show lldp med configuration
[gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | oob | detailed]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6)

MoKasbiBaeT KOHOUIypaunmn paclmpeHma npotokona LLDP — MED
ONA Bcex GU3nYeCcKnx nHTepdpencos NMbo 3aaaHHbIX MHTepdelicos.

show lldp local
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | oob}

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6)

MNokasbiBaeT LLDP-uHbOpmaLmio, KOTOPYO aHOHCUPYET AaHHbIN
nopr.

show lldp local
tlvs-overloading
[gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | oob]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6)

MNoKasbiBaeT cTaTyc nepesarpysku TLVs LLDP.

show lidp neighbors
[gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | oob]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6)

MoKasbiBaeT MHPOPMALMIO O COCeAHUX YCTPOMCTBAX, HAa KOTOPbIX
paboTaet npoTtoKoa LLDP.

show lldp statistics
[gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | oob | detailed]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6

MNoKasbiBaeT cTaTUCTUKY LLDP.

[Mpumepbl 8bINOAHEHUA KOMAHO

= YcrtaHoBuTb And noprta te1/0/10 cheayowme tlv-nons: port-description, system-name, system-de-
scription. na gaHHoro nHtepdeica gobasuTb ynpasasatowmin agpec 10.10.10.70.

console (config)# configure
console (config) # interface tengigabitethernet 1/0/10

console (config-if)# 1lldp optional-tlv port-desc sys-name sys-desc
console (config-if)# 1ldp management-address 10.10.10.70

= [locmoTpeTb KoHUurypaumio LLDP:

console# show 1lldp configuration

Timer: 30 Seconds

LLDP state: Enabled
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Hold Multiplier: 4

Reinit delay: 4 Seconds

Tx delay: 2 Seconds

Notifications Interval: 5 Seconds
LLDP packets handling: Filtering
Chassis ID: mac-address

Port State Optional TLVs Address Notifications
tel/0/7 Rx and Tx SN, SC None Disabled
tel/0/8 Rx and Tx SN, SC None Disabled
tel/0/9 Rx and Tx SN, SC None Disabled
tel/0/10 Rx and Tx PD, SD 10.10.10.70 Disabled

Tabnnuya 120 — OnucaHune pesynbTaToB

lMone OnucaHue

Timer OnpeaenseT, Kak 4acTo ycTpolicTBo wneT LLDP-o6HOBNEHMA.

Onpepaenset BennumHy spemenu (TTL, Time-To-Live) Ana npuHMmaloLLero ycTpoicTsa, B
Hold Multiplier TEYEHNE KOTOPOTO HYXKHO YAEpPKMBaTb NPpMHMMaeMble nakeTbl LLDP nepea nx copocom:
TTL = Timer * Hold Multiplier.

OnpegenAaet MMHUMANbHOE BPEMSA, B TEHEHME KOTOPOro NopT 6y,D,ET OXHMOaTb nepen

Reinit delay nocbinkol cneaytouero LLDP-coobueHus.

Tx delay OnpegendaeT 3a4epXKKy mexxay nuocnep,yrou.l,mmm nepegadyamu LLDP-KagpoB, HULUKUPO-
BaHHbIX U3MEHEHMAMM 3HAYeHUI 1Mbo cTaTyca.

Port Homep nopTa.

State Pexum paboTbl nopTa gns npotokona LLDP.

TLV-onuuu, KoTopble nepeaatotca
BO3MOKHble 3HaYeHUA:

PD — OnuncaHue nopta;

SN — CuctemHoe nms;

SD — OnuncaHue cuctemsl;

SC — BO3MOKHOCTU CUCTEMDI.

Optional TLVs

Address AZpec ycTponcTBa, KoTopbli nepesaetcs B LLDP-coobweHusx.

Notifications YKa3blBaeT, pa3peLleHbl UK 3anpeLLeHbl ysegomaenma LLDP.

= [loKasaTb MHGOPMALMIO O COCEAHUNX YCTPOMCTBAX

console# show 1lldp neighbors

Port Device ID Port ID System Name Capabilities
Tel/0/1 0060.704C.73FE 1 ts-7800-2 B
Tel/0/2 0060.704C.73FD 1 ts-7800-2 B
Tel/0/3 0060.704C.73FC 9 ts-7900-1 B, R
Tel/0/4 0060.704C.73FB 1 ts-7900-2 W

Tabnnua 121 — OnucaHne pesynbTaTos

Mone OnucaHue
Port Homep nopra.
Device ID Nma nnn MAC-agpec cocegHero ycTpomncrsa.
Port ID NaeHTndumKaTop nopTa cocegHero ycTpoicTaa.
System name CucTemMHoe UMA yCTPOMCTBA.
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[aHHoe none onucbIBaeT TMN yCTPOMCTBa:

B — MocrT (Bridge);

R —MapuwpyTtusaTop (Router);

W — Touka goctyna WI-FI (WLAN Access Point);
T-TenedoH (Telephone);

D — DOCSIS-ycTpoticteo (DOCSIS cable device);
H — CeteBoe ycTpolicto (Host);

r — NosTopuTens (Repeater);

O — Tun HeunssecrteH (Other).

Capabilities

System description

OnucaHune coceaHero ycTpomncTaa.

Port description

OnucaHWe NopTa coceaHEero ycTpoicTaa.

Management address

Afpec ynpasaeHus ycTpoWCTBOM.

Auto-negotiation
support

OnpegendeT, NOAAepPKMBAETCA /I aBTOMATUYECKOE onpeaesieHne pexmma nopra.

Auto-negotiation status | OnpegaenseT, BK/AOYEHA AW NOAAEPIKKA aBTOMATUYECKOTO ONPeaeieHUn pexmma

nopTa.

OnpepenseT pexunmbl, nogaepKnsaemole GyHKLMEN aBTOMAaTUYECKOrO onpeseneHus
nopra.

Auto-negotiation
Advertised Capabilities

Operational MAU type Pabouunint MAU-TUN ycTpoWcTBa.

5.15.8 Hacmpoliika npomokona OAM

Ethernet OAM (Operation, Administration, and Maintenance), IEEE 802.3ah — ¢yHKLUMN YypOBHSA
KaHana nepefayy AaHHbIX NPeacTaBAAloT cobol NPOTOKOA MOHUTOPWMHIA COCTOAHWMA KaHana. B atom
NpoTOKO/IEe ANA Nepeaaydn MHGOPMALMKN O COCTOSHUM KaHana Mexay HenocpeacTBEHHO NOAKAOYEHHbIMU
ycTpoictBammu Ethernet mcnonb3yioTca 610KM faHHbIX npoTokona OAM (OAMPDU). O6a ycTtpoiictsa
OO/KHbI NoAAepKMBaTb cTaHaapT IEEE 802.3ah.

KomaHObI pexcuma KoHguypayuu uHmepagelicos Ethernet

Bua 3anpoca KoMaHAHOM CTPOKM B pexume KoHPurypaumnm nntepoericos Ethernet:
console (config-if) #

Tabnunua 122 — KomaHapl pexknuma KoHpurypaumm nHtepdetrica Ethernet

3HayeHue/3HayeHue
no yMmon4aHuo

KomaHda Aeiicmeue

ethernet oam BkatounTb nopaep:ky Ethernet OAM Ha noprty.

—/oTKnoYeHo
no ethernet oam / OTkntounTb Ethernet OAM Ha KOHdUrypupyemom nopry.
ethernet oam link-monitor BKntounTb noageprKKy «link-monitor».
supported
pp —/oTKAOYEHO

no ethernet oam link-mon-
itor supported

BoccTtaHOBUTL 3HaYEHWE NO YMONYAHUIO.

ethernet oam link-monitor
frame threshold count

YCTaHOBWUTb MOPOr KO/AMYecTBa OWMBOK 3a yKasaHHbIM nepuosg
(nepnopg, yctaHaBanBaetca komaHaon ethernet oam link-monitor

count: (1..65535)/1 frame window).

no ethernet oam link-mon-
itor frame threshold

BoccTtaHOBUTL 3HaYeHWE N0 YMONYAHMUIO.

ethernet oam link-monitor
frame window window window: (10..600)/100

YCTaHOBUTb BPEMEHHOW MPOMEXKYTOK A/ MOoACYETa KOMYecTsa
owmnboK.

no ethernet oam link-mon- mc
itor frame window

BoccTtaHOBUTL 3HaYEHWE NO YMONYAHMUIO.

YcTaHoBWUTb nopor ana cobbitua  «frame-period» (nepuop,
ycTaHaBnuBaeTtca KomaHgoi ethernet oam link-monitor frame-
period window).

ethernet oam link-monitor
frame-period threshold
count

count: (1..65535)/1
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no ethernet oam link-mon-
itor frame-period threshold

BoccTtaHOBUTb 3HaYEHWE N0 YMONYAHMUIO.

ethernet oam link-monitor
frame-period window win-
dow

no ethernet oam link-mon-
itor frame-period window

window:
(1..65535)/10000

YCTaHOBUTb BpPEMEHHOM MPOMEXKYTOK ansa cobbitna «frame-
period» (B Kagpax).

BoccTtaHOBUTb 3HaYEHWE NO YMONYAHUIO.

ethernet oam link-monitor
frame-seconds threshold
count

no ethernet oam link-mon-
itor frame-seconds thresh-
old

count: (1..900)/1

YctaHoBUTL nopor gna  cobbitna  «frame-period» (nepuog
yCTaHaBAMBaeTca KomaHzoi ethernet oam link-monitor frame-
seconds window), B cekyHaax.

BoccTtaHOBUTb 3HaYEHWE NO YMOYAHMUIO.

ethernet oam link-monitor
frame-seconds window
window

no ethernet oam link-mon-
itor frame-seconds window

window:
(100..9000)/100 mc

YCTaHOBUTb BpPEMEHHOM MPOMEKYTOK ana cobbitua «frame-
period».

BoccTtaHOBUTL 3HaYEHWE N0 YMOYAHMUIO.

ethernet oam mode {active
| passive}

YcTaHOBUTL pexkum paboTbl npoTtokona OAM:
- active — KommyTaTop nocToaHHo oTnpasnser OAMPDU;

no ethernet oam uni-direc-
tional detection aggressive

—/active - passive — KommyTaTop HaunHaet oTnpasaaTb OAMPDU TonbKO
npu Haanumum OAMPDU co BCTpeYHOM CTOPOHBI.
no ethernet oam mode BoccTaHOBWTL 3HaYEHWE N0 YMOIHAHUIO.
ethernet-oam remote-fail- BkntounTb nopaepkKy n 06paboTry cobbitnin «remote-failure».
ure
—/BKAOYEHO
no ethernet oam re- BoccTaHOBWTL 3HaUYEHWE MO YMOYAHUIO.
mote-failure
ethernet oam remote-loop- BKAtounTb NopaepKy GyHKLMM 3aBopoTa TpaduKa.
back supported — JoTknioueno
no ethernet oam re- BoccTtaHOBUTL 3HaYeHWe N0 YMOAYaHMUIO.
mote-loopback supported
ethernet oam uni-direc- BKkntounTb PyHKLUMIO OBHApYXKeHUs OAHOHANpPaBAEHHbIX CBA3eM
tional detection Ha 6a3e npoTokosa Ethernet OAM.
no ethernet oam uni-direc- —/oTkniodeHo BoccTaHOBWTL 3HaUYeHWE N0 YMOYAHUIO.
tional detection
ethernet oam uni-direc- Onpenenntb peakuuld KOMMYTaTopa Ha OAHOHAMNpPaBAEHHYH
tional detection action {log CBA3b:
| error-disable} - log — otnpaska SNMP trap v 3anucb B XKypHan;
—/log - error-disable — nepeBog nopta B coctosaHue «error-disable, 3a-
NUCb B XXypHan u otnpaska SNMP trap.
no ethernet oam uni-direc- BoccTaHOBWTL 3Ha4YeHWE N0 YMOHAHUIO.
tional detection action
ethernet oam uni-direc- BKNOUNTL arpeccuBHbIN pexum onpeaeneHns ogHOHanpaBieH-
tional detection agressive HOW cBA3W. Ecam OT cocesiHero ycTpoicTBa NepecTatoT NpUxoanTb
Ethernet OAM-coobLLeHNA — IMHK NOMeYaeTcA Kak O4HOHanpas-
—/oTKAOYEHO

JIEHHBbIN.

BoccTtaHOBUTL 3Ha4YeHMe no YMON4YaHUIO.

ethernet oam uni-direc-
tional detection discovery-
time time

no ethernet oam uni-direc-
tional detection discovery-
time

time: (5..300)/5 cek

YCTaHOBUTb BPEMEHHOI MHTEPBaN 414 onpeaesieHns TUna CBA3N
Ha nopry.

BoccTtaHOBUTL 3Ha4YeHMe no YMON4YaHUIo.

KomaHObl pexcuma privileged EXEC

Bce KomaHAbl AOCTYMHbI ANA NPUBMAErMPOBAHHOIO MoJsib3oBaTena. Bua 3anpoca KomaHAHOM

CTPOKMU pexkmnma privileged EXEC:

console#
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Tabnmua 123 — KomaHabl pexunma privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4YaHuro

Aeiicmeue

clear ethernet oam statis-
tics [interface {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
hundredgigabitethernet
hu_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
hu_port:(1..8/0/1..6)

Oumnctutb ctatucTuky Ethernet OAM pns ykasaHHOro WHTep-
deiica.

show ethernet oam discov-
ery [interface {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
hundredgigabitethernet
hu_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
hu_port:(1..8/0/1..6)

OTo6pasunTb cocTosiHMe npoTokona Ethernet OAM panAa yKkasaH-
Horo uHTepdelica.

show ethernet oam statis-
tics [interface {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
hundredgigabitethernet
hu_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
hu_port:(1..8/0/1..6)

OTO6pa3nTb CTaTUCTUKY OOMEHA NPOTOKOIbHbIMU COOBLEHNAMM
ONA yKasaHHOro uHTepdelica.

show ethernet oam status
[interface {gigabitether-
net gi_port | tengiga-
bitethernet te_port | for-
tygigabitethernet fo_port |
hundredgigabitethernet
hu_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
hu_port:(1..8/0/1..6)

OTo6pa3nTb HacTpoiku Ethernet OAM ana ykasaHHOro WHTep-
deiica.

show ethernet oam uni-di-
rectional detection [inter-
face {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port |
hundredgigabitethernet
hu_port}]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
hu_port:(1..8/0/1..6)

OTto6pasnTb COCTOAHME MexaHM3Ma onpeaeneHus oAHOHanpas-
NeHHbIX CBA3el ANA yKa3aHHOro nHTepodelica.

ethernet oam remote-loop-
back {start | stop} {inter-
face {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port |
hundredgigabitethernet
hu_port}}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
hu_port:(1..8/0/1..6)

3anyck/ocTaHOBKa yAaneHHOW NeTAn A1A YKasaHHOro WHTep-
deiica.

[pumepsi 8biM0AHEHUS KOMAHO

=  OT06pasnTb COCTOAHWE NPOTOKOIA ANA nNopTa tengigabitethernet 1/0/3:

console# show ethernet oam discovery interface TenGigabitEthernet 1,/0/3

Local client

Mode:
Unidirection:
Link monitor:
Remote loopback:
MIB retrieval:
Mtu size:

tengigabitethernet 1/0/3

Administrative configurations:

active

not supported
supported
supported

not supported
1500
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Port status:

PDU revision:
Remote client

MAC address:

Vendor (oui) :

PDU revision:
Mode:

Unidirection:
Link monitor:

MIB retrieval:
Mtu size:
console#

Loopback status:

Remote loopback:

Operational status:

operational
no loopback
3

a8:£f9:4b:0c:00:03
a8 f9 4b
Administrative configurations:

3

active

not supported
supported
supported

not supported
1500

5.15.9 Hacmpoiika ¢pyHkyuu Flex-link

Flex-link — ¢yHKUMA pesepBMpoBaHMsA, NpegHasHayeHHasa aaa obecneyeHWs HaALEKHOCTM KaHana
nepefaun gaHHbix. B ceaske flex-link moryt HaxoguTbca uHTepdelicol Ethernet u Port-channel. OguH 13
3TUX UHTepdencoB HaxoamnTca B 3ab1OKMPOBAHHOM COCTOAHMMU M HAYMHAET NPONYCKaTb TPadMK TONbKO B
CNy4ae aBapuu Ha BTOPOM UHTepdelice.

KomaHObI pexcuma KoHgu2ypuposaHuUsa uHmepgeltica Ethernet, uHmepagelica 2pynnsl NIOpPMos

Bug 3anpoca KOmMaHAHOW CTPOKU B pPeXMMe KOHPUrypupoBaHua wuHTepdenca Ethernet,

nHTepdelica rpynnbl NOPTOB:

console (config-if) #

Tabnuua 124 — KomaHabl pexknuma KoHoburypmposaHua nHtepdeiica Ethernet, rpynnbsl nopTos

KomaHda

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

flex-link backup {gigabitether-
net gi_port | tengigabitether-
net te_port | hundredgiga-
bitethernet hu_port | port-
channel port_channel}

no flex-link backup {giga-
bitethernet gi_port | tengiga-
bitethernet te_port |
hundredgigabitethernet
hu_port | port-channel
port_channel}

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
hu_port: (1..8/0/1..32);
port_channel (1..48)/-

Bkntoyaert flex-link Ha nHTepdeiice n HasHayaeT BbIGPAaHHOMY UHTep-
deiicy ponb backup-uHtepoderica B flex-link nape.

BoikntoyaerT flex-link Ha MHTepdeiice u yaansaeT BbIbpaHHbIN UHTEp-
deiic us flex-link napol.

flex-link preemption mode
[forced | bandwidth| off]

-/off

3apaet aeicreme Npy NoAHATUKM MHTepdeiica, ydacTeytoutero Bo flex-
link:

- forced — ecnmn nogHaBWMIiCA MHTepdenc HacCTPOEH Kak master, To
OH CTaHET aKTUBHbIM UHTepdeiicom;

- bandwidth — npu nogHATUM MHTEpPdEiCa aKTUBHBIM CTaHET UHTEP-
deic c 6onbLIein NPonyCcKHOW CNoCcoBHOCTbLIO;

- off — nogHaBWMIicA nHTepdelic ocTaHeTcs B 3a6/10KMPOBAHHOM CO-
CTOAHUW.

no flex-link preemption mode

Bo3BpallaeT 3HaueHMe No YMOHaHUIO.

flex-link preemption delay de-
lay

no flex-link preemption delay

delay: (1..300)/35

3asaeT Bpems OT nNepexoa OTKAOYEHHOTO MOPTa B COCTOSHUE «UpP»,
Mo NPOLECTBUM KOTOPOro BbINOIHAETCA A4ENCTBME, YCTAaHOBNEHHOE
komaHgoii flex-link preemption mode.

- delay — nepvopg BpemeHu, B CEKYHAAX.

Bo3BpallaeT 3Ha4YeHMe No YMOIYaHUIO.
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KomaHOwbi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHON CTPOKKM pexnma Privileged EXEC:
console#

Tabanuya 125 — KomaHzabl pexkmma EXEC

3HavyeHue/3HayeHue .
KomaHda / Aelicmeue
o ymon4aHuro

show interfaces flex-link

[detailed] {gigabitethernet gi_port: (1..8/0/1..24);

gi_port | tengigabitethernet te_port: (1..8/0/1..4); .
te_port | hundredgiga- hu_ port: (1..8/0/1..32); MokasbiBaeT KoHdurypaumio dyHKumm flex-link.
bitethernet hu_port | port- port_channel: (1..48)

channel port-channel}

5.15.10 Hacmpolika ¢pyHKyuu Layer 2 Protocol Tunneling (L2PT)

®yHKuma Layer 2 Protocol Tunneling (L2PT) nossonseT nponyckaTb CAyXebHble MaKeTbl
pa3nunuHbix L2-npoTokonos (PDU) uepes ceTb npoBaigepa, 4YTO NO3BOJIAET MPO3PaYyHO CBA3aTb
K/IMEHTCKNE CErMEHTbI CETU.

L2PT uHkancynupyet PDU Ha nHTepdeiice KOMMyTaToOpa, rPaHNYallLero ¢ 06opyaoBaHuem, Kagpbl
KOTOPOro HeEObXOAMMO MHKAMCY/IMPOBaTb, U NepenaeT UX Ha APYro Takok e KOMMYTaTop, KOTOPbIH
OXMAaeT MHKAMNCY/IMPOBaHHble Kagpbl, a 3aTem AeKancyampyeT MX. ITO NO3BOAAET Mo/sb30BaTesiam
nepefasaTb MHPOPMaUMIO 2-T0 YPOBHA Yepe3 ceTb npoBaigepa. KommyTtatopbl npenocTaBaatoT
BO3MOXHOCTb MHKAMNCY/IMPOBATb CAy»KebHble nakeTbl npoTokosaos STP, LACP, LLDP, IS-IS.

[pumep

Ecnu BkAtoumTb L2PT ana npotokona STP, To KommyTaTopsl A, B, C 1 D 6yayT 06beanHeHbl B 04HO
CBA3yloLLee AepeBo, HECMOTPSA Ha TO, YUTO KOMMYTaTop A He coeaAUHEH HanPAMYI0 C KOMMyTaTopamu B,
C v D. UHPopmauma 06 nameHeHUN TONONOTMKN CETU MOXKET BbITb NepesaHa CKBO3b CETb NpoBaliaepa.

CeTb
npopamngepa

LIl ] switen2

PucyHok 47 — Mpumep paboTbl dyHKunmM L2PT
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Anroputm paboTbl GyHKUMOHaNA cieayowmi:
MHKancynauma:

1. Bce L2 PDU nepexsatbiBatoTca Ha CPU.

2. Noacuctema L2PT onpeaensaeTt L2-npOTOKO/, KOTOPOMY COOTBETCTBYET NpuHATbIN PDU, U
npoBepsAeT, BKAOYEHA /1M HA NOPTY, C KOTOpPOro NpuHAT 3ToT PDU, HacTpowka I2protocol-
tunnel ans gaHHoro L2-npoToKona.

Ecau HaCTpOVIKa BK/TlO4EHaQ, TO!

— Bo Bce nopTbl VLAN, Ha KOTOPbIX BK/IOYEHO TYHHEeAnpoBaHue, oTnpasaaetca PDU-kaap;

— Bo Bce noptbl VLAN, Ha KOTOpbIX BbIK/JAIOYEHO TyHHE/IMPOBaHWe, OTNpaBaAeTcA
WMHKancynnpoBaHHbi  PDU-kagp (ucxoaHbii Kagp ¢ Destination MAC-agpecom,
N3MEHEHHbIM HA TYHHE/IbHbIN).

Ecnu HacTpoiiKa BbIKAOYEHA, TO:
— PDU-Kagp nepeaaetca B 06paboTyMK COOTBETCTBYIOLLENO NPOTOKONA.
Jekancynauua:

3. PeanusosaH nepexsaT Ha CPU Ethernet-kagpos ¢ MAC-agpecom HasHayeHud, 3a4aHHbIM
npu nomowm KomaHapl 12protocol-tunnel address xx-xx-xx-xx-xx-xx. [epexsaT BKAtOYaeTCA
TO/IbKO TOTZa, KOrga XoTa 6bl Ha 04HOM NOPTY BK/IKOYEHA HacTpoiiKa I2protocol-tunnel (Hesa-
BMCMMO OT NPOTOKONA).

4. [pw nepexsaTte naketa c MAC-aapecom Ha3HaAYEeHMA XX-XX-XX-XX-XX-XX, OH CHayana nonagaet
B noacuctemy L2PT, koTopasa onpeaenset L2-npoTokon ana gaHHoro PDU no ero 3aronoBsky,
W npoBepsAeT, BKAOYEHa /iU Ha MOPTY, C KOTOPOro MPUHAT WHKANCyanMpoBaHHbIM PDU,
HacTpolika I2protocol-tunnel gnsa ganHoro L2-npoTokona.

Ecnu HacTpolika BKOYEHa], TO:

—  MOPT, C KOTOPOro 6bln NoNyYeH MHKaNCyAMpoBaHHbIA PDU-Kaap, 610KMpyeTcsa ¢ npuyYnHoOm
[2pt-guard.

Ecnu HaCTDOVIKa BbIK/TKOYEHA!

— Bo Bce noptbl VLAN, Ha KOTOpbIX BKAOYEHO TYHHE/NIWpOBaHWe, OTNpaBaAeTcA
AeKkancynmpoBaHHbIn PDU-Kaap;

— BO Bce nopTbl VLAN, Ha KOTOpbIX BbIKJAKOYEHO TYHHENUPOBaHWE, OTNpaBAAeTCA
WMHKancynnpoBaHHbI PDU-Kkaap.

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexkmnma rnobanbHOM KOHGUrypaumm:

console (config) #
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Tabnmua 126 — KomaHap! pexkmma rnobanbHon KoHGUrypaumm

3HayeHue/3Ha4yeHue
no ymon4YaHuro

KomaHda Aeiicmeue

12protocol-tunnel address
{mac_address}

mac_address: 3apatb MAC-agpec Ha3HayeHUAa Ana TYHHenMpyemblx Kagpos.

(01:00:ee:ee:00:00,
01:00:0c:cd:cd:d0,
01:00:0c:cd:cd:d1,
01:00:0c:cd:cd:d2,

01:0f:e2:00:00:03)/

I2protocol-tunnel ad-
no I2protocol-tunnel ad 01:00:ee:€:00:00

dress

YCTaHOBWUTb 3HAYeHME NOo YMOI4aHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Ha uHTepdeiice, rpaHuuaLLEM C OKOHEUYHbIM YCTPOUCTBOM, He noagepusaowmm STP,
V DONXeH bbITb OTKAIOUeH NpoToKoa STP (spanning-tree disable) n BkaoueHa punbrpauua
BPDU (spanning-tree bpdu filtering).

BuAa 3anpoca KOMaHAHOM CTPOKKU B pernme KoHdurypaumm nntepoeiica Ethernet, nHtepdeiica
rpynnbl NOPTOB:

console (config-if) #

Tabnnua 127 — KomaHabl perkmuma KoHourypaumm nHtepdelica Ethernet

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

12protocol-tunnel {stp |
lacp | lidp | isis-I1 | isis-12
| pvst | cdp | dtp | vtp |
pagp | udid}

no I2protocol-tunnel {stp |
lacp | lidp| isis-I1 | isis-12 |
pvst | cdp | dtp | vip |
pagp | udid}

-/BbIKNIOYEHO

BkAtoueHuMe pexkmma nHKancynaummn naketos STP BPDU.

BbikntoueHne pexuma nHkancynaumm naketos STP BPDU.

12protocol-tunnel cos cos

no I2protocol-tunnel cos

cos: (0..7)/5

3apaTb 3HaveHne CoS ana 3anakoBaHHbIXx PDU-Kaapos.

YctaHoBKa CoS B 3HaYeHMe N0 YMOYaHUIO.

12protocol-tunnel drop-
threshold {stp | lacp | lidp
| isis-11 | isis-12 | pvst | cdp
| dtp | vtp | pagp | udid}
threshold

no I12protocol-tunnel drop-
threshold {stp | lacp | lidp
| isis-11 | isis-12 | pvst | cdp
| dtp | vtp | pagp | udid}

treshold: (1..4096)/
BbIK/IOYEHO

HacTpo¥ika noporosoro 3Ha4eHua cKopocTn Bxoaawmx PDU-Kkag-
poB (B NakeTax B CEKYHAY), NONYYEHHbIX M MNOANEXKALLMX UHKAN-
cynsumu. MNpu npesbiweHnn nopora PDU oTbpackiBatoTcs.

OTK/IOYaEeT peXKMM KOHTPOA CKOpOCTH BXxogAwmx PDU-Kagpos.

12protocol-tunnel
shutdown-threshold {stp |
lacp | lldp | isis-I1 | isis-I2
| pvst | cdp | dtp | vtp |
pagp | udld} threshold

no I2protocol-tunnel
shutdown-threshold {stp |
lacp | lldp | isis-I1 | isis-I2
| pvst | cdp | dtp | vtp |
pagp | udid}

treshold: (1..4096)/
BbIK/IOYEHO

HacTpoiika noporoBoro s3Ha4eHus CKopocTu Bxogalwmx PDU- kaa-
poB (B MaKeTax B CEKYHAY), MONYYEHHbIX U NOANENKALLMX UHKAN-
cynauun. NMpwu npesbilieHMW Nopora nopT byaeT nepeBeseH B CO-
ctosiHue Errdisable (oTkntoueH).

OTK/IOYaEeT peXKMM KOHTPOIA CKOpOCTM BXxoaAwmx PDU-Kagpos.
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KomaHOwbi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHON CTPOKKM pexnma Privileged EXEC:
console#

Tabanua 128 — KomaHgabl perkmma Privileged EXEC

3HayeHue/3Ha4yeHue

KomaHnoa Aelicmeue
no yMonYaHuto

show I2protocol-tunnel OTobparkaeT nHbopmaumio L2PT ana yKasaHHoOro uMHTepodeica
[gigabitethernet gi_port | gi_port: (1..8/0/1..24); WY ANA Bcex MHTepdeincoB, Ha KOTOPbIX BKAtoYeH L2PT, ecium uH-
tengigabitethernet te_port te_port: (1..8/0/1..24); Tepdelic He yKaszaH.
| hundredgigabitethernet hu_port: (1..8/0/1..32);
hu_port | port-channel group: (1..48)
group]
clear I2protocol-tunnel OuncTka ctatuctnkm L2PT ana ykaszaHHoro uHtepdeica nnm ana
;a:::tr;ci [gigabitethernet gi_ port: (1..8/0/1..24); zcee;é:;:?dmmcos, Ha KOTOpbIX BKAtoYeH L2PT, ecam uHtepodeiic
te_ngigabitethernet te_port te_port: (1..8/0/1..24);

oo - hu_port: (1..8/0/1..32);
| hundredgigabitethernet i
hu_port | port-channel group: (1..48)
group]

[pumepbl 8b1M0AHEHUS KOMAHO

= YCTaHOBUTb TyHHeNbHbI MAC-aapec B 3HayeHuMe 01:00:0c:cd:cd:d0, BKAtounTb 0TNpaBky SNMP
traps ot Tpurrepa I2protocol-tunnel (Tpurrepa Ha cpabatbiBaHne drop-threshold u shutdown-
threshold).

console (config) #12protocol-tunnel address 01:00:0c:cd:cd:d0
console (config) #snmp-server enable traps l2protocol-tunnel

= BKAOUNTb pemm TyHHenupoBaHuAa STP Ha uHTepdeiice, ycTaHOBUTL 3HavyeHMe CoS-nakeTos
BPDU paBHbIM 4, BK/IIOUMTb KOHTPOIb CKOPOCTU BXOAALWMX NakeTos BPDU.

console (config) # interface tengigabitEthernet 1/0/1

console (config-if) # spanning-tree disable

console (config-if) # switchport mode customer

console (config-if) # switchport customer vlian 100

console (config-if) # 12protocol-tunnel stp

console (config-if) # 12protocol-tunnel cos 4

console (config-if)# 12protocol-tunnel drop-threshold stp 40
console (config-if) # 12protocol-tunnel shutdown-threshold stp 100

consolef#show 12protocol-tunnel

MAC address for tunneled frames: 01:00:0c:cd:cd:d0

Port CoS Protocol Shutdown Drop Encaps Decaps Drop
Threshold Threshold Counter Counter Counter

tel/0/1 4 stp 100 40 650 0 450

Mpumepsbl coobLLeHMUN 0 cpabaTbiBaHMM TpUrrepa:

12-Nov-2015 14:32:35 %-I-DROP: Tunnel drop threshold 40 exceeded for interface
tel/0/1

12-Nov-2015 14:32:35 %-I-SHUTDOWN: Tunnel shutdown threshold 100 exceeded for
interface tel/0/1
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5.16 Voice VLAN

Voice VLAN wucnonb3yetca ana BblaeneHua VolP-obopyaoBaHua B otaenbHyto VLAN. Ons VolP-
KagpoB MoryT bbiTb Ha3sHauyeHbl QOS-aTpubyTbl AnA npuopuTusauum TpadpuKka. Knaccndbumkauma Kaapos,
OoTHOCALMXCA K Kagpam VolP-obopypoBaHua, 6a3mpyetca Ha OUI (Organizationally Unique Identifier —
nepsble 24 6uta MAC-agpeca) oTnpasutens. HasHaveHue Voice VLAN pans noprta npoucxoaut
aBTOMATMYECKM — Korga Ha nopT noctynaeT Kaap ¢ OUl u3 tabauubl Voice VLAN. Koraa nopt onpeaensercs,
Kak npuHagnexxawmit Voice VLAN — aaHHbIM nopT gobasnsaetca Bo VLAN Kak tagged. Voice VLAN npumeHum
ONA CNefyoWmnX CXem:

— VolP-0bopygoBaHMe HacTpamBaeTcsi, YToObl paccbinatb TermpoBaHHble nakeTsl, ¢ ID Voice
VLAN, HacTpOEeHHbIM Ha KOMMYTaTOpE;

— VolP-obopynoBaHue paccbinaet HetermpoBaHHble DHCP-3anpocbl. B otBete ot DHCP-
cepBepa npucytcteyeT onuma 132 (VLAN D), ¢ nomolibio KOTOPOM YCTPOMCTBO
aBTOMaTMYecKun HasHavaeT cebe VLAN ana mapkuposku TpaduKa (Voice VLAN).

/ Ona HasHaueHuA Voice VLAN Ha cTOpOHe OKOHeYyHoro o6opyaoBaHua Heobxo4MMo UCNo/b3o-
BaTb lldp-med noantukun nam DHCP.

Cnucok OUl-npoussoauntenei VolP-o60pyaoBaHuA, AOMUHUPYIOWMX HA PbIHKE:

oul dupma-npounssoautenb
00:E0:BB 3COM
00:03:6B Cisco
00:EQ:75 Veritel
00:DO0:1E Pingtel
00:01:E3 Siemens
00:60:B9 NEC/ Philips
00:0F:E2 Huawei-3COM
00:09:6E Avaya

V Voice VLAN mo3KeT 6bITb aKTUBUPOBAH Ha NopTax, paboTalowmx B pexkume trunk u general.

KomaHObI pexcuma 2a0b6aab6Hol KOHuU2ypayuu

Bua, 3anpoca KomaHAHOW CTPOKM pexkmma rnobanbHon KoHdurypauuu:
console (confiqg) #

Tabnnua 129 — KomaHab! perknma riobanbHoM KoHGUrypaumm

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4vaHuro
voice vlan aging-timeout YcTaHaBAMBaeT TaliMmayT Ana nopTa, NpUHagexKalero K voice-
timeout timeout: vlan. Ecav ¢ nopTa B TeueHue 3a,a,aHHo.ro BpemeHM He 6blN0 Kag-
(1..43200)/1440 pos ¢ OUl VolP-obopyaoBaHusa, To voice vlan yaansercs ¢ aaH-
HOro nopTa.
no voice vlan aging-timeout BoccTaHaBAMBaeT 3HaYeHME MO YMOYAHUIO.
voice vlan cos cos [remark] YcTaHaBAMBAET BbIXOAHYIO oyepeab Ans Tpaduka B Voice VLAN B
COOTBETCTBUM C HAcTpoeHHbIM ans Voice VLAN CoS 6e3 cmeHbl
cos: (0-7)/6 coS. .
- remark — BkAtoYaeT nepeHasHavyeHne CoS Ha yKasaHHbIW Ana
Tpadmka B Voice VLAN.
no voice vlan cos BoccTaHaBAMBaeT 3Ha4YeHME N0 YMONYAHUIO.
voice vlan id vian_id vlan_id: (1..4094) YcraHasnvBaet naeHtudumrkatop VLAN gna Voice VLAN
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no voice vlan id

Ypanset ugentuoukatop VLAN gns Voice VLAN
Ana ypanenma uaeHtudukatopa VLAN Tpebyertca
npeaBapuUTeNbHO OTKAOUYMTbL PyHKUMIo voice vlan Ha
BCEX noprax.

voice vlan oui-table {add oui |
remove oui} [word]

no voice vlan oui-table

word: (1..32) cumBonos

MNo3BonseT pegakTMposBaTb Tabanuyy OUL.
- oui — nepsble 3 6alita MAC-agpeca;
- word — onuncaHue oui.

Ynanser Bce Nonb3oBaTebckue nameHeHma OUI-Tabanubl.

voice vlan state {oui-enabled |
disabled}

no voice vlan state

-/BbIKNOYEHO

BkatounTb/oTKAOUMTb Voice VLAN.

BepHyTb 3HaUYeHME N0 YMOAYaHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm mHtepdelica Ethernet, untepdelica

rpynnbl NOPTOB:

console (config-if) #

Tabnunua 130 — KomaHabl perkuma KoHourypaumm nHtepdelica Ethernet

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

voice vlan enable

Bkntouaet Voice VLAN ana nopra.

no voice vlan cos mode

- -/oTKNOYEHO -
no voice vlan enable OTKkntoyaeT Voice VLAN gns nopTa.
voice vlan cos mode {src | all} BK/toyaeT MapKMpPOBKY TpaduKa Aaa BCeX Kagpos, B0 TONbKO
-/src ANA UCTOYHMKA.

BoccraHaBnnBaeT 3HaYeHMe N0 YMOYAHUIO.

5.17 FpynnoBas agpecauus

5.17.1 ®yHKYyua nocpedHuKa npomokona IGMP (IGMP Snooping)

®yHKuUMA IGMP Snooping ucnonb3yetcsa B ceTAX rPynnoBoM paccbinku. OcHoBHOM 3aaadveit IGMP
Snooping sBAsAeTcs NpeAoCTaBNEHWME MHOroaApecHoro TpaduKa TONbKO Ans Tex MNOPTOB, KOTOpble

3anpocunnau ero.

%

IGMP Snooping MoXeT UCNO0/1b30BaTbCA TONLKO B cTaTuuecKoii rpynne VLAN. NMogpepKusa-
toTca sepcum npotokona IGMP - IGMPv1, IGMPv2, IGMPv3.

’ ' Yto6bl IGMP Snooping 6bin akTUBHbIM, GyHKLMA rpynnoBoii punbTpaumm “bridge multicast
e filtering” pomxHa 6biTb BKAOYeHa (cm. paspen 5.17.2 MpaBuna rpynnoBoi agpecauum
(multicast addressing)).

PacnosHaBaHWe NOPTOB, K KOTOPbIM NOAKAOYEHBI MHOFOQ4pPECHbIEe MapLIPYTU3aTOpPbl, OCHOBAHO Ha

cneayolmx cobbITuaAX:

— IGMP-3anpocbl NPUHATbLI HA NOPTY;

— nakeTbl npoTokoa Protocol Independent Multicast (PIM/PIMv2) npuHATbI Ha NopTy;

— NakKeTbl NPOTOKO/1a MHOroaapecHon mapuwpyTtusaumm Distance Vector Multicast Routing Protocol
(DVMRP) npuHATLI Ha NopTy;

— naketbl npoTokona MRDISC npnHATbI Ha NOpTY;

— nakKetbl NnpoTokona Multicast Open Shortest Path First (MOSPF) npuHATbI Ha NOpPTY.
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KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexnma rnobanbHOM KOHOUIypaumm:

console (confiqg) #

Tabnunua 131 — KomaHabl pexkmma rnobanbHoM KoHurypaumm

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuwo

Aelicmeue

ip igmp snooping

no ip igmp snooping

Mo ymonuyaHutio
dYHKUMA BbIKAOYEHA

PaspewaeT ncnonb3oBaHue ¢yHKUMM IGMP Snooping kKommyTa-
TOpoM.

3anpeuaet ncnonb3osaHne ¢yHKUMKM IGMP Snooping KommyTa-
TOpOM.

ip igmp snooping vlan vian_id

no ip igmp snooping vlan
vlan_id

vlan_id: (1..4094)
Mo ymonuyaHutio
dYHKLMA BbIK/IOYEHA

Paspewaet ncnonb3osaHune ¢yHkunmn IGMP Snooping KommyTa-
TOpPOM AN18 AaHHOro uHTepderica VLAN.
-vlan_id — naeHTUOUKaUMOHHBIA Homep VLAN.

3anpewaeT ucnonb3osBaHne eyHKUmMmM IGMP Snooping kKommyTa-
TOpPOM AN1A AaHHOro uHTepderica VLAN.

ip igmp snooping vlan vian_id
static ip_multicast_address
[interface { gigabitethernet
gi_port | tengigabitethernet
te port |
hundredgigabitethernet
hu_port | port-channel group}]

no ip igmp snooping vlan
vlan_id static ip_address
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}]

vlan_id: (1..4094);
gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1..8/0/1..32);

group: (1..32)

Pernctpupyert rpynnosoi IP-agpec B Tabauue rpynnosoi agpeca-
LMU U CTaTUYECKN [06aBNAET UHTepdeNCbl U3 rpynnbl ANA TEKY-
wen VLAN.

-vlan_id — naeHTUOUKaUMOHHBIM Homep VLAN;

- ip_multicast_address — rpynnosoi IP-agpec.

MNepeuncneHne nHTephEcoB OCyLLECTBAACTCA YEPEe3 «—» U «,».

Ypanset rpynnosou IP-agpec 13 Tabanupl.

ip igmp snooping vlan vian_id
mrouter learn pim-dvmrp

no ip igmp snooping vlan
vlan_id mrouter learn
pim-dvmrp

vlan_id: (1..4094)
Mo ymonuyanuio
paspelueHo

Paspewaet gna gaHHon rpynnbl VLAN aBTOMaTMyeckoe pacno-
3HaBaHMe MOPTOB, K KOTOPbIM MOAK/AOYEHbl MHOroaapecHble
MapLLpPyTU3aTOPbI.

-vlan_id — naeHTUOUKaUMOHHbIM Homep VLAN.

3anpewaeT ana gaHHou rpynnbl VLAN aBTOMaTtMyeckoe pacno-
3HaBaHMe MOPTOB, K KOTOPbIM MOAKAOYEHbl MHOroafpecHble
MapLLpPyTU3aTOPbI.

ip igmp snooping vlan vian_id
mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

no ip igmp snooping vlan
vlan_id mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1..8/0/1..32);

group: (1..32)

Onpepensaetr MNOpT, K KOTOPOMY MNOAK/OYEH MapLupyTM3aTop
MHOTroaZpecHOM PaccblIKM Ans 3agaHHomn VLAN.
-vlan_id — naeHTMdUKauMOHHbIM Homep VLAN.

YKa3bIBaeT, YTO K MOPTY He MOAKNOYEH MApPLLIPYTU3aTOP MHOrO-
afpecHol paccblIKu.

ip igmp snooping vlan vian_id
forbidden mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1..8/0/1..32);

group: (1..32)

YcTaHaBAMBAET 3anpeT Ha onpejeneHne nopra (cTaTuyecku, au-
HaMMWYECKM) KaK NOPTa, K KOTOPOMY NOAKNOYEH MApPLLPYTU3ATOP
MHOroaZpecHoi Paccblnku.

- vlan_id — naeHTMPMKaumoHHbIN Homep VLAN.
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no ip igmp snooping vlan
vlan_id forbidden mrouter
interface {gigabitethernet
gi_port | tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}

CHMMaeT 3anpeT Ha onpeaeneHne NopTa Kak nopTa, K KOTOPomy
NOAKNOYEeH MapLIPYTM3aTOP MHOTO3aAPECHOW PacCbIIKK.

ip igmp snooping vlan vian_id
querier

no ip igmp snooping vian

vlan_id: (1..4094);
-/Bblgaya 3anpocos

BkatoyaeT noaaep KKy Bbl4aumn 3anpocoB igmp-query KOMMyTaTo-
pom B gaHHoi VLAN.

OTKNIOYaeT NOAAEPKKY BblAauM 3aMpOCOB igmp-query KOMmmyTa-

. R OTK/ItOYEHa M
vlan_id querier TOpom B AaHHoOW VLAN.
ip igmp snooping vlan vian_id YcTtaHasnauBaet Bepcmio IGMP-NpoTOKOa, HA OCHOBAHWM KOTO-
querier version {2 | 3} poii byayT dopmuposaTbea IGMP-query 3anpocbl.

-/IGMPv3

no ip igmp snooping vlan
vlan_id querier version

YcTaHaBAMBaeT 3HaYeHWe No YMOHAHUIO.

ip igmp snooping vlan vian_id
querier address ip_address

no ip igmp snooping vlan
vlan_id querier address

vlan_id: (1..4094)

OnpegpenseTr ucxogHbli IP-agpec, KoTopblt byaeT Mcnonb3o-
BaTbcA IGMP querier-om. Querier — ycTPOMCTBO, KOTOPOE OTNpPaB-
naet IGMP-3anpocbl.

YcTaHaBAMBaeT 3Ha4YeHMe No ymon4aHuto. Mo ymonyaHuio ecnm
IP-agpec HacTpoeH ana VLAN, OH Mcnonb3yetca B KayecTse aa-
peca uctodHmka IGMP Snooping Querier.

ip igmp snooping vlan vian_id
replace source-ip ip_address

no ip igmp snooping vlan
vlan_id replace source-ip

vlan_id: (1..4094);
ip_address:
A.B.C.D/0.0.0.0

BKntoyaeT 3ameHy IP-agpeca NCTOYHMKA Ha yKa3aHHbIM IP-ag-
pec Bo Bcex naketax IGMP report B 3agaHHol VLAN.
-vlan_id — naeHTUOUKaUNOHHBIN HoMep VLAN;
- A.B.C.D — IP-agpec, Ha KOTOpbIn byaeT npov3BeseHa 3aMeHa
SRC IP.
3Ha4yeHue no ymonyaHuio 0.0.0.0 rosopuT 0 TOM, 4TO 3a-
V meHa SRC IP IGMP report npou3BoauTbca He 6yaer.

OTkntovaeT 3ameHy IP-agpeca uctouHmKa B naketax IGMP report
B 3a4aHHoM VLAN.

ip igmp snooping vlan vian_id
immediate-leave [host-based]

no ip igmp snooping vlan
vlan_id immediate-leave

vlan_id: (1..4094);
-/BbIKNIOYEHO

BkntounTb npouecc IGMP Snooping Immediate-Leave Ha Tekywiel
VLAN. O3HayaeT, 4To NopT A0/IKEH ObITb HEMEeANEHHO YAaNeH U3
rpynnel IGMP nocne nonyyeHuns coobueHma IGMP leave.

- host-based — mexaHu3m fast-leave cpabaTbiBaeT TONbKO B TOM
cnyyae, Korga Bce NOAKAOYEHHble K JaHHOMY MOpTy NO/b30Ba-
TEAW OTNMCANUCh OT rpynnbl (CYETYMK NONb30BaTENeN BeAEeTCA HaA
ocHoBaHuK Source MAC-agpecos B 3aronoskax IGMP-report’os);

OTkntounTb npouecc IGMP Snooping Immediate-Leave Ha Teky-
wein VLAN.

ip igmp snooping vlan vian_id
proxy-report [version version]

no ip igmp snooping vlan
vlan_id proxy-report

vlan_id: (1..4094);
version: (1..3)

Bkntountb GyHKUMIO proxy report B onpeseneHHom VLAN. Mpu
BKNOYEHUM 3TOW OYHKLUMM KOMMYTaTop Ha npuwegwue IGMP
query byaeT oTBeYaTb OT cBOero MmeHu. Knmentckme IGMP report
npu sTom oTbpacbiBatoTca.

- version — ycTaHaBsauBaeT Bepcuio IGMP ana oTnpasKK NakeTos.
Mo ymonuyaHuio Bepcua onpeaenseTca No npuweglemy Ha Kom-
myTaTop nakety IGMP query.

BbikntounTb Proxy report 8 onpeaeneHHom VLAN.

ip igmp snooping vlan vian_id
€OS oS

no ip igmp snooping vlan
vlan_id cos cos

vlan_id: (1..4094);
cos: (0..7)/0

YcTaHaBAMBaeT 3HayeHue CoS A/1f UCXOAALLMX B NOPT
mrouter IGMP-coobLeHunii B ykazaHHon VLAN.
-vlan_id — naeHTMdUKaumMoHHbI Homep VLAN;

- €COS — Knacc 06CNyKMBaHMA.

YcTaHaBAMBaET 3HayeHWe CoS A/18 UCXOAALLMX B NOPT mrouter
IGMP-coobuieHnit B ykasaHHoW VLAN paBHbIM HytO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica VLAN

Bupa 3anpoca KOMaHAHOM CTPOKU perxnma KoHourypaumm VLAN:

console (config-if) #
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Tabnnua 132 — KomaHabl pexkuma KoHourypaumm nHtepderica VLAN

KomaHda

3HayeHue/3Ha4yeHue
no yMmoA4YaHuio

Aeiicmeue

ip igmp robustness count

no ip igmp robustness

count: (1..7)/2

YcTaHaBAMBaAET 3Ha4YeHue yctonumnsoctu gns IGMP.
Ecnu Ha KaHane HabntogaeTca NoTeps AaHHbIX, 3HAYEHUE YCTOW-
YUBOCTU AJO/IKHO BbITb yBENIUYEHO.

YcTaHaBAMBAET 3HAYeHUE No YMOYaHUIO.

ip igmp query-interval seconds

no ip igmp query-interval

seconds:
(30..18000)/125 ¢

YcTaHaB/AMBaeT TaimayT, Mo KOTOPOMY cucTeMa OTMpaBAAeT oc-
HOBHbl€e 3aNpOoChbl BCEM Y4aCTHUKaM Fpynmnbl MHOroagpecHow ne-
peaauu ans NPoBEPKU UX aKTUBHOCTMU.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

ip igmp
gquery-max-response-time
seconds

seconds: (5..20)/10 ¢

YcTaHaBAMBaeT MaKCMManbHoe BpemA OTBeTa Ha 3anpoc.

no ip igmp YcTaHaBAMBaeT 3Ha4YeHMe N0 YMOYAHUIO.
query-max-response-time
ip igmp YcTaHaBAMBaeT KOIMYECTBO 3aNPOCOB, NOC/E PACCbIIKU KOTOPbIX,

last-member-query-count

count: (1..7)/3Ha4eHune

KOMMYTATOp onpeaenAaeT, YToO Ha AaHHOM NOPTY HET XKenakwnx

count nepemeHHoi y4acTBOBATb B MHOTrOaApeCcHOM paccbliike.
no ip igmp robustness YcTaHaBAMBAET 3HaYEHMeE N0 YMONYAHMIO.
last-member-query-count
ip igmp YcTaHaBAMBaeT MHTePBaA 3anpoca ANA NOCAeAHEro y4acTHUKaA.
last-member-query-interval -

milliseconds:

milliseconds

no ip igmp
last-member-query-interval

(100..25500)/1000 mc

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

ip igmp version version

no ip igmp version

version: (1-3)/2

YCcTaHOBUTL BEpPCUIO NpoToKona IGMP.

YCTaHOBUTb 3HAYEHME Mo YMOI4aHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OuanasoHa uHmepgelicos) Ethernet

Bua 3anpoca KOMaHAHOW CTPOKM permMma KoHOUrypaumm nHtepoeica:

console (config-if)#

Tabauua 133 — KomaHabl pexnma KoHdurypaumm nHtepdelica Ethernet

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

switchport access mul-
ticast-tv vlan vian_id

no switchport access mul-
ticast-tv vlan

vlan_id: (1..4094)

BkntoyaeT nepeHanpasneHme IGMP-3anpocoB ¢ KAMEHTCKUX
VLAN B Multicast VLAN gna nHtepdeiica B pexxmme «access».

l DOna paboTbl AaHHOW PYHKUMMU TpebyeTca BKAKOYe-
- Hue ip igmp snooping He TONbKO rno6anbHO U B
Multicast VLAN, Ho u B KaneHTckux VLAN.

BbikntoyaeT nepeHanpasneHme IGMP-3anpocoB ¢ KIMEHTCKUX
Vlan B8 Multicast Vlan gna nntepdeiica B pexnme «access».

switchport trunk multicast-
tv vlan vian_id [tagged]

no switchport trunk mul-
ticast-tv vlan

vlan_id: (1..4094)

BkntoyaeT nepeHanpassieHne |IGMP-3anpocos u3 VLAN,
YYaCTHMKOM KOTOpbIX ABAseTca nopt, B Multicast VLAN gnn
nHTepoeiica B pexxume «trunk». Multicast-Tpaduk nepega-
€TCA Ha NOPT HETErMpoBaHHbLIM MU TEFMPOBAHHbIM B 3aBUCK-
MOCTM OT Napametpa tagged. NMapameTp tagged yKkasbiBaeT Ha
7O, Yto Multicast-TpadumK fonKeH OTNPaABAATLCA B MOPT TErU-
poBaHHbIM B Multicast VLAN.

BbikntoyaeT nepeHanpaeneHve IGMP-3anpocoe B Multicast
VLAN. MopT ucKA4aeTca M3 rpynn MHOroafpecHom pac-
cbinku B Multicast VLAN.
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switchport general mul-
ticast-tv vlan vian_id
[tagged]

no switchport general mul-
ticast-tv vlan

vlan_id: (1..4094)

BkntoyaeT nepeHanpasaeHne |IGMP-3anpocos u3 VLAN,
YYaCTHMKOM KOTOpbIX ABAseTca nopt, B Multicast VLAN ann
nHTepderica B pexxume «general». Multicast-Tpaduk nepega-
€TCs Ha NOPT HETErMpPOBaAHHbLIM U TEFMPOBAHHbIM B 3aBUCK-
MOCTM OT napameTpa tagged. NMapameTp tagged yKka3biBaeT Ha
7O, YTo Multicast-TpadumK foNKeH OTNPABAATLCA B MOPT TErU-
poBaHHbIM B Multicast VLAN.

BbikntoyaeT nepeHanpaeneHve IGMP-3anpocoe B Multicast
VLAN. MopT WCKAOYaeTca M3 rpynn MHOroafpecHoM pac-
cblnikm B Multicast VLAN.

KomaHObl pexcuma EXEC

Bce komaHabl AOCTYNHbI TO/IbKO AN1A NPpUBUNETMPOBAHHOIO NOJ1b3oBaTenA.

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 134 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoa4aHuo

Aeiicmeue

show ip igmp snooping
mrouter [interface vian_id]

vlan_id: (1..4094)

MokasbiBaeT WHPOpPMaumio 06 U3yYEHHbIX MHOrOaLPECHbIX
MapLupyTU3aTopax B yKasaHHoi rpynne VLAN.

show ip igmp snooping
interface vian_id

vlan_id: (1..4094)

MNokasbiaeT MHopmauuto IGMP-snooping ansa AaHHOMO UHTEpP-
deiica.

[vlan vian_id]
[ip-multicast-address
ib_multicast_address]
[ip-address IP_address]

show ip igmp snooping groups

vlan_id: (1..4094)

Moka3sbiBaeT UHbOPMaLMIo 06 U3yUYeHHbIX MHOTOaAPEeCHbIX rpyn-
nax, y4acTBYIOLLMX B FPYMNMNOBO paccbiiKe.

show ip igmp snooping cpe
vlans [vlan vian_id]

vlan_id: (1..4094)

MokasbiBaeT Tabnauuy cootsetcTBMiA mexay VLAN obopynosa-
HUA, YCTaHOBAEHHOro y nonb3osaTend, u VLAN ana tenesewa-
HUA.

[pumepbl 8b1N0AHEHUS KOMAHO

Bkntountb pyHKUMi0 IGMP snooping Ha KommyTaTope. a5 VLAN 6 paspewmnTb aBTOMaTMyYecKoe pac-
NMo3HaBaHWe MOPTOB, K KOTOPbIM MOAK/OYEHbI MHOFO3ApEeCcHble MapLLPYTU3aToOpPbl. YBENYUTb 3Ha-
YyeHue yCTOMUMBOCTM A0 4. YCTaHOBUTb MAaKCMMAJIbHOE Bpems OTBETa Ha 3anpoc — 15 cekyHA.

console# configure
(config) # ip igmp snooping
(config-if) # ip igmp snooping vlan 6 mrouter learn pim-dvmrp
console (config)# interface vlan 6
(
(

console
console

console
console

config-if)# ip igmp robustness 4
config-if)# ip igmp query-max-response-time 15

5.17.2 lMpasuna 2pynnoseoii adpecayuu (multicast addressing)

[aHHbIM Knacc KOmaHA npefHasHayeH ANA 3afaHWA NpPaBuA FPYnnoBOM ajpecauuu B CeTU Ha
KaHa/IbHOM M ceTeBOM YpoBHAX moaenn OSI.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica VLAN

BunA 3anpoca KOMaHAHOWM CTPOKM B pexxknume KoHurypaumm nHtepoeiica VLAN:

console (config-if) #
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Tabnuua 135 — KomaHap! pexxmuma KoHourypauum nHtepoeiica VLAN

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

OnucaHue

bridge multicast mode
{mac-group | ipv4-group |
ipv4-src-group}

no bridge multicast mode

-/mac-group

3apaeT permMm rpynnoson nepefayn AaHHbIX.

- mac-group — MHoroagpecHas nepegava, ocHosaHHaa Ha VLAN u
MAC-agpecax;

- ipv4-group — MHOroazpecHasa nepegaya c TMNom GuabTPaLLmm, oc-
HOBaHHbIM Ha VLAN u agpece npueMHuKa B popmare |Pv4;

- ip-src-group — MHOroaapecHaa nepegaya ¢ TMNOM GUAbTPaLUK,
0ocHOBaHHbIM Ha VLAN v agpece oTnpasuTens B popmare |Pv4.

YcTaHaBAWBaeT 3HaYeHne No YMOAYAHUIO.

bridge multicast address
{mac_multicast_address |
ip_multicast_address} [{add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te port |
hundredgigabitethernet
hu_port | port-channel group}]

no bridge multicast address
{mac_multicast_address |
ib_multicast_address }

gi_port: (1..8/0/1..24);

te_port: (1..8/0/1..32);

hu_port: (1..8/0/1..32);
group: (1..32)

LOobasnsaet rpynnosoit MAC-aapec B Tabavuy rpynnoeoi agpeca-
LU U cTaTUYeCKM A06aBAAET UK yaanaeT uHTepdeincol U3 rpynneoi.
- mac_multicast_address — rpynnosoii MAC-agpec;

- ip_multicast_address — |IP-agpec MHOroaapecHO’ paccbinku;

- add — go6asnseT cTaTuyeckyto nognucky K rpynnosomy MAC-ag-
pecy AnanasoHa Ethernet-nopTos uau rpynn nopTos.

- remove — yZansaeT cTaTM4eckyto Noanucky K rpynnosomy MAC-ag-
pecy.

MepeuncneHne nHTepheicoB OCyLLLECTBAACTCA YEpes «—» U «,»

Ypansaet rpynnoeoit MAC-agpec 13 Tabanupi.

bridge multicast forbidden
address
{mac_multicast_address |
ip_multicast_address} [{add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}]

no bridge multicast forbidden
address
{mac_multicast_address |
ip_multicast_address }

gi_port: (1..8/0/1..24);

te_port: (1..8/0/1..32);

hu_port: (1..8/0/1..32);
group: (1..32)

3anpeLLaeT NoAK/IOYEHWE HAaCTpanBaemoro nopTa/nopTos K rpyn-
nosomy IPv6-agpecy (MAC-agpecy).

- mac_multicast_address — rpynnosoit MAC-aapec;

- ip_multicast_address — |IP-agpec MHOroaapecHoO’ paccbinku;

- add — go6asneHune nopTa/NOPTOB B CMNCOK 3aMpPeLLEHHbIX;

- remove — yzaseHue nopta/nopToB U3 CNMCKa 3anpeLLeHHbIx. Me-
peuncneHne MHTePhencoB OCYLLECTBAAETCA YEPEes «—» U «,»

Ypanset 3anpeuatolee npasmao aaa rpynnosoro MAC-agpeca.

bridge multicast forward-all
{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast forward-all

gi_port: (1..8/0/1..24);

te_port: (1..8/0/1..32);

hu_port: (1..8/0/1..32);
group: (1..32)

Mo ymonyanumio
nepegava Bcex
MHOTOaZpecHbIX
NaKeToB 3anpeLLieHa.

PaspeluaeT nepesayy BCEX MHOTOaAPECHbIX MAKETOB Ha NopTy.

- add — no6asnAeT NopTbl/06beANHEHHbIE MOPTbI B CMIUCOK NMOPTOB,
O/1A KOTOPbIX pa3pelleHa nepeaaya BCcex rpynnoBbiX NakeTos;

- remove — y6upaeT rpynny noptos/o6beanHEHHbIX NOPTOB M3 pas-
pelatoLLero npasuna.

MepeuncneHve nHTepdEncoB OCYLLECTBASETCA YEPES «—» U &, ».

BoccTaHaBnvBaeT 3HaueHMe No YMOYaHUIO.

bridge multicast forbidden
forward-all {add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast forbidden
forward-all

gi_port: (1..8/0/1..24);

te_port: (1..8/0/1..32);

hu_port: (1..8/0/1..32);
group: (1..32)

Mo ymon4yaHuio noptam
He 3anpeLeHo
ANHAMUYECKN

npUCcoeanHATLCA K
MHOroaapecHom
rpynne.

3anpeLyaeTt nNopTy AMHaMMUYECKM A06aBAATLCA K MHOroaapecHom
rpynne.

- add — no6asnAeT NopTbl/06beANHEHHbIE MOPTbI B CMIUCOK NMOPTOB,
O/1A KOTOPbIX 3anpeLLeHa nepegaya BCex rpynmoBbiX NaKeTos;

- remove — y6upaert rpynny noptos/o6begnHeHHbIX MOPTOB U3 3a-
npeLatoLLero npasuna.

MepeuncaeHve MHTEPPENCOB OCYLLLECTBAAETCA YEPEs «—» U «,».

BoccTaHaBnvBaeT 3HaueHMe No YMOYAHUIO.

bridge multicast ip-address
ip_multicast_address {add |
remove} { gigabitethernet
gi_port | tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast ip-address
ip_multicast_address

gi_port: (1..8/0/1..24);

te_port: (1..8/0/1..32);

hu_port: (1..8/0/1..32);
group: (1..32)

Peructpupyert IP-agpec B Tabavue rpynnoBoi agpecaumm u ctatm-
yecku pobasnset/yaanaet uHtepdeincobl U3 rpynmb.

- ip_multicast_address — rpynnosoii IP-agpec;

- add — gob6asnaeT nopTbl K rpynne;

- remove — yaanseT nopTbl U3 rpynnbl.

MepeuncieHne MHTEPPENCOB OCYLLLECTBAAETCA YEPES «—» U «,».

Ypansaet rpynnosoi IP-agpec 13 Tabanupl.
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bridge multicast forbidden
ip-address
ib_multicast_address {add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast forbidden
ip-address
ip_multicast_address

gi_port: (1..8/0/1..24);

te_port: (1..8/0/1..32);

hu_port: (1..8/0/1..32);
group: (1..32)

3anpelyaet NOpTy AMHAMMUYECKM [06aBAATbCA K MHOTOaApecHom

rpynne.

- ip_multicast_address — rpynnosoi IP-aapec;

- add — fo6asneHne NopTa/NoOPTOB K CAMUCKY 3anpeLLeHHbIX;

- remove — yaasneHune nopta/nopTos U3 CNKUCKA 3aNpPeLLEHHbIX.

MepeuncneHve MHTepdeincoB OCYLLLECTBAAETCA Yepes «—» U «,»
Mpexxae uyem onpegenuTb 3anpeLwieHHble MNOPThI,
rpynnbl MHOrOaApecHO PaccblIKU A0MKHbI 6bITb 3ape-
rMCTPUPOBaHbI.

BoccTaHaBnvBaeT 3HaueHMe No YMOYaHUIO.

bridge multicast source
ip_address group
ip_multicast_address {add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast source
ip_address group
ip_multicast_address

gi_port: (1..8/0/1..24);

te_port: (1..8/0/1..32);

hu_port: (1..8/0/1..32);
group: (1..32)

YcTaHaBAMBaET COOTBETCTBME Mexay IP-aapecom nosib3oBatens u
rpynnoBbIM agpecom B Tabavue rpynnoBoi agpecaLuu, u ctatnye-
cku gobasnaer/yaanaeT uHtepdencobl U3 rpynnbl.

- ip_address — ncxopHbii IP-agpec;

- ip_multicast_address — rpynnosoti IP-agpec;

- add — o6aBuTb NOPTHI B rpynny ucxogHoro IP-agpeca;

- remove — y4anunTb NOpPTbl U3 rpynnbl UCXogHoro IP-agpeca.

BoccTaHaBnvBaeT 3HaYeHue no YMONYaHUIO.

bridge multicast forbidden
source ip_address group
ib_multicast_address {add |
remove} {gigabitethernet
gi_port | tengigabitethernet

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);

YcTaHaBAMBaeT 3anpeT Ha pobaeneHune/ypaneHne cooTBeTcTBUA
mexay IP-agpecom nosib3oBaTesns M rpynnoBbiM agpecom B Tab-
/ivue rpynnoBoi agpecaunn Ans onpeaeneHHoro nopra.

- ip_address — ncxopHbii IP-agpec;

- ip_multicast_address — rpynnosoii IP-agpec;

te_port | o hu_port: (1..8/0/1..32): | - add — 3anpeT Ha gobasneHne nopTa B rpynny ucxogHoro IP-aa-
hundredgigabitethernet peca;
group: (1..32)
hu_port | port-channel group} - remove — 3anpeT Ha yAajseHne nopTa M3 rpynnbl ucxogHoro IP-
agpeca.
no bridge multicast forbidden BoccTaHaBMBaeT 3HAYEHME MO YMOYAHUIO.
source ip_address group
ip_multicast_address
bridge multicast ipv6 mode 3afaeT pexum rpynnoBoi nepepayn AaHHbix ana IPv6-nakeTtos
{mac-group | ip-group | MHOrOaZpPecHOM PacchbiNku.
ip-src-group} - mac-group — MHoroagpecHas nepegaya, ocHoBaHHaa Ha VLAN u
MAC-agpecax;
-/mac-group - ip-group — MmHoroagpecHas nepegaya ¢ TMNIOM GUAbTPALMK, Oc-

no bridge multicast ipvé mode

HOBaHHbIM Ha VLAN u agpece npuemHuKa B popmare |Pv6;
- ip-src-group — MHoroaapecHan nepegaya ¢ TMNOM GUAbTPaLUM,
0oCHOBaHHbIM Ha VLAN 1 agpece otnpasutens 8 dopmare IPv6.

YcTaHaBAMBaeT 3HaYeHne Mo YMOAYaHUIO.

bridge multicast ipv6
ip-address
ipv6_multicast_address {add |
remove} { gigabitethernet
gi_port | tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast ipv6
ip-address
ipv6_multicast_address

gi_port: (1..8/0/1..24);

te_port: (1..8/0/1..32);

hu_port: (1..8/0/1..32);
group: (1..32)

PerucTpupyert rpynnosoii IPv6-agpec B Tabnuue rpynnosoli agpe-
caumu, 1 ctatuyeckn fobasnset/yaanset uHTepdeincol U3 rpynnbi.
- ipv6_multicast_address — rpynnosoit IP-agpec;

- add — gobasnseT nopTbl K rpynne;

- remove — yAanseT nopTbl U3 rPynmbl.

MepeuncneHme MHTePHENCOB OCYLLECTBAAETCA YEPES &= U «,».

YaansaeT rpynnosoi IP-agpec us Tabauubl.

bridge multicast ipv6
forbidden ip-address
ipv6_multicast_address {add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}

gi_port: (1..8/0/1..24);

te_port: (1..8/0/1..32);

hu_port: (1..8/0/1..32);
group: (1..32)

3anpeLaeT NoAKNOYEHNE HAacTpanBaeMoro nopTa/nopTos K rpyn-
nosomy IPv6-agpecy.

- ipv6_multicast_address — rpynnosoit IP-agpec;

- add — fobaBneHne NopTa/NOPTOB B CINCOK 3aMNpeLLEHHbIX;

- remove — yaasneHune nopta/nopToB U3 CNMUCKA 3aNpPeLLEHHBIX.
MepeuncneHne NHTepPHENCoB OCYLLECTBAACTCA YEpes «—» U «,»
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no bridge multicast ipv6
forbidden ip-address
ipv6_multicast_address

BoccTaHaBnvBaeT 3HaueHMe No YMOYaHUIO.

bridge multicast ipv6 source
ipv6_address group
ipv6_multicast_address {add |
remove} { gigabitethernet
gi_port | tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast ipv6
source ipv6_address group
ipv6_multicast_address

gi_port: (1..8/0/1..24);

te_port: (1..8/0/1..32);

hu_port: (1..8/0/1..32);
group: (1..32)

YcTtaHaBAuBaeT cooTeeTcTBMe mexKay IPvb-aapecom nonb3oBatens
1 FpynnoBbIM agpecom B Tabauue rpynnosBon agpecaunu, U ctatu-
yecku gobasnset/ypanaeT untepdelicsl U3 rpynnbi.

- ipv6_address —vicxopHbin IP-appec;

- ipv6_multicast_address — rpynnosoit IP-agpec;

- add — go6asuTb NOPTHLI B rpynny ucxogHoro IP-agpeca;

- remove — yAaanTb NOPTbI U3 rpynnbl ncxogHoro IP-agpeca.

BoccTaHaBnmBaeT 3HaveHue no YMONYaHUIO.

bridge multicast ipv6
forbidden source ipv6_address
group ipv6_multicast_address
{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast ipv6
forbidden source ipv6_address
group ipv6_multicast_address

gi_port: (1..8/0/1..24);

te_port: (1..8/0/1..32);

hu_port: (1..8/0/1..32);
group: (1..32)

YcTaHaBAMBaeT 3anpeT Ha pobaeneHune/ypaneHne COOTBETCTBUA
mexay IPv6-agpecom nonb3osaTens v rpynnoBbiM agpecom B Tab-
/ivue rpynnoBoi agpecaunn ans onpeaeseHHoro nopra.

- ipv6_address — vcxopHbin IPv6-aapec;

- ipv6_multicast_address — rpynnosoli IPv6-agpec;

- add — 3anpeT Ha gobaBneHuMe nopTa B rpynny ucxoaHoro IPve-aa-
peca;

- remove — 3anperT Ha yganeHuve nopTa U3 rpynnbl ucxogHoro IPve-
agpeca.

BoccTaHaBnvBaeT 3HauYeHMe No YMOAYaHUIO.

KomaHObI pexcuma KoHguaypauuu uHmepgpelica (duanasoHa uHmepgelicos) Ethernet, uHmep-

gelica 2pynnbl Nopmos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHoburypaumm uHTepdelica Ethernet, uHtepdelica

rpynnbl NOPTOB:

console# configure

console (config) # interface {gigabitethernet gi port | tengigabitethernet

te port | hundredgigabitethernet hu port | port-channel group |

console (config-if) #

range {..}}

Tabnunua 136 — KomaHabl perknma KoHourypaumm nHtepdeiica Ethernet, VLAN, rpynnbl uHTepdelicos

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

OnucaHue

bridge multicast unregistered
{forwarding | filtering}

no bridge multicast
unregistered

-/forwarding

YcTaHaBAMBAET NPaBUIO Nepeaayn NakeToB C HE3aPErnCTPUpPO-
BaHHbIX rPYNMoOBbIX a4Pecos.

- forwarding — nepesaBatb He3aperncTpMpoBaHHble MHOroas-
pecHble NaKeTbl;

- filtering — dunbTpOBaTL HE3apPErUCTPUPOBAHHbBIE MHOTOAApEC-
Hble NaKeTbl.

YcTaHaBAMBaeT 3HaYeHne no YMONYaHUIO.

KomaHObI pexcuma 2a0baabHol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexknma rnobanbHoM KOHGUrypaumm:

console (config) #

Tabnnua 137 — KomaHab! perkuma rnobanbHoM KoHpUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

OnucaHue

bridge multicast filtering

no bridge multicast filtering

-/OTKAOYEHO

BkatouaeT GpuabTPaLMIO rPynnoBbIX afpecos.

OTKAoYaeT GUNbTPALMIO rPYNNOBbIX a4Pecos.
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mac address-table aging-time
seconds

no mac address-table
aging-time

seconds: (10..400)/300
CeKyHA,

3apaet Bpema xpaHeHua MAC-agpeca B Tabaumue rnobancHo.

YcTaHaBAMBAET 3HAYeHUE No YMONYaHUIO.

mac address-table learning
vlan vian_id

no mac address-table learning
vlan vian_id

vlan_id: (1..4094, all)/
BKJ/IOYEHO

Bkntountb nsydyeHne MAC-agpecos B gaHHom VLAN.

OTKAOYNTb M3yyeHne MAC-agpecos B gaHHOM VLAN.

mac address-table static
mac_address vlan vian_id
interface {gigabitethernet
gi_port | tengigabitethernet

Job6asnaeT ucxoaHbli MAC-agpec B Tabnmuy rpynnosoi agpe-
caumu.

- mac_address — MAC-agpec;

- vlan_id — Homep VLAN;

te_port | vlan_id: (1..4094); - permanent — gaHHbI MAC-agpec MOXKHO yAanuTb TONIbKO C

hundredgigabitethernet gi_port: (1..8/0/1..24); | nomolbio KomaHAbl no bridge address;

hu_port | port-channel group} te_port: (1..8/0/1..32); | - delete-on-reset — gaHHbIV agpec yganutca nocne nepesa-

[permanent | hu_port: (1..8/0/1..32); | rpy3Ku ycTpolicTBa;

delete-on-reset | group: (1..32) - delete-on-timeout — gaHHbIV agpec yaanmTca no Takim-ayTy;

delete-on-timeout | secure] - secure — AaHHbIN agpec yAanuTCs TObKO C NOMOLLbIO KO-
maHZabl no bridge address nau nocne Bo3BpaleHUs nopTa B pe-
UM 06yyeHua (no port security).

no mac address-table static Ypanser MAC-agpec 13 Tabanupl rpynnoBon agpecaunu.

[mac_address] vlan vian_id

bridge multicast Onpepenset fencrTene 414 NaKETOB MHOI0a4pPEeCHOW PacCbiIKK

reserved-address C 3ape3epBUPOBAHHOrO aapeca.

mac_multicast_address - mac_multicast_address — rpynnosoit MAC-aapec;

{ethernet-v2 ethtype | lic sap | - ethtype — Tvn naketa Ethernet v2;

lic-snap pid ] {discard | bridge} ethtype: - sap —™in naketa LLC;

no bridge multicast
reserved-address
mac_multicast_address
[ethernet-v2 ethtype | lic sap |
lic-snap pid]

(0x0600..0xFFFF);
sap: (0..0xFFFF);
pid: (0..0XFFFFFFFFFF)

- pid —™mn naketa LLC-Snap;
- discard — cbpoc nakeTos;
- bridge — nakeTbl nepeaatoTca B pexkume bridge.

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

KomaHOwbI pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexxnma Privileged EXEC:

console#

Tabnunua 138 — KomaHabl perkmuma Privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

OnucaHue

clear mac address-table
{dynamic | secure} [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}]

gi_port: (1..8/0/1..24);

te_port: (1..8/0/1..32);

hu_port: (1..8/0/1..32);
group: (1..32)

Yaanaer cratmdeckue/aMHamuueckme 3anucu us Tabaunupl
rpynnoBoi agpecaumu.

- dynamic — yaaneHve AMHammM4Yeckux 3anucen;

- secure — yaaneHne cTaTMYyecKux 3anucei.

KomaHOb! pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console>
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Tabnmua 139 — KomaHap! pexkmuma EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

OnucaHue

show mac address-table
[dynamic | static | secure]
[vlan vian_id] [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}
] [address mac_address]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1..8/0/1..32);
group: (1..32);
vlan_id: (1..4094)

MokasbliBaeT Tabanuy MAC-afpecoB Ans yKasaHHOro nHtepdelica
Mbo Bcex HTepdencos.

- dynamic — npocmMoTp TONbKO AUHAMUYECKMX 3anucei;

- static — npocmoTp ToNbKO cTaTMYECKKX 3anucei;

- secure — NPOCMOTP TO/IbKO 6e3onacHbIx 3anucei;

- vlan_id — vaeHTndUKaumnoHHbI Homep VLAN;

- mac-address — MAC-agpec.

show mac address-table count
[vlan vian_id] [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1..8/0/1..32);
group: (1..32);
vlan_id: (1..4094)

MoKa3sblBaeT KoAM4ecTso 3anuceit B Tabanue MAC-agpecos gns
YKa3aHHOro uHTepdeiica nmbo ana scex MHTepdencos.
- vlan_id — vaeHTUdUKaumoHHbI Homep VLAN.

show bridge multicast
address-table [vlan vian_id]
[address
{mac_multicast_address |
ipv4_multicast_address |
ipbv6_multicast_address}]
[format {ip | mac}] [source
{ipv4_source_address |
ipbv6_source_address}]

vlan_id: (1..4094)

MoKa3sblBaeT TabmLy rpynnoBbIX agpecos ANs YKa3aHHOro HTep-
delica nmbo Bcex uHTepdeiicos VLAN (KomaHaa AOCTYMHA TONbKO
AN TPUBUNETMPOBAHHOIO NONb30BaTENS).

- vlan_id — vaeHTUdUKaumoHHbI Homep VLAN;

- mac_multicast_address — rpynnosoit MAC-agpec;

- ipv4_multicast_address — rpynnosoit IPv4-agpec;

- ipv6_multicast_address — rpynnosoit IPv6-agpec;

- ip — npocmoTp no IP-agpecam;

- mac — npocmoTp no MAC-agpecam;

- ipv4_source_address — IPv4-agpec UCTOYHUKA;

- ipv6_source_address — IPv6-aapec UCTOYHMKA.

show bridge multicast
address-table static [vlan
vlan_id] [address
{mac_multicast_address |
ipv4_multicast_address |
ibv6_multicast_address]
[source ipv4_source_address |
ibv6_source_address] [all |
mac | ip]

vlan_id: (1..4094)

MokasbiBaeT TabauLy cTaTUYECKUX FPYNnoBbIX afPecoB ANA YKa-
3aHHOro uHTepodelica 1Mbo Bcex nHTepdericos VLAN.
- vlan_id — wpeHTndnKaunoHHbI Homep VLAN;

- mac_multicast_address — rpynnosoii MAC-agpec;

- ipv4_multicast_address — rpynnosoit IPv4-appec;

- ipv6_multicast_address — rpynnosoit IPv6-agpec;

- ipv4_source_address — IPv4-agpec UCTOYHWUKaA;

- ipv6_source_address — IPv6-agpec UCTOYHWUKaA;

- ip — npocmoTp no IP-agpecam;

- mac — npocmoTp no MAC-agpecam;

- all — npocmoTp nosnHoM TabanLbl.

show bridge multicast filtering
vlan_id

vlan_id: (1..4094)

MoKa3blBaeT KoHoUrypauuo GpuabTpa rpynmnosbiXx aApecoB ana
yKaszaHHoro VLAN.
- vlan_id — wpeHTndMKaunoHHbI Homep VLAN.

show bridge multicast
unregistered [gigabitethernet
gi_port | tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1..8/0/1..32);
group: (1..32);
vlan_id: (1..4094)

Moka3sbiBaeT KoHoUrypaumio GpuabTpa ANA HE3aperncTpupoBaH-
HbIX FPYNMNOBbIX 3aAPECOB.

show bridge multicast mode
[vlan vian_id]

vlan_id: (1..4094)

MoKa3bIBAET pPeKUM rpynnosoi agpecaumn AnA YKa3aHHOro WH-
Tepdelica nnbo Bcex nHtepoeiicos VLAN.
- vlan_id — npeHTndMKaunoHHbI Homep VLAN.

show bridge multicast
reserved-addresses

OTobparkaeT NpaBuna, yCTaHOBNEHHbIE ANA TPYNNOBbLIX 3ape3ep-
BMPOBAHHbIX 3l PeCcoB.

[pumepsbi 8biM0AHEHUS KOMAHO

= BKAKOUUTb GMAbTPALMIO FPYNNOBbLIX aAPecoB KOMMYTAaTOpoM. 3aaaTb Bpema xpaHeHna MAC-aa-
peca 400 cekyHA, pa3pelwmnTb nepesady He3aperncTpUpoBaHHbIX MHOTOaApecHbIX NakeTos Ha 11

nopTy KOMMyTaTOpa.

console # configure
console (config)

# mac address-table aging-time 400
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# bridge multicast filtering
# interface tengigabitethernet 1/0/11
# bridge multicast unregistered forwarding

console (config)
console (config)
console (config-if)

console# show bridge multicast address-table format ip

Vlan IP/MAC Address type Ports

1 224-239.13012.2.3 dynamic te0/1, tel/2
19 224-239.130(2.2.8 static te0/1-8

19 224-239.13012.2.8 dynamic te0/9-11

Forbidden ports for multicast addresses:

Vlan IP/MAC Address Ports
1 224-239.13012.2.3 te0/8
19 224-239.13012.2.8 te0/8

5.17.3 MLD Snooping — npomoKosa KOHMponsa MHo2o0adpecHo20 mpaduka e IPve

MLD Snooping -

MEXaHU3M  MHOroaZpecHom
MMUHUMU3NPOBATb MHOTOaAPECHbIN TpaduK B IPv6-ceTsix.

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

pPaccbi/IKMW  COOOLEHNI, MO3BOMAKOLWMNI

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabanuya 140 — KomaHabl rnobanbHOro pexnma KoHurypawmm

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

ipv6 mld snooping [vlan
vlan_id]

no ipv6 mid snooping [vlan
vlan_id]

vlan_id: (1..4094)
-/BbIKOYEHO

Bkntouaet MLD snooping.

OTtkntovaet MLD snooping.

ipvé mld snooping vlan vian_id
static ipv6_multicast_address
[interface { gigabitethernet
gi_port | tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}]

no ipv6 mid snooping vlan
vlan_id static
ipv6_multicast_address
[interface { gigabitethernet
gi_port | tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}]

vlan_id: (1..4094);
te_port: (1..8/0/1..32);
hu_port: (1..8/0/1..32);

group: (1..32)

Pernctpupyert rpynnosoit IPv6-agpec B Tabnumue rpynnosoin agpe-
caumm u ctatmdeckn gobasnset/yaanser nHtepdeincol U3 rpynnbl
ana Terkywen VLAN.

- ipv6_multicast_address — rpynnosoit IPv6-agpec;

MepeyncneHne HTephencoB OCyLLECTBAACTCA YEPes «—» U «,».

Ypansaet rpynnosow IP-agpec n3 tabauubl.

ipvé mld snooping vlan vian_id
forbidden mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

vlan_id: (1..4094);
te_port: (1..8/0/1..32);
hu_port: (1..8/0/1..32);

group: (1..32)

[ob6asnaeT npaBmno, 3anpeLLatowiee NopTam 13 CNncka pernctpu-
poBaTtbcA Kak MLD-mrouter.
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no ipvé mld snooping vlan
vlan_id forbidden mrouter
interface {gigabitethernet
gi_port | tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}

Ypanaet npaBuo, 3anpellatowiee nopTam M3 CMCKa permcTpupo-
BaTbCA Kak MLD-mrouter.

ipvé mld snooping vlan vian_id
mrouter learn pim-dvmrp

no ipvé mlid snooping vlan
vlan_id mrouter learn
pim-dvmrp

vlan_id: (1..4094);
-/BKAKOYEHO

M3yyaTb NopTbl, NOAKAOYEHHble K mrouter no MLD-query-nake-
Tam.

He n3yyatb nopTbl, NoAKAtOYeHHbIe K mrouter no MLD-query-nake-
Tam.

ipvé mld snooping vlan vian_id
mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

no ipvé mld snooping vlan
vlan_id mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

vlan_id: (1..4094);
te_port: (1..8/0/1..32);
hu_port: (1..8/0/1..32);

group: (1..32)

[o6asnseT cnucok mrouter-nopTos.

YpanseT mrouter-nopTbl.

ipvé mld snooping vlan vian_id
immediate-leave

no ipvé mid snooping vlan
vlan_id immediate-leave

vlan_id: (1..4094)
-/BbIKNOYEHO

BkatounTb npouecc MLD Snooping Immediate-Leave Ha Tekyluen
VLAN.

OTkntounTb Npouecc MLD Snooping Immediate-Leave Ha TeKkyuwien
VLAN.

ipvé mid snooping querier

no ipv6 mld snooping querier

-/BbIKNIOYEHO

BkntouaeT noaaepiKKy BblAaun 3anpocos igmp-query.

OTKAKOYaeT NOALEPHKKY BblAAUYM 3aMpocoB igmp-query.

KomaHObI pexcuma KoHguaypauuu uHmepgpelica (QuanaszoHa uHmepgelicos) Ethernet, uHmep-
gelica epynnsl nopmos, uHmepgetica VLAN

Bua 3anpoca KOMaHAHOWM CTPOKM B pexume KoHoburypaumm uHtepdeiica Ethernet, nHtepdeiica
rpynnbl noptoB 1 nHtepderica VLAN:

console (config-if) #

Tabnuvua 141 — KomaHapl pexxnuma KoHourypaumm nHtepodeiica (gmanasoHa nntepdericos) Ethernet, nHtep-
denca rpynnbl nopTtos, nHTepdenca VLAN

KomaHda

3HayeHue/3HayeHue
Mo yMoA4YaHuo

Aelicmeue

ipvé mid

3apaet MaKCUMaNbHYKO 3a4epXKKy OTBeTa nocneaHero 4iaeHa

last-member-query-interval interval: rpynmnbl, KOTOPas MCMO/b3yeTca A/A BblYMCAEHUA KOAA MaKCU-
interval (100..25500)/1000 MasibHOM 3a4epKn oTeeTa (Max Response Code).

no ipvé mid MUINCEKYHA, BoccTaHaB/IMBaEeT 3HaUYeHMe No YMONYaHUIO.
last-member-query-interval

ipvé6 mid YcTaHaB/MBaET KOIMYECTBO 3aNPOCOB, NOC/E PACCHIIKU KOTOPbIX,

last-member-query-count
count

no ipvé mid
last-member-query-count

(1..7)/3HaueHune
nepemMeHHomn
robustness

KOMMYTATOp onpeaenAaeT, YTo Ha AaHHOM NOPTY HEeT XKenakwnx
y4acTBOBaTb B MHOFOBAPECHOVI paccbliKe.

YcTaHaBAnBaeT 3HaYeHWe No YMOYAHUIO.

ipvé mld query-interval value

no ipvé mid query-interval

value: (30..18000)/125
CeKyHA,

3afaeT MHTepPBan PacCbiIKM OCHOBHbIX MLD-3anpocos.

BocctaHaBnvBaeT 3HaveHue no YMONYaHUIO.

ipvé mid
query-max-response-time
value

no ipvé mid
query-max-response-time

value: (5..20)/10
CeKyHA,

3afaeT MaKcMMabHYHO 3aZieprKKy OTBETA, KOTOPasA UCMOb3yeTcs
ONA BbIYUCIEHNIA KOLA MAKCMMabHOW 3a4eprKKM OTBETa.

BoccTaHaBivBaeT 3HavYeHMe No YMOJTHAHWUIO.
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ipvé mld robustness value

no ipvé mld robustness

value: (1..7)/2

YcTaHaBAMBaeT 3HayeHne KoadpduumeHTa OTKa3oyCTOMYMBOCTY.
Ecnv Ha KaHane HabnogaeTca NoTepa AaHHbIX, KO3POULMEHT OT-
Ka30yCTOMYMBOCTU A0/KEH BbITb yBEAUYEH.

BoccTaHaBnmBaeT 3HavYeHMe No YMOHAHWUIO.

ipvé mld version version

no ipvé mld version

version: (1..2)/2

YcTaHaB/IMBaeT BEPCUIO NPOTOKOA, AEWACTBYIOWYIO HAa AaHHOM
UHTepodeiice.

BoccTaHaBnvBaeT 3HavYeHMe No YMOAYAHMUIO.

KomaHObi pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 142 — KomaHabl pexkmma EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

show ipv6 mid snooping
groups [vlan vian_id] [address
ipv6_multicast_address]
[source ipv6 _address]

vlan_id: (1..4094)

OtobparkaeT MHOPMALMIO O 3aPErMCTPUPOBAHHBIX FPynnax B Co-
OTBETCTBMM C 33laHHbIMM B KOMaHAE NapameTpammn GUnbTpaLum.
- ipv6_multicast_address — rpynnosoit agpec IPv6;

- ipv6_address — IPv6-agpec UCTOYHMKA.

show ipv6 mld snooping
interface vian_id

vlan_id: (1..4094)

OTobparkaeT mHdopmaumio o KoHourypauum MLD-snooping ana
paHHol VLAN.

show ipv6 mid snooping
mrouter [interface vian_id]

vlan_id: (1..4094)

OTobparkaeT MHGoOpMaLMo 0 mrouter-nopTax.

5.17.4 ®yHKyua oeparuyeHua multicast-mpaduka

®YHKUMM orpaHnyeHmsa multicast-Tpaduka ncnonbayrotTcs gna yaAobHON HACTPOMKM OrpaHuMuYeHus
NPOCMOTpPA ONpeaeneHHbIX FPynn MHOrOaAPECHOMN PACcChINKM.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHoM KoOHbUrypaumm:

console (config) #

Tabnunua 143 — KomaHabl pexkrma rnobanbHOM KoHGUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

multicast snooping profile
profile_name

no multicast snooping pro-
file profile_name

profile_name: (1..32)
CYMBO/I0B

Mepexog, B pexxum KoHdurypaumm multicast-npoduna.

YaanuTb yKaszaHHbIii multicast-npoduns.
Multicast-npopunb moxKeT 6bITb yAaneH ToNbKO no-
. c/le Toro, Kak 6yzeT oTBA3aH OT BCEX MOPTOB KOMMY-
TaTopa.

KomaHObI pexcuma KoHgu2ypayuu multicast-npogunsa

Bupg, 3anpoca KOMaHAHOM CTPOKM pexmnma KoHdurypaumm multicast-npoduns:

console (config-mc-profile) #
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Tabnuua 144 — KomaHap! pexkxmuma KoHourypaumnm multicast-npopuna

3HayeHue/3Ha4yeHue
no ymon4aHuro

KomaHda

Aeiicmeue

match ip low_ip [high_ip] low_ip: BanuaHbiin mul-

ticast-agpec;

3apaeT cooTBETCTBME NPOPUAA YKazaHHOMY AnanasoHy IPv4 mul-
ticast-agpecos.

no match ip low_ip high_ip: BannaHbii mul-

Ypanser cooTBeTcTBME NPOodUAs yKasaHHOMY AmanasoHy |Pv4

[high_ip] ticast-anpec multicast-aapecos.

match ipv6 low_ipv6 low_ipv6: BanuaHbiit IPv6 | 3aAaet cooTBeTCTBUE NPOdGUAIA YKasaHHOMY AnanasoHy IPv6 mul-
[high_ipve] multicast-agpec; ticast-agpecos.

no match ipv6 low_ipv6 high_ipv6: BannaHeiin IPV6 | Ypanset cooTsetcTeue npodwna ykasaHHOMy AuanasoHy IPv6
[high_ipv6] multicast-agpec multicast-agpecos.

permit B cnyyae HECOOTBETCTBMA OAHOMY M3 3aflaHHbIX AManas’oHOB,

. IGMP-report 6yayT nponyckaTbcs.
- -/no permit
no permit B cnydae HECOOTBETCTBMA OAHOMY M3 33afaHHbIX AWaNa3oHOB,

IGMP-report 6yayT oTbpacbiBaTbCs.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanasoHa uHmepgelicos) Ethernet

Bupg 3anpoca KOMaHAHOM CTPOKU perknMma KOHpUrypaumnm nHtepoeiica:

console (config-if) #

Tabnunua 145 — KomaHabl pexkuma KoHourypaumm nHtepdelica (amanasoHa nntepdeitcos) Ethernet

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

multicast snooping max-
groups number

number (1..1000)/-

OrpaHu4MBaeT KOAMYECTBO OAHOBPEMEHHO MpocMmaTpuBae-
MbIx multicast-rpynn gna nHtepdeiica.

no multicast snooping
maxgroups

CHUMaET orpaHMYeHue Ha KOIMYECTBO OAHOBPEMEHHO NPo-
CMaTpMBaeMbIX rpynn Ana uHTepodeiica.

multicast snooping add

profille_name profile name: (1..32)

MpuBA3bIBaeT yKazaHHbIN multicast-npodunb K uHTepdelicy.

multicast snooping remove CMMBONOB

{profille_name | all}

YaanaeT cootsetcteve multicast-npopuna (scex multicast-
npodunen) untepoeiicy.

KomaHOwbl pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:
console#

Tabnnua 146 — KomaHzabl pexkmma EXEC

3HayeHue/3HayeHue
110 YyMOAYAHUIO

KomaHda

Aelicmeue

show multicast snooping
groups count -

OTo6pakaeT MHPOPMALMIO ANA BCEX NOPTOB O TEKYLLEM KO-
NINYecTBE 3apPerncTpUPOBaHHbIX IPYMM, @ TaKKe MaKCcMmalsib-
HOE BO3MOXHOE KOMYECTBO.

show multicast snooping
profile [profille_name]

profile name: (1..32)
CUMBOJI0B

OTobparkaet nHdopmaumio o multicast-npodunax, Kotopblie
6b1I CKOHPUTYPUPOBaHDI.

5.17.5 RADIUS-aemopu3ayus 3anpocos IGMP

[aHHbI MexaHM3M NO3BOAAET NPOU3BOAUTL aBTOPM3ALLMIO 3aNpocoB NpoToKona IGMP ¢ nomolbto
RADIUS-cepBepa. [Ana obecneyeHns HaZeXHOCTU U pacrnpefeneHus Harpyskm MOMKET WCNo/ib30BaTbCA
HeckonibKko RADIUS-cepsepoB. Bbibop cepBepa 4na OTNPaBKM 0O4yepenHOro 3anpoca aBTopusaLmu
NPOUCXOAMUT Cy4anHbIM 06pasom. Ecim cepeep He OTBETUI, OH MOMEYAETCA KaK BPEMEHHO Hepabounit, n
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nepecraet y4yacTBOBaTb B MeXaHM3Me onpoca Ha onpegeseHHbI nepuoa, a 3anpoc OTCblNaeTcs Ha
cheayrowmii cepsep.

I‘IonyquHble dBTOPU3aUNOHHbIE [AaHHble XPaHATCA B K3W-MaMATU KOMMYTATOpPa B Te4dyeHue
33[3HHOTO0 nepuosa BpPemMeHU. ITO NO3BONAET YCKOpPUTb MOBTOPHYO 06paboTky IGMP-3anpocos.
MapameTpbl aBTOPU3aLMM BKAOYALOT B CeOA:

=  MAC-agpec KNIMEHTCKOro yCTPOMNCTBa;
=  WpeHTndUKaTop NnopTa KOMMYTATOPA;
= |P-agpec rpynnbl;

=  PeweHue o goctyne - deny/permit.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug 3anpoca KOMaHAHOM CTPOKU peXnma rnobasibHOro KOHPUrypnpoBaHus:
console (config) #

Tabnuua 147 — KomaHabl pexxnma rnobanbHoro KoHGUrypupoBaHun

3HayeHue/3HayeHue no

KomaHoa Aeiicmeue
ymMon4aHuio
ip igmp snooping authoriza- YcTaHaBAMBaeT BpemA XU3HW B Kawe. Ecam 3HaveHune
tion cache-timeout timeout PaBHO HY/IIO — OTCYET BPEMEHM KU3HM OTK/IOYEH (3anuch

timeout: (0..10000) He yaanaeTca co BpemeHem).

. " " MnH/0
no ip igmp snooping authori-

. . YCcTaHOBKa 3HAYeHUA N0 YMONYAHUIO.
zation cache-timeout

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica (QuanasoHa uHmepgelicos) Ethernet

Bupg 3anpoca KOMaHAHOM CTPOKU perMma KOHOUIYpUpPOoBaHUA NHTepdeinca:
console (config-if)#

Tabnuua 148 — KomaHabl pexknuma KoHoburypmposaHua nHtepdeiica Ethernet

3HayeHue/3HayeHue

KomaHoa Aeiicmeue
no ymosn4YaHuro
multicast snooping Bkntoyaet aBtopusauuto 4yepes RADIUS-cepsep. Ecam
authorization radius yKasaH napametp required, To B c/lyyae HeAOCTYNHOCTU
[required] Bcex RADIUS-cepsepos IGMP-3anpocbl MTHOPUPYHOTCA.
-/OTKI04EHO B npotuBHom cnyyae |IGMP-3anpoc 6yaetr obpaboTaH

Aaxe npu oTCyTCTBUKN OTBETA CepBepa.

no multicast snooping OTKAlOYEHME aBTOPU3aLLUN.
authorization

BKntouaeT npeasapuTensHyto ob6paboTky IGMP-3anpocos
Ha nopty go otseta RADIUS-cepsepa. Mo noayyeHuun
oTBETa OT CepBepa B C/y4yae MNOJIOKMUTENbHOTO OTBEeTa
noAnMcKa OcCTaeTca, B C/lyvyae OTPULATENbHOrO —
-/oTKNtO4EHO ;

yAanaeTca, ecnim AONONHUTENIbHO HAacTpoeHa GyHKUMA ip
igmp snooping immediate-leave.

multicast snooping
authorization forwarding-first

no multicast snooping
authorization forwarding-first BoccTaHaBMBaEeT 3HaYeHWe N0 YMONYAHMIO.
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KomaHOb! pexcuma EXEC

Bce KOMaHAbl AOCTYMHbI TO/ZIbKO A4 NPUBUNETMPOBAHHOIO NOJ1b30BaTeNA.
BuAa 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console#

Tabnnua 149 — KomaHabl pexkmma EXEC

KomaHoa 3HavyeHue/3Ha4yeHue Aelicmeue
110 yMOAYAHUIO

show ip igmp snooping au- OTob6parkaeT cofepRMmoe Kala aBTopusauumn IGMP.

t.horization-.caclje gi_port: (1..8/0/1..24); Ecnn B KOMaHAge ykasaH uHTepdelic — To oTobparkatoTca

[interface gigabitethernet TONbKO Te rpynnbl, KOTOpble 3aperucTpupoBaHbl Ha
. te_port: (1..8/0/1..4); .

?;_Zzz |I theunngz::igtiegl;lzernet h_u_port: (1/0/1..6) ! yKa3aHHOM nHTepdelice.

bitethernet hu_port ]

clear ip igmp snooping au- OuunLLaeT KL aBTOpU3aLLUMN.

thorization-cache . . (1..8/0/1..24); Ecnm B KomaHAe yKasaH WHTepdelic — Kaw-3anucu
[interface gigabitethernet gtle_poc::'.c-((lu 8/0/1“ 4))_’ OUMLLAIOTCA A1 YKa3aHHOro MHTepdeiica.

gi_port | tengigabitethernet h_up po.rt' ("1/0/1 "6) ! Ecan nHTepdeiic He yKasaH — KLl OYMLLLAETCA NOHOCTbIO.
te_port | hundredgiga- - ) -
bitethernet hu_port]

5.18 MapLpyTusaumna mMHoroagpecHoro Tpadpuka

5.18.1 NMpomokon PIM

PIM — npoToKon MmHOroazpecHom mapLupytusaumm ans IP-ceteit, cosgaHHbIn Ans peleHns npobaem
rpynnosoi mapupytmsauun. PIM 6asvpyeTtca Ha TPaAMLMOHHbLIX MapLWpPYTHBIX MPOTOKOMAX (Hanpumep,
Border Gateway Protocol), Bmecto TOoro, ytobbl co3gaBaTb COBCTBEHHYIO ceTeBylo TonoJsioruio. PIM
ucnosblyet unicast-tabavuy MapwpytMsaumm ana nposepkn RPF. 3Ta nposepka BbINosHAETCS
MapLIpyT13aTopamm, YTobbl ybeamTbes, YTo nepesadya MHOrOaApPecHOro Tpaduka BbIMOJHAETCA NO NyTH
6e3 netenb.

RP (rendezvous point) — Touyka paHAeBy, Ha KOTOpoi OyayT PerucTpuMpoBaTbCA MCTOYHUKMU
MHOToaZpecHbIX MOTOKOB M CO34aBaTb MapLIPyT OT UCTOYHMKA S (cebs) go rpynnbl G: (S, G).

BSR (bootsrtap router) — mexaHunsm cbopa nHbopmauum o RP KaHgmaaTax, opMnpoBaHUM CNMCKA
RP pna Ka)kgo MHOroaZpecHon rpynnbl M OTMPaBKa CNMCKA B npegenax gomeHa. KoHdurypaums
MHOroaapecHon mapLupyTusaumm Ha 6ase IPv4.

KomaHObI pexcuma 2a0banabHol KOHGuU2ypayuu

Bua, 3anpoca KomaHAHOW CTPOKM pexkmma rnobanbHon KoHdurypauuu:
console (config) #

Tabnunua 150 — KomaHab! perknma rnobanbHOM KoHGUrypaumm

3HayeHue/3Ha4yeHue "
KomaHoa / Aelicmeue
o ymoa4aHuro
ip multicast-routing pim -/To ymonuaHuio BKNOUMTL MHOrOaApecHy0 MapLpyTusaumio, npotokon PIM Ha
dYHKLMA BbIKNOYEHA BCEX MHTepdeicax.
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no ip multicast-routing pim

OTKNIOUYUTb MHOTOAAPECHYHO MapLLPYTU3aLMIio U NPOTOKoA PIM.

ipvé multicast-routing pim

no ipvé multicast-routing pim

-/To ymon4aHuio
DYHKLMA BbIKAKOYEHA

Bkatountb gna IPvé mHOroaapecHyto mapLupyTusauuto, NpoToKO
PIM Ha Bcex uHTepdericax.

OTKAOYNTL ANnAa IPv6 MHOroagpecHyo MmapLpyT13aumio U NpoTo-
Kon PIM.

ip pim bsr-candidate
ip_address [mask] [priority
priority_num]

no ip pim bsr-candidate

mask: (8..32)/30;
priority_num:
(0..192)/0

YKa3aTb YCTPOMCTBO KaK KaHauaata B BSR (bootstrap router).
- ip_address — BanngHbii IP-agpec KommyTaTopa;

- mask — macka noacetu;

- priority_num — npuopuTer.

OTKAKOYEHMEe JaHHOro NapameTpa.

ipv6 pim bsr-candidate
ipv6_address [mask] [priority
priority_num]

mask: (8..128)/126;
priority_num:

YKasaTb yCTPOMCTBO Kak KaHauaaTta B BSR (bootstrap router).
- ipv6_address — BanngHbivi IPv6-agpec KommyTaTopa;
- mask — macka noacety;

(0..192)/0 - priority_num — npuopuTeT.
no ipv6 pim bsr-candidate OTKAlOYEHME JaHHOro NapameTpa.
ip pim dm {range BKAOUMTL MapLIpyTU3aLMIo 3a4aHHOIO AMana3oHa MyJIbTUKACT-
multicast _subnet | default} HbIX rpynn B pexxume PIM-DM.
- multicast_subnet — mHoroaapecHasn noacetb;
- default — onpegenset ananasoH B 224.0.1.0/24.
) KomaHAy MOXHO BBeCTU HECKO/IbKO pas, 3a4aB He-
V CKONIbKO ANana3oHoB.

no ip pim dm {range OTKNOYUTD AAHHbIN NapameTp.
multicast _subnet | default}
ip pim rp-address Co3paHue ctatuyeckol Rendezvous Point (RP), gononHutensHo
unicast_address MOHO YKa3aTb MHOroagpecHyto NoaceTb s aaHHoM RP.
[multicast_subnet] - unicast_addr — IP-agpec;

- - multicast_subnet — mHoroapecHas noaceTb.
no ip pim rp-address YpaneHue ctatuyeckolt RP unu yganeHue RP ans ykasaHHou noa-
unicast_address ceTu.
[multicast_subnet]
ipv6 pim rp-address Co3paHue ctatuyeckol Rendezvous Point (RP), gononHutensHo
ibv6_unicast_address MOKHO YKa3aTb MHOroaZpecHyto noaceTb aaa AaHHoM RP.
[ipv6_multicast_subnet] - ipv6_unicast_addr — IPv6-aapec;

- - ipv6_multicast_subnet — mHoroagpecHasa noaceTb.
no ipv6 pim rp-address YpaneHue ctatuyeckon RP unv yaaneHue RP ansa ykasaHHoM noa-
ibv6_unicast_address ceTu.
[ipv6_multicast_subnet]
ip pim rp-candidate Co3pgaHune KaHguaata ansa Rendezvous Point (RP)
unicast_address [group-list . - unicast_addr — IP-agpec;

. L. . acc_list: (0..32) . o

acc_list] [priority priority] AMEONa - acc_list — cnucok MHoroaspecHbix NpeduKcoB, 3a4aBaemblit C

[interval secs]

priority: (0..192)/192;
secs: (1..16383)/60

NoMOLLbIO cTaHAapTHoro ACL;
- priority — NpUOPUTETHOCTb KaHAMAATA;
- Secs — nepuog, oTNpPaBKK COOBLLEHMIA.

no ip pim rp-candidate ceryRA OTKNtoYEeHMe JaHHOro NapameTpa.

unicast_address

ipv6 pim rp-candidate CospaHue KaHauaata ana Rendezvous Point (RP)
ipv6_unicast_address . - ipv6_unicast_addr —IPv6-agpec;

[group-list acc_list] [priority accc_:‘sv:c‘;(()(})-l.a.‘SZ) - acc_list — cnMCOK MHOoroaZpecHbix NpedurKcoB, 3a4aBaemblil C

priority] [interval secs]

no ipv6 pim rp-candidate
ibv6_unicast_address

priority: (0..192)/192;
secs: (1..16383)/60
CeKyHA,

nomolupbto ctaHaapTHoro ACL;
- priority — NPUOPUTETHOCTb KAHANAATA;
- secs — nepuog oTNpPaBKM COOBLWEHUN.

OTKAloYeHMe AaHHOro napameTpa.

ip pim ssm {range
multicast_subnet | default}

no ip pim ssm [range
multicast_subnet | default]

YKa3aTb MHOroaApecHyto NoaceTb

- range — yKasaTb MHOr0apecHYIo NoACETb;

- multicast_subnet — mHOroagpecHasn noaceTb;
- default — ykasatb ananason 8 232.0.0.0/8.

OTKAlOYeHWe AaHHOrO NapameTpa.

ipv6 pim ssm {range
ipv6_multicast_subnet |
default}

YKa3aTb MHOroaApecHyto NoaceTb

- range — yKa3aTb MHOr0apPeCHYI0 NoACETb;

- ipv6_multicast_subnet — mHOTrOaapecHan NoaceTb;
- default — ykasatb agnanasoH B FF3E::/32.
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no ipv6 pim ssm [range
ipv6_multicast_subnet |
default]

OTKNtOYEHMEe JaHHOro NapameTpa.

ipv6 pim rp-embedded

no ipv6 pim rp-embedded

-/BKAOYEHO

BKNOUMTL paclunmpeHHbiit pyHKLUMOoHan rendezvous point (RP).

OTKNOYUTL paclUMpeHHbli GyHKUmMoHan rendezvous point (RP).

ip multicast multipath {group-
paths-num | group-next-hop}

no ip multicast multipath

-/BbIK/IIOYEHO

BKntoyaeT 6anaHcMpoBKy nakeTos PIM Join B cTopoHy gocTyn-
HbIX RP.

- group-paths-num — metog 6anaHCMPOBKK, NPU KOTOPOM
xew $yHKUMSA, NoACYMTaHHAA Ha OCHOBE afpeca rpynnol, Ae-
nntca no mogynto Ha N, rae N — KoanyecTso JOCTYNHbIX RP.

BbllweyKa3aHHbI meToa Heo6XxoaUM AN KOPPEKTHOM
' pa6oTbl 6anaHCcUpOBKMU npu CMNONb30BaHUU
- EVPN/VXLAN. Ha npaKTuKe OH NPUBOAMUT K «CUHXPOHU-
3aumn» VTEP n Bbibopy oaHoro u Toro e RP gna ot-
npaBKK TPadPUKa KOHKPETHOM rpynnbl.

- group-next-hop — meTog 6a1aHCMPOBKK, NPU KOTOPOM MNOA-
cyet xew ¢yHKUMKM BasmpyeTca Ha agpece rpynnbl U agpece
next-hop.

Mo ymonyaHuio B cnyyae HanuuuA B Tabauue mapupyT-
! TM3auum 6onee ogHoro mapwpyta Ao RP, PIM Join ot-
npasnsetca B cTopoHy PIM coceaa ¢ Hanbonbwum IP.

YcTaHaBAMBaEeT 3Ha4YeHue no YMO4YaHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet, VLAN, epynnei nopmos

Bua 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnunua 151 — KomaHabl pexkuma KoHourypauum nHtepdelicos Ethernet, VLAN, rpynnbi nopTos

3HaveHue/ 3HayeHue "
KomaHoa / Aelicmeue
o ymMmon4aHuro

ip (ipv6) pim BkntoyeHune PIM Ha uHTepodelice.

— - -/BKAtOYEHO —
no ip (ipv6) pim BoikntoueHue PIM Ha uHtepdevice.
ip (ipv6) pim bsr-border MpekpaTuTb Nepesady BSR-coobueHuii c MHTepdeiica.

— -/oTKAtO4EHO
no ip pim bsr-border OTKNloYeHWe AaHHOro napameTpa.
ip (ipv6) pim dr-priority priority YKaszaHwue npuopuTeta gna sbibopa DR-poyTepa.

iorit - priority — npuoputeT DR-poyTepa onpesenstowmii, KTo U3 Kom-
priority:

no ip (ipv6) pim dr-priority

(0..4294967294)/1

myTaTopoB cTaHeT DR-poyTepom. KommytaTop ¢ Hambonbwmm
3HavyeHuem ctaHeT DR-poyTepom.

Bo3BpalyaeT 3Ha4yeHne No YMONYAHUIO.

ip ip (ipv6) pim hello-interval
secs

no ip (ipv6) pim hello-interval

secs: (1..18000)/30 cek

YKasaHue nepuogaa otnpasku hello-naketos.
- sec — nepuog otnpasku hello-nakeTos.

Bosspau.l,aeT 3Ha4YeHne No ymon4aHuio.

ip (ipv6) pim
join-prune-interval interval

interval: (1..18000)/60

YKa3aTb MHTepBas, B Te4EHNE KOTOPOro KOMMYTATOp OTCblNaeT
join unm prune-coobueHuns.
- interval — nepvog, BpemMeHn oTNpPaBKM join, prune coobLieHUA.

— - CeKyHA,

no ip (ipv6) pim Bo3BpallaeT 3Ha4YeHMe No YMONYaHWIO.

join-prune-interval

ip (ipv6) pim neighbor-filter dunbtpauma exoaawmx PIM-coobLueHumii.

acc_list acc_list: (0..32) - acc_list — cnMCOK aApecoB, Ha OCHOBE KOTOPbIX NPOM3BOAMUTCA
cumBona dunbTpaums.

no ip (ipv6) pim neighbor-filter

OTKAloYeHWe AaHHOrO NapameTpa.
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ip igmp static-group group-
address [ sourse sourse_addr ]

no ip igmp static-group group-
address [ sourse sourse_addr ]

BKAtOUUTL CTaTUYECKUI 3anpoc multicast-rpynnbl Ha UHTep-
deiice.

- group_address — |P-agpec rpynnbi;

- source_addr — IP-agpec UCTOYHMKa rpynnbl.

’ Ha uHtepdeiice aomxeH 6biTb BKAKOUEH PIM.
.

BbIKNtOUMTb CTaTMYeCcKMI 3anpoc multicast-rpynnbl.

KomaHOobl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnuya 152 — KomaHzabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoa4aHuo

Aelicmeue

show ip (ipv6) pim rp mapping
[RP_addr]

OtobparkaeT akTMBHbIe RP, cBA3aHHble C MapLIpyTHOM nHdopma-
umen.
- RP_addr — IP-agpec.

show ip (ipv6) pim neighbor
[detail] [gigabitethernet
gi_port | tengigabitethernet
te port |
hundredgigabitethernet
hu_port | port-channel group|
vlan vian_id]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1..8/0/1..32);
group: (1..32);
vlan_id: (1..4094).

OTobparkaeT nHpopmaumio o PIM-coceasnx.

show ip (ipv6) pim interface
[gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group|
hundredgigabitethernet
hu_port | vlan vian_id |state-
on | state-off]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1..8/0/1..32);
group: (1..32);
vlan_id: (1..4094).

OTobparkaeT MHPopmaumto no PIM-uHTepdencam:
- state-on — oTobparkaeT Bce nHTepdelicol, rae BkAoyeH PIM;
- state-off — oTobparkaet Bce MHTepdeiichl, rae BbikatoueH PIM.

show ip (ipv6) pim group-map
[group_address]

OTob6parkaeT TabauLy NPUBA3KM MHOTOaAPECHbIX rpynn.
- group-address — agpec rpynnbl.

show ip (ipv6) pim counters

OTobparkaet cogepmmoe PIM-cyeTynkos.

show ip (ipv6) pim bsr election

OTobparkaeT MHPopmavumio o BSR.

show ip (ipv6) pim bsr rp-cache

OTo6pakaeT MHOGOPMALLMIO O U3YHeHHbIX KaHauaaTax 8 RP.

show ip (ipv6) pim bsr
candidate-rp

OTobparkaer cocTosHWe KaHaMaaTos B RP.

clear ip (ipv6) pim counters

O6Hynset PIM-cyeTymku.

[Mpumep ucrnonb308aHUI KOMAHO

= Ba3oBas HacTpoiKka PIM SM c ctatuyeckum RP (1.1.1.1). NpeasapuUTenbHO A0MKeH BbITb HACTPOEH
NPOTOKOA MapLIpyTM3aL K.

console# configure

console (config) # ip multicast-routing
console (config)# ip pim rp-address 1.1.1.1

5.18.2 ®dyHkyua PIM Snooping

®dyHKUMA PIM Snooping Mcnonb3yeTca B CETAX, r4e KOMMYTATOP MCMNOHAET ponb L2-ycTpoicTea

mexay PIM-maplpyTtmusatopamm.
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OcHoBHoM 3agayeit PIM Snooping aBnaeTca npeaocTaB/ieHne MHoroagapecHoro Tpaduka To/IbKO
ONA TeX NOPTOB, C KOTOPbIX 6blaK nosiydeH PIM Join, PIM Register.

KomaHObI pexcuma 2a06an6HolU KOHguU2ypayuu

Bua 3anpoca KoMaHAHOM CTPOKM B pexume rnobanbHoi KoHGUrypaumu:

console (config) #

Tabnunua 153 — KomaHab! pexuma rnobanbHoi KoHduUrypaumm

3HayeHue/3HayeHue
o ymon4aHuio

KomaHoa

Aelicmeue

ip pim snooping
— /BbIK/IIOYEHO

PaspewwnTb ucnonbsosaHue dpyHKUmMm PIM Snooping KommyTaTo-
pom.

no ip pim snooping

3anpeTuTb NCNoNb30BaHUE QYHKLUMU

ip pim snooping vlan
vlan_id
vlan_id: (1..4094)

PaspewunTb ncnonbzoaHune ¢yHKUMM PIM Snooping KommyTaTo-
pom gns gaHHoro uHtepdeiica VLAN.
vlan_id — naeHTUdUKaUMOHHBI Homep VLAN.

no ip pim snooping vlan
vlan_id

3anpeTuTb Mcnonb3oBaHune ¢yHKUMKM PIM Snooping KommyTaTo-
pom gns gaHHoro uHtepdeiica VLAN.

KomaHOb1 pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#

Tabnunua 154 — KomaHab! pexkuma EXEC

3HayeHue/3HayeHue
Mo ymon4YaHuro

KomaHoa

Aelicmeue

show ip pim snooping

MokaszaTtb 06y MHGOPMALMIO O HACTPOMKaX.

show ip pim snooping vlan

vian_id vlan_id: (1..4094)

MoKasaTb CTaTUCTUKY KOHTPOIA MHOroagpecHoro Tpaduka B
AaHHoM vlan.

show ip pim snooping groups

MoKa3aTb CNMUCOK 3aperucTpUpPOBaHHbIX rpynn.

sh ip pim snooping neighbors

lMoKa3aTb CNUCOK 3aperncTpMpoBaHHbIX y4acTHUKOB PIM.

5.18.3 lMpomokon MSDP

MpoToKoN O6Hapy*KEeHUA WMCTOUYHMKOB MHOroagpecHol paccbiikn (MSDP) ucnonbsyetca ans
obmeHa MHPopmaument 06 nctoyHukax Multicast-tpadmka mexgy pasHoimu PIM-gomeHamum. MSDP-
coeauHeHue 06bIYHO yCTaHaBAnBaeTca mexay RP Kaxaoro gomeHa.

KomaHObI pexcuma 2a06asab6Hol KOHpuU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKK B pexume rnobanbHol KoHGUrypauum:

console (config) #
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Tabnuua 155 — KomaHabl pexkmma rnobanbHom KoHpuUrypaumm

KomaHoa

3HayeHue/3HayeHue
no ymon4YaHuro

Aelicmeue

router msdp

no router msdp

BkntounTtb npotokon MSDP 1 nepeiT B peknMm ero KoH-
durypaumm.

OcTaHoBUTbL NpPoTOKON MSDP 1 yoanntb BCO ero KOHPUry-
pauuto.

KomaHObI pexcuma KoHgu2ypayuu npomokosad MSDP

BuAa 3anpoca KOMaHAHOM CTPOKM B pexkume KOHPUrypaumnm npotokosa MSDP:

console (config-msdp) #

Tabanuya 156 — KomaHgb! pexkuma KoHpurypauum npotokona MSDP

KomaHoa

3HayeHue/3HayeHue
no yMmon4YaHuio

Aelicmeue

connect-source ip_address

no connect-source

-/IP-agpec He Ha3HaueH

HasHauutb IP-agpec, KoTopbli ByaeT MCNonb3oBaH B KayecTse
ncxoaawero npu coegmHeHnn ¢ MSDP-nupom.

YCTaHOBWTb 3HauYeHKne no YMO4aHUIO.

cache-sa-holdtime secs

no cache-sa-holdtime

secs: (150..3600)/150
cek

YCTaHOBUTb Bpems xusHu SA-3anucu B KaLle.

YCTaHOBWUTb 3HAYEHNE NO YMONYAHMUIO.

holdtime secs

no holdtime

secs: (3..150)/75 cek

YcTaHoBUTbL Tamep holdtime. Eciv B TeyeHme 3Toro Bpe-
MeHW He byaeT npuHATo keepalive-coobueHne, To coeau-
HeHue ¢ cocegom cbpacbliBaeTcs.

YCTaHOBWUTb 3HAYEHWE NO YMONYAHMIO.

keepalive secs

no keepalive

secs: (1..60)/30 cek

YcTaHOBUTL WHTepBan Mmexay oTtnpaBkoi keepalive-
coobueHnn.

YCTaHOBUTb 3HAYEHUE NO YMOAYAHMIO.

originator-ip ip_address

no originator-ip

-/IP-agpec He Ha3HauyeH

HasHaunTtb IP-agpec, ncnonbayemolt B KauecTse agpeca RP
B MCXo4AaLWmMX coobuieHmax SA.

YCTaHOBWTb 3HAYEHUE NO YMOAYAHMIO.

peer ip_address

no peer ip_address

[Jo6aButb B KOHOUrypaumo MSDP-nMp 1 BONTK B peXum
ero KoHdurypaumu.

Yaanute MSDP-nnp.

KomaHObI pexcuma KoHgpuaypayuu MSDP-nupa

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHpurypaunm MSDP-nmpa:

console (config-msdp) #

Tabnunua 157 — KomaHabl pexuma KoHpurypauum MSDP-nmpa

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuro

Aelicmsue

connect-source ip_address

no connect-source

—/IP-aapec He Ha3Ha-
ueH

HasHauuTb IP-agpec, KoTopblit 6yAeT UCNOoNb30BaH B KayecTBe UC-
xoAwero npu coeanHeHnm ¢ MSDP-nnpom.

YCTaHOBWUTb 3HaueHMe no YMO/THaHUIO.

description text

no description

text: (1..160) cumBona

3agatb onucaHne MSDP-numpa.

Ypanutb onucaHue.
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mesh-group name [Job6asutb cocepga K MESH-rpynne.
name: (1..31) cumBona
no mesh-group Ypanuts coceaa.
sa-filter { in | out } CoszaaTtb npasunio GpuabTpaLmm SA-coobuieHnin:
sec_num { permit | deny } - permit — paspewatouiee Npasmao GuabTpaLnu;

[ rp-address ip_addr_rp |

- deny — 3anpeuiatouiee npasmno GuabTPaLmu;
group-address ip_addr_gr

- Sec_num — HOMep CeKuUu NpaBuna;

| source-address sec_num: )

ip_addr_src] (0..4294967294) - ip_addr_rp — ¢dunbTpaums no agpecy RP;
- ip_addr_gr — ¢unbTpayma no agpecy rpynnoi;
- ip_addr_src — ¢wunbTpauma no agpecy uctoyHmnka Multicast-
TpaduKa.

no sa-filter { in | out } YaanaeT co3fgaHHyIo ceKkumio npasuna.

sec_num

shutdown AAMUHUCTPATUBHO BbIKAHOYUTL ceccuto ¢ MSDP-nupom, He yaa-

—/BbIK/IIOYEHO NnAA ero KoHoUrypauuu.
no shutdown YCTaHOBWTb 3HAYEHME MO YMOYAHUIO.

KomaHOb1 pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#

Tabnnua 158 — KomaHab! pexkuma EXEC

3HayeHue/3HayeHue »
KomaHoa / Aelicmesue
no ymosn4aHuro
show ip msdp peers [ ip_addr] MokasaTb MHPOPMALMIO O HAaCTPOEHHbIX NUPax, cTaTyce coeam-
. HeHUA, HAaCcTPOIKax NUPOB, a TaKKe CTaTUCTUKY obmeHa coobLe-
HUAMK NpoTokona MSDP
- ip_addr — IP-agpec nupa.
show ip msdp source-active — MokasaTb cogepKmMmoe Kawwa SA.
show ip msdp summary — MokasaTb cymmapHyto nHbopmaumio npotokona MSDP.
clear ip msdp counters — OBHYNUTb CYETYMKM.
clear ip msdp peers [ ip_addr] MNepeycTaHoBUTL coeanHeHnsa ¢ MSDP-nupamu
- ip_addr — 1P-appec nupa.

5.18.4 ®dyHkyusa IGMP Proxy

®PyHKUMA MHoroagpecHon mapwpyTtmnsaumm IGMP  Proxy npegHasHayeHa QAna peanusaummu
YNPOLLEHHOM MApLIPYTU3aLMM MHOTOAZPECHbIX AAHHbIX MEXAY CeTAMMW, ynpaBAseMoW Ha OCHOBAHWU
npotokona IGMP. C nomouwpbto IGMP Proxy ycTpoicTeBa, He HaxoaswMeca B OAHOM CETU C CEPBEPOM
MHOT0a4pPEeCHON PacCbIIKM, UMEIOT BO3MOXKHOCTb MOAKAHOYATHCA K MHOFOQAPECHbIM rPYNnam.

MapLpyTmsauma OcCyLecTBAAeTCa MexKay WHTepdelicom BblwecTtoAwen cetn (uplink) wu
nHTepdelricamm Hukectoawmx cetent (downlink). Mpu atom Ha uplink-uHTEpdeitce KommyTaTop BeaeT ceba
Kak 06bluyHbIA MnoJsiydaTenb MHoroagpecHoro Tpaduka (multicast client) n dopmupyeT cobcTBeHHble
coobueHns npotokona IGMP. Ha uHTtepdelicax downlink KommyTaTop BbICTynaeT B KayecTBe cepBepa
MHOTrOa4pecHOM paccbiikn U 0bpabaTtbiBaeT coobuieHma npoTokona IGMP OT ycTpoICTB, NOAKNOUEHHbIX K
3TMM MHTepdeicam.

V KonuuectBo noaaepKMBaembix rpynn MHOroaapecHoi paccbiiku npotokonom IGMP Proxy
yKasaHo B Tabnuue 9.

V IGMP Proxy nogaepusaet go 512 downlink-untepdeiicos.
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%

OrpaHuyeHus peanusaumm ¢pyHkummn IGMP Proxy:

- IGMP Proxy He noaaep)XuBaeTca Ha rpynnax arperauuu LAG;

- MOXeT 6bITb onpeaesieH TONbKO 0AWH MHTepdeiic BbiecToALel ceTu;

- Npu ucnonb3oBaHumn Bepcumn V3 npotokona IGMP Ha uHtepdeiicax K HUMKeCcToALLEeN ceTu,
o6pabartbiBaloTca TONbKO 3anpocbkl Tuna exclude (*,G) u include (*,G).

KomaHOb! pexcuma 2106aa6HoU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobanbHoM KOHPUrypaLmm:

console (confiqg) #

Tabanuya 159 — KomaHabl perknma rnobanbHoM KOHPUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip multicast-routing
igmp-proxy

no ip multicast-routing

-/MNo ymon4aHuio
DYHKLMA BbIKAIOYEHA

PaspeluaeT paboTy mapLipyTM3aL MM MHOTOaApecHbIX AaHHbIX Ha
CKOHPUIypUpOBaHHbIX MHTepdeicax.

3anpewaeT paboTy MapLIpyTU3aLMM MHOFOAAPECHbIX AaHHbIX Ha
CKOHOUIYpPMpPOBaHHbIX HTepdelicax.

KomaHObI pexcuma KoHguaypauuu uHmepaelicos Ethernet, VLAN, uHmepgelica epynmnsl nopmos

Bua 3anpoca KOMAHOHOM CTPOKM B pexume KoHdurypaumm uHTepdeiicos Ethernet, VLAN,

nHTepdelica rpynnbl NOPTOB:

console (config-if) #

Tabnunua 160 — KomaHabl pexkuma KoHourypauum nHtepdelicos Ethernet, VLAN, rpynnbi nopTos

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

ip igmp-proxy {
gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id}

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1..8/0/1..32);
group: (1..32);
vlan_id: (1..4094)

KoHdurypupyemblin nHtepdeic anaetca nHTepdbencom K Huxke-
crosen cetn. KomaHaa HasHavaet cBasaHHbIN uplink-uHTepdeiic,
Y4acTBYIOLMI B MapLIpYTU3ALUN.

ip igmp-proxy downstream
protected interface { enable |
disable}

no ip igmp-proxy downstream
protected interface

BK/OUMTL 3aWmTy No HUcxoaawemy nHtepdeiicy. IPv4d multicast-
Tpaduk, nocTynatowmii Ha HTepdelic, He ByaeT NnepeHanpaseH.

OTKNIOYUTB 3aLLUUTY NO HUCXOZALLEMY UHTepdeliCy.

ip igmp static-group group-
address [ sourse source_addr ]

no ip igmp static-group group-
address [ sourse source_addr ]

BK/loUMTL cTaTMyeckuit 3anpoc multicast-rpynnbl Ha MHTEp-
deiice.

- group_address — IP-agpec rpynnbi;

- source_addr — |P-agpec UCTOYHMKA rpynmbl.

’ Ha uHtepdodeiice aonxeH 6biTb BKAOUYEH IGMP Proxy.
.

BbIKNIOUUTL CTaTUYeCKUiA 3anpoc multicast-rpynnbi.

KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#
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Tabnmua 161 — KomaHap! pexkmuma EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4YaHuro

Aeiicmeue

show ip mroute
[ip_multicast_address
[ip_address]] [summary]

KomaHaa npeaHasHadeHa Ans NPoCcMOoTpa CNMCKOB MHOroagpec-
HbIX rpynn. Bo3amoxeH BbI6op rpynn no agpecy rpynnbl Uav no
afpecy UCTOYHMKA MHOTOaAPECHbIX AaHHbIX.

- ip_multicast_address — |IP-agpec rpynnbi;

- ip_address — IP-agpec UCTOYHMKA;

- summary — KpaTKoe coAepyKaHue Kax[oM 3anucu B MHOroas-
pecHoit Tabavue MapLpyTM3aumm.

show ip igmp-proxy interface
[vlan vian_id | gigabitethernet
gi_port | tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1..8/0/1..32);
group: (1..32);
vlan_id: (1..4094)

NHbopmaumsa o ctatyce IGMP-proxy NpMMeHUTENbHO K UHTEp-
deicam.

[pumepbl 8b1M0AHEHUS KOMAHO

console#show ip igmp-proxy interface

IP Forwarding is enabled

IP Multicast Routing is enabled
IGMP Proxy is enabled

Global Downstream interfaces protection is enabled
SSM Access List Name: -

* — the switch is the Querier on the interface

Interface Type Interface Protection CoS DSCP
vlanb upstream - -
v1lan30 downstream default - -

5.19 ®yHKuMM ynpaBneHus

5.19.1 MexaHu3zm AAA

Ona obecneyeHns 6e30MACHOCTU CUCTEMbI UCMOAb3yeTcA MexaHuam AAA (ayTeHTUUKaLMS,

aBTOpPU3aLMA, yYeT).

— Authentication (ayTeHTUdMKauma) — conocTaBneHMe 3anpoca CyLLecTByloLLein yYETHON 3a-
nucum B cucteme 6e30MacHoOCTU.

— Authorization (aBTopusauus, NpoBepKa ypoBHSA A0CTyNa) — COMNOCTaB/eHNE YYETHOM 3anucu
B cucTeme (npowealein ayTeHTUOUKALMIO) U onpesesiEHHbIX MOJTHOMOYUIA.

— Accounting (y4€T) — cnekeHue 3a NnoTpebeHnem pecypcoB Nob30BaTeIEM.

[N WwndpoBaHMa AaHHbIX UCNONb3YETCA MexaHn3m SSH.

KomaHObI pexcuma 2a0banabHol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM peXknma rnobanbHom KOHGUrypaumm:

console (config) #
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Tabnmua 162 — KomaHap! pexxmma rnobanbHon KoHGUrypaumm

KomaHda

3HayeHue/3Ha4yeHue no
YMOAYAHUIO

Aeiicmeue

aaa authentication login
{authorization | default |
list_name} method_list

no aaa authentication login
{default | list_name}

list_name: (1..12)
CMMBO/I0B;
method_list: (enable, line,
local, none, tacacs, radius);

-/MNo ymon4aHuio
OCYLLLECTBNAETCA MPOBEPKA
no /IoKanbHoM 6ase
OaHHbIX (aaa
authentication login
authorization default local)

YcTaHaBAMBaeT cnocob ayTeHTUOUKALMKM AN BXOAA B CUCTEMY.
- authorization - pa3pellaeT NPOXoOXKAEHMUE aBTOpPU3aLLMK Mo
OMUCAHHBIM HUXE MeToAam;
- default — ucnonbsoBatb AN ayTeHTUOMKaAUMM OMUCAHHbIE
HUXe meToapl;
- list_name — ums cnucKa ayTeEHTUPUKALMOHHbBIX METOA,0B, aKTU-
BM3MPYIOLLErOCs, KOraa nosb3oBaTeslb BXOAUT B CUCTEMY.
OnucaHune metogos (method_list):
- enable — ncnonb3oBaTb NAPO/b ANA ayTeHTUPUKaLuu;
- line — ucnonb3oBaTb NAPONb TEPMUHANA ANA ayTEHTUDUKALUNK;
- local — vcnonb3oBaTb NOKanbHYO 6a3y MMeH NoJsib3oBaTenei
Ana aytTeHTMduKaumm;
- none — He UCMNO/Ib30BATb AayTEHTUDMKALMIO;
- radius — ncnonb3oBaTb cnmMcok RADIUS-cepBepoB Ans ayTeHTU-
duKaumm;
- tacacs —ucnonb3osaTb cnncok TACACS cepsepoB Ana ayTeHTU-
duKaumm.

V Ecnn metop ayTeHTUPMKALMM He onpepeneH, To

AOCTYN K KOHCONM BCeraa ycnewuHbli.

V Co3paHue CMUCKA OCYLLeCTBNAAETCA KOMaHAOM:
aaa authentication login list_name method._list.
Ucnonb3oBaHue cnucka:
aaa authentication login list-name

’ | Bo usbexkaHue norepu goctyna cneayet BBOAUTb
. HeobxoAuMbIA MUHUMYM HACTPOEK ANA YKa3blBa-
emoro mertoga ayTeHTMpuKkaumm.

YcTaHaBAMBaeT 3HaYeHue no YMO4YaHUIO.

aaa authentication enable
authorization {default |
list_name} method_list

no aaa authentication
enable authorization
{default | list_name}

list_name: (1..12)
CMMBO/I0B;
method_list: (enable, line,
local, none, tacacs, radius);
-/MNo ymonyaHuio
OCYLLLEeCTBAAETCA MPOBEPKa
no /IoKanbHoM 6ase
OaHHbIX (aaa
authentication enable
authorization default
enable)

YcTaHaBAMBaeT cnocob ayTeHTUPMKauumM npu  MNOBbILEHUU
YPOBHSA NPUBUAETUIA 414 BXOAA B CUCTEMY.
- authorization - paspeluaeT NPOXOXKAEHME aBTOPU3ALLUM MO
OMNUCAHHbBIM HUXE MEeToLaM;
- default — ucnonb3oBatb Ansa ayTeHTUOUKALWMM ONUCAHHbIE
HUKe MeTozbl;
- list_name — nms cnucka ayTeHTUOUKALMOHHbBIX METOA,0B, aKTU-
BM3MPYIOLLLErocs, KOraa nosb30oBaTteslb BXOAUT B CUCTEMY.
OnucaHune metogos (method_list):
- enable — ncnonb3oBaTb NAPO/b ANA ayTeHTUGUKaLNUK;
- line — ncnonb3oBaTb NapoONb TEPMUHANA ANA ayTeHTUGUKaLUK;
- local — ncnonb3oBaTb NoKanbHytO 6a3y MMeH nosb3oBaTesnein
ANA ayTeHTUdUKaLmu;
- none — He UCMNO/Ib30BATb AayTEHTUDMKALMIO;
- radius — vcnonb3osaTb cnmucok RADIUS-cepBepoB ans ayTeHTU-
duKaumu;
- tacacs — vcnonb3osaTb cnncok TACACS-cepBepoB ANs ayTeHTU-
duKaumm.

V Ecan meTop, ayTeHTUUKALUKN He onpeseneH, To

AOCTYN K KOHCOU BCeraa ycnewHbii.

V Co3paHue CNUCKA OCYLLEeCTBAAETCA KOMAHA0M:
aaa authentication login list-name method_list.
Ucnonb3oBaHue cNUCKa:
aaa authentication login list-name
Bo usbexkaHue notepu Joctyna cieayeTt BBOAUTD
! HeobXoAMMbIIi MMHUMYM HacTPOeK AN YKa3biBa-
eMOoro MeToaa ayTeHTuGMKauuu.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

Ethernet-kommymamopel ceputli MES2300, MES3300, MES53xxA, MES5400-xx, MES5500-32

161



HELTEX

enable password password
[encrypted] [level level]

no enable password [level
level]

level: (1..15)/1;
password: (0..159)
CMMBOJI0B

YcTaHaBAMBaET Naposib A1A KOHTPONA U3MEHEHUA NPUBUNETUI
[0CTyna nosb3oBaTesen.

- level — ypoBeHb npusunerui;

- password — naponb;

- encrypted — 3afaTb 3aWMdpPOBaHHbLIN Napoab (Hanpumep, na-
ponb B 3awndpoBaHHOM BUAE, CKOMWPOBAHHBLIW C ApPYroro
yCTPOICTBA).

YpanseT naposb 418 COOTBETCTBYIOLLEr0 YPOBHA NPUBKUAETUIA.

username name
{nopassword | password
password | password
encrypted
encrypted_password}
[priveliged level]

no username name

name: (1..20) cumBoN0B;
password: (1..64)
CMMBO/10B;
encrypted_password:
(1..64) cumBonos;
level: (1..15)

[ob6asnaeT nonb3osaTens B I0KaAbHY0 633y AaHHbIX.

- level — ypoBeHb npuBunerui;

- password — naponb;

- name — ¥mA NoNb30BaTeNs;

- encrypted_password — 3alinMdpoBaHHbIA Naposb (Hanpumep,
naponb B 3allMPpPOBAaHHOM BWMAE, CKOMMPOBAHHLIN C APYroro
yCTpOWCTBa).

Ypanser nosb3oBaTens U3 10KaNbHOM 6a3bl JAaHHbIX

aaa accounting login
start-stop group {radius |
tacacs+}

no aaa accounting login
start-stop

-/To ymonyaHuio BegeHune
yuyeTa 3anpeLieHo

PaspelaeT BegeHWe yyeTa (aKKayHTa) 418 CeCCU ynpaBaeHus.
BepeHue yyeTa pa3pelueHo TONbKO ANA Nosb3oBaTe-
V Neid, BoweALwWwunX B CUCTEMY MO UMEHU U NAPONIO, ANA
nonb3oBaTesieii, BOWeALWMUX NO NApoJ0 TEPMUHANA,
BeAeHue yyeTa 3anpeLyeHo.
BepeHue yueta aKTUBUPYETCA U NpeKpallaeTca, Koraa
V No/b30BaTe/lb BXOAMUT U OTKAKOYAETCA OT CUCTEMDI, YUTO
COOTBETCTBYET 3HaueHMAMm start u stop B coobuieHuax
npoTtokona RADIUS (napameTpbl, cogepiKalumeca B co-
o6weHunax npotokona RADIUS, npuseaeHbl B Tabnuue
163).

3anpeuiaeT BegeHue yyeta (akkayHTa) a4na sBegeHHbix B CLI Ko-
MaHA.

aaa accounting dotlx
start-stop group radius

no aaa accounting dotlx
start-stop group radius

-/To ymon4aHuio BegeHune
yuyeTa 3anpeLieHo

PaspellaeT BegeHuWe yyeTa (akkayHTa) gna ceccuin 802.1x.
BepgeHue yueta aKTUBMPYETCA U NPEKPaLLaeTca, Koraa
V noab30oBaTe/lb BXOAUT U OTKNIOYAETCA OT CUCTEMDbI, YTO
COOTBETCTBYET 3HaUeHusaM start u stop B coobieHunsx
npotokona RADIUS (napameTpbl, cogeprKalumecs B co-
o6weHunax npotokona RADIUS npusegeHbl B Tabanue
163).
B pexxume Multiple sessions coobueHusa stat/stop no-
V CbIIAOTCA ANA KaXAO0ro Nonb3oBaTens, B pexume
Multiple hosts — TonbKo gns nonb3oBartens, npouea-
wero ayteHTMdUKaumio (cm. pasgen no 802.1x).

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

ip http authentication
aaa login-authentication
[login-authorization]
[http | https]
method_list

no ip http authentication
aaa login-authentication

method_list: (local, none,
tacacs, radius)

OnpegensieT MeTog, ayTeHTUGUKaLmmn npu goctyne K HTTP-
cepsepy. Mpu ycTaHOBKE CNMUCKA METOA0B AOMNONHUTENbHbIN
meToz, byaeT NPUMEHATLCA TONbKO B TOM C/yyae, Korga no
OCHOBHOMY MeToAy ayTeHTUdMKaLMKM BO3BPaLLEHA OLLIMOKaA.
- method_list — metopg ayteHTUdMKaumm:

local — no umeHn 13 NoKanbHOM 6a3bl AAHHbIX;

none — He Ucnosb3yeTcs;

tacacs — ncnonb3oBaHUe cnmMckos Bcex cepeepoB TACACS+;
radius — vucnonb3osBaHue cnmckos Bcex RADIUS-cepsepos.

YcTaHaBAMBaeT 3HaYeHue no YMON4YaHUIO.

aaa authentication mode
{chain | break}

-/chain

YcTaHaB/MBaeT afroputmM onpoca MeToAoB ayTeHTUdUKa-
umn.

- chain — nocne HeyaayHoOM NONbITKM ayTeHTUOMKALUUKU MO
nepBoMy MeTOAY B CMMCKe C/edyeT MonbiTKa ayTeHTUdMKa-
LMW MO C/iedytolemy MeToay B LienoyKe;

- break — nocne HeygauHoW ayTeHTUGUKALMM MO NepBOMY
MeToAy Npouecc ayTeHTUdMKaLMN ocTaHaBNMBaETCA. AyTeH-
TMdUKaLMa No cnegyrowemy MeTody AOMYyCTMMa TO/bKO B
C/lyyae HEBO3MOMHOCTM ayTeHTUdUKALMM MO NpeablayLiemy
meToay.

aaa accounting commands
stop-only group tacacs+

-/To ymonyaHuio BegeHune
yyeTa KOMaHZ, BbIK/OYEHO

BkntouaeT BegeHue yyeta BBegeHHbIX B CLI KomaHg no npoTo-
Kony Tacacs+.
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no aaa accounting
commands stop-only group

YcTaHaBAMBaeT 3HaYeHUe No YMOIYaHUIO.

Dns Toro yto6bl KNMEHT NONMYYUN [OCTYN K YCTPOUCTBY, AaXKe eCv BCe MeToAbl ayTeHTUU-
e Kaluuu BepHyAu olWMBKY, UCNoNb3yiiTe 3HAaYUEHUE NoCAeAHEero MeToga B KOMaHAae — none.

Tabnunua 163 — ATpmnbyThl coobLueHnit BeaeHnn yyeTa npotokona RADIUS ana ceccuit ynpasneHus

Haau4ue Hanauyue
ampubyma e | ampubyma e
Ampubym pudy pudy OnucaHue
coobweHuu coobweHuu
Start Stop
User-Name (1) EcTb EcTb NpeHTMdMKaLMa nosb3oBaTens.
IP-agpec KOMMyTaTopa, KOTOPbIN MCMosb3yeTca
NAS-IP-Address (4) EcTb EcTb AP o y' P P y
Aana ceccunin ¢ Radius-cepsepom.
Mpoun3BoabHOE 3Ha4YeHNe, BKIIOYEHHOE BO BCE CO-
Class (25) EcTb Ectb P o
06ueHnA yyeTa ceccui.
. IP-agpec KOMMYyTaTOpa, UCNOb3yemMblil ANA cec-
Called-Station-ID (30) EcTb EcTb vp,p Y P ¥ A
CUI ynpasnieHus.
Calling-Station-ID (31) EcTb EcTb IP-agpec nonb3oBaTens.
Acct-Session-ID (44) Ectb EcTb YHUKanbHbIN naeHTUOMKATOP yyeTa.
. YKa3blBaeT MeTos, N0 KOTOPOMY K/JMEHT A0/KEH
Acct-Authentic (45) EcTb EcTb A poMy A
6bITb ayTEHTUOULMPOBAH.
. . MoKkasblBaeT, Kak A0Aro nosb3osaTtenb Hbia noa-
Acct-Session-Time (46) Het EcTb A A
KNIOYEH K cucTeMe.
Acct-Terminate-Cause (49) | Het EcTb MpuyYmMHa 3aKpbITUA ceccuu.

Tabnunua 164 — ATpmnbyThl coobuieHnit BeaeHna ydeta npotokona RADIUS ana ceccuin 802.1x

Haau4ue Hanauyue
ampubyma e | ampubyma e
Ampubym pucy pucy OnucaHue
coobweHuu coobweHuu
Start Stop
User-Name (1) Ectb EcTb NaeHTMdMKaLMs nosb3oBaTens.
IP-agpec KommyTaTopa, KOTOPbIA UCMOAb3yeTcA
NAS-IP-Address (4) Ectb Ectb AP . y_ P P y
Aana ceccuin ¢ Radius-cepsepom.
Mo o aTopa, Ha KoTopo opKNUnACA
NAS-Port (5) Ectb Ectb PT KOmMMyTaTOP TOPOM NOAKA n
nosib3oBaTeNb.
Mpon3BoaAbHOE 3HaYeHWNEe, BK/IIOYEHHOE BO BCe CO-
Class (25) EcTb EcTb P o
obLLeHnn yyeTa ceccui.
Called-Station-ID (30) EcTb EcTb IP-appec KommyTaTopa.
Calling-Station-ID (31) Ectb Ectb IP-agpec nonb3oBaTens.
Acct-Session-ID (44) EcTb Ectb YHUKanbHbIN naeHTUGMKATOp yyeTa.
. YKa3blBaeT MeTos, N0 KOTOPOMY KAMEHT A0J/IKEH
Acct-Authentic (45) EcTb EcTb BIBAET METOA, T TOPOMY KAMEHT AOA
6bITb ayTEHTUDULMPOBAH.
. . MoKa3sbIBaeT, KaK A0Aro nosb3osaTtens Hbla Noa-
Acct-Session-Time (46) Het EcTb A A
KNIOYEH K cucTeme.
Acct-Terminate-Cause (49) | Het EcTb MpuumHa 3aKPbITUA CECCUMN.
Nas-Port-Type (61) Ectb Ectb MNoKasbiBaeT TMN NOpTa KAMEHTa.
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KomaHObI pexcuma KoHgu2ypayuu mepmuHana

Bug 3anpoca KOMaHAHOM CTPOKU B pexknume KoHPUrypaumm tTepmmHana:

console (config-line) #

Tabnnua 165 — KomaHab! perknuma KoHoUrypaumm TepmrHaibHbIX CECCUi

3HayeHue/3HayeHue
no ymon4aHuwo

KomaHda

Aelicmeue

login authentication {default |
list_name}

list_name: (1..12)
CMMBOJI0B

no login authentication

3agaeT meTog, ayTeHTUdMKaLMM Npu Bxoae Ansa KoHconwu, Telnet,
SSH.

- default — ncnonb3oBaTh CNMCOK «NO YMONYAHUIO», CO34AHHbIN
KoMaHaol aaa authentication login default

- list_name — ncnonb30BaTb CNUCOK, CO34aHHbIN KOMaHAOoM aaa
authentication login /ist_name.

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.

enable authentication
{default | /ist_name}

list_name: (1..12)
CUMBOJI0B

no enable authentication

3apaeT metog, ayTeHTUOUKALMM NOMb30BATENA NPU NOBbILWEHWN
YPOBHSA nNpuBunernii ana kosconu, Telnet, SSH.

- default — ncnosb30BaThb CNMCOK «MO YMONYAHWIO», CO3A4aHHbIN
KOoMaHZoM aaa authentication login default

- list_name — ncnonb3oBaTb CNWCOK, CO34aHHbIM KOMAHAOM aaa
authentication login /ist_name.

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIKO.

password password

encrypted
! ypted] password: (0..159)

CMMBO/1I0B

no password

3apaeT naposb AnAa TepMuHana.

- encrypted — 3agaTb 3aWwWndpPoOBaHHbIA Naposb (Hanpumep, na-
poNb B 3allMPpOBaHHOM BUZAE, CKOMMPOBAHHbLIA C APYroro
yCTpoWcTBa).

Ypanaet naposib ANnA TepMuHana.

KomaHObi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnuua 166 — KomaHabl pexunma Privileged EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

show authentication methods

Moka3sbiBaeT MHPopMaLmio 06 ayTeHTUOUKALMOHHBIX MeToAax
Ha KOMMyTaTopeE.

show users accounts

MoKa3biBaeT N0KaNbHYy0 6a3y AaHHbIX NOAb30BaTeNel U UX MPU-
BUNETUNNA.

KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexuma EXEC:

console>

Bce KomaHAb! AaHHOTO pasgena AOCTYMNHbI TOAbKO 41A NPUBUAETMPOBAHHbIX nonb3oBaTene.

Tabnnua 167 — KomaHabl pexkmma EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

show accounting

Moka3sbiBaeT MHPOPMALMIO O HACTPOEHHbIX METOAAX BeAeHUA
yyeTta (aKkKayHTa).
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5.19.2 Mpomokon RADIUS

MpoTtokon RADIUS ucnonb3yetca gns ayTeHTMPUKaumKM, asTopulaumm u ydyeta. Cepsep RADIUS
ncnonbdyetr 6asy AaHHbIX NONb30BaTeNEN, KOTOPaA COLEPKUT AaHHbIe NPOBEPKU MOANMHHOCTM ANA
KaXaoro nonb3oBatend. TakMm ob6pasom, wucnosb3oBaHMe npoTtokona RADIUS obecneunsaer
OONONHUTENbHYIO 3alLMTY NPU AOCTYMe K pecypcam ceTu, a TakkKe Npu JOoCTyne K cCamMoMy KOMMYTaTopy.

KomaHObI pexcuma 2a06an6Hol KOHgpu2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKuUme r106anbHOM KOHPUrypaumm:

console (config) #

Tabanua 168 — KomaHabl pexkmma rnobanbHol KoHurypaumm

KomaHda

3HayeHue/3HayeHue
no yMmoa4aHuo

Aeiicmeue

radius-server host
{ipv4-address | ipv6-address |
hostname} [auth-port
auth_port] [acct-port
acct_port] [timeout timeout]
[retransmit retries] [deadtime
time] [key secret_key] [priority
priority] [usage type]

encrypted radius-server host
{ipv4-address | ipv6-address |
hostname} [auth-port
auth_port] [acct-port
acct_port] [timeout timeout]
[retransmit retries] [deadtime
time] [key secret_key] [priority
priority] [usage type]

hostname: (1..158)
CUMBOJIOB;
auth_port:

(0..65535)/1812;
acct_port:
(0..65535)/1813;
timeout: (1..30) cek;
retries: (1..15);
time (0..2000) muH;

secret_key: (0..128)
CUMBO/IOB;

priority: (0..65535)/0;
type: (login, dotl.x,

[JobaBnaeT yKasaHHbIA cepBep B CNMUCOK Mcnosibdyembix RADIUS-
cepsepos.

- ip_address — IPv4 nnu IPv6-agpec RADIUS-cepBepa;

- hostname — ceteBoe nma RADIUS-cepBepa;

- auth_port — Homep nopTa AN nepegayn ayTeHTUPUKALMOHHbIX
OaHHbIX;

- acct_port — Homep nopTa 414 nepefayn AaHHbIX yyeTa;

- timeout — VHTepBan 0XXNOaHWUA OTBETA OT CepPBepa;

- retries — KONMYECTBO NONbITOK Noncka RADIUS-cepsepa;

- time — BpemA B MUHYTaX, B TEYEHWE KOTOPOro HeJoCTynHble cep-
Bepa He byayT onpalwmeatbca RADIUS-KAMEHTOM KOMMYTaTOpa;

- secret_key — kntoy ansa ayteHTMGMKaLMm 1 wndposaHuUs Bcero 0b-
MeHa gaHHbimn RADIUS;

- priority — npuopwuTeT ncnonb3osaHus RADIUS-cepsepa (Yem HuKe
3HayeHue, TeM NPUopPUTETHEE CepBep);

- type — TMn ncnonb3osaHua RADIUS-cepsepa;

- encrypted — 3a4aTb KAtoY B 3alUMPPOBAHHOM BUE.

B cnyyae oTcyTcTBMA B KOMaHAe NnapameTpoB timeout, retries, time,

all)/all secret_key nna paHHoro RADIUS-cepBepa UCNO/b3YOTCA 3HaYEeHUS,
HaCTPOEHHbIE C MOMOLLI0 KOMaHA, YKa3aHHbIX HUKeE.
no radius-server host Ypanaet ykasaHHbIN cepBep M3 cnmncka ncnosnbsyembix RADIUS-cep-
{ipv4-address | ipv6-address | BEpoB.
hostname}
[encrypted] radius-server key YcTaHaBAMBAET K/HOY, UCNONb3YEMBIN NO YMONYAHUIO, ANA ayTeH-
[key] key: (0..128) TMMKaumMm m WwudpoBaHus Bcero obmeHa AaHHbimu RADIUS
CMMBON0B/NO

no radius-server key

YMOTYGHUIO KANtoY —
nycras cTpoKa

MeXay YCTPOWCTBOM U OKpyKeHnem RADIUS.
- encrypted — 334aTb K/toY B 3aWwMbpOBaHHOM BUA,

YcTaHaBAMBaeT 3HaYeHne o YMONYaHUIO.

radius-server timeout timeout

no radius-server timeout

timeout: (1..30)/3 cek

YcraHaBAuBsaet WUHTEepPBa OXNOaHUA OTBETA OT cepBepa, UCNO/b3y-
eMblii No YMONYaHUIO.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

radius-server retransmit retries

no radius-server retransmit

retries: (1..15)/3

OnpegenaeT KOJIMYECTBO NOMbITOK, MCNOJ/Ib3yeMOe MO0 YMOJTYAHUIO,
noucka RADIUS-cepsepa 13 cnucka cepsepos. lMpu OTKase ocy-
LLeCTBAAETCA MOWUCK Cledylolero no npuoputeTy cepeepa U3
cnucka.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO

radius-server deadtime
deadtime

no radius-server deadtime

deadtime: (0..2000)/0
MMWH

MNo3sBonaet onTummsnposaTtb Bpema onpoca RADIUS-cepsepos, Ko-
rAa HeKOTOpble cepBepa HeAOCTyMNHbI. YCTaHaBANBaeT BpemMA B MU-
HYTax, UCNOJIb3yeMOe NO YMONYaHUIO, B TEYEHNE KOTOPOro Heao-
CTynNHble cepsepa He byayT onpawmsaTbeca RADIUS-KAneHTom Kom-
myTaTopa.

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYaHUIO.
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radius-server host
source-interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback loopback_id | vlan
vlan id}

no radius-server host
source-interface

vlan_id: (1..4094);
gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1..8/0/1..32);

loopback_id: (1...64);
group: (1..32)

3agaeT uHTepdeinc ycTpoictsa, IP-agpec KoToporo byaeT ncnosb-
30BaThCA MO YMO/IYAHMIO B Ka4ecTBe afpeca MCTOYHWUKA nepesaBa-
emMoro B coobueHunax npoTokosa RADIUS.

Ypanaer uHtepderic yctpoicraa.

radius-server host
source-interface-ipv6
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback loopback_id | vlan
vlan id}

no radius-server host
source-interface-ipv6

vlan_id: (1..4094);
gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1..8/0/1..32);

loopback_id: (1...64);
group: (1..32)

3apaet uHTepdeinc ycTpoicTtea, IPv6-agpec Kotoporo 6yaeT wc-
No/1b30BaTbCA MO YMOJIHAHMIO B KaYecTBe agpeca MCTOYHUKA nepe-
[aBaemMoro B coobuieHmax npotokona RADIUS.

Ypanaet uHtepderic yctpoincraa.

KomaHOwbi pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKKM B pexume Privileged EXEC:

console#

Tabnunua 169 — KomaHabl perkmuma Privileged EXEC

3HayeHue/3HayeHue
no yMmon4aHuio

KomaHda

Aeiicmeue

show radius-servers [key]

OtobparkaeT napameTpbl HacTpoikn RADIUS-cepsepoB (KomaHaa
[AOCTyMHa TONbKO A/1A NPUBUAETMPOBaHHbIX NOAb30BaTeNei).

show radius server {statistics |
group | accounting |
configuration | nas | rejected
| secret | user}

OTobparkaeT cTaTUCTUKY NpoTokona Radius, Hopmauuto o nosb-
30BaTenax, KoHourypauuio RADIUS-cepsepa.

[Mpumepbl UCM016308AHUS KOMAHO

=  YCcTaHOBUTb rnobanbHble 3HaYEeHUA ANA NapamMeTPOB: MHTEPBAN OXUAAHUA OTBETA OT cepsepa — 5
CeKyHZA, Koamn4yecTso nonbIToK noncka RADIUS-cepsepa — 5, Bpems, B Te4eHNe KOTOPOro HeaocCTyn-
Hble cepBepa He byayT onpawwunBaTbcst RADIUS-KnMeHTOM KommyTaTopa — 10 MUHYT, CEKpeTHbIi
Kntoy — secret. lobasuTb B cnncok RADIUS-cepBep, pacnofioXKeHHbIN Ha y3ne cetu ¢ IP-agpecom
192.168.16.3, nopT cepBepa 4NnA ayTeHTUbMKaumm — 1645, KoNMYecTBo NONbITOK AOCTyNa K cep-

Bepy — 2.

console# configure
radius-server

console (config)#
console (config) #
console (config)
console (config)
console (config)
retransmit 2

#
#
#

radius-server
radius-server
radius-server
radius-server

timeout 5

retransmit 5

deadtime 10

key secret

host 196.168.16.3 auth-port 1645

= [lokasaTb NapameTpbl HacTpoikn RADIUS-cepBepoB

console# show radius-servers

IP address Ret-

rans

Dead- Prio.

Time

Port port Time-
Auth Acct Out

Usage
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192.168.16.3

Global values

TimeOut : 5
Retransmit : 5
Deadtime : 10

1645

1813 Global

Source IPv4 interface
Source IPv6 interface

Global 0 all

5.19.3 Mpomokon TACACS+

Mpotokon TACACS+ obecneumBaeT UEHTPA/SIN30BAHHYIO CUcTeMy 0e30MacHOCTU ANA MNPOBEPKMU
Nno/sib3oBaTe/iel, NoayyatoWmMx A0CTYN K YCTPOMCTBY, NPU 3TOM noagepumeas coemectumoctb ¢ RADIUS u

ApYrMmMmu npoleccamu nposepkn nogamHHoctn. TACACS+ npeaoctasineT caeaytouimne ciy»Kobi:

— Authentication (nposepka nodauHHocmu). ObecneymBaeTca BO Bpems BXoda B CUCTEMY MO
MMeHaM NoNb30BaTeIei U onpeaeneHHbIM NOb30BaTENAMU NAPONAM;
— Authorization (aemopusayus). ObecneumsaetrcA BO Bpems Bxoda B cuctemy. Mocne

3aBepuwieHnA CceaHcCa

NPOBEpPKM

NOONNHHOCTU 3aNyCKaeTCcA CeaHC aBTopusauunm C

MCNONb30BaHMEM MPOBEPEHHOIN0O MMEHWU MNOJIb30BaTE/NIA, TAKXKe CepBepOM MNPOBEPAIOTCA
npueunernn nonb3oeatena.

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHol KoHGUrypaumu:

console (config) #

Tabnunua 170 — KomaHabl perkuma rnobanbHoM KoHGUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

tacacs-server host
{ip_address | hostname}
[single-connection]
[port-number port] [timeout
timeout] [key secret_key]
[priority priority]

encrypted tacacs-server host
{ip_address | hostname}
[single-connection]
[port-number port] [timeout
timeout] [key secret_key]
[priority priority]

no tacacs-server host
{ip_address | hostname}

hostname: (1..158)
CUMBO/IOB;
port: (0..65535)/49;
timeout: (1..30) cek;
secret_key: (0..128)
CUMBO/IOB;
priority: (0..65535)/0;

[ob6aBnaeT ykasaHHbIN cepBep B CNMUCOK ucnonbdyembix TACACS
cepBepos.

- ip_address — IP-appec TACACS-cepBepa;

- hostname — ceteBoe uma TACACS-cepsepa;

- single-connection — B Ka)XAbll MOMEHT BPEMEHW UMETb He
60/blIe 0gHOro coefmHeHna ana obmeHa faHHbimm ¢ TACACS-cep-
BEpPOM;

- port — Homep nopTa Ana obmeHa gaHHbImKU ¢ TACACS-cepBepom;
- timeout — HTepBaN OXUAaHNA OTBETA OT CepBepa;

- secret_key — Kntoy gns ayTeHTMOUKaumm 1 wWndposaHusa Bcero ob-
meHa gaHHbimu TACACS;

- priority — npuopuTeT ncnonb3osaHus TACACS-cepBepa (4em HuKe
3HauyeHue, TeM NpUopUTETHEE Cepaep);

- encrypted — 3HaueHwue secret_key B 3alunMdppoBaHHOM BUAE.

B cnyyae oTcyTcTBMA B KOMaHAe napameTpos timeout, secret_key
ona paHHoro TACACS-cepBepa MCNONb3YIOTCA 3HAaYEHUA, HACTPOEH-
Hble C MOMOLLbI KOMaHJ, YKa3aHHbIX HUXKe.

Ypanaert yKasaHHbIl cepBep M3 cnucka ucnonbsyembix TACACS-cep-
BEPOB.

tacacs-server key key

encrypted tacacs-server key
key

no tacacs-server key

key: (0..128)
CMMBOM0B/MNO
YMOYAHUIO KoY —
rnycTas CTpoKa

YcTaHaBAMBAET KAKOY, UCMOb3YeMbIi MO YMONYaHUIO, ANA ayTeH-
TUOUKALMM M WndpoBaHUa Bcero obmeHa aaHHbimM TACACS
MeXAY YCTPOMUCTBOM U OKpyKeHnem TACACS;

- encrypted — 3HaueHue secret_key B 3awmdpoBaHHOM BUIE.

YcTaHaBAMBaeT 3HaYeHWe No YMOAYaHUIO.

tacacs-server timeout timeout

timeout: (1..30)/5 cek

YcTaHaBAMBaeT MHTEPBAN OXUAAHUA OTBETA OT CepBepa, UCNOob3y-
emblVi No YMONYaHUIO.
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no tacacs-server timeout

YCTaHOBWTb 3HaY€HMeE N0 YMOJIHAHMUIO.

tacacs-server host
source-interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback /oopback_id | tunnel
tunnel | vlan vian id}

no tacacs-server host
source-interface

vlan_id: (1..4094);
gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1..8/0/1..32);

loopback_id (1..64);
tunnel (1-16);
group: (1..32)

3agaeT uHTepodeinc ycTpoicTtea, IP-agpec KoToporo byaeT ucnosb-
30BaTbCA MO YMOJ/MAHMIO B KayecTBe afpeca MCTOYHMKA Ana 06-
meHa coobuieHmnammu ¢ TACACS-cepsepom.

Ypanset uHtepdelic yctpoicrsa.

KomaHOowbl pexcuma EXEC

BuAa 3anpoca KomaHAHON CTPOKM B pexume EXEC:

console#

Tabnnua 171 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show tacacs [ip_address |
hostname]

host_name: (1..158)
CUMBO/IOB

OTobparkaeT HaCTPOWMKY M CTaTUCTUKY ans cepBepa TACACS+.
- ip_address — IP-agpec TACACS+ cepBepa;

- hostname — umsa cepsepa.

5.19.4 NMpomokon ynpaeneHusa cemoio (SNMP)

SNMP — TexHonorus, npusBaHHaa obecrneynTb ynpasBAeHWE W KOHTPONb Hagh YCTPOMCTBAMWU U

NPUNONKEHUAMM B CETU CBA3M NyTEM obmeHa ynpasastowen UHOOPMALMEN MeXK4y areHTamu,
PacnoNOKEHHbIMU Ha CETEBbIX YCTPOMCTBAX, N MEHeAKEePaMM, HAXOAAWMMMCA Ha CTAHLUMAX YNPaBAEHMS.
SNMP onpegenseT ceTb Kak COBOKYMHOCTb CETEBbIX YNPaBAAIOWMX CTAaHUMIA U 31EeMEHTOB CeTU (FnaBHble
MaLUMHBbI, LWAO3bl MU MapWwpyTU3aTopbl, TEPMUHANbHbIE CEPBEPbLI), KOTOpPble COBMECTHO obecneunBatoT
aAMWHUCTPATUBHbIE CBA3M MEXKAY CETEBbIMU YNPABAAIOWMMM CTAHUNAMM U CETEBLIMMU areHTamu.

KommyTaTopbl NO3BOAAOT HAacTpouTb paboTy npotokona SNMP gns yaaneHHOro MOHUTOPWHIA U
ynpaB/ieHNs YCTPOIMCTBOM. YCTPOICTBO NoaaepKMBaeT npoTokonbl Bepcmuint SNMPv1, SNMPv2, SNMPv3.

KomaHObI pexcuma 2a06anab6HolU KoOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHOM KoOHOUrypaumm:

console (config) #

Tabnunua 172 — KomaHabl pexkrma rnobanbHoM KoHGUrypauum

KomaHoa

3HayeHue/3HayeHue
no ymon4yaHuro

Aelicmeue

snmp-server server

Nno snmp-server server

Mo ymonyaHuio
nogAep:Kka NpoTokona
SNMP oTkntoyeHa

BkAounTb noaaeprKky npotokona SNMP.

OTKAtOYaeT noaaepKKy npotokona SNMP.

snmp-server community
community [ro | rw | su]
[ipv4_address | ipv6_address |
ipv6z_address] [mask mask |
prefix prefix_length]] [view
view_name]

community: (1..20)
CMMBOJI0B;
encrypted_community:
(1..20) cumBonos;

YcTaHaBAMBaeT 3HayeHMe CTPOKM coobliecTBa An1a obmeHa AaH-
HbiMK No npoTokony SNMP.

- community — cTpoKa coobwiecTsa (Naponb) gaa AocTyna no npoTo-
Kony SNMP;

- encrypted — 3agaTb cTpOKy coobuuiecTsa B 3alWMPPOBAHHOM BUAE;
- ro — 4OCTYN TO/IbKO AN1A YTEHUS;

168

Ethernet-kommymamopei cepuli MES2300, MES3300, MES53xxA, MES5400-xx, MES5520-32




HELTEX

snmp-server community-group
community group_name
[ipv4_address | ipv6_address |
ipv6z_address] [mask mask |
prefix prefix_length]

dopmar ipv4_address:
A.B.C.D;
dopmar ipv6_address:
XX Xo XX

dopmart ipv6z_address:

X:X:X:X::X%<ID>;
mask: -
/255.255.255.255;
prefix_length:
(1..32)/32;
view_name: (1..30)
CMMBOJIOB;
group_name: (1..30)
CUMBOJIOB

- rW — JOCTYN A/1A YTEHUA U 3anucuy;
- SU — 40CTYyN afMUHUCTPATOPA;

- view_name — onpegenset uma ansa npasuaa o6o3speHma SNMP, ko-
TOpOe AONKHO 6bITb NPeABapUTENIbHO ONPeAEeNEHO C MOMOLLbIO KO-
MaHAabl snmp-server view. Onpegensier 06beKTbl, A4OCTYNHble CO06-
wecTsy;

- ipv4_address, ipv6_address, ipv6z_address — IP-agpec ycTpolicTBa;
- mask — macka agpeca IPv4, koTopas onpegenset, Kakme 6UTbI aa-
peca UCTOYHMKA NaKeTa CPaBHMBAKOTCA C 3a4aHHbIM IP-agpecom;

- prefix_length —uncno 6uT, KoTopble cocTaBaatoT npedukc IPvd-ag-
peca;

- group_name — onpeaenseT UMA rpynrbl, KOTOPOE AOMKHO ObITb
npegBapuTeNIbHO ONpeaesieHo C NMOMOLLbI0 KOMaHAbl snmp-server
group. OnpeaenseT 06bEKTbI, AOCTYNHbIE COObLLECTBY.

snmp-server view view_name
OID {included | excluded}

no snmp-server view
viewname [0OID]

view_name: (1..30)
CMMBOJI0B

Co3gaeT unu pegaktTupyeT npasuao o6ospeHmna ana SNMP — paspe-
watouiee npasuno, 1Mbo orpaHuumMBaloLLee cepsepy-obo3peBaTtento
poctyn k OID.

- OID — npeHTUdMKaTop 0b6bekTa MIB, NnpeacTaB/ieHHbIl B BUAE Ae-
peBa ASN.1 (cTpoka Buaa 1.3.6.2.4, MOXKeT BKAloYaTb B cebs 3ape-
3epBMpOBaHHbIe CNOBA, Hanpumep: system, dod). C nomoLbio cum-
BoMa * MOKHO 0603HaYNTL cemeiicTBO noaaepesbes: 1.3.%.2);

- include — OID BkatoYeHa B NpaBuio ana ob6o3peBaHus;

- exclude — OID uckntouyeHa n3 npasuia ana obospesaHus.

Ypanaet npasuio ob6o3peHus ans SNMP.

encrypted snmp-server user
username groupname {v3 |
remote host v3 [encrypted]
[auth {md5 | sha} auth-
password] }

no snmp-server user username
[remote engineid-string]

username: (1..20)
CMMBO/IOB
groupname: (1..30)
CMMBO/OB
engineid-string: (5..32)
CMMBO/IOB
password: (1..32)
cMmBoONna
md5:

16 nnn 32 6ant
sha:

20 nnn 36
6anT
dopmat
IPv4: A.B.C.D
IPv6:  X:X:X:X::X
IPv6z:
X:X:X:X::X%<I1D>

Co3paet SNMPv3- nonb3osarens.

- username — UM NONb30BaTeNS;

- groupname — UMs rpynnbl;

- engineid-string — vaeHTudukaTop yaaneHHoro SNMP-ycTpoiicTsa,
KOTOPOMY MO/1b30BaTe/lb MPUHAAEKUT;

- auth-password — naposnb ANA ayTeHTUOUKaAUMM U TFeHepauuu
KNoYa;

- md5 — kntoy md5;

- sha — Kntod sha;

- host — IP-agpec/ nms xocTa.

Ypanaetr SNMP-v3-nonb3osartens.

snmp-server group
group_name {v1 | v2 | v3
{noauth | auth | priv} [notify
notify_view]} [read read_view]
[write write_view]

no snmp-server group
groupname {vl | v2 | v3
[noauth | auth | priv]}

group_name: (1..30)
CMMBOJIOB;
notify_view: (1..32)
CMMBO/IOB;
read_view: (1..32)
CMMBOIOB; Write_view:
(1..32) cumBonos

Cosgaet SNMP-rpynny nav tabanuy coorsetcteuit SNMP-nosb3oBa-
Tenei u npasun 06o3perHnii SNMP.

-vl,v2,v3-SNMP vl, v2, v3 mogens 6e3onacHoCTH;

- noauth, auth, priv — Tun ayteHTMdMKauum, ncnonbyemblit NpoTo-
konom SNMP v3 (noauth — 6e3 ayteHTMdUKaumm, auth — ayteHTU K-
Kauua 6e3 wndposaHms, priv — ayTeHTUdUKauma ¢ wnudposBaHmem);

- notify_view — nma npasuia ob603peHns, KOTOPOMY paspeLlleHo
onpegenatb coobweHns SNMP-areHTa — inform u trap;

- read_view — vmsa npasuna o0b603peHUs, KOTOPOMY paspelleHo
TONbKO YTeHune cogepkmmoro SNMP-areHTa KommyTaTopa;

- write_view — ums npasuia 0603peHuns, KOTOPOMy pas3peLleHo BBO-
OUTb AaHHbIE U KOHOUTypupoBaTb cogepkmumoe SNMP-areHTa kKom-
myTaTopa.

Ypanaet SNMP-rpynny.

snmp-server user user_name
group_name {v1 | v2c | v3
[remote {ip_address | host}]}

no snmp-server user
user_name {v1 | v2c | v3
[remote {ip_address | host}]}

user_name: (1..20)
CUMBO/IOB;
group_name: (1..30)
CMMBO/IOB

Cospgaet SNMPv3-nonb3oBatens.
- user_name — UMA NONb30BaTeNs;
- group_name — M rpynnbi.

Ypanaetr SNMPv3-nonb3oBaTens.
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snmp-server filter filter_name
OID {included | excluded}

no snmp-server filter
filter_name [0OID]

filter_name: (1..30)
CUMBOJI0B

Cospaet unv pegaktupyet npasuno SNMP-ounbTpa, KoTopoe no3so-
naet oéunbtposath inform u trap-coobuweHuns, nepesaBaemble
SNMP-cepsepy.

- filter_name — uma SNMP-ounbTpa;

- OID — npeHTuduKkatop obbekTa MIB, npeacTaBieHHbI B BUAE Ae-
peBa ASN.1 (cTpoka Buaa 1.3.6.2.4, MOXKeT BKAloYaTb B cebs 3ape-
3epBUpOBaHHbIe C10Ba, Hanpumep: system, dod. C nomowblo cum-
BoMa * MOXKHO 0603HaUYNTL cemeiicTBO noaaepesbes: 1.3.%.2);

- include — OID BkatoyeHa B NpaBuio GunbTpaumm;

- exclude — OID uckntouyeHa 13 npasuaa GuUAbTPaLMUM.

Ypnansaet npasuao SNMP-¢unbtpa.

snmp-server host
{ipv4_address | ipv6_address |
hostname} [traps | informs]
[version {1 | 2c | 3 {noauth |
auth | priv}] {community |
username} [udp-port port]
[filter filter_name] [timeout
seconds] [retries retries]

no snmp-server host
{ipv4_address | ipv6_address |
hostname} [traps | informs]

hostname: (1..158)
CMMBOJIOB;
community: (1..20)
CMMBOJIOB;
username: (1..20)
CUMBOJI0B
port: (1..65535)/162;
filter_name: (1..30)
CMMBOJIOB;
seconds: (1..300)/15;
retries: (0..255)/3

OnpeaenseT HacTPOWKK ANA nepesayn coobLLeHnn yBeaoMIeHNA
inform v trap SNMP-cepBepy.

- community — cTpoKka coobuiectsa SNMPv1/2c ansa nepegaqn coob-
LWeHW yBeJOMIEHUS;

- username — nms nonb3osaTtens SNMPv3 gns ayTeHTUdUKaumm;

- version — onpegenat TmMn coobuieHnit trap — trap SNMPv1, trap
SNMPv2, trap SNMPv3;

- auth — yKka3bIBaeT NOANMHHOCTb NakeTa 6e3 wndposaHus;

- noauth — He yKa3sblBaeT NOA/IMHHOCTb NAKeTa;

- priv — yKa3blBaeT NO4/IMHHOCTb NaKeTa ¢ WwudpoBaHUem;

- port — UDP-nopT SNMP-cepsepa;

- seconds — nepuog, oXKuUAaHUA NOATBEPKAEHUIN Nepes NOBTOPHOM
nepegayeit coobuieHnit inform;

- retries — KONMYECTBO NONbITOK Nepegayn coobueHuii inform, npu
OTCYTCTBUW UX NOATBEPKAEHMA.

YaanaeT HacTpOMKM A1a nepegadn CooblieHuit yBeaoMaeHMA
inform v trap SNMPv1/v2/v3-cepsepy.

snmp-server engineid local
{engineid_string | default}

no snmp-server engineid local

engineid_string: (5..32)
CMMBO/IOB

Co3paeT naeHTMPMKaTop nokanbHoro SNMP-ycTpolictea — enginelD.
- engineid_string — uma SNMP-ycTpoiicTBa;

- default — npu ncnonb3oBaHUKM faHHOM HacTpoliku engine ID byaeT
aBTOMATMYECKM co34aH Ha ocHoBe MAC-aapeca ycTponcTsa.

YaanaeT nugeHtnéoukatop nokanbHoro SNMP-ycTpoiictea — engine ID

snmp-server source-interface
{traps | informs} {
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback loopback_id | vlan
vlan id}

no snmp-server
source-interface [traps |
informs]

te_port: (1..8/0/1..32);
hu_port: (1..8/0/1..32);
loopback_id: (1..64)
group: (1..32)

3agaeT nHTepdeiic ycTponcTea, IP-agpec Kotoporo byaeTt ncnonb3o-
BaTbCA MO YMONYAHMIO B KayecTBe afpeca UCTOYHUKA AnA obmeHa
coobuweHnamm c SNMP-cepsepom.

Ypanaet untepderic yctponcraa.

snmp-server
source-interface-ipv6 {traps |
informs} { tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback loopback_id | vlan
vilan id}

no snmp-server
source-interface-ipv6 [traps |
informs]

te_port: (1..8/0/1..32);
hu_port: (1..8/0/1..32);
loopback_id: (1..64)
group: (1..32)

AHanormyHo gnsa IPv6.

Ypanaer untepderic yctpoincraa.

snmp-server engineid remote
{ipv4_address | ipv6_address |

hostname: (1..158)

Cospaet uaeHtTndMKaTop yaaneHHoro SNMP-ycTpolictBa — engine
ID.

no snmp-server enable traps

hostname} engineid_string CMMBOJIOB; - engineid_string —wpeHtudumkatop SNMP-ycTpolicTea.
no snmp-server enginelD engineid_string: (5..32) | YpanaeT naentuduratop yaaneHHoro SNMP-ycTpoiictea — engine
remote {ipv4_address | CMMBONOB ID.
ipv6_address | hostname}
snmp-server enable traps BkntouyaeT nogaepkky SNMP trap-coobuieHui.
-/BKIOYEHO

OTkntoyaeT noaaepky SNMP trap-coobLueHumii.
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snmp-server enable traps ospf

BkntoyaeT otnpaBky SNMP trap-coobuweHuii npotokona OSPF.

no snmp-server trap
authentication

no snmp-server enable traps -/BKNIOYEHO OTkntoyaeT otnpasky SNMP trap-coobLueHui.
ospf
snmp-server enable traps ipvé BkntouyaeT oTnpaeky SNMP trap-coobuweHunit npoTokona OSPF (IPv6).
ospf
-/BKIOYEHO —
no snmp-server enable traps OTKAtoyaeT otnpasky SNMP trap-coobLieHnit.
ipv6 ospf
snmp-server enable traps erps BkatoyaeT otnpasky SNMP trap-coobuueHuii npotokona ERPS.
no snmp-server enable traps -/BKIOYEHO OTkntoyaeT otnpasKy SNMP trap-coobuieHuin npotokona ERPS.
erps
snmp-server trap PaspelwaeT nepesasaTb coobLLeHUA trap-cepBepy, KOTOPbIN He Npo-
authentication Wwen ayTeHTUdUKaumio.
-/pa3spelueHo

3anpelyaeT nepeaasaTb coobLLeHMsA trap-cepBepy, KOTOPbIN He Npo-
wen ayTeHTMOUKaumIo.

snmp-server contact text

no snmp-server contact

text: (1..160) cumsonos

Onpegenset KOHTAKTHYO MHOPMaLMIO YCTPOMCTBA.

YAanaeT KOHTaKTHYO MHPOPMALMIO YCTPOMCTBA.

snmp-server location text

no snmp-server location

text: (1..160) cumsonos

Onpegenset UHPOPMALUIO O MECTOMNOJ/IONKEHMM YCTPOMCTBA.

YaanseT HGOPMaLMIO O MECTOMO/IOKEHMM YCTPOICTBA.

snmp-server set variable_name
namel valuel [name2 value2

[.1]

variable_name, name,
value goKHbI
3a4aBaTbCA B
COOTBETCTBUM CO
cneunduraumen

Mo3BONAET YCTaHOBUTb 3HAYEHMA NepemMeHHbIX B 6ase gaHHbIx MIB
KomMyTaTopa.

- variable_name — nma nepemMeHHo;

- name, value — napbl COOTBETCTBUI UMA — 3HAYEHME.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OQuanasoHa uHmepgelicos) Ethernet

Bupg, 3anpoca KOMaHAHOM CTPOKM B pexkMme KoHdurypauumn nHtepdelica Ethernet:

console (config-if) #

Tabnuua 173 — KomaHabl pexxknuma KoHoburypaumm nHtepoeica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

snmp trap link-status

no snmp trap link-status

-/BKAOYEHO

BkntoyaeT otnpasky SNMP trap-coobLieHuit Npu M3mMeHeHumn co-
CTOAHWA HAaCTPanBaemoro nopra.

BbikntoyaeT oTnpasky SNMP trap-coobueHuii npu MsmeHeHUu co-
CTOAAHWA HacTpPanBaemoro nopTa.

KomaHOwbI pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console (config) #

Tabnunua 174 — KomaHabl pexkuma Privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
Mo ymon4YaHuro

Aelicmeue

show snmp

MokasbliBaeT cTaTyc SNMP-coeanHeHUN.

show snmp enginelD

MokasbiBaeT maeHTUOUKaTop nokanbHoro SNMP-ycTpoictBa —
enginelD.

show snmp views [view_name]

view_name: (1..30)
CUMBOJI0B

MoKa3sbliBaeT npasuna o6o3peHnsa SNMP.

show snmp groups

group_name: (1..30)

Moka3sbisaetr SNMP-rpynnbl.

[group_name] CMMBO/I0B
show snmp filters [filter_name] filter_name: (1..30) MokasbiBaeT SNMP-bunbTPSI.
CMMBO/I0B

show snmp users [user_name]

user_name: (1..30)
CMMBOJIOB

MokasbiBaeT SNMP-nonb3oBatenei.
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5.19.5 Mpomokon yoanéHHo20 moHumopuHaa cemu (RMON)

Mpotokon MoHuTopuHra cetn (RMON) sBnseTca pacwmpeHnem npoTtokona SNMP, nossonss
npeaoctaButb 60nee LWMPOKME BO3IMOXKHOCTM KOHTpoaA ceteBoro Tpaduka. Otamune RMON ot SNMP
COCTOUT B XapaKkrepe cobupaemoit MHbopmMauun — AaHHble cobupaemble RMON B nepsylo ouepeab

XapaKTepusyoT TpaduK MeXKay Yy3namum CceTu.

NPUNONKEHWNE YNPaBAEeHNA CETbIO.

NHpopmauua, cobpaHHaa areHTOm, nepegaeTca B

KomaHObI pexcuma 2a06ana6Hol KOHgpu2ypayuu

BunAa 3anpoca KOMaHAHON CTPOKM pexnma rnobanbHOM KOHOUIypaumm:

console (config) #

Tabnunua 175 — KomaHabl perkuma rnobanbHoM KoHGUrypaumm

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

rmon event index type
[community com_text] [de-
scription desc_text] [owner
name]

no rmon event index

index: (1..65535);
type: (none, log, trap,
log-trap);
com_text: (0..127)
CUMBO/IOB;
desc_text: (0..127)
CUMBOJI0B;
name: CTpoKa

HacTpansaeT cobbiTua, MCNOb3yeMble B CUCTEME YAANEHHOTO MO-
HUTOPWHra.

- index — nHpEKC cobbITUA;

- type — TUN yBEAOM/IEHUA, TEHEPUPYEMOTO YCTPOMNCTBOM NO 3TOMY
cobbITHIO:

none — He reHepupoBaTb YBEAOMNEHMUSA,

log — reHepupoBaTb 3anuch B Tabauue,

trap — otcbinatb SNMP trap,

log-trap — reHepupoBaTb 3anucb B Tabauue u otcbinate SNMP trap;
- com_text — cTpoka coobwectsa SNMP ansa nepecobiniku trap;

- desc_text — onucaHue cobbiTus;

- name — uma co3patens cobbITus.

Ypanaet cobblTie, UCNO/b3yeMoe B CUCTEME YAANIEHHOTO MOHUTO-
pwHra.

rmon alarm index
mib_object_id interval
rthreshold fthreshold revent
fevent [type type] [startup
direction] [owner name]

index: (1..65535);
mib_object_id:
KOppeKTHbIN OID;
interval: (1..2147483647)
CeK;
rthreshold:
(0..2147483647);
fthreshold:
(0..2147483647);
revent: (1..65535);
fevent: (0..65535);
type: (absolute,
delta)/absolute;
startup: (rising, falling,
rising-falling)/rising-
falling;
name: cTpoka

HacTpaunBaeT ycnosus BblAauu aBapuiHbIX CUTHANO0B.

- index — NHAEKC aBapuiiHOro cobbITus;

- mib_object_id — vnaeHTUPUKATOP nNepemeHHOM YacT obbeKTa
OID;

- interval — iHTepBan, B Te4EHUE KOTOPOro AaHHble OTOMpaoTCsA U
CPABHUBAIOTCA C BOCXOAALLEN M HUCXOAALLEN TPaHMLAMK;

- rthreshold — BocxoaAwan rpaHMLa;

- fthreshold — HucxoaAWan rpaHMLa;

- revent — UHAEKC cobbITMA, KOTOPOE UCNONL3YETCA NPU Nepeceye-
HUW BOCXOAALLEW FPaHULLbI;

- fevent — nHpEeKc cobbITUA, KOTOPOE UCMO/Ib3YETCA NPU Nepeceye-
HUW HUCXOAALLEN rPaHuLbI;

- type — meTog, 0T60pa YKa3aHHbIX NepemMeHHbIX 1 NoacyeTa 3Have-
HUWA ANA CPAaBHEHUA C rPAHULAMMU:

Metog absolute — abcontoTHoe 3HaYeHMe BbIbOpPaHHOM NepemeH-
HOM ByAeT cpaBHEHO C rpaHULLEl Ha KOHLE UCCeayemoro HTep-
Bana;

MeTop, delta — 3HauyeHWe BbIBPAHHOI NepemMeHHOW Mpu nocnes-
Hem oTbope 6yAeT BbIYTEHO U3 TEKYLLErO 3HAYEHUA U pasHULa by-
[eT cpaBHeHa C rpaHuuamu (pasHuLa mexay 3HaueHuamu nepe-
MEHHOW B KOHLLe M B HaYasie KOHTPO/IbHOro MHTepBana);

- startup — MHCTPYKUMA ANs reHepauumn cobbiTUt Ha NePBOM KOH-
TPONbHOM MHTepBane. OnpenenseT Npasuaa reHepaLun aBapuii-
HbIX COBbITUI ANA NEPBOro KOHTPO/IbHOTO UHTEPBANA NYyTEM CPaB-
HeHMA oTobpaHHOW NepemeHHOoI ¢ 04HOMN, NMMbo obenmu rpaHu-
Lamu:

- rising — reHepupoBaTb eaUHUYHOE aBapuitHoe cobbIThe NO BOCXO-
OAWEN rpaHnLe, ec/iv 3HayeHe oTobpaHHOM nepemeHHOM Ha nep-
BOM KOHTPO/IbHOM UHTEpBasie 60/blie MO0 PaBHO 3TOM rpaHuLLE;
- falling — reHepupoBaTb eguMHUYHOE aBapUiMHoe cobbiThe No HUC-
XO4ALLeN rpaHuLLe, eciM 3HaYeHMe OoTobpaHHOW nepemeHHON Ha
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no rmon alarm index

NnepBoOM KOHTPO/bHOM MHTepBasie MeHblue IM60 paBHO 3TOM rpa-
HULe;

- rising-falling — reHepupoBaTb eaguHMYHOE aBapuitHoe cobbiTve No
BOCXOAALWEN U/UAN HUCXOOAWEN rPpaHULLEe, eCu 3HaYyeHue OTo-
6paHHOV nepemeHHOM Ha NEepPBOM KOHTPOJAbHOM WHTepBane
6osbwe Mbo paBHO BOCXoAAlLen rpaHuLe u/Man meHblie nMbo
PaBHO HUCXOAALLEN FpaHULLE;

- owher — UMA co3aTtens aBapuMmHoOro cobbiTus.

YaanaeT ycnosue BblAauu aBapuitHbIX COObITUIA.

rmon table-size {history
hist_entries | log
log_entries}

no rmon table-size {history
| log}

hist_entries:
(20..32767)/270;

log_entries:
(20..32767)/100

3afaeT MakcMmasbHbI pasmep RMON-Tabauy,
- history — makcMmanbHOe KoIM4ecTBO CTPOK B Tabnunue uctopuu;
- log — makcmanbHOE KoNMYecTBO CTPOK B Tabaunue 3anucei.
3HaueHue BCTYNUT B CWIY TOJIbKO Nocne nepesarpysku
H ycTpoiicTea.

YcTaHaBAMBaeT 3HaYeHne No YMONYAHUIO.

KomaHObI pexcuma KoHguaypauuu uHmepgpelica (QuanasoHa uHmepgelicos) Ethernet, uHmep-

elica 2pynnbl MOpMmMos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHoburypaumm uHTepdelica Ethernet, uHtepdelica

rpynnbl NOPTOB:

console (config-if) #

Tabnnuya 176 — KomaHabl pexkmuma KoHourypaumm nHtepdelica Ethernet, rpynnol uHtepdelicos

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4yaHuwo

Aeiicmeue

rmon collection stats index
[owner name] [buckets
bucket_num] [interval interval]

no rmon collection stats index

index: (1..65535);
name: (0..160)
CMMBO/I0B;
bucket-num:
(1..50)/50;
interval:
(1..3600)/1800 cex

Bk/toyaeT GopmMMpoBaHMe UCTOPUM MO Fpynnam CTaTUCTUKK ANA
6a3bl AaHHbIX (MIB) yaaneHHOro MOHUTOPUHTa.

- index — nHaekc Tpebyemoli rpynnbl CTAaTUCTUKK;

- name — Bnafenew, rpynnbl CTaTUCTUKK;

- bucket_num — 3HaueHue, accounmpyemoe C KOIMYeCTBOM fYeek
AN c6opa UCTOPMM NO Tpynne CTaTUCTUKK;

- interval — nepuog onpoca ana GopmmnpoBaHUA UCTOPUM.

BbikntoyaeT GopMMpoBaHME UCTOPUM NO FPyNMnam CTaTUCTUKKM oA
6a3bl AaHHbIX (MIB) yaaneHHOro MOHUTOPUHTa.

KomaHOowb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console>

Tabnnua 177 — KomaHzabl pexkmma EXEC

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

show rmon statistics {
gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

show rmon collection stats
[gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group]

gi_port: (1..8/0/1..24);

te_port: (1..8/0/1..32);

hu_port: (1..8/0/1..32);
group: (1..32)

MoKa3blBaeT CTaTUCTUKY MHTepdeiica Ethernet nnbo rpynnbl nop-
TOB, UCMONB3YEMYIO AR YAANIEHHOTO MOHUTOPUHTA.

OTob6parkaeT MHPOpPMaLMio NO 3anpaliMBaemMbimM rpynnam cratu-
CTUKM.

Ethernet-kommymamopel ceputli MES2300, MES3300, MES53xxA, MES5400-xx, MES5500-32
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show rmon history index MNokasbiBaeT uctoputo Ethernet ctatuctnkn RMON.
{throughput | errors | other} - index — 3anpolueHHas rpynna CTaTUCTUKMK;
[period period] - throughput — nokasbiBaeT cYETYMKM NPOU3BOAUTENBHOCTU (NpPO-

index: (1..65535);
period:
(1..2147483647) cek

NYCKHOM cnocobHocTH);
- errors — NoKa3sbIBaeT CYETUMKM OLLIMBOK;
- other — NokasbIBaeT cCYETYMKM 0OPLIBOB M KONNU3UNA;

MEHM.
show rmon alarm-table - MoKasbiBaeT CBOAHY Tabanuy aBapuUinHbIX COBbITUIA.
show rmon alarm index MoKasbiBaeT KOHGUIYpaLMIO HACTPONKMN aBapPUMHbIX COBBLITUI.

index: (1..65535
index: ( ) -index — HAEKC aBapuitHOro CoBbITUA.

- period — NoKa3blBaeT MUCTOPUIO 3a 3aMpoLUEHHbI nepuog, Bpe-

show rmon events - MoKasbiBaeT TabanLy cobbiTUit yaaneHHoro MoHuTopuHra RMON.

show rmon o [index] index: (0..65535) - index — nHaeKc cobbiTna

[pumepbl 8b1M0AHEHUS KOMAHO

= [lokasaTtb cTaTucTUKy 10 nHTepdelica Ethernet:

console# show rmon statistics tengigabitethernet 1/0/10

MokasbiBaeT Tabanuy 3anmceit yaaneHHoro MmoHutopmHra RMON.

Port te0/10

Dropped: 8

Octets: 878128 Packets: 978

Broadcast: 7 Multicast: 1

CRC Align Errors: 0 Collisions: 0

Undersize Pkts: 0 Oversize Pkts: 0

Fragments: 0 Jabbers: 0

64 Octets: 98 65 to 127 Octets: O

128 to 255 Octets: 0 256 to 511 Octets: O

512 to 1023 Octets: 491 1024 to 1518 Octets: 389

Tabnunua 178 — OnucaHune pesynbTaTos

Mapamemp OnucaHue

Dropped Konnuyectso 3aeTeKTUPOBaHHbIX COBbITUIA, KOraa NakeTbl 6bl1M OTOPOLLIEHbI.

Octets KonnyectBo 6aiiT gaHHbIX (BKAOYaA 6aiTbl NNOXMX MAKeTOB), MPUHATbLIX U3 CETU (MUCKAtO-
Yyan ppeimoBble BUTbI, HO BKAOYAA BUTbI KOHTPOIbHOM CYMMbI).

Packets Konnuyectso NpMHATbLIX MaKeToB (BKAkO4an NaoXMe, LWMPOKOoBeLaTeibHble U MHOroaapec-
Hble MaKeThbl).

Broadcast KoanuecTBo NPUHATLIX LUMPOKOBELLATE/IbHbIX MAaKETOB (TO/IbKO KOPPEKTHbIE NMAKETbI).

Multicast Konnuyectso NpUHATbLIX MHOFOaApecHbIX NaKeToB (TObKO KOPPEKTHbIE MaKeThbl).

CRC Align Errors

KonnyectBo NpuMHATbLIX NakeToB AAnMHOM oT 64 ao 1518 6aliT BKAOUYMTENbHO, MMEOLWMX
HEBEPHYIO KOHTPOJIbHYIO CYMMY IMB0 C LieNbiM Ynciom 6anT (OWMBKM NPOBEpPKM KOH-
TpoabHOM cymmbl — FCS), nnbo ¢ HeLenbim Ynciom 6aiT (owmbKn BbipaBHMBaHMA — Align-
ment).

Collisions OueHKa KonmyecTsa KONAM3nin Ha gaHHom Ethernet-cermeHTe.

Undersize Pkts

KonnuyecTBo NpuHATLIX NAaKETOB AANHOW MeHble 64 6aiT (McKatoyasa ¢permoBblie BUTbI,
HO BK/tOYan 6BUTbI KOHTPO/IBHOM CYMMbI), HO B OCTa/IbHOM NMPAaBUNbHO CHOPMUPOBAHHDIX.

Oversize Pkts

Konnuyectso NpuHATLIX NaKeToB AAnHOMN 6onble 1518 6aiT (Mcknovan dppeimosble 6UTHI,
HO BK/Ito4an BUTbl KOHTPOJIbHOM CYMMbI), HO B OCTaZIbHOM NPaBUAbHO CHOPMUPOBAHHDIX.

KonnuecTBo NpuMHATLIX NAaKETOB AANHOM MeHble 64 6alnT (McKntoyas dppelimoBblie BUTbI,
HO BK/t0YasA BUTbI KOHTPOIbLHOM CYMMbI), UMEHOLIMX HEBEPHYH KOHTPOIbHYIO CyMMY MB0

F t
ragments C UenbiM Ynciom 6aiT (OWMBKM NPOBEPKU KOHTPOIbHOM cymmbl — FCS), nMbo ¢ Heuenbim
yncnom 6ainT (ownbKM BbipaBHUBaHUA — Alignment).
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KonnuecTBo NpuHATLIX NaKeToB A/ nHOM 6onbwe 1518 6aliT (MckAtoyan dppeimoBble bUTbI,
HO BK/OYAA BUTbI KOHTPONLHOM CyMMbl), UMEIOLLMX HEBEPHYHO KOHTPObHYIO CyMMYy 60

Jabbers o o
C LenbiM Yyncnom 6aiT (oWwmMBbKM NPOBEPKM KOHTPOAbHOW cyMmbl — FCS), ninbo ¢ Hewenbim
yncnom 6anT (owmnbKKM BbipaBHMBaHKMA — Alignment).

64 Octet KonnuectBo NpuHATLIX NaKeToB (BK/tOYasA NAOXME NaKeTbl) gnnHol 64 6aiiTa (Mckntovas

dpelimoBble 6UTbI, HO BK/OYasA BUTbI KOHTPO/IbHOM CYMMbl).

65 to 127 Octets

Ko/iMyecTBo NPUHATLIX MaKeToB (BK/AtOYasA MAOXWMe NaKeTbl) AAMHOW OT 65 Ao 127 6awnt
BK/IIOUUTENIbHO (MCKNtoYas dperimoBble BUTbI, HO BKIOYAs BUTbI KOHTPOJIbHON CYMMbl).

128 to 255 Octets

KonnyectBo NpUHATbLIX NAKETOB (BKAKOYAn NIOXME NaKeTbl) AnnMHol ot 128 go 255 6ait
BK/IIOUNTENBLHO (MCKtoYasa dpeiMoBble BUTbI, HO BKIOYan BUTbl KOHTPO/IbHOM CyMMbl).

256 to 511 Octets

Ko/IMyecTBO NpMHATLIX MaKeToB (BKAOYAA NaOXMe MakeTbl) AAnHOW oT 256 fo 511 6awnt
BK/IIOUUTE/IbHO (MCKNtoYas dperimoBble BUTbI, HO BKItOUYAs BUTbI KOHTPO/IbHON CYMMbl).

512 to 1023 Octets

KonnuyecTBo NpUHATLIX NAaKeTOB (BK/tOYas MoXMe NakeTbl) AnnHol ot 512 ao 1023 6ait
BK/OYUTENbHO (MCKNtoYas dperimoBble BUTbI, HO BKAOYANA BUTbI KOHTPOJIbHOM CYMMbl).

1024 to 1518 Octets

Ko/iMyecTBo NpMHATLIX MAaKeToB (BKAKOYAA NAOXME NaKeTbl) ganHol ot 1024 ao 1518 6anT
BKNHOUMTE/IbHO (MCKNtoYan dperimoBble BUTLI, HO BKNHOYAA BUTbI KOHTPOILHON CYMMblI).

= [lokasaTb MHPOPMALMIO MO rPYyNNam CTaTUCTUKKM gns nopTa 8:

console# show rmon collection stats tengigabitethernet 1/0/8

Index Interface Interval Requested Samples Granted Samples

Tabnunua 179 — OnucaHune pesynbTaToB

Mapamemp OnucaHue
Index MHAEKC, YHUKaNbHO NAEHTUOULMPYIOLLNIA 3aMNnCh.
Interface Ethernet-uHtepdeiic, Ha KOTOpPOM 3anylLLeH onpoc.
Interval MHTepBan B CEKyHAAX Mexay onpocamm.

Requested Samples

3anpoLeHHoe KOIMYEeCTBO OTCHETOB, KOTOPOE MOMKET 6bITb COXpaHeHo.

Granted Samples

PaspeweHHoOe (OCTaBLIJEECFI) KO/IN4eCTBO OTCHETOB, KOTOPOE MOXKET 6bITb COXpaHeHo.

Owner

Bnageneu AaHHOM 3anucu.

- lMoKa3aTb cHeTUMKH HpOﬂyCKHOﬁ CHOCO6HOCTM,QHHprnanCTaTMCTMKM 1

console# show rmon history 1 throughput

Sample set: 1

Time

Interface: tel/0/1
Requested samples: 50

Maximum table size: 100

Nov 10 2009 18:38:00

Owner: MES
Interval: 1800
Granted samples: 50

Multicast %
675218.67%

Broadcast
2893

Packets
278562

Octets
204595549
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Tabnmua 180 — OnucaHue pes3ynbLTaTos

Mapamemp OnucaHue

Time [aTta v Bpema co3gaHma 3anucu.

Octets Konnuectso 6aiiT gaHHbIX (BKAOYaA 6aliTbl N1I0XMX NAKeTOB) NPUHATLIX U3 ceTU (UCKtoYas
dpelimoBble 6UTbI, HO BK/OYasA BUTbI KOHTPO/IbHOM CYMMbl).

Packets Ko/IMyecTBO NPUHATLIX NAKETOB (BK/OYas NA0OXME NaKeTbl) B TedeHMe nepruoaa Gpopmupo-
BaHMA 3aNuUcCK.

Broadcast Ko/iMyecTBO NpUHATLIX XOPOLIMX MAKeToB B TeuyeHWe nepuoga GopmMMpOBaHUA 3anucu
HanpaBAeHHbIX HAa LWUMPOKOBELLATe/IbHble aapeca.

Multicast Ko/iMyecTBo MPUHATLIX XOPOLIMX MAKETOB B TeuyeHWe nepmona GopmMMpoBaHMA 3anucu
HanpaB/eHHbIX Ha MHOTOaApecHble aJpeca.
OueHKa cpeaHel NponyCcKHOM cnocobHOCTU GU3NYECKOTO YPOBHA Ha AaHHOM UHTepdeice

Utilization B TedeHune nepuosa GopmmpoBaHua 3anucu. MNponyckHas cnocobHOCTb OLeHNBaeTCs Be-
NINYMHON A0 ThICAYHOM NPOLEHTa.
Ko/imyecTBo NpUHATBIX B TeYeHWe nepmnoaa GopmMmmMpoBaHMA 3anNncy NakeTos AJANHOM OT 64

CRC Align 40 1518 6aliT BKIKOUUTENBHO, UMEIOLMX HEBEPHYIO KOHTPOJIbHYIO CyMMY NGO C LebiM
yncnom 6aiT (OWMBKM NPOBEPKU KOHTPOIbHOM cymmbl — FCS), iMb0 ¢ Heuenbim Ynciom
6aiT (owmnbKM BbipaBHUBaHUA — Alignment).

Collisions OueHKa Ko/iMyecTBa KoM3unii Ha gaHHom Ethernet cermeHTe B TeueHue nepuoga dop-

MUPOBAHUA 3aNnUCK.

Undersize Pkts

Ko/nMyecTBo MpUHATLIX B TeyeHue nepuoda GpopmMUMpPOBaHMA 3anncu MaKeToB ANUHOWM
MeHblLle 64 6aiT (UcKkAoYan dpelimoBble BUTbI, HO BKAOYAnA BUTbI KOHTPOABHON CyMMbl),
HO B OCTa/IbHOM MPaBUIbHO CHOPMMUPOBAHHBIX.

Oversize Pkts

Konnyectso NpuHATLIX B TedeHue nepuoga GOpPMMPOBAHMA 3anuCK MaKeToB ANMHOMN
6onbwe 1518 6aiT (Mckaovaa dpeirmoBble 6UTbI, HO BKAKOYAA GUTbl KOHTPOAbHOM
CYMMbl), HO B OCTa/lbHOM NPaBUAbHO CHOPMUPOBAHHDIX.

Fragments

Ko/nMyecTBo MPUHATbIX B TedeHue nepuoda GopmUMpoBaHMA 3anncu MaKeToB ANMHOWM
MeHblle 64 6aiT (UcKkAoYan pelimoBble BUTbI, HO BKAtOYAA 6UTbI KOHTPOIbHOM CYMMbl),
NMEIOLLMX HEBEPHYHO KOHTPOJIbHYIO Cymmy Anb0O C Lenbim Yncaom 6aiT (owmbKku npo-
BEPKM KOHTPObHOM cymmbl — FCS), nnbo ¢ HeuenbiMm Ynciom 6aiT (ownbKU BbipaBHUBA-
Hua — Alignment).

Jabbers

Ko/nMyecTBo MpUHATLIX B TedeHue nepuoda GopmUMpoBaHMA 3anncu MaKeToB ANMHOWM
6onbwe 1518 6aiT (McKkaoyaa ¢peirmoBble BUTbl, HO BKAOYAA OUTbI KOHTPOJbHOM
CYMMbl), UMEIOLLNX HEBEPHYHO KOHTPOJIbHYIO CYyMMY IGO0 C LLe1bIM Ynciom 6anT (owmbKrm
NPOBEPKU KOHTPO/IbHOM cymmbl — FCS), anbo ¢ Heuenbim yncnom 6anT (OWMBKM Bbipas-
HuBaHusA — Alignment).

Dropped

KonnyecTso 3a4eTeKTMPOBaHHbIX COBbITMIA, KOrga naketbl bl OTOPOLLIEHbI B TeYeHue
nepvoaa GopmM1MpoBaHUA 3anucu.

- nOKaBaTbCBOAHyK)Ta6ﬂMuyCMFHaHOBTPEBOFMZ

console# show rmon alarm-table

Index Owner
1 1.3.6.1.2.1.2.2.1.10.1 CLI
2 1.3.6.1.2.1.2.2.1.10.1 Manager
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Tabnmua 181 — OnucaHue pes3ynbLTaTos

Mapamemp OnucaHue
Index NHAEKC, YHUKANbHO MAEHTUOULMPYIOLLMIA 3aNnChb.
(0]]D] OID KOHTPONMPYEMOI NepeMeHHON.
Owner Monb3oBaTtenb, CO34aBLINIM 3aMUCh.

= [lokasaTb KOHPUIYpPaLMIO aBaPUNHbBIX COOLITMI C MHAEKCOM 1:

console# show rmon alarm 1

Alarm 1

OID: 1.3.6.1.2.1.2.2.1.10.1

Last sample Value: 878128
Interval: 30

Sample Type: delta
Startup Alarm: rising
Rising Threshold: 8700000
Falling Threshold: 78
Rising Event: 1

Falling Event: 1

Owner: CLI

Tabnnua 182 — OnucaHune pesynbTaToB

Mapamemp

OnucaHue

OoIb

OID KOHTpOMpPYEMOI NepeMeHHON.

Last Sample Value

3HaueHve NnepemMeHHON Ha NocaegHeM KOHTPOIbHOM UHTepBane. Ecan metoa otbopa ne-
pemeHHbIx absolute — To 310 abcontoTHOE 3HaYeHUe nepemeHHon, ecan delta — 1o pas-
HULA MeXKAY 3HaYEHUAMM NepeMeHHOM B KOHLLE U B Hayale KOHTPObHOIO MHTepBana.

Interval

MHTepBan B CEKYHAAX, B TEYEHME KOTOPOro AaHHble OTOMPAIOTCA U CPAaBHMBAKOTCS C BEPX-
Hen N HUXKHEM rpaHuLLamu.

Sample Type

MeTog, oT6opa yKasaHHbIX NepeMeHHbIX U NoAcyeTa 3HaYeHUs ONa CPAaBHEHUA C rpaHn-
uamu. Metog, absolute — abcontoTHoe 3HauyeHMe BbIbDPaHHOW NepemeHHoN byaeT cpas-
HEHO C rpaHuLLei Ha KoHLe uccnesyemoro nHtepeana. Mertog, delta — 3sHaueHune Bbi6paH-
HOI nepemeHHOM Npu nocneaHem oT6ope ByaeT BbIUTEHO M3 TEKYLLErO 3HAYEHWA, U pas-
HMUa By4eT CpaBHeHa C rpaHnLamm (pasHULA MeXAY 3HaYeHWAMMU NepemMeHHON B KoHUe
1 B Ha4yasie KOHTPO/IbHOrO MHTEPBana).

Startup Alarm

WHCTPYKUMA ona reHepaumm cobbiTUiA Ha NepBOM KOHTPOAbHOM MHTepBane. Onpeaenset
npasuaa reHepauuun aBapuinHbIX cobbITUI ANA NEPBOrO KOHTPOALHOIO MHTEPBAaA NyTem
CpaBHeHWA 0TOHBpPaHHOM NepeMeHHoM ¢ ogHon, NMbo obenmu rpaHuLaMm.

rising — reHepuMpoBaTb eANHUYHOE aBapuiiHOe CobbITUE MO BOCXOAALLEN rpaHuLe, eciu
3HayeHue oTobpaHHOM NepeMeHHOoM Ha MePBOM KOHTPOJIbHOM MHTepBasie 6bosbwem Anbo
paBHOM 3TOI rpaHuLe.

falling — reHepupoBaTb eanHMYHOE aBapuUitHoe cobbITUE MO HUCXOAALLEN rpaHnLe, ecu
3HayeHWe oTobpaHHON NepemMeHHOM Ha NePBOM KOHTPO/IbHOM MHTepBasie MmeHblle nbo
paBHO 3TOW rpaHuLe.

rising-falling — reHepupoBaTtb egMHUYHOE aBapuitHoe cobbiTMe no BocxoAsallein u/mau
HUCXOAALWEN rpaHMLe, ecn 3HaYeHne 0To6paHHOM NepeMeHHOM Ha NepPBOM KOHTPO/Ib-
HOM MHTepBane 6onblue 1M60 paBHO BOCXoAALLEN rpaHmMLe, U/uan meHblue AMbo pasHO
HUCXOAALLEN rPaHULLE.

Rising Threshold

3HauyeHue BocxoasalLen rpaHuLbl. Korga 3HayeHe oTobpaHHOW nepemeHHOM Ha npeapbl-
AYWEM KOHTPO/NIbHOM WHTepBane 6bl10 MeHblue AAaHHOW FPaHWULbl, @ Ha TeKyLLeM KOH-
TPOJIbHOM MHTepBae 6obliem 1M60 PaBHOM 3HAYEHWIO FPaHULLbI, TOr4A eaUHUYHOE COo-
6bITNE reHepupyeTca.
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Falling Threshold

3HauyeHue HUcxoaALwen rpaHuubl. Korga sHaueHne oTobpaHHON NnepemeHHOM Ha npeapl-
AYWEM KOHTPOJbHOM MHTepBase 6bi10 6onblie JAaHHOM rPaHULbl, @ Ha TEKYLLEM KOH-
TPOJIbLHOM MHTEpPBaJie MeHble M60 PaBHO 3HAYEHMIO FPaHULbI, TOTAa eauHUYHOe CObbl-
TWe reHepupyeTcs.

Rising Event NHAEeKC cobbITUA NCMONb3YIOWErocs, KOrAa BOCXOAAWANA rPaHULa nepeceyeHa.
Falling Event NHAeKc cobbITUA NCNOb3YIOLWLEroca, Korga HUCXo4ALWan rpaHuL,a nepeceyeHa.
Owner Monb3oBaTtenb, CO34aBLINIA 3aMNUCh.

= [lokasaTb Tabauuy cobbITMN yaaneHHOro MoHnTopuHra RMON:

console# show rmon events

Index Description Type Community Owner Last time sent
1 Errors Log CLI Nov 10 2009 18:47:17
2 High Broadcast Log-Trap router Manager Nov 10 2009 18:48:48
Tabnmua 183 — OnucaHue pesynbLTaTos
Mapamemp OnucaHue
Index NHAEKC, YHUKaNbHO MaeHTUbMLMpPYIOLWmMiA cobbiThe.
Description KommeHTapuit, onucbiBaloWwmin cobbiTue.
Tun yBeLOMIEHNUSA, FeHEPUPYEMOTO YCTPONCTBOM MO 3TOMY CODbLITUIO:
- hone — He reHepupoBaTb YBeAOMEHUSA;
Type - log — reHepupoBaTb 3anucb B Tabanue;
- trap — otcbinatb SNMP trap;
- log-trap — reHepupoBaTb 3anncb B Tabaunue n otcbinatb SNMP trap.
Community Ctpoka coobuiectsa SNMP ana nepecbinku trap.
Owner Monb3oBaTtenb, cO34aBLINIA COObITHE.
Last time sent Bpemsa 1 gata reHepupoBaHUs nocnegHero cobbitna. Ecan He HbiN0 creHepMpoBaHoO co-
6bITUIA, TO 3TO 3HaYeHUe ByaeT PaBHO Hy/tO.

MokasaTb Tabanuy 3anucen yaaneHHoro MoHMTopuHra RMON:

console# show rmon log

1 Errors

Maximum table size: 100
Event Description Time

Nov 10 2009 18:48:33

Tabnnua 184 — OnucaHne pesynbTaToB

Mapamemp OnucaHue
Index MHAEKC, YHUKaNbHO MAEHTUOULMPYIOLLNIA 3aMnCh.
Description KommeHTapuit, onvcbiBaloLWmn cobbiTue.
Time Bpema co3gaHuAa 3anucu.
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5.19.6 Cnucku docmyna ACL dna ynpasneHus ycmpolicmeom

MporpammHoe obecrneyeHMe KOMMYTATOPOB MO3BO/AET PaspelwmnTb AMbBO OrpaHnyMTb A0CTYN K
ynpaB/AeHW0 YCTPOMNCTBOM Yepes onpeaeneHHble noptbl nan rpynnbl VLAN. Ona aToM uenm cosgarorca
cnuckm aoctyna (Access Control List, ACL) ana ynpasneHus.

KomaHObI pexcuma 2a06an6Hol KOHgu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobanbHoM KOHPUIypaLmm:

console (config) #

Tabanuya 185 — KomaHzabl pexkmma rnobanbHoi KoHurypaumm

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

management access-list name

no management access-list
name

name: (1..32) cumBona

Co3paeT CNMCOoK A0oCcTyna Ana ynpasneHusa. Bxoa B pexxum KoHdu-
rypauum cnnucka Aoctyna ana ynpasieHua.

Yaanaer cnucok 4ocTyna 41 ynpaseHus.

management access-class
{console-only | name}

no management access-class

name: (1..32) cumBona

OrpaHuyMBaeT ynpaBjeHWe YCTPOMCTBOM MO onpeaeseHHOMY
cnucky goctyna (access list). AKTMBMPYET yKa3aHHbIA CMUCOK A0-
cTyna.
- console-only — ynpaBsieHWe yCTpOMCTBOM AOCTYMHO TOJIbKO C KOH-
conu.

OTMeHsAET orpaHuMYeHme Ha ynpas/ieHme yCTPOMCTBOM Mo onpeae-
NIeHHOMY CNUCKY gocTyna (access list).

KomaHObI pexcuma KoHgu2ypayuu cnucka docmyna 0718 ynpasaeHus

Bupg, 3anpoca KOMaHAHOW CTPOKM B pPeXXUME KOHPUIypaLmm CNcKa A0CTyNa AN ynpaBaeHuUs:

console (config) # management access-list eltex manag

console

(config-macl) #

Tabnunua 186 — KomaHabl pexxknma KoHbUrypaumm cnucka goctyna ans ynpasaeHma

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

permit [gigabitethernet
gi_port | tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group |
oob | vlan vian_id] [service
service ]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);

permit ip-source
{ipv4_address |
ipv6_address/prefix_length}
[mask {mask | prefix_length}]
[gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
oob | vlan vian_id] [service
service]

hu_port: (1..8/0/1..32);
group: (1..32);
vlan_id: (1..4094)
service: (telnet, snmp,
http, https, ssh)

3afaer paspeluatoLiee yC0BMeE 419 YNPaBAAIOLWEro CncKa 40-
cTyna.
- service — TN pocTyna.
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deny [gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
oob | vlan vian_id] [service
service] [ace-priority index]

gi_port: (1..8/0/1..24);

te_port: (1..8/0/1..32);

hu_port: (1..8/0/1..32);
group: (1..32);

deny ip-source {ipv4_address |
ipv6_address/prefix_length}
[mask {mask | prefix_length}]
[gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
oob | vlan vian_id] [service
service]

vlan_id: (1..4094);
service: (telnet, snmp,
http, https, ssh)

3afaerT 3anpeLlatoLLee yCI0BME 414 YNPaBAAIOLLErO CMIUCKA A0-
cTyna.
- service — TMn pocTyna,

KomaHOb1 pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console#

Tabnunua 187 — KomaHabl perkmuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

show management access-list
[name]

name: (1..32) cumBona

MoKasbiBaeT CNMcKM gocTyna (access list) ans ynpasnexus.

show management
access-class

MokasbiBaeT MHOpMaLMlo 06 aKTUBHbIX CMMCKax AocTyna
(access list) ans ynpasneHums.

5.19.7 Hacmpolika docmyna

5.19.7.1 Telnet, SSH

JaHHble KOoMaHAbl

KomaHObI pexcuma 2a0baabHol KOHGuU2ypayuu

npegHasHauyeHbl AN HAcTPOWKWM CepBepoB A0CTyna ANsA  ynpas/ieHun
KommyTaTopom. MNMoaaepkka cepsepos Telnet n SSH KommyTaTOpomM NO3BOASET YAANEHHO NOAKAOYATLCA
K HEMY 411 MOHUTOPUHIA U KOHPUTYpaLMK.

BunAa 3anpoca KOMaHAHOWM CTPOKM pexmnma rnobanbHoOM KoOHOUrypaumm:

console (confiqg) #

Tabnunua 188 — KomaHabl perkrma rnobanbHOM KOHGUrypauum

3Ha4yeHue/3HayeHue no ymonya-

KomaHoa Aelicmeue
Huo
ip telnet server PaspelaeT yfnaneHHoe KOHOWUIypMpoBaHWe YCTPOu-
Mo ymonuaHuto Telnet cepsep cTBa yepes Telnet.
no ip telnet server BK/IOYEH 3anpeliaeT yaaneHHoe KOHGUrypupoBaHWe YCTPOW-

cTBa yepes Telnet.
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ip ssh server

no ip ssh server

Mo ymonuaHuto SSH cepsep oTkatoueH

PaspewaeT yaaneHHoe KOHOUrypuMpoBaHue YCTPOW-
cTBa yepes SSH.
Ao Tex nop, NOKa Koy anA wndpoBaHUA He
V creHepupoBaH, SSH-cepsep 6yaeT Haxo-
AuTbcA B pesepse. Mocne reHepauum Kaoua
(ucnonbsyemble  KomaHgbl  crypto  key
generate rsa u crypto key generate dsa) cep-
Bep nepeiiger B pabouee coctosHue.

3anpewaet yaaneHHoe KOHPUrypupoBaHue YCTPOit-
cTBa Yyepes SSH.

ip ssh port port_number

no ip ssh port

port_number: (1..65535)/22

TCP-nopT, ucnonb3yemsbiit SSH-cepsepom.

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYaHUIO.

ip ssh-client source-interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback loopback_id | vlan
vlan_id}

no ip ssh-client
source-interface

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1..8/0/1..32);
loopback_id: (1..64)
group: (1..32);
vlan_id: (1..4094)

3agaet nHtepdeiic ana SSH-ceccuii.

YaanaeT untepoeiic.

ipv6 ssh-client
source-interface
{gigabitethernet gi _port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback loopback_id | vlan
vlan_id}

no ipv6 ssh-client
source-interface

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1..8/0/1..32);
loopback_id: (1..64)
group: (1..32);
vlan_id: (1..4094)

3agaet nHtepoeic ana IPvé SSH-ceccui.

Ypanaer uHtepodeic.

ip ssh pubkey-auth

no ip ssh pubkey-auth

Mo ymonyaHuto ncnonb3oBaHne
ny6MYHOro Kntoya 3anpeLLeHo

PaspelwaeTt ucnonbsoBaHuMe nyb6AMYHOrO Kiawuya Ans
BXxoAAaWmx SSH-ceccuin.

3anpewaeT ncnosnb3oBaHWe nNybANMYHOrO Kakoya Ana
BXxoAAaWmx SSH-ceccuit.

ip ssh cipher algorithms

no ip ssh cipher

algorithms: (3des, aes128,
aes192, aes256, arcfour, aes128-ctr,
aes192-ctr, aes256-ctr, aes128-

gcm@openssh.com aes256-

gcm@openssh, chacha20-

poly1305@openssh.com) /paspe-
LeHbl BCe
aNropuUTMbl, KPOME none

3a/aeT CNUCOK paspelleHHbIX aaroputmos Wndposa-
HWA oA cepBepa.

BoccTtaHaBaAnBaeT CNUCOK paspelleHHbIX afropuTMoB
obmeHa Kitoyamm no YMOANYaHUIO.

ip ssh kex methods

no ip ssh kex

methods:
(dh-group-exchange-shal,
dh-groupl-shal, curve25519-
sha256@libssh.org, diffie-hellman-

group-exchange-sha256, diffie-
hellman-group16-sha512, diffie-
hellman-group18-sha512, diffie-
hellman-group14-sha256, diffie-

hellman-group14-shal)/

paspelueHbl BCe MeToabl

3agaeT cnucokK pa3spelweHHbIX meToa0B obmeHa Knto-
HYamMu 4NnA cepeepa.

BoccTaHaBnmBaeT cnucok pa3pelweHHbIX aJIropuTmos
obmeHa Kiyamm no YMONYaHUIO.

ip ssh password-auth

no ip ssh password-auth

Mo ymonyaHuio BKAOYEHO

BK/tOYaET perKMM ayTeHTUdMKALLMM NO Napoio.

OTK/IlOYaeT peum ayTeHTUdUKaLMKM No Napoto.

crypto key pubkey-chain ssh

Mo ymonyaHuio KoY He co3faH

BXO4UT B peMM KOHOUrypaLuum ny6aMYHOro Katoya.

crypto key generate dsa

leHepupyeT napy Katoyen DSA —yacTHbIN U Ny6ANYHbIN
ona SSH-cepsuca.
Ecnu xoTa 6bl 0AMH 13 Napbl KAKOYEN yKe Co-
V 34,aH, TO cMCTeMa NpPeanoXKUT Nnepe3anucaTb
K/tou.
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crypto key generate rsa

leHepupyeT napy Katoyen RSA —yacTHbI U Ny6ANYHbIN
ona SSH-cepsuca.
V Ecnm xota 6b1 04MH U3 Napbl KAKOYen yKe co-
3[aH, TO CUCTEMa NpeasIoKUT nepesanucaTb
KAtou.

crypto key import dsa

encrypted crypto key import
dsa

MmnopTtupyeT napy Kntouein DSA.
- encrypted — B 3aWwmnppoBaHHOM BUAE.

crypto key import rsa

encrypted crypto key import
rsa

MmnopTtupyet napy Kntoueit RSA.
- encrypted — B 3aWwWMppoBaHHOM BUAE.

ip http server

no ymon4yaxuio HTTP-cepsep

PaspelaeT yganeHHoe KOHOWUIypupoBaHWe YCTPOWi-
cTBa yepes web.

no ip http server BK/IOYEH 3anpelwaet yaaneHHoe KOHPUrypuMpoBaHue YCTpOn-
cTBa yepes web.

ip http port port 3apaet nopt HTTP-cepsepa.

P TP POrtP 1..59999/80 A P pBep

no ip http port

BoccTaHaBnMBaeT 3HavYeHMe No YMOIYaHWUIO.

ip http secure-server

no ip http secure-server

no ymon4yaHuto HTTPS-cepsep
BbIKJIFOYEH

Bkatouaet HTTPS-cepsep.

Bbikntoyaet HTTPS-cepsep.

ip http timeout-policy seconds
[http-only | https-only]

no ip http timeout-policy

seconds: (0..86400)/600

3apaet TarimayTt HTTP-ceccum.

BocctaHaBanBaeT 3Ha4YeHMeE NO YMONYAHWIO.

crypto certificate {1 | 2}
generate

crypto certificate {1 | 2}
import

no crypto certificate {1 | 2}

leHepupyeT SSL-cepTudmkar.

MmnopTtupyet SSL-cepTUdUKaT, Ha3HAYEHHbIN LLEHTPOM
cepTudMKaymm.

BoccraHaBnmBaeT SSL-ceptudmKat no ymonyaHuio ans
yKasaHHoro ceptudukaTa.

/ Knioum, creHepupoBaHHble KOMmaHAamu crypto key generate rsa u crypto key generate dsa,
COXPaHAIOTCA B 3aKPbITOM ANA NOJb30BaTens ¢aitne KoHoUrypauuu.

KomaHObI pexcuma KoHgu2ypayuu nybau4Ho20 Kaoyd

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKMMe KOHPUrypaummn ny6anYHoOro Katoua:

console# configure
console (config) # crypto key pubkey-chain ssh
console (config-pubkey-chain) #

Tabanua 189 — KomaHAabl pexnma KoHPurypaumm nybandHoro Katoua

KomaHda

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

Aelicmeue

user-key username {rsa | dsa}

no user-key username

username: (1..48)
CUMBOIOB

BXoZ, B peMm cOo34aHUA UHOMBUAYANLHOIO NyBANYHOrO KAto-
ya.

- rsa — co3aatb RSA-kntoy;

- dsa — co3gatb DSA-Kntou.

Ypanaet I'Iy6J'IM‘-leIl\/‘I KNKY AnAa onpeaeneHHOoro nonb3oBartena.

Bupg 3anpoca KOMaHAHOﬁ CTPOKU B pexXXnume co3aaHna nHanBmnayasaibHOro I'Iy6l'IVI‘-IHOFO K/Ao4a:

console# configure
console (config) # crypto key pubkey-chain ssh

console (config-pubkey-chain) # user-key eltex rsa
console (config-pubkey-key) #
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Tabamua 190 — KomaHAabl peskuma co3aaHna MHAUBUAYANbHOrO NyBANYHOro Katova

3HayeHue/3HayeHue .
KomaHda Aelicmeue
o ymoa4aHuro
key-string - Co3zaeT NybANYHBIV KNKOY AN ONpefesieHHOro No/ib30BaTesns.
key-string row key_string CosgaeT nybAnYHbIN KNKOY A8 oNpesesieHHOro No/ib3oBaTtens.

BBoZ, K/1HOYa OCYLLeCTBAAETCA MOCTPOYHO.
- key_string —JacTb Kntova.
[na Toro uTo6bl CUCTEMA NOHANA, YTO K/IOY BBeAeH
V No/IHOCTbIO, Heo6xoauMOo BBeCTU KoMaHAy key-string
row 6e3 cumBonoB.

KomaHObl pexcuma EXEC

KomaHabl AaHHOIO pasaena AOCTYMHbl TONbKO A5 NPUBUAETMPOBAHHbIX NOb30BaTeNei.

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:
console#

Tabanuya 191 — KomaHzabl pexkmma EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4aHuro
show ip ssh MokasbiBaeT KoHdurypauuto SSH-cepBepa, a TaKXe aKTUBHble
) BxoAsALme SSH-ceccum.
show crypto key pubkey-chain username: (1..48) MokasbiBaeT nybanyHble SSH-KN0UN, coxpaHeHHble Ha KOMMYTa-
ssh [username username] cumBonos.llo Tope.
[fingerprint {bubble-babble | YMOJIYaHUIO OTMEYATOK | - username — UMA YAANEHHOTO KINEHTa;
hex}] K/loYa B WecTHagua- - bubble-babble — oTneuaTtok knto4a B Koge Bubble Babble;
TepuyHom popmare. - hex — oTneyaToK Kntoya B WeCcTHaALAaTePUUYHOM KOAe.
show crypto key mypubkey Moka3sbiBaeT Ny6nyHble Katoum SSH-kommyTaTopa.
[rsa | dsa] )
show crypto certificate [1 | 2] - OTobparkaeT SSL-cepTuduKaTtbl ans HTTPS-cesepa.

[pumepbl 8b1M0AHEHUS KOMAHO

BkntounTb cepsep SSH Ha KommyTaTope. PaspelwnTb UCNoNb30BaHWe Nyb6anYHbIX Katodel. Co3paTthb
RSA-Kkno4 ana nonb3osartens eltex:

console# configure

console (config)# ip ssh server

console (config)# ip ssh pubkey-auth

console (config) # crypto key pubkey-chain ssh

console (config-pubkey-chain) # user-key eltex rsa

console (config-pubkey-key)# key-string
AAAAB3NzaClyc2EAAAADAQABAAABAQCVTNRWPWIAl4kpgIwI9GBRoONZQZxJHKCcKL6rM1Q+ZNXE
ZSkvHG+QusIZ/76ILmFT34v7u7ChFAE+VU4GREIpSwoQUvV35LgJJk67I0U/zfwOl1gkTwml75Q
RI9gHUJS6KWGN2QWXgh3ub8gDjTSaqmuSn/WA05iDX2TIExQWu081licglk02LYciz+Z24TrEU/9FJIx
wPiVQOjc+KBXuR0juNg5bnEFYsYOZCkON/W9a/tnkmlshRE7Di71+w3fNiOA6w9044t6+AINEICB
CCA4YcF6zMzaTlwefWwX6f+Rmt5nhhgqdAtN/40Jfcel 66DgVX1gWmNzNRADYDvSzg01lDnwCACS
Qh Fingerprint: a4:16:46:23:5a:8d:1d:b5:37:59:eb:44:13:09:33:e9
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5.19.7.2 KomaHObI KoOHGu2ypayuu mepmuHana

KomaHapl KOHOUrypaumm TepMmUHana cayxar
KOHCOANM.

KomaHObI pexcuma 2a06an6Hol KOHgpu2ypayuu

O HAaCTPOIKM NapamMeTpPOoB SIOKAIbHOM U yAaNneHHOM

BunAa 3anpoca KOMaHAHOWM CTPOKM pexnma rnobanbHOM KOHOUIypaumm:

console (config) #

Tabnunua 192 — KomaHab! perkuma rnobanbHoM KoHpUrypaumm

3HayeHue/3HayeHue
no yMmon4aHuo

KomaHda

Aelicmeue

line {console | telnet | ssh}

BXOZ, B peXXunm COOTBETCTBYHOLLETO TEPMMUHANA (NOKaNbHANA KOH-
CONb, YAaNneHHan KoHconb — Telnet nan yaaneHHasa 3awWwmLLeH-
Haa KoHconb — SSH).

KomaHObI pexcuma KoHgu2ypayuu mepmuHana

BuAa 3anpoca KOMaHAHOM CTPOKM B peXnume KOHPUrypaunm TepMmmnHana

console# configure

console (config)# line {console|telnet|ssh}

console (config-line)#

Tabnuua 193 — KomaHabl pexxnma KoHdUrypauum TepMmmnHana

3HayeHue/3HayeHue »
KomaHoa Aelicmeue
no ymoa4aHuro
speed bps bps: (4800, 9600 YcTaHaBAMBAET CKOPOCTb AOCTYNa MO /IOKa/IbHOM KOHCONU (KO-
s: o
P ! ! MaHa AOCTYMHa TO/IbKO B PEXMME KOHPUrypaLmm N0KanbHOM
19200, 38400, 57600,
KOHCOAM).
115200)/115200 604,
no speed YCcTaHaBAMBAET 3HAYEHME MO YMOYaHMIO.
autobaud BK/toYaeT aBTOMaTMYeCKoe onpeaesieHme CKOpoCTU AoCTyna no
NOKaNIbHOM KOHCOM (KOMaHAa AOCTYMHA TO/IbKO B PeXKMME KOH-
-/BKAKOYEHO durypaumm 1oKanbHoOM KOHCOMM).

no autobaud

BbikntoyaeT aBTomaTnyeckoe onpegeneHue CKOpPOCTM Aoctyna
No NOKaNbHOW KOHCONN.

exec-timeout minutes

[seconds] minutes: (0..65535)/10

MWH;

3apaer WUHTEpBa/, B TeHEeHNUE KOTOPOro CUCTEMaA OXKUAaeT BBOAA
nonb3osartena. Ecan B Te4eHne gaHHoOro MHTEepBana No/sb3oBa-
Te/lb HMYero He BBOAUT, TO KOHCO/1b OTK/NKOYaeTCA.

- seconds: (0..59)/0 cek
no exec-timeout

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

KomaHOwbl pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnua 194 — KomaHabl pexkmma EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

show line [console | telnet |
ssh]

Moka3biBaeT NapameTpbl TepMUHaNA.
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5.20 XypHan aBapui, npotokon SYSLOG

CuCTeMHbIe }KypHabl NO3BOJIAIOT BECTU UCTOPULO COBbITUIA, NPOM30LLELIMNX Ha YCTPOMCTBE, a TaKKe
KOHTPO/IMPOBATbL MpouM3oLealwme cobbiTUA B peasbHOM BpeMeHU. B »KypHan 3aHocATcA cobbiTus cemm
TUMNOB: Ype3BblYalHble, CUrHabl TPEBOTU, KPUTUUYECKME U HE KPUTMYECKME OLWMBKK, NpeaynpeskaeHus,
yBeaoMNeHNUs, MHPOPMALMOHHbIE U OTNaZ04HbIE.

KomaHOb! pexcuma 2106aa6HOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMUMe r106anbHOM KOHPUrypaumm:

console (config) #

Tabanua 195 — KomaHab! perknma rnobanbHo KoHPUrypaumm

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

logging on

no logging on

-/perncrpauma BKaoYeHa

BKAtOYaeT perucTpaumio 0T1ag0uHbIX COOBLWEHNA U COODOLLLEHWI
06 owwmnbKax.

BbIKNtOYAET PerncTpaLmio OT1aA0UHbIX COOBLLEHUI 1M coobLe-
HUI 06 owmnbKax.
Mpw BbIKNIOYEHHOW perucTpauum oTnagouHble Co-
V o6uweHua u coobueHuns o6 owmnbkax 6yayr nepega-
BaTbCA HA KOHCOb.

logging host {ip_address |
host} [port port] [severity
level] [facility facility]
[description text]

no logging host {ip_address |
host}

host: (1..158) cumBoN0B;
port: (1..65535)/514;
level: (cm.
Tabauua 196);
facility: (local0..7)/local7;
text: (1..64) cumsonos

Bk/toyaeT nepenayvy aBapuiHbIX U OTNAA04HbIX COODLLEHUI Ha
yAaneHHblt SYSLOG-cepsep.

- ip_address— IPv4 unu IPv6-aapec SYSLOG-cepBepa;

- host — ceTeBoe nmsa SYSLOG-cepBepa;

- port — HoMep nopTa ANA Nepesayn CoobLEeHNN No NPOTOKOY
SYSLOG;

- level — ypoBeHb BaXHOCTU COOOLLEHMI, NepeaaBaemMblX Ha
SYSLOG-cepsep;

- facility — ycnyra, nepegasaemas B cOObOLWEHMAX;

- text — onncaHue SYSLOG-cepsepa.

Ypansaet BblbpaHHbIi cepBep M3 CnucKa ucnosibayembix SYSLOG-
cepBsepos.

logging console [level]

no logging console

level: (
Tabnuua
196)/informational

BkAtovyaeT nepesady aBapuiMHbIX UAM OTAALO0UHbIX COOBLLEHUM
BbI6PaHHOMO YPOBHA BaXKHOCTU Ha KOHCO/b.

BbikntoyaeT nepepayvy aBale‘/'lelx NN OTNAA04HbIX COOﬁLLI,eHVIVI
Ha KOHCO/1b.

logging buffered
[severity_level]

no logging buffered

severity_level: (
Tabanua
196)/informational

BK/toYaeT nepesayy aBapuUMHbBIX UM OTNALOYHbIX COOBLLEeHUM
BbIOPAaHHOIO YPOBHSA Ba*KHOCTM BO BHYTPEHHUI bydep.

BbIK/IloYaeT nepegady aBapuitHbIX UM OTAaA04HbIX COOBLLEHMI
BO BHYTpPeHHu bydep.

logging cli-commands

no logging cli-commands

-/OTKNtOYEHO

BkntouaeT nornposaHue BBegeHHbIX B CLI KomaHA.

OTKAtoYaeT normposaHme BBeaeHHbIX B CLI KomaHa,

logging buffered size size

no logging buffered size

size: (20..1000)/200

M3MeHAeT KONMYEeCTBO COOBLLEHWNIA, 3aNOMUHAEeMbIX BO BHYT-
peHHem bydepe. HoBoe 3HaueHue pasmepa bydepa npume-
HUTCA Nocne nepesarpyskn yCTpomncTea.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

logging file [level]

no logging file

level: (
Tabnauua 196) /errors

BktouaeT nepepayy aBapuiHbIX UKW OTNAA0UHbIX COOBLIEHNI
BbIBPAHHOIO YPOBHA BAaXKHOCTU B daiin }KypHana.

BbIK/ItoYaeT nepesavy aBapuiiHbIX UM OTA3A0YHbIX COOBLLEHM
B $aiin KypHana.

aaa logging login

no aaa logging login

-/BKNOYEHO

3aHOCUTb B 3KypHasIbl COBLITUA ayTeHTUGMKaLMM, aBTOPU3aLMM
1 yyeta (AAA).

He 3aHOCWTb B 3KypHasbl cobbITUA ayTeHTUdMKAL MK, aBTOPM3a-
LMK 1 yyeta (AAA).
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file-system logging {copy |
delete-rename}

Mo ymonyanumo
perucTpauma BKAOYEHa

no file-system logging {copy |
delete-rename}

BkntoyaeT permctpaymto cobbiTuii $pansioBomn cucTemsl.

- COpY — pernctpaumns coobLLeHU, CBA3AHHbIX C onepauuamm
KonupoBaHus ¢alinos;

- delete-rename — pervcTpaumsa coobLEHWiA, CBA3AHHbIX C yAa-
neHnem $aiNoB U NepenMmeHoBaHMEM ONepaLmid.

BbIKNtoYaeT perucrTpaumnio cobbitmii GpannoBoit cucTemsl.

logging aggregation on
no logging aggregation on

-/OTKNIOUEHO

BKAtoyaeT KoOHTpob arperaymm syslog-coobuieHni.

OTKAtoYaeT arperaumio syslog-coobuieHni.

logging aggregation aging-
time sec

X - sec: (15..3600)/300 cekyHa,
no logging aggregation

YcTaHaBAMBaET BpeMa XpPaHEHWA CrpynnuMpoBaHHbIX syslog-co-
obuweHnn.

YcTaHaBAMBaeT 3HaYeHne No YMONYAHUIO.

switch-mode, arp-
inspection, stp-bpdu,
other-bpdu, dhcp-
snooping, dhcpv6-
snooping, igmp-snooping,
mld-snooping, sflow, log-
deny-aces, vrrp)/-

no logging service
cpu-rate-limits traffic

aging-time
logging service cpu-rate-limits traffic: (http, telnet, ssh, BKAtOYaET KOHTPOIb OFPaHUYEHUA CKOPOCTU BXOAALLNX KaapoB
traffic snmp, ip, link-local, arp- 018 onpegeneHHoro Tuna TpaduKa.

OTK/IlOYaeT norMposaHue.

logging origin-id {string |
hostname | ip | ipv6}
no logging origin-id

-/Het

3agaeT napameTp, KOTopblii ByAeT UCNoNb30BaTLCA B KayecTse
naeHTndmKaTopa XocTa B syslog-coobLieHusx.

Mcnonb3osaTtb 3HaYeHME MO YMONYAHUIO.

logging source-interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group
| loopback loopback_id | vlan
vlan_id}

no logging source-interface

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1..8/0/1..32);
loopback_id: (1..64)
group: (1..32);
vlan_id: (1..4094)

Mcnonb3oBaTb IP-agpec ykazaHHOro nHTepdelica B KaYecTse Uc-
TOYHMKa B IP-nakeTax npotokona SYSLOG.

Mcnonb3osathb IP-agpec ucxoaswero nHtepdeica.

logging source-interface-ipvé
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group
| loopback loopback_id | vian
vlan_id}

no logging source-interface-
ipv6

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1..8/0/1..32);
loopback_id: (1..64)
group: (1..32);
vlan_id: (1..4094)

Mcnonb3osaTb IPv6-aapec yKkasaHHOro nHtepdeiica B Kayecrtse
MUCTOYHMKA B IP-nakeTax npoTokona SYSLOG.

Mcnonb3osaTtb IPv6-agpec ncxogsauero nHtepdeica.

Kaxpoe coobuieHne nmeeT cBOM ypoBeHb BaXKHOCTU — B Tabauue 196 npuseaeHbl TUMNbI COOBLLEHWI

B nopAaake Y6bIBaHVIF| X BaXXHOCTW.

Tabnuua 196 — Tunbl BasKHOCTN COOBLLEHWUI

Tun eaxcHocmu coobujeruli

OnucaHue

YpesBbluanHble (emergencies)

B cucteme npousowna Kputuyeckas 0LLIM6Ka, Cncrtema MoXxet pa6OTaTb
HenpaBuabHO.

CurHanbl Tpesoru (alerts)

H606X0,EI,MMO HemegneHHoe BMmellaTesibCTBO B CUCTeEMY.

Kputnueckue (critical)

B cucteme npounsowna Kputuyeckan ownbKa.

OwwunbouHble (errors)

B cucteme npounsowna owmnbKa.

MNpeaynpexaeHua (warnings)

MpeaynpexaeHune, HeaBapuitHoe cooblueHue.

YBegomneHnus (notifications)

YBegomieHne cMcTeMbl, HeaBapuitHoe coobLieHue.

NHpopmaymoHHble (informational)

NHbOpMaLMOHHbIE COOBLLLEHNA CUCTEMDI.

OTthagouHble (debugging)

OTnagouHble coobLEeHNA, NPEAOCTaBAAIOT NO/Ib30BaATENO MHOOPMALMIO
ONA KOPPEKTHOM HAaCTPOMKKU CUCTEMBI.
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KomaHOwbi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKKM B pexume Privileged EXEC:
console#

Tabnnuya 197 — KomaHga pexkmma Privileged EXEC gns npocmoTpa daina KypHana

Komanoa 3HayeHue/3Ha4yeHue Leiicmeue
no yMmon4aHuro
clear logging - Ypansaet Bce coobLieHns us BHyTpeHHero bydepa.
clear logging file - Ypanset Bce coobuieHuna us daiina xKypHana.
show logging file OTobparkaeT COCTOAHME XKypHana, aBapuiHble U OTNaA04YHbIE COo-
i obLeHun, 3anncaHHble B daline KypHana.
show logging ) OTO6parkaeT COCTOAHME KYypHaANa, aBapuinHble N OTIAA04YHbIE CO-
obLeHun, 3anncaHHble BO BHYTpeHHeM bydepe.
show syslog-servers - OTobparkaeT HAaCTPOIMKK ANA yAanéHHbIX syslog-cepsepos.

[pumepbl UC016308AHUA KOMAHO

- BkntounTtb perncrpaumio OLINBOYHBIX COO6LLI,€HMl71 Ha KOHCONU:

console# configure
console (config)# logging on
console (config)# logging console errors

= OuunctuTb dakn KypHana:

console# clear logging file
Clear Logging File [y/nly

5.21 3epKanupoBaHue (MOHUTOPUHT) NOPTOB

®YHKUMA 3EepKaNMpPoBaHMA MOPTOB NpeAHasHayeHa ANA KOHTPONs ceTeBoro TpaduKka nytem
NepecbINKMU KOMUI BXOAAWMX U/UAN UCXOOALMX MNAKETOB C OAHOMO WM HECKO/IbKUX KOHTPOJIMPYEMbIX
NOPTOB Ha OAMH KOHTPOIMPYIOLWMIA NOPT.

K KOHTpOAMpYOWEeMY NOPTY NPUMEHAIOTCA CeaytoLLmMe OrPaHUYeHUs:
— TopT He MOXKET BbITb KOHTPOIMPYIOWMM U KOHTPOIMPYEMbIM MOPTOM OLHOBPEMEHHO;
— [opT He MOXKeT HbITb YIEHOM TPYMNbl MOPTOB;
—  IP-uHTepdelic LoNKEH OTCYTCTBOBATb AJ1A 3TOrO NopTa;

— MNpoTtokon GVRP gonkeH 6bITb BbIKAOYEH Ha 3TOM MOPTY.

K KOHTPO/INpYyEMbIM NOPTAM NPUMEHAIOTCA Cheayowmne orpaHn4YeHnaA:

MOpPT HEe MOXKET HbITb KOHTPOIMPYIOWMM U KOHTPOIMPYEMbIM MOPTOM OLHOBPEMEHHO.

KomaHObI pexcuma 2a06asab6Hol KoOHgu2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKUMe r106anbHOM KOHPUrypaLmm:

console (config) #
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Tabnmua 198 — KomaHap! pexkmma rnobanbHon KoHGUrypaumm

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

monitor session session_id
destination interface
gigabitethernet gi_port |
tengigabitethernet te_port
hundredgigabitethernet
hu_port [network]

no monitor session session_id
destination

session_id: (1..7);
gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);

hu_port: (1/0/1..6)

YKa3blBaeT 3epKannpyowmnin NnopT AN BbibpaHHOW CECCUM MOHUTO-
pwHra.
- network — no3BonseT BeCTM 06MeH JaHHbIMMK.

BbiktovaeT QYHKLUMIO MOHWTOPWUHFA Ha HaAcTpPaMBaemMoM MUHTep-
deiice.

monitor session session_id
destination remote vlan
vlan_id reflector-port
gigabitethernet gi_port |
tengigabitethernet te_port
hundredgigabitethernet
hu_port network

no monitor session session_id
destination

vlan_id: (1..4094);
session_id: (1..7);
gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6)

YKa3blBaeTca CAyKebHbIl vlan gns 3epkanvpoBaHua TpaduKa C 3a-
LaHHoro pedneKkTop-nopTa AN BbiIbpaHHOM ceccuu.

- remote vlan — cny:kebHbili vlan gna 3epkanmpoBaHus Tpaduka;

- reflector-port — dpu3myeckmnii NopT ANa nepesaym sepKaanpyemoro
TpaduKa, Ha 3TOM UHTepdelice He foMKeH Bbll NponucaH remote
vlan.

BblKk/oYaeT GYHKLMIO MOHWMTOPUHFA Ha HacTpPaMBaemMOM MWHTep-
delice.

monitor session session_id
source interface
gigabitethernet gi_port |
tengigabitethernet te_port
hundredgigabitethernet
hu_port [rx | tx | both]

monitor session session_id
source interface
gigabitethernet gi_port |
tengigabitethernet te_port
hundredgigabitethernet
hu_port

session_id: (1..7);
gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);

hu_port: (1/0/1..6)

Job6aBnaeT yKasaHHbIA 3epKannpyemblii NOPT Ans BbIbpaHHON cec-
CUN MOHWUTOPUHrA.

- X — KOMMPOBaTb NaKeTbl, MPUHATbIE KOHTPOANPYEMbBIM NOPTOM;

- tX — KOMMPOBaTb NaKeTbl, NepefaHHble KOHTPOANPYEMbBIM MOPTOM;
- both — KonnpoBaTb Bce NakeTbl C KOHTPOIMPYEMOTO NOPTA.

BblKk/OYaeT GYHKLMIO MOHWTOPUHFA Ha HacTPaMBaemMOM MHTep-
deiice.

monitor session session_id
source vlan vian_id

no monitor session session_id
source vlan vian_id

vlan_id: (1..4094);
session_id: (1..7)

[obasnseT yKasaHHbIN 3epKanvpyemblit vlan ana sblbpaHHOM cec-
CUN MOHWUTOPUHrA.

BblKkntoYaeT QYHKLUMIO MOHWUTOPWMHIA Ha HacTpaMBaeMOM WHTep-
delice.

monitor session session_id
source remote vlan vian_id

no monitor session session_id
source remote vlan vian_id

vlan_id: (1..4094);
session_id: (1..7)

[lobaBnaeT B KauecTBe UCTOUHMKA Vlan C yKe paHee 3epKannpyembim
TpadpuKom anA BbIBPAHHOMN Ceccum MOHUTOPUHTA.

BbiktovaeT QYHKLMIO MOHWTOPWMHFA Ha HacTpaMBaemMoMm MWHTep-
deiice.

5.22 ®dyHKuma sFlow

sFlow — TexHo/10rMA, NO3BONAIOLWAA OCYLLECTBAATL MOHUTOPUHI TpadUKa B NAKETHbIX CETAX nepeaayu
AaHHbIX MYyTEM YacTUYHOM BbIBOPKKM TpaduKa ANa NocaeayioLen MHKaNCyAaumMm B cneumasnbHble coobuie-

HWA, NnepeaaBaeMble Ha CepBep c6opa CTaTUCTUKMWN.

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

Bupa 3anpoca KOMaHAHOM CTPOKU B pexume rnobanbHo KoHoUrypaymm:

console (config) #
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Tabnmua 199 — KomaHap! pexxmuma rnobanbHoi KoHbUrypaumnm

KomaHoa

3HayeHue/3Ha4yeHue

no ymon4aHuro

Aeiicmeue

sflow receiver id {ipv4_ad-
dress | ipv6_address |
ipv6z_address | url} [port port]
[max-datagram-size byte]

no sflow receiver id

id: (1..8);
port: (1.. 65535)/6343;
byte: nonoxuTtenbHoe
uenoe 4ncno/1400;
dopmart ipv4_address:
A.B.C.D;
dopmart ipv6_address:

3apaeT agpec cepsepa cbopa ctatucTmkm sflow.

- id — Homep sflow-cepBepa;

- ipv4_address, ipv6_address, ipv6z_address — IP-agpec;

- url — pomeHHoe UMA XOCTa;

- port — HOMep NopTa;

- byte — MakcMMmasnibHOe KOIM4YecTBo b6aliT, KOTopoe MOXKET BbiTb OT-
npaBAeHO B OAMH NaKeT AaHHbIX.

XX Xi XX,
dopmart ipv6z_address:
X:X:X:X::X%<ID>;
url: (1..158) cumsonios

Yaansaet agpec cepsepa cbopa ctatnctuku sflow.

sflow receiver {sourceinterface
| sourceinterface-ipv6} { tengi-
gabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel | group
| loopback loopback _id | vlan
vlan_id | oob}

hu_port: (1..8/0/1..32);

no sflow receiver source-inter-
face

vlan_id: (1..4094),;
gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);

loopback_id: (1..64)

3agaeT nHtepdeliic ycTpoiictea, IP-agpec KoToporo 6yaeTt ncnonb3o-
BaTbCA MO YMOJIYAHUIO B KayecTBe agpeca UCTOYHMKa cbopa cTatu-
CTUKU.

group: (1..32)

Ypansaer aBHoe 3afaHne uHTepdelica, c agpeca KOToporo byaeT oT-
npaBAATbCA cTaTUCTUKA sflow.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHPurypaumnm nHtepdelrica Ethernet:

console# configure
console (config) # interface { tengigabitethernet te port | }
console (config-if) #

Tabanua 200 — KomaHab! perknuma KoHourypaumm nHtepdelica Ethernet

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

sflow flow-sampling rate id
[max-header-size bytes]

no sflow flow-sampling

rate:
(1024..107374823);
id: (1..8);
bytes: (20..256)/128
6anT

3afaeT cpesiHIo CKOPOCTb BbIBOPKM NaKeToB. MTOroBas CKOpPOCTb
BbIGOPKM cumTaeTca Kak 1/rate*current_speed (current_speed —
TEKyLLaA CPeaHANR CKOPOCTb).

- rate — cpegHAn CKOPOCTb BbIGOPKM NAKETOB;

- id — Homep sflow-cepBepa;

- bytes — makcMMmanbHoe Konnyectso 6aiT, KoTopoe byaeT ckonu-
posaHo 13 o6pasua nakera.

OTKNIOYAET CYETYMKM BbIBOPKM Ha NOPTY.

sflow counters-sampling sec id

no sflow counters-sampling

sec: (15..86400)
CeKyHZ;
id: (0..8)

Onpegenser MakCMMasbHbIA MHTEPBaN MeXAY YCMewHbIMKU Bbl-
60pKamu NakeTos.

- Sec — MaKCMMasbHbIV MHTEPBaN MeXAy BbIBOPKaMM B CEKYHAAX;
- id — Homep sflow-cepBepa (3agaetca komaHaoi sflow receiver B
rno6anbHOM pexxume KoHdUrypaumu).

OTKNIOYAET CYETYMKM BbIBOPKM Ha NOPTY.

KomaHOb! pexcuma EXEC

3anpoc KoMmaHAHOM CTpoKK B pexkume EXEC umeet cnegytowmii Bua;

console>

Ethernet-kommymamopel ceputli MES2300, MES3300, MES53xxA, MES5400-xx, MES5500-32

189




HELTEX

Tabnuua 201 — KomaHapl, A0CTYMNHble B pexknme EXEC

3HayeHue/3HayeHue
no yMmoA4YaHuio

KomaHda Aeiicmeue

show sflow configuration BbiBOAUT HacTpoiku sflow.
[gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port]

clear sflow statistics Oumnwaet ctatuctuky sFlow. Ecam mHTepdeiic He yKasaH, Ko-
[gigabitethernet gi_port | gi_port: (1..8/0/1..24); | maHAa O4YMLLAET BCE CYETYMKM CTAaTUCTUKM SFlow.
tengigabitethernet te_port | te_port: (1..8/0/1..32);
hundredgigabitethernet hu_port: (1/0/1..6)
hu_port]

show sflow statistics OTob6parkaeT cTaTUCTUKY sFlow.
[gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port]

[pumepbl 8bINOAHEHUS KOMAHO

=  VYcraHoBuTb |P-agpec 10.0.80.1 cepBepa 1 ana cbopa cratuctuku sflow. Ons ethernet-
nHtepdericos tel/0/1-tel/0/24 ycTaHOBUTL CPEAHIO CKOPOCTb BbI6OPKM NakeTos — 10240 K6ut/c
N MaKCMMaJIbHbIA MHTEPBAN MeEXKAY YCrnelwHbiMM BbibopKamu nakeTtos — 240 c.

console# configure

console (config)# sflow receiver 1 10.0.80.1

console (config) # interface range tengigabitethernet 1/0/1-24
console (config-if-range) # sflow flowing-sample 1 10240
console (config-if)# sflow counters-sampling 240 1

5.23 ®YHKUMU AMArHOCTUKUN GU3NUYECKOro YPOBHA

CeTeBble KOMMYTaTOpbl COAEep»KaT annapaTHble M NporpammHble CPeacTBa ANA AMArHOCTMKM
dU3NYECKMX MHTePdENCOB M IMHUI CBA3M. B NepeyeHb TECTMPYEMBIX NapamMeTPOB BXOAAT CAeaytowme:

OnAa anekTpuyecknx nHtepdencos:

—  AJIMHa Kabens;
—  paccTosiHMe A0 MecTa HeMCnpaBHOCTU — 06pbIiBa NN 3aMblKaHUA.

Ona ontnyeckmx nutepdencos 1G n 10G:
—  napameTpbl MUTAHWUA — HaNPAXKEHME U TOK;

— BbIXOA4HaA onNTU4eCKaAa MOLWHOCTb,
— OonTn4yeCKada MOWHOCTb Ha npueme.

5.23.1 flJuaezHocmuKa onmu4yecKko2o0 mpaHcueepa

CDyHKLI,Mﬂ ANArHOCTUKMN No3BOSIAET OLUEeHUTb TeKyuiee COCToAHMEe ONTUYeCKOro TpaHCuBepa U
ONTUYECKOM INHUM CBA3M.

BO3MOKEH aBTOMATUUYECKMI KOHTPO/Ab COCTOAHWMA JAWHWA CBA3W. [AA 3TOr0  KOomMMyTaTop
nepuoamyeckn onpawmsaeT MnapameTpbl ONTUYECKMX MHTepdeincoB M CpaBHMBAET MX C NOPOroBbIMM
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3HAYEeHUAMM, 33JaHHbIMU MPOU3BOAUTENAMM TPaHCMBEPOB. [pn BbIXo4e MapameTpoB 3a AONYCTUMbIle

npeaenbl KOMMmyTaTop GopMUpYeET NpeaynperkaatoLlmne n aBapuitHblie coobuieHms.

KomaHObi pexcuma EXEC

3anpoc KomaHAHoOM CTPoKM B pexkxnume EXEC nmeet cneaytowmin Bua;
console>

Tabnnuya 202 — KomaHaa AMarHOCTMKM ONTUYECKOro TpaHCuBepa

3HayeHue/3Ha4yeHue
no ymon4aHuro

KomaHoa Aelicmeue

show fiber-ports
optical-transceiver [interface
gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | t]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6)

OTobparkaeT pesynbTaTbl AUArHOCTUKM ONTUYECKOTO TPaHCUBEPA.

[pumep 8b1M10AHEHUS KOMAHObI:

swl# show fiber-ports optical-transceiver interface
TengigabitEthernetl/0/5

Transceiver

Output Power
Input Power
LOS

Connector type:
Type: SFP/SFP+
Compliance code:

Laser wavelength:
Transfer distance: 20000 m
Diagnostic: supported

- Measured TX output power in milliWatts/dBm
- Measured RX received power in milliWatts/dBm
- Loss of signal

N/A - Not Available, N/S - Not Supported, W - Warning, E - Error

Transceiver information:
Vendor name: OEM
Serial number: S1C53253701833
sC

BaseBX10
1550 nm

Port Temp Voltage Current Output Input LOS
[C] [Volt] [mA] Power Power
[mW / dBm] [mW / dBm]
tel/0/5 33 3.28 11.45 0.28 / -5.52 0.24 / -6.11 No
Temp - Internally measured transceiver temperature
Voltage - Internally measured supply voltage
Current - Measured TX bias current

Tabanua 203 — MNapameTpbl ANArHOCTMKM ONTUYECKOrO TPaHCHUBEPa

Mapamemp 3HaveHue
Temp TemnepaTypa TpaHcuBepa.
Voltage HanpaxeHne nuTaHua TpaHcueepa.
Current OTKNOHEeHMe TOKa Ha nepegave.
Output Power BbIxoAHaA MOLWHOCTb Ha nepegaye (MBT).
Input Power BxogHas MOLWHOCTb Ha npueme (MBT).
LOS MoTepa curHana.
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3Ha4yeHuA pPe3ynbTaTtoB ANArHOCTUKKU:

— N/A - HegocTynHo;
— N/S—He noaaepusaerca.

5.24 IP Service Level Agreements (IP SLA)

IP SLA (cornaweHun o6 ypoBHe ob6cnyKuBaHus B IP-ceTax) — TEXHONOMMA aKTUBHOTO MOHUTOPWHTA,
NCNOb3YOWAACA ANA M3MEPEHMA MapamMeTpoB ObICTPOAENCTBMA KOMMbIOTEPHbLIX CeTe W KayecTBa
nepefaynm fAaHHbIX. AKTUBHbIA MOHWUTOPUHI MNPeacTaBAseT coboil MPOAOMKUTENBHYIO LIMKANYECKYIO
reHepaumto TpadpuKka, cobop MHPopMaLUM O ero NPOXOXKAEHUM MO CETU U BeAeHNEe CTaTUCTUKN.

Ha paHHbI MOMEHT M3MeEpeHMEe MapPaMeTPOB CEeTU MOXKET OCYLLECTBAATLCA C MCMOJ/b30BaHMEM
npoTtokoaa ICMP.

Mpu Kaxgom BbinosiHeHUM onepaumm ICMP Echo ycTpoiictBo oTnpasnasetr ICMP Echo request
coobLleHMe Ha afpec Ha3HauYeHUs, OXKMAAET NosydeHuns coobueHunsa ICMP Echo reply B TeueHUM 3aaaHHOIO
MHTEpBana BpeMeHMU.

C ogHoW IP SLA onepaumeit MOXKHO cBf3aTb HecKo/IbKo 06bekToB TRACK. CocTosaHue o6bekTa TRACK
N3MEHAETCS B MOMEHT U3MeHeHUs cocTosHKsA IP SLA onepauymm, inbo ¢ 3a4aHHON 3a4ePKKOM.

Mpn M3MEeHEHUM COCTOAHUA TpeKa BO3MOKHO BbIMOAHEHME MAKPOKOMaHA. MaKpoKomMaHAabl
BbINONHAOTCSA B peXXnume rnobasbHoOro KoHoUrypmpoBaHus. [na BbINONHEHUA KOMaHA, pexxnma privileged
EXEC KomaHAapl HeobxoaMmo AononHWUTb npedukcom do. KomaHabl co3gaHuMa Habopa MaKpOKOMaHA,
npuseaeHsl B Tabanye 29.

Ons ucnonbsoBaHmaA GyHKUMM [P SLA Heob6X0AMMO BbINONHUTL C/ieayolne AeACTBUA:

— CosgaTb onepaumto icmp-echo n cKoHdUrypmpoBsaTb eé.

— 3anycTuTb BbINOJIHEHWE ONepaLun.

— CosgaTtb TRACK-06beKT, cBA3aHHbIN C KOHKpeTHOM IP SLA onepaumeit U CKOHGUTrypmMpoBaTb
ero.

— Tlpun HeobxoAMMOCTH, CO34aTb MAKPOChI, BbINOJAHAEMbIE NPU U3MEHEHUN COCTOAHNA 06bEKTA
TRACK.

— TpocmoTpeTb CTaTUCTUKY, MPU HEODXOAMMOCTH, OYUCTUTD ee.

—  [pn HeobxoANMMOCTU, MPEKPATUTb BbINONHEHWE ONEpaLLUM.

KomaHObI pexcuma 2a06an6Hol KoOHuU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexxume rnobanbHoi KoHOUrypauum:
console (config) #

Tabnunua 204 — KomaHabl pexkuma rnobanbHoi KoHdurypaumm

Komanoa 3HayeHue/3HayeHue Neiicmeue
no ymosan4aHuro
ip sla operation MNepexogunT B pexkum KoHpurypmuposaHusa IP SLA onepaumu.
operation: (1..64) - operation — Homep onepauuu.
no ip sla operation Ypansaert IP SLA onepaumio.
ip sla schedule operation life 3anycKaet Ha BbinonHeHue IP SLA onepauuto.
life start-time start-time - operation — Homep onepayuu.
operation: (1..64); - life — Bpemsa, B TeyeHWe KOTOporo onepauua byaer Bbinon-
life: (forever); HATbCA.
start-time: (now) - start-time — Bpema 3anycka.
no ip sla schedule operation Mpekpawaet BbinonHeHue IP SLA onepauuu.
- operation — Homep onepauuu.
track object ip sla operation object: (1..64); operation: | Co3gaetr TRACK-06beKT, KOTOPbIN ByAeT OTCAeXMBaTh COCTOA-
state (1..64) Hue IP SLA onepaumu.
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no track object ip sla

- object — Homep TRACK-06beKTa.
- operation — Homep IP SLA onepauuu.

Yaansetr TRACK 0b6bekT.
- object — Homep TRACK-o6beKTa.

Tabnuua 205 — KomaHabl pexmma co3gaHuma onepaunii IP SLA

KomaHOoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

icmp-echo {A.B.C.D | host }
[source-ip A.B.C.D]

host: (1..158) cumBonos

MepexoguT B pexnum KoHourypmposaHua ICMP ECHO
onepauuu.

-A.B.C.D — IPv4-apgpec y3na cetu;

- host — poOMeHHOoe MMsA y3na CeTu.

KomaHObI pexcuma KoHguaypuposaHusa IP SLA ICMP ECHO onepauuu

Buna 3anpoca KoOMaHAHOM CTPOKM B pexume KoHpurypuposaHuma IP SLA ICMP ECHO:

console (config-ip-sla-icmp-echo) #

Tabanuya 206 — KomaHabl pexkuma KoHpurypuposaHua onepaumm ICMP Echo

KomaHoa

3HayeHue/3HayeHue
no ymon4yaHuio

Aelicmeue

frequency secs

no frequency

secs: (10..500)/10 cek

YcTaHaBauBaeT YactoTy nostopeHua ICMP ECHO onepauuu.
- Secs — 4acToTa, B CeKyHAaX.

YcTaHaBAMBaeT 3Ha4YeHne 4acToTbl I'IOBTOpeHVIVI no ymosnya-
HUIO.

timeout msecs

no timeout

msecs: (50..5000)/2000 mc

YcTaHaBAMBaeT AAMHY TalimayTa, MO UCTEYEHUM KOTOPOro,
ecnu He npuwen ICMP-oTBeT, onepauna byaeT cunTaTbCs He-
yAa4yHoM.

- msecs — TallMayT, B MUIMCEKYHAAX.

YCTaHaBAMBAET 3HAYEHME TaliMayTa No YMOAYAHHIO.

request-data-size bytes

no request-data-size

bytes: (28..1472)/28 6aiit

YCcTaHOBWTb KOIMYECTBO 6aliT, nepenasaembix B ICMP-nakete
B KayecTse AaHHbIX (payload).
- bytes — Konm4yecTBo 6alT.

YCTaHOBWTb 3HaYeHMe KoanyecTsa 6anT no YMONYaHUIO.

Ona HopmanbHoro BbinoaHeHuA onepauuun ICMP Echo pekomeHayeTca ycTaHaBAMBaTh 3Ha-
° YeHue YacToTbl BbINOJIHEHUA onepauumn 6onblunMm, Yem 3HAUEHUE TalimayTa onepaluu.

KomaHObI pexcuma KoHguU2ypuposaHUa mpeKa

Bug, 3anpoca KOMaHAHOM CTPOKM pexknma KoOHGUryprupoBaHua Tpeka:

console (config-track) #
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Tabnnua 207 — KomaHabl pexkuma KoHPUrypaumum Tpeka

3HayeHue/3HayeHue
no ymon4YaHuro

KomaHoa

Aelicmeue

delay {up secs down secs | up

secs | down secs} secs: (1.180)/0

delay {up secs down secs | up
secs | down secs}

YcTaHaBAMBaeT 33a4epXKKy ANnAa cmeHbl coctoaHma TRACK-
06beKTa, Npy U3meHeHnn cocTosiHuA IP SLA onepauuu.

- secs — 3aep)KKa, B CEKYHAAX.

- Up — 33jeprKKa U3MEHeHMA COCTOAHMA, NPU NPU U3MeHe-
HWUKU onepauuun B coctoaHme OK;

- down — 3aaepiKKa U3MEHEHUA COCTOAHUA, NPU USMEHEHUN
onepaumu B coctoaHue Error.

Yaanaet 3agepiKy.

KomaHObl pexcuma privileged EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabnuua 208 — KomaHapl pexkmma privileged EXEC

KomaHoa 3HayeHue

Aelicmeue

show ip sla operation

[operation] operation: (1..64)

OTobparkaeT MHGOpMaL Mo 0 HacTPoeHHbIX |IP SLA onepauusx.
- operation — HoMmep onepaLuu.

show track [object] object: (1..64)

OTobparkaeT nHGopmaLmio 0 HacTpoeHHbIX TRACK-ob6beKTax.
- object — Homep ob6beKTa.

clear ip sla counters

ion: (1..64
[operation] operation: (1..64)

O6HynseT cyeTunkm IP SLA onepauum.
- operation — HOMep onepaLuun.

Mpumep HaCTPOMKM, NpeaHa3HaYeHHOWN AN KOHTPOA y31a ceTu c agpecom 10.9.2.65 c oTnpaBKol
ICMP-3anpoca Kaxkable 20 cekyHa, BpemeHem oTBeTa Ha ICMP-3anpoc He npesbiwarowmm 500 mc m

pasmepom AaHHbIX 92 6aliTa; 3afep’KKa CMeHbI

coctoAHuAs TRACK-o6bekta — 3 ceKyHAbl; npu

n3meHeHun coctonaHuA TRACK-o6beKTa BbinonHATCcA makpocbl TEST_DOWN u TEST _UP:

console# configure
console (config) # interface vlan !

console (config-if) # ip address 10.9.2.80 255.255.255.192

console (config-if) # exit

console (config)# macro name TEST DOWN track 1 state down

Enter macro commands one per line.
int gil/0/11

no shutdown

@

console (config) #

End with the character 'Q'.

console (config) # macro name TEST UP track 1 state up

Enter macro commands one per line.
int gil/0/11

shutdown

@
console
console
console
console
console
console
console
console
console
console

config) #

config)# ip sla 1
config-ip-sla)# icmp-echo
config-ip-sla-icmp-echo) #
config-ip-sla-icmp-echo) #
config-ip-sla-icmp-echo) #
config-ip-sla-icmp-echo) #
config-ip-sla) # exit
config)# ip sla schedule !

o~ o~~~

End with the character 'Q'.

10.9.2.65

timeout 500
frequency 20
request-data-size 92
exit

life forever start-time now

config)# track 1 ip sla 1 state
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console (config-track)# delay up 3 down 3
console (config-track)# exit

console (config) # exit

console#

Mpumep BbIBOAA CTaTUCTUKK ans onepaumm ICMP Echo:

IP SLA Operational Number: 1
Type of operation: icmp-echo
Target address: 10.9.2.65
Source Address: 10.9.2.80
Request size (ICMP data portion): 92
Operation frequency: 20
Operation timeout: 500
Operation state: scheduled
Operation return code: OK
Operation Success counter: 254
Operation Failure counter: 38
ICMP Echo Request counter: 292
ICMP Echo Reply counter: 254
ICMP Error counter: 0

roe

— Operation state — TeKyl,ee COCTOAHME onepaymu:
= scheduled — onepauua BbINONHAETCS;
= pending — BbINOJIHEHME ONEpaLMM OCTaHOBNEHO.
— Operation return code — Kop, 3aBepLUeHMA NOCAeAHEN BbINOJHEHHON onepauum:
=  OK — ycnelwHoe 3aBepLueHne npeablayLlei onepaumm;
= Error — Heyga4yHoe 3aBepLueHne nocneaHelr nonbiTkM U3MepeHus.
— Operation Success counter — KONWMYECTBO YCMNELIHO 3aKOHYEHHbIX Onepauyi.
— Operation Failure counter — KONNMYeCTBO HEYAAYHO 3aKOHYEHHbIX ONepaLymit.
— ICMP Echo Request counter — Konn4ecTBo NpoBeAEHHbIX 3aMyCKOB onepauymu.
— ICMP Echo Request counter — KONM4ecTBO NOAyYeHHbIX oTBeTOB Ha ICMP-3anpoc.

ICMP Error counter — CYETYMK, OTOBpPaXKaOLWMIA KONMYECTBO U3MEPUTENbHBIX OMNepaLyMii, 3aKOHYNBLUNXCA
C COOTBETCTBYIOLLMM KOZLOM OLUMOKM.

5.24 ®yHKuumM obecneyeHnn 6e3onacHOCTU

5.24.1 ®yHKyuu obecneyeHus 3awWuMobil NOPMOB

C uenbto nosbllweHnA 6e30MacHOCTM B KOMMYTATOpPE CYLLECTBYET BO3MOXHOCTb HACTPOUTb KAKOW-
nmMbo nopT TaK, 4Tobbl AOCTYN K KOMMyTaTOpy 4Yepe3 3TOT MOpT MPefocCTaBAAicA TONbKO 33aAaHHbIM
ycTponcTBam. PyHKLMA 3aLUMUTbl NOPTOB OCHOBAHa Ha onpeaeneHnn MAC-agpecoB, KOTOpPbIM paspeLuaeTca
poctyn. MAC-agpeca mMoryT 6bITb HacTPOEHbI BPYUYHYHO MAWM U3yYyeHbl KOMMyTaTopom. locne mayyeHus
HeobxoAMMbIX aapecoB NOPT cnegyer 3abNOKMPOBaTb, 3alUMTUB €ro OT MOCTYNAEHUA MNaKeToB C
HensyyeHHbIMM MAC-agpecamu. Takum ob6pa3om, Korga 3ab10KMPOBAHHbIM NMOPT Noay4yaeT naket, u MAC-
afpec UCTOUYHMKA MaKeTa He CBA3aH C 3TUM NMOPTOM, aKTUBU3NPYETCA MEXAHWU3M 3aLLMUTbI, B 33BUCUMOCTH OT
KOTOPOro MOryT 6biTb MPUHATbI CleaylolmMe Mepbl: HECAaHKLMOHMPOBaHHbIE MaKeTbl, NOCTynatowue Ha
3a0/10KMPOBAHHbIV MOPT, NepecbinatoTca, oTopachiBatoTCA, MO0 Ke NOPT, NPUHABLLMIA NAKET, OTKAKYaeTCA.
dyHKUmMAa 6esonacHoct Locked Port nossonser coxpaHWTb CNUCOK M3ydeHHbix MAC-aapecos B daine
KOHOUrypaLmm, Takum 06pa3om, 3TOT CNMCOK MOMKHO BOCCTaHOBUTb NOC/E Nepesarpysku yCTpomncTaa.

/ CywiecTByeT orpaHuMyeHue Ha Konnuectso MAC-aapecoB, KOTOpoe MOKET U3yunTb NOpPT, UC-
Nonb3yowui GYHKLMIO 3aLUTDbI.

Ethernet-kommymamopel ceputli MES2300, MES3300, MES53xxA, MES5400-xx, MES5500-32 195



HELTEX

KomaHObI pexcuma KoHduaypauuu uHmepgpelica (duanaszoHa uHmepgelicos) Ethernet, uHmep-

gelica 2pynnbl MOpmMos

Bug, 3anpoca KOMaHAHOW CTPOKKM B pexume KoHdurypauum uHtepdeitca Ethernet, nHtepdelica

rpynnbl NOPTOB:

console (config-if) #

Tabanuya 209 — KomaHabl pexkmma KoHourypaumm nHtepdelica Ethernet, rpynnel uHTepdelicos

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

port security

no port security

-/BbIKNOYEHO

BrkntovaeT ¢yHKUMIO 3alnTbl HA UHTepdelice. BaokupyeT dyHK-
L MO U3YYEHMA HOBbIX afpecoB Ansa uHTepderica. MNakeTbl ¢ Hensy-
yeHHbIMM MAC-agpecamun UCTOYHMKA oTbpacbiBatoTca. KomaHaa
aHanorMyHa KomaHge port security discard.

OTKAtoYaeT GYHKLUMIO 3alLMTbl HA UHTepdelice.

port security max num

no port security max

num: (0..32768)/1

3ajaeT MaKCcMManbHOe KONMYeCTBO afpecoB, KOTOpOe MOXKeT
U3y4nTb NOPT.

YcTaHaBAMBaeT 3HaYeHne No YMOAYAHUIO.

port security routed
secure-address mac_address

no port security routed
secure-address mac_address

dopmat MAC-agpeca:
H.H.H, H:H:H:H:H:H,
H-H-H-H-H-H

YcTaHaBAuBaeT 3awmLLeHHbIi MAC-agpec.

Ypansaet sawmueHHbii MAC-agpec.

port security {forward |
discard | discard-shutdown}
[trap freq]

freq: (1..1000000) cek

BkntoyaeT PyHKUMIO 3aWwmTbl Ha UHTepdelice. bnokupyet dyHK-
LMIO U3yYeHMA HOBbIX a4pPecoB Ans uHTepdelica.

- forward — naketbl c HensyuyeHHbIMM MAC-agpecamm UCTOYHUKA
nepecbINakoTcs;

- discard — nakeTbl ¢ HemM3yyeHHbIMM MAC-agpecammn UCTOYHMKA
oTbpacbiBatoTCs;

- discard-shutdown — nakeTbl ¢ HeunsyyeHHbIMM MAC-agpecamm
MCTOYHMKA OT6pachIBatOTCA, NOPT OTKAKOYAETCS;

- freq — yactoTa reHepupyembix coobuweHnin npotokona SNMP
trap Npy NOCTYyN/IeHUU HECAHKLMOHUPOBAHHBIX MAKETOB.

port security trap freq

freq: (1..1000000) cek

3apaeT 4acToTy reHepupyembix coobuieHuii npotokona SNMP
trap npu NOCTyN/IeHNN HECAHKLLMOHNPOBAHHbIX NAaKeTOB.

port security mode {secure

{permanent | delete-on-reset}

| max-addresses | lock}

no port security mode

-/lock

3agaeT pexum orpaHuyeHua wusyvyeHua MAC-agpecoB Ana
HacTpanMBaemoro nHTepdeiica.

- secure — HacTpauBaeT CTaTUYECKOe OrpaHuWyeHue W3yyYeHuA
MAC-agpecos Ha nopTy;

- permanent — gaHHbIi MAC-agpec coxpaHuTca B Tabmue gaxe
nocne nepesarpysKku ycTponcTsa;

- delete-on-reset — gaHHbIM agpec yaanuTca nocne nepesarpysku
YCTPOMCTBA;

- max-addresses — yfanfer Tekylme AUMHAMUYECKU U3yYeHHble
agpeca, CBA3aHHble c NHTEpOErcom. PaspeweHo
M3yyeHMe MaKCMMaNbHOro KOAMYecTBa aJApecoB Ha MoOpTy.
MoBTOpHOE M3yyeHMe 1 CTapeHne paspeLleHbl;

- lock — coxpaHsaeT B KOHOUIYpaumto TeKyLLMe AUHAMUYECKN U3Y-
YeHHble aZpeca, CBA3aHHble C MHTepdeincom 1 3anpeLaeT obyye-
HUEe HOBbIM afpecam U CTapeHMUE yKe U3yYeHHbIX a4pecos.

YcTaHaBAMBaeT 3HaYeHne o YMONYaHUIO.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console>

196

Ethernet-kommymamopei cepuli MES2300, MES3300, MES53xxA, MES5400-xx, MES5520-32




HELTEX

Tabnmua 210 — KomaHap! pexkmuma EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4aHuro

show ports security MoKa3blBaeT HAaCTPOMKMN OYHKLMKM H6e3onacHOCTU Ha BblbpaH-
{gigabitethernet gi_port | gi_port: (1..8/0/1..24); | Hom uHTepdeiice.
tengigabitethernet te_port | te_port: (1..8/0/1..32);
hundredgigabitethernet hu_port: (1/0/1..6)
hu_port | port-channel group | group: (1..32)
detailed}
show ports security addresses MoKa3bIBaeT TEKyLWME MHAaMUYecKne agpeca Ans 3abaokmpo-
{gigabitethernet gi_port | gi_port: (1..8/0/1..24); | BaHHbIX NOPTOB.
tengigabitethernet te_port | te_port: (1..8/0/1..32);
hundredgigabitethernet hu_port: (1/0/1..6)
hu_port | port-channel group | group: (1..32)
detailed}
se?inteﬁaceacﬁvg gi_port: (1..8/0/1..24); AKTUBU3UPYET UHTEPdENC, OTKAOUYEHHDbIN GYHKLMEN 3almTbl
{gigabitethernet gi_port | te_port: (L..8/0/1..32): nopta (KomaHga A4OCTyNHa TOAbKO ANA NPUBUAErMPOBAHHOMO
tengigabitethernet te_port | = o "7 | nonb3osarens).

.. hu_port: (1/0/1..6)
hundredgigabitethernet .
hu_port | port-channel group} group: (1..32)

[pumepbl 8b1N0AHEHUS KOMAHO

= BKAOYAUTb GYHKLMIO 3aWmTbl HA 15 nHTepdeice Ethernet. YcTaHOBUTb OrpaHMYeHMe Ha U3ydeHune
agapecos — 1 agpec. Nocne nsyyeHma MAC-agpeca 3a610KMPOBaTb PYHKLMIO U3YHEHWNA HOBbLIX a-
pecoB ans uHTepderica ¢ Luenbto oTbpocunTb NaKeTbl C HeMsyyeHHbIMKM MAC-agpecaMm UCTOUHMKa.
CoxpaHuTb B $ain U3yyeHHbI agpec.

console# configure

console (config) # interface tengigabitethernet 1/0/15
console (config-if) # port security mode secure permanent
console (config-if) # port security max 1

console (config-if)# port security

= [loaKNUYNTb KAMEHTA K NopTy 1 usyunte MAC-agpec.

console (config-if) # port security discard
console (config-if)# port security mode lock

5.24.2 lNposepka nodsAUHHOCMU KAUeHma Ha ocHoee nopma (cmaHoapm 802.1x)

5.24.2.1 baszosas nposepka nodauHHocMu

AyTeHTMdMKAUMA Ha ocHoBe cTaHgapta 802.1x obecneyvMBaeT NpPOBEpPKY MNOAJIMHHOCTM
no/sib3oBaTesieli KOMMYTATOpa Yepes BHELIHWI cepBep HAa OCHOBE MOPTa, K KOTOPOMY MOAKAOYEH KMEHT.
TonbKo ayTeHTUPUUUPOBAHHbIE M ABTOPU30BAHHbIE MOAbL30BATE/NM CMOFYT MepefasaTb M NPUHUMATb
AaHHble. [poBepKa NOAAMHHOCTU NOAb30BaTele NOPTOB BbiNosiHAeTCA cepBepom RADIUS nocpeacresom
npotokona EAP (Extensible Authentication Protocol).

KomaHObI pexcuma 2a06asab6Hol KoOHpu2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHOM KoOHOUIypaumm:

console (config) #
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Tabnmua 211 — KomaHap! pexxmma rnobanbHoin KoHGUrypaumm

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aeiicmeue

dotlx system-auth-control

no dotlx system-auth-control

-/BbIK/IIOYEHO

BkntoyaeT perkum ayTeHTUdUKaumm 802.1X Ha KommyTaTope.

BbIKk/lOYaeT pexxknum ayteHTuouKaumm 802.1X Ha KommyTaTope.

aaa authentication dot1x
default {none | radius} [none |
radius]

no aaa authentication dotlx
default

-/radius

3afaeT 0aMH UK ABa METOAA NPOBEPKM NOAIMHHOCTU, aBTOPMU3a-
uMmn mn yyeta (AAA), pna ncnonb3oBaHua Ha uHTepdeicax IEEE
802.1X.
- none — He BbINOJ/IHATb ayTEHTUPUKALMIO;
- radius — ucnonbsosatb cnucok RADIUS-cepBepoB ans ayTeHTU-
duKaumm nonb3osaTens.
BTopoii meToa ayTeHTUPMKALUU UCNOb3YETCA TONbKO B
V cnyyae, ecim No nNepsomy ayTeHTUdUKauma 6bina He-
yCneLwHoii.

YcTaHaBAUBaeT 3HaYeHUe No YMOAYAHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHPuUrypaumnm nHtepdelica Ethernet:

console (config-if) #

v/

Mpotokon EAP (Extensible Authentication Protocol) BbinonHseT 3agaum gna ayreHTUPUKaA-
UMM YOANEHHOTO KANEHTA, NPU 3TOM onpeaensa MeXaHu3m ayTeHTUGUKaumun.

Tabnuua 212 — KomaHabl pexkuma KoHoburypaumm nHtepoeica Ethernet

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

dotlx port-control {auto |
force-authorized |
force-unauthorized}
[time-range time]

-/force-authorized;

Hactpausaet ayteHTUdmKaumio 802.1X Ha nHTepdeiice. Paspe-
LIaeT Py4YHOW KOHTPOJIb 338 COCTOSHMEM aBTOPM3aLMK NopTa.

- auto — ucnonb3osaTb 802.1X AN USMEHEHMA COCTOAHUA KU-
eHTa MeXay aBTOPM30BaHHbIM U HEABTOPU30BaAHHbLIM;

- force-authorized — BbikntoyaeT ayTeHTUPUKauuio 802.1X Ha
nHTepdeiice. MopT nepexoaAnT B aBTOPM30BaHHOE COCTOAHME
6e3 ayTeHTUGUKauuu;

time: (1..32) - force-unauthorized — nepesoauT NOPT B HEABTOPM30BAHHOE
cocToaHue. IrHopupytoTca Bce NONbITKM ayTeHTUdUKaL MK KAn-
€HTa, KOMMYTATOP He NPeAoCTaBAAET CepBUC ayTeHTUdUKaL MK
[ONA 3TOro nopra;
- time — HTepBan BpemeHu. Ecav faHHbIM napameTp He onpe-
AeneH, To NOpT He aBTOPU30BaAH.
no dotlx port-control YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.
dotlx reauthentication -/neproauyeckme BkntoyaeT nepuoguyeckne noOBTOPHbIE MPOBEPKU NOAJMHHO-
NOBTOpPHbIE NPOBEPKU cT1 (nepeayTeHTUdMKALMIO) KNUEHTA.
no dotlx reauthentication NOANMHHOCTH BblkntoyaeT nepuogmyeckne NoBTOPHbIE MPOBEPKU NOASIMHHO-
BbIK/IIOYEHbI cT1 (nepeayTeHTUdMKALMIO) KNUEHTA.

dotlx timeout eap-timeout
period

no dotlx timeout eap-timeout

period: (1..65535) /30

3afaeT MHTepBan BPEMEHU B CEKYHAAX, B TeYeHMe KOToporo
cepsep EAP oxkmaaet otBeTa oT KAneHTa EAP 0 NOBTOpHOM ne-
peaaym 3anpoca.

YCTaHOBUTb 3HaYeHMe no YMONYaHUIO.

dotlx timeout supplicant-held-
period period

period: (1..65535) /60

3apaeT nepuof BpemeHu, B Te4eHMe KOTOPOro 3anpallunBato-
LM KOeT A0 Nepe3anycka ayTeHTUdUKaLmMmn nocie nonyvyeHms
otgeTa FAIL oT cepsepa Radius.
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no dotlx timeout supplicat-
held-period

YCTaHOBUTb 3HaYeHME N0 YMONHYAHMUIO.

dotlx timeout reauth-period
period

no dotlx timeout
reauth-period

period:
(300..4294967295)/
3600 cek

YcTaHaBAMBaeT NEepUos MexAy MOBTOPHbIMM NPOBEPKaMu
NOANNHHOCTK.

YcTaHaBAMBaET 3Ha4YeHWe nNo YMONYaHUIO.

dotlx timeout quiet-period
period

no dotlx timeout quiet-period

period: (10..65535)/60
cek

YcTaHaBAWBaeT nepuos, B TeYeHUEe KOTOPOro KOMMYTaTop
OCTaeTCA B COCTOAHUM MONYaHWA MOC/E HEeYAauYHOW NMPoBepKU
NOANMHHOCTK.

B TeyeHue nepuosa MONYAHUA KOMMYTATOP He MPUHMMAET U
He MHULMMPYET HUKAKMX ayTEHTUOUKALMOHHBIX COOBLLEHMA.

YcTaHaBAMBaET 3Ha4YeHWe nNo YMONYaHUIKO

dotlx timeout tx-period period

no dotlx timeout tx-period

period: (30..65535)/30
cek

YcTaHaBAWBaeT Nepuog, B TeHeHNE KOTOPOro KOMMYTATOP OXKMU-
[JaeT OTBeT Ha 3anpoc Anbo UAEHTUOMKALMIO NO NPOTOKOAY
EAP oT KnneHTa, Nnepes, NOBTOPHOM OTNPaBKOM 3anpoca.

YcTaHaBAUBaeT 3HaYeHne No YMOAYAHUIO.

dotlx max-req count

no dotlx max-req

count: (1..10)/2

YCcTaHaBAMBAET MAKCMMAsIbHOE YMC/IO MOMbITOK nepesayun 3a-
npocoB NpoToKona EAP-KAMEHTY nepes HOBbIM 3aMyCKOM Mpo-
Lecca NpoBepKn NOAAMHHOCTK.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

dotlx timeout supp-timeout
period

no dotlx timeout
supp-timeout

period: (1..65535)/30
CEKYHA,

YcTaHaBAuBaeT nepuosa Mexay NoBTOPHbIMUM Nepefavyamu 3a-
npocoB NpoToKona EAP-kauneHTy.

YcTaHaBAMBaeT 3HaYeHne No YMONYAHUIO.

dotlx timeout server-timeout
period

no dotlx timeout
server-timeout

period: (1..65535)/30
CeKyHA,

YcTaHaBAVWBaET Nepuog, B TEYEHNE KOTOPOTO KOMMYTATOP OXKMK-
[aeT 0TBeTa OT cepBepa ayTeHTUDUKALMM.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

dotlx timeout silence-period
period

no dotlx timeout
silence-period

period: (60..65535)
ceK/He 3apaHo

YcTaHaBAMBAET NepuUoA, BPEMEHN HeaKTUBHOCTM KAMEHTa, no
NCTEYEHNE KOTOPOTrO K/IMEHT CTaHOBUTCA HEaBTOPU30BAHHbIM.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO

KomaHOwb1 pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOWM CTPOKK pexxnma Privileged EXEC:

console#

Tabnunua 213 — KomaHabl perkuma Privileged EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

dotlx re-authenticate
[gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet hu_port
| oob]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..24);
hu_port: (1/0/1..6)

BpyyHyl0 OCYyWecTBASET MOBTOPHYH MPOBEPKY MNOAJMHHOCTU
yKa3aHHOro nopTa B KOMaHae, Mbo Bcex NOpToB, NOAAEPKMUBa-
towmx 802.1X.

dotlx unlock client
gigabitethernet gi_port |
tengigabitethernet te_port
mac_address

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6)

3ab10KMpPOBaTb KNMEHTA C YKasaHHbIM MAC-agpecom Ha nopTy
Npu AOCTUNKEHUU MOPOra MaKCMMANAbHO BO3MOMKHbIX MOMbITOK
ayTeHTUdMKaLmMun.

show dotilx interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet hu_port
| oob}

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6)

MokasbiBaeT coctoaHune 802.1X ana kommyTatopa Mbo anA yKa-
3aHHOro uHTepdeiica.

show dotlx users [username
username]

username: (1..160)
CMMBOJI0B

MOKa3blBAaeT aKTUBHbIX ayTEHTUGULMPOBAHHBIX NONAb30BaTeNen
802.1X KommyTaTopa.
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show dot1x statistics interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet hu_port
| oob}

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6)

delica.

[pumepbl 8b1M0AHEHUA KOMAHO

= BKAKOUUTb perrnm ayTeHTUudPuKaumm 802.1x Ha KommyTtaTope. Mcnonb3osatb RADIUS-cepsep ana
NpPoBepPKM NOAJMHHOCTU KANEHTOB Ha MHTepdencax IEEE 802.1X. Ana 8 nHtepdeiica Ethernet mnc-

NoNb30BaTb PEXUM ayTeHTUPMKaumm 802.1x.

console# configure

console (config)# dotlx system-auth-control

console (config) # aaa authentication dotlx default radius
console (config) # interface tengigabitethernet 1/0/8
console (config-if) # dotlx port-control auto

= [lokasaTtb cocToaHue 802.1x ana KommyTtaTopa, ana 8 untepdeliica Ethernet.

console# show dotlx interface tengigabitethernet 1/0/8

MoKasbiBaeT cTaTUCTMKY no 802.1X ana BbIGPAHHOrO WHTEp-

Authentication is enabled

Authenticating Servers: Radius
Unauthenticated VLANs:

Authentication failure traps are disabled
Authentication success traps are disabled
Authentication quiet traps are disabled

tel/0/8
Host mode: multi-host
Port Administrated Status: auto
Guest VLAN: disabled
Open access: disabled
Server timeout: 30 sec
Port Operational Status: unauthorized*
* Port is down or not present
Reauthentication is disabled
Reauthentication period: 3600 sec
Silence period: 0 sec
Quiet period: 60 sec
Interfaces 802.1X-Based Parameters
Tx period: 30 sec
Supplicant timeout: 30 sec
Max req: 2
Authentication success: 0
Authentication fails: O

Tabnunua 214 — OnucaHune pesynbTaToB BbINOJHEHUA KOMaHA,

Napamemp OnucaHue
Port Homep noprTa.
Admin mode Pexxum ayteHTuduKaumm 802.1X: Force-auth, Force-unauth, Auto.
OnepaumnoHHbIi pexxMm NopTa: aBTOPM30BaHHbINM, HEABTOPM30BAHHbIN, MO0 BbIK/OYEH-
Oper mode N . -
Hbi (Authorized, Unauthorized, Down).
Reauth Control KoHTponb nepeayteHTUdMKALUN
Reauth Period Mepuoa mexay NOBTOPHbIMM NPOBEPKaMU NOANNUHHOCTH.

Mmsa nonb3oBaTens npu mcnonbzosaHun 802.1X. Eciiv nopT aBTOPU30BaH, TO OTObparKa-

Username eTcA UMA TEKYLLLEro NoNb3osaTensa. ECn nopT He aBTOPM30BaH, To 0ToBpaaeTca MMA no-
cneaHero ycnewHo aBTOpU30BaHHOTO NO/b30BaTeNsA Ha NopTy.
. ) Mepuoa, B TedeHME KOTOPOrO KOMMYTaTOpP OCTaeTcA B COCTOAHMM MOAYAHMA nocne He-
Quiet period proa, P yraTop

YyAa4yHO NPOBEPKN NOANNHHOCTH.
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Tx period

Mepunog, B Te4EHME KOTOPOro KOMMYTATOP OXMAAET OTBET Ha 3anpoc Mbo naeHTuduKa-
umto no npoTtokony EAP oT KAneHTa, nepes NOBTOPHOM OTNPaBKOM 3anpoca.

Max req

MakcrmanbHoOe YMcao NoNbITOK Nepegayvm 3anpocos NpoTtokona EAP knneHTy nepeg, Ho-
BbIM 3aNYyCKOM npoLecca NpoBepKn NOANANHHOCTH.

Supplicant timeout

Mepunoa mexay NOBTOPHbIMK Nepeaayamm 3anpocos NpoToKona EAP kaneHTy.

Server timeout

Mepuoa, B TEYEHNE KOTOPOro KOMMYTATOP OXKMAAET OTBETA OT Cepsepa ayTeHTUGUKaLNN.

Session Time

Bpems nogKoyYeHUs Noib3oBaTeNs K yCTPOMCTBY.

Mac address

MAC-agpec nonb3osaTens.

Authentication Method

MeTog ayTeHTUdUKALMM YCTAHOBNEHHOM CecCum.

Termination Cause

MpuunHa 3aKkpbITUA ceccuu.

State

Tekyliee 3HaYEHNE aBTOMaTa COCTOAHUI onpeaennTens NoaJAMHHOCTM U BbIXOAHOIO aB-
TOMaTa COCTOAHUN.

Authentication success

KonnyecTso NoslyyeHHbIX COOBLWEHN 06 ycnewHoM ayTeHTMdMKauum oT cepsepa.

Authentication fails Konnyectso nosy4eHHbIX COODOLLEHUI O HEYCNEeLWHOM ayTeHTUDMKaL MM OT cepBepa.
VLAN pynna VLAN Ha3Ha4YyeHHaA Nosb3oBaTento.
Filter ID NaeHTndukaTop rpynnel puabTpaumm.

= [lokasaTtb cTaTUCTMKY no 802.1x ans uHTepdelica Ethernet 8.

console# show dotlx statistics interface tengigabitethernet 1/0/8

EapolFramesRx:
EapolFramesTx:
EapolStartFramesRx: 1
EapolLogoffFramesRx: 1

EapolRegFramesTx:
InvalidEapolFramesRx: 0O
EaplengthErrorFramesRx: 0

12

EapolRespIdFramesRx: 4
EapolRespFramesRx: 6
EapolRegIdFramesTx: 3

5

LastEapolFrameVersion: 1
LastEapolFrameSource: 00:00:02:56:54:38

Tabauua 215 — OnncaHMe pesyabTaToB BbINONHEHMA KOMaHA

Mapamemp OnucaHue

Konnuyectso KOppeKTHbIX NakeToB ftoboro tuna npotokona EAPOL (Extensible Au-
EapolFramesRx .

thentication Protocol over LAN), NpuHATbIX 4aHHbIM onpeaenuTenem noganHHOCTU.

KonnyectBo KoppeKTHbIX naketoB atoboro Tuna npoTtokosa EAPOL, nepefaHHbIX
EapolFramesTx PP P » Nepea

OaHHbIM onpeaennTenem NoAJMHHOCTY.

Konunyectso naketoB Start npotokona EAPOL, NnpuHATbIX AaHHbIM onpeaenanTenem
EapolStartFramesRx P » NP A PEA

NOA/IMHHOCTHU.

Konunyectso naketos Logoff npotokona EAPOL, NpuHATbLIX AaHHbIM onpeaenuTenem
EapollLogoffFramesRx g P » P A PeA

NoAJIMHHOCTW.

Konunyectso naketos Resp/ld npotokona EAPOL, NnpuHATLIX AaHHbIM onpeaenuTe-
EapolRespldFramesRx p/id np » NP A Pea

nem NOASIMHHOCTW.

Konnyectso naketos oTBeToB (Kpome Resp/Id) npotokona EAPOL, npuHATbIX AaH-
EapolRespFramesRx (kp p/id) np » NP A

HbIM onpegenutenem NoOAANHHOCTU.

Konunuyectso naketos Resp/Id npotokona EAPOL, nepesaHHbIX AaHHbIM onpeaenurte-
EapolReqldFramesTx p/id np » NEPEA A PeA

nem nNoa/IMHHOCTHU.

Konnyectso naketos 3anpocoB (Kpome Resp/ld) npotokona EAPOL, nepepaHHbIX
EapolReqFramesTx P (kp p/d) np » NEPEA

OaHHbIM onpeaennTenem nNogIMHHOCTW.
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Konnuyectso naketos npoTokona EAPOL ¢ Hepacno3HaHHbIM TUNOM, NPUHATbLIX AaH-

InvalidEapolFramesRx
HbIM onpeaenuTenem NoANNHHOCTY.

Konunyectso naketos npoTokosa EAPOL ¢ HEKOPPEKTHOM AJIMHOM, NPUHATBIX AaHHbIM

EapLengthErrorFramesRx
onpegenvtenem nOAJIMHHOCTHU.

Bepcua npotokosa EAPOL, NpuHATas B caMoOM NOCAeAHEM Ha AaHHbI MOMEHT na-

LastEapolFrameVersion
KeTe.

LastEapolFrameSource MAC-aapec UCTOYHUKA, NPUHATLIA B CAMOM NOC/IeAHEM Ha JaHHbIA MOMEHT NaKeTe.

5.24.2.2 PacwupeHHas nposepKa nodsauHHocmu

PacwupeHHble HacTpolkm dotlx No3BOAAKOT NPOBOAUTL MPOBEPKY MOAJMHHOCTU AR HECKOIbKUX
K/IMEHTOB, NOAKAOYEHHbIX K NopTy. CyllecTByeT ABa BapnaHTa ayTeHTUdMKaUUM: NepBbli, Koraa npoBepkKa
NoA/IMHHOCTM Ha OCHOBe nopTa TpebyeT ayTeHTUPUKALUUM TONbKO OAHOrO K/MEHTa, YTobbl AOCTYyN K
cucTeme UMenn Bce KAmeHTbl (pexkum Multiple hosts), BTopoii, Koraa npoBepKka NOAJIMHHOCTM Tpebyet
ayTeHTUOUKALMKN BCeX MOAKAIOUYEHHDbIX K MOPTY KNMeHTOoB (pexunm Multiple sessions). Ecam nopt B pexkume
Multiple hosts He npoxoauT ayTeHTUdUKALMIO, TO BCEM NOAKNOYEHHbIM XOCTam ByaeT 0TKasaHo B gocTyne
K pecypcam ceTu.

KomaHObI pexcuma 2a06ana6HolU KOHpuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKM B pexknume r1ob6asibHOMN KoHdUrypaumm:
console (config) #

Tabnunua 216 — KomaHabl pexkuma rnobanbHOM KoOHGUrypauum

3HayeHue/3Ha4yeHue ”
KomaHoa / Aelicmeue
Mo ymMoa4YaHuro

dotlx traps authentication PaspelwaeT oTnpaBky trap-coOobWEHNI, KOrga KAWEHT ycnewHo
success [802.1x | mac | web] NPOXo4uT ayTeHTUdMKaumio.

—— -/BbIK/lOYEHO
no dotlx traps authentication YcTaHaBAnBaeT 3HaYeHMeE MO YMONYAHMUIO.
success
dotlx traps authentication PaspelsaeT oTnpaBKy trap-coobLLeHni, Korga KAMEHT He npoLen
failure [802.1x | mac | web] ayTeHTUdUKaLMio.

—— -/BbIKOYEHO
no dotlx traps authentication YcTaHaBAMBaET 3HaYEHME N0 YMONYAHUIO.
failure
dotlx traps authentication Bk/toyaeT oTnpaBKy trap-coobLeHnit Nnpy NpeBbIWeHNN Noab3o-
quiet BaTe/NeM MaKCMMa/bHO AOMYCTUMOro KonuuyecTsa 6esycnelHbix

-/BbIKAOYEHO NonbITOK ayTeHTUUKALMM.

no dotlx traps authentication YcTaHaBAMBaET 3HaYEHME NO YMONYAHUIO.
quiet

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

BunAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHpurypaumnm nHtepdelica Ethernet:
console (config-if) #

Tabnunua 217 — KomaHabl pexkuma KoHourypaumm nHtepdelica Ethernet

Komanda 3HavyeHue/3Ha4yeHue Neiicmeue
o yMOAYAHUIO
dotlx host-mode {multi-host | PaspelaeT HannumMe 04HOrO/HECKONbKUX KNNMEHTOB Ha aBTOPM30-
single-host | multi-sessions} BaHHOM nopTty 802.1X.
-/multi-host - multi-host — HeCKO/1IbKO KNMEHTOB;
- single-host — oguH KAKneHT;
- multi-sessions — HECKONbKO ceccuit.
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dotlx violation-mode
{restrict | protect | shutdown}
[trap freq]

no dotlx single-host-violation

-/protect;
freq: (1..1000000)/1
cek

3apaeT [peicTBue, KOTOopoe HeobXoAMMO BbIMOAHWUTbL, KOraa
ycTpoicteo, MAC-agpec KoToporo otamyaetcs oT MAC-agpeca
KNMEHTA, OCYLLLeCTBAAET NOMbITKY AOCTYNa K MHTepdeicy.

- restrict — naketbl ¢ MAC-agpecom, oTanyHbiM oT MAC-agpeca
K/IMEHTa, NepecblaaloTca, Npu 3TOM agpec UCTOYHUKA He U3yya-
erTcs;

- protect — naketbl ¢ MAC-agpecom, otamyHbim oT MAC-agpeca
KAWEHTa, OTOpacbIBatoTCS;

- shutdown — nopT BbikAtoYaeTcs, nakeTbl ¢ MAC-agpecom, OT/IMY-
HbiMm oT MAC-agpeca KnueHTa, oTbpacbliBatoTcs;

- freq —yacToTa reHepupyembix coobweHnin npotokona SNMP trap
npu NOCTYN/IEHUN HECAHKLMOHNPOBAHHbIX NAKeTOB.

V KomaHpga urHopupyertcsa B pexxume Multiple hosts.

YcTaHaBAMBaET 3Ha4YeHWe nNo YMONYaHUIO.

dotlx authentication [mac |
802.1x | web]

no dotlx authentication

-/BbIKNIOYEHA

BkntoyaeT ayTeHTUDMKaLMIO
- mac — BK/IOYAET ayTEHTUDMKAUMIO, OCHOBaHHYO Ha MAC-agpe-
cax;
- 802.1x — BK/IlOYAET ayTEHTUPMKALMIO, OCHOBAHHYO Ha 802.1x;
- web -BkatouaeT mexaHnsam Web-based ayteHTuduMKaumm.
- He aonKHO 6biITb cTaTMUecKMX NnpueA3oK MAC-agpecos.
. - PyHKUMA NOBTOPHOWU ayTeHTUPMKaLUK [0NMKHA 6biTb
BK/IOYEHa.

BbikntoyaeT ayTeHTUOMKauMo, OCHOBaHHytO Ha MAC-agpecax
nosb3oBaTenen.

dotlx max-hosts hosts

no dotlx max-hosts

hosts: (1..4294967295)

3aaeT MaKcMMasibHOe KO/IMYECTBO XOCTOB, NPOLUEALINX ayTeHTH-
duKaumio.

Bo3BpaliaeT 3HayeHMe No YMOAYAHUIO.

dotlx max-login-attempts num

no dotlx max-login-attempts

num: (0, 3..10)/0

3a4aeT KONMYECTBO HeyAauHbIX NMOMbITOK BBOAA JIOFMHA, NOC/E KO-
TOPbIX KANEHT BAOKMpyeTCs.
- 0 — 6eCKOHEYHOE YMCO NOMNbITOK.

Bo3BpaliaeT 3HayeHne No yMONYaHUIO.

dotlx guest-vlan enable

no dotlx guest-vlan enable

-/BblK/IIOYEHA

BkntouaeT ¢pyHKumto rocteBoit VLAN Ha Tekylem nHTepdeiice.

BoikntoyaeT pyHKuMto rocteBoit VLAN Ha Tekyluem nHTepdeiice.

KomaHObI pexcuma KoHgu2ypayuu uHmepagetica VLAN

Bupg 3anpoca KOMaHAHOM CTPOKK B pexume KoHdUrypaumm nutepdeinca VLAN:

console# configure
console (config)# interface vlan vlan id

Tabnunua 218 — KomaHabl perknuma KoHourypaumm nHtepderica VLAN

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

dotlx guest-vlan

no dotlx guest-vlan

no ymonyanutio VLAN
He onpegfeneHa Kak
roctesas

Onpegenutb roctesyto VLAN.

OTKpbIBAaeT HeaBTOPM30BAHHbIM NONb30BaTeNAM MHTepdeica fo-
cTyn K roctesoi VLAN. Ecau rocteBas VLAN onpegeneHa v paspe-
WweHa, NopT 6yaeT aBTOMATUYECKM NPUCOEAMHATLCA K Hel, Koraa
He aBTOPM30BaH, W MOKMAATb, KOrga nponaeT asBToOpuU3auMmio.
YT106bI MICNONBb30BATL AaHHbIV GYHKLMOHAN, NOPT He JO/XKeEH bbiTb
CTaTUYeCKMM YneHom rocteson VLAN.

YCTaHOBUTb 3HaYeHuMe no YMONYaHUIO.

KomaHObi pexcuma Privileged EXEC

Bupa 3anpoca KoMaHAHOM CTpoKK perkmma Privileged EXEC:

console#
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Tabnuua 219 — KomaHapl pexkmma Privileged EXEC

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
no ymoa4YaHuro
show dotlx interface { HacTpo#iku npoTokona 802.1x Ha uHTepdeiice (komaHaa AOCTYMHa
gigabitethernet gi_port | gi_port: (1..8/0/1..24); | TonbKo ANA NPUBUAETMPOBAHHOIO NOAL30BATENSA).
tengigabitethernet te_port | te_port: (1..8/0/1..32);
hundredgigabitethernet hu_port: (1/0/1..6)
hu_port | oob}
show dotlx detailed - MoKa3blBaeT paclLUMpPeHHble HacTPOMKM NpoTokona 802.1x.
show dotlx credentials CTpyKTypa yyeTa AaHHbIX oTobpakaeT napameTpbl aBTOPM30BaH-
) HbIX K/IMEHTOB.
show dotlx users [username] username: cTpoka MoKa3biBaeT aBTOPU30BAHHbIX KNINEHTOB.
show dot1x locked clients MoKa3blBaeT HEaBTOPU3OBAHHbBIX KIUEHTOB, 3a6/I0KMPOBAHHbIX MO
) Tanm-ayTy.
show dot1x statistics interface MokasbiBaeT cTatucTnKy 802.1X Ha MHTepdeicax.
{gigabitethernet gi _port | gi_port: (1..8/0/1..24);
tengigabitethernet te_port | te_port: (1..8/0/1..32);
hundredgigabitethernet hu_port: (1/0/1..6)
hu_port | oob}

5.24.3 KoHmponab npomokona DHCP u onyus 82

DHCP (Dynamic Host Configuration Protocol) — ceTteBoil NpPOTOKOA, MO3BOAAOWMUIA KAMEHTY MO
3anpocy nony4atb IP-agpec u gpyrue Tpebyemble napameTpbl, Heobxoammblie aia pabotbl B cetn TCP/IP.

MpoTokon DHCP mokeT Mcnonb30BaTbCs 3/10YMbILUNEHHUKAMM 415 COBEPLUEHUSA aTaK Ha YCTPOMCTBO,
KaK CO CTOPOHbI KaueHTa, 3actasnaa DHCP-cepsep BblaaTb BCe AOCTYMHble agpeca, Tak U CO CTOPOHDI
cepsepa nyTem ero noameHsbl. [IporpammHoe obecneyeHme KOMMyTaTopa NO3BOAAET 06ecneynTb 3aLLmnTy
YCTPOMCTBA OT aTak C UCNosib3oBaHMeM npoTokosa DHCP, ana yero npumeHseTca yHKUMA KOHTpoAA
npotokona DHCP — DHCP snooping.

YcTpoiicTBO cnocobHo oTcnexuBaTb nosseneHne DHCP-cepBepoB B ceT, paspewas ux
NCNo/Ib30BaHME TO/MIbKO Ha «A0BEPEHHbIX» MHTepdelicax, a TakKe KOHTPO/AMPOBATb AOCTYN KAMEHTOB K
DHCP-cepBepam no Tabanue cooTBETCTBUMNA.

Onuus 82 npoTtokona DHCP (option 82) ucnonb3syetca ana Toro, 4tobbl NnponHbopmmnposats DHCP-
cepBep o ToMm, oT Kakoro DHCP-peTpaHcnaTopa (Relay Agent) 1 Yepes Kakol ero nopt 6611 NoAyYeH 3anpoc.
MpumeHseTca oA yCTaHOBAEHUA COOTBETCTBMI IP-agpecoB 1 NOPTOB KOMMYTATOPA, a TaKXKe ANA 3aLlnUThI
OT aTak C ucnonb3oBaHMem npoTtokona DHCP. Onums 82 npeactasnsaetr cobot AOMNOAHUTENbHYIO
nHbopmaumio (Mma yctpolictBa, Homep nopTta), AobaBasemytd KOMMYTAaTOPOM, KOTOpblA paboTaeT B
pexkume DHCP relay areHTa (6e3 nobasneHus IP-agpeca Ha KAMEHTCKUI MHTepdeiic) nam ¢dyHkummn DHCP
Snooping (npu ycnosum BrkAoYeHU KomaHabl ip dhcp information option). Ha ocHoBaHWMM AaHHOM onuun,
DHCP-cepBep Bbiaenset IP-agpec (guanasoH IP-agpecoB) u apyrve napameTpbl MOPTY KommyTaTopa.
Monyuns Heobxogumble gaHHble oT cepBepa, DHCP Relay areHT BbiaenseT IP-agpec KAMEHTY, a TaKkKe
nepenaer emy apyrue HeobxoamMmble NnapameTpbl.
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Tabnuua 220 — dopmat nonem onuum 82

lMone

lMepedasaemas uHgpopmayusa

Circuit ID

MmaA xocTa ycTponcTsa.
Crpoka Buaa eth <stacked/slotid/interfaceid>:<vlan>

MocnepgHuin 6aNT — HoMep NOPTA, K KOTOPOMY MOAK/IIOYEHO YCTPOMCTBO, OTNPABAAIOLLEE
dhcp-3anpoc.

Remote agent ID

Enterprise number — 0089c1
MAC-aapec ycTpoWncTsa.

' | AnAa ucnonb3oBaHUA onuumn 82 Ha YCTPOMCTBE A0/13KHA 6bITb BKAOUYeHa ¢yHKLua DHCP relay
- areHTa (6e3 po6asneHus IP-agpeca Ha KNNEHTCKUIA nHTepdeiic) nnm epyHkuma DHCP Snooping
(npm ycnosumn BkAtoueHna KomaHabl ip dhcp information option).

.‘

Dna KoppeKkTHoit pabotbl ¢pyHKuun DHCP Snooping Bce ucnonblyembie DHCP-cepBepbl
BOMKHbI BbITb NOAKAKOYEHbl K «AO0BEPEHHbIM» MOPTamM KommyTaTtopa. [Ans aobasneHus

nopTa B CMMCOK «A0BepPeHHbIX» ucnonbsyerca komaHga IP dhcp snooping trust 8 pexxume
KoHourypaumum uHtepdeiica. Ana obecneyeHns 6€30nacHOCTYN BCe OCTa/bHbIE NOPTbI KOMMY-
TaTopa AO0/IXKHbI 6bITb «HEA,0BEPEHHbIMMN Y.

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU peXKnma rnobanbHoOM KOHGUIypauum:

console (config) #

Tabnunua 221 — KomaHabl perkuma rnobanbHoM KoOHGUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip dhcp snooping

no ip dhcp snooping

-/BbIKNIOYEHO

BkatoyaeT KOHTpoAb NpoTokona DHCP nytem BegeHua
Tabanubl DHCP snooping 1 0TNpaBKM KNMEHTCKUX
wmpoKoselaTenbHbix DHCP-3anpocos Ha «A0BepeHHbIe»
nopTbl.

BbIKAto4yaeT KOHTpPOAbL NpoTokona DHCP.

ip dhcp snooping vlan vian_id

no ip dhcp snooping vlan
vlan_id

vlan_id:
(1..4094)/BbIKNtO4EHO

PaspelwaeTt KoHTponb npotokona DHCP B npeaenax ykasaHHOM
VLAN.

3anpewaeT KOHTposb npoTtokona DHCP B npeaenax yKasaHHOM
VLAN.

ip dhcp snooping information
option allowed-untrusted

no ip dhcp snooping
information option
allowed-untrusted

Mo ymonyaHuio npuem
DHCP-nakeToB ¢
onuuer 82 ot
«HEHALEeXHbIX» NOPTOB
3anpeLueH

PaspewaeT npuHnumatb DHCP-nakeTbl ¢ onumei 82 oT «HeHazeX-
HbIX» MOPTOB.

3anpewaeT npuHMMaTe DHCP-nakeTbl ¢ onumen 82 OT «HEeHaAex-
HbIX» NMOPTOB.

ip dhcp snooping verify

no ip dhcp snooping verify

Mo ymonyaHutio
BepuduKaums
BK/IIOYEHa

BkntouaeT Bepudumkaunio MAC-agpeca knneHta u MAC-agpeca mc-
TOYHMKa, NpuHATOro 8 DHCP-nakeTe Ha «HeA0BepPeHHbIX» NOpPTax.

Bbikntouaet Bepuoukaunio MAC-agpeca knmeHta n MAC-agpeca
MCTOYHMKA, NpuHAToro 8 DHCP-nakeTe Ha «HeAOBepPEeHHbIX» Nop-
Tax.

ip dhcp snooping database

no ip dhcp snooping database

Pe3sepBHbIi dpain He
ncnosb3yerca

PaspelwaeT ucnonb3oBaHue pesepsHoro daina (6asbl) KOHTpoNA
npoTtokona DHCP.

3anpeLLaeT UCNoib3oBaHWe pe3epBHOro ¢aiina (6asbl) KOHTPONA
npoTtokona DHCP.

ip dhcp information option

no ip dhcp information option

-/BbIKNOYEHO

PaspeLaeT ycTpolicTBy aobasneHne onunm 82 npu paboTe npoTo-
Kona DHCP.

3anpeLwyaeT ycTpocTey gobasneHune onumm 82 npu paborte npoTo-
kona DHCP.
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ip dhcp information option
format-type access-node-
id node_id

no ip dhcp information
option format-type
access-node-id

node_id: (1..48)
CMMBOJI0B/system
description

YctaHaBnauBaeT naeHtndmratop Access Node ID onumm 82.

YcTaHaBAMBaeT 3HaYeHue No YyMON4YaHuo

ip dhcp information option for-
mat-type circuit-id format [de-
limiter delimiter]

no ip dhcp information option
format-type circuit-id

format: (sp, sv, pv, spv,
bin,user-defined);
delimiter: (.,;#)/npo6en

HacTpaunsaeT ¢popmat DHCP onuum 82.

dopmar:

- Sp — HOMep cnoTa 1 NopTa;

- sv — Homep cnoTa u VLAN;

- pv — Homep nopTta u VLAN;

- Spv — HOMmep cnoTa, nopta u VLAN;

- bin — 6uHapHbIN popmat: VLAN, cnoT, noprt;

- user-defined — ¢opmat onpegenserca nonb3osatesnem. Bos-
MOHO HacTpouTb WabaoHbl B ASCII n HEX.

Mpu onpeaeneHnn UCNONb3YIOTCA Caeaytolme WabaoHbI:
%h: hostname B ASCII;

%p: KOPOTKOE UMA NopTa, Hanpumep, gil/0/1 8 ASCII;

%P: anvHHOE MMmA mopTa, Hanpumep, gigabitethernet 1/0/1 B8
ASCII;

%t: TMn nopTa (3Ha4yeHue nons ifTable::ifType B
wecTHaauaTepuyHom suae) B ASCII;

%m: mak-agpec nopta B popmate H-H-H-H-H-H-H B ASCII;
%M: mak-agpec cuctembl B popmate H-H-H-H-H-H-H B ASCII;
%u: Homep toHMTa B ASCII;

%s: Homep cnoTa B ASCII;

%n: Homep nopTa (Kak Ha anuesol naHenun) B ASCII;

%i: ifindex nopta B ASCII;

%v: ngeHtudukatop VLAN B ASCII;

%V: umsa VLAN B ASCII;

%C: MmaK-agpec KnumeHTa B popmate H-H-H-H-H-H 8 ASCII;
%a: IP agpec cuctembl B popmate A.B.C.D B ASCII. (%al0 — agpec ¢
interface vlan 10);

%%: 0AMHOYHbIN cumBon % B ASCII.

SS: 0aMHOYHbIN cumBon S B ASCII

St: TMN nopTa (3HaveHue nons ifTable::ifType B
wecTHaauaTepuyHom smae) 8 HEX;

Sm: mak-agpec nopta B popmate H-H-H-H-H-H-H 8 HEX;

SM: mak-agpec cuctembl B popmare H-H-H-H-H-H-H B HEX;
Su: Homep toHuTa B HEX;

Ss: Homep cnoTa B HEX;

Sn: Homep nopTa (Kak Ha nuesoit naHenwn) B HEX;

Si: ifindex nopta 8 HEX;

Sv: uaeHtudpukatop VLAN B HEX;

Sc: mak-agapec kKnneHTa 8 popmate H-H-H-H-H-H 8 HEX;
Sb[XY]: nobasnatoTca Nnpon3soabHblie 6ainTbl XY B HEX (Sb13)

3anpewaeT ycTporcTey fobasneHune onumm 82 npu pabote npoTo-
Kona DHCP.

ip dhcp information option for-
mat-type remote-id
remote-id

no ip dhcp information option
format-type remote-id
remote-id

remote_id:
(1..128)/mac address B
hex

YctaHasnausaeT ugeHtnudukatop Remote agentID onuum 82.
[NnA HacTPOMKM BO3MOXKHO WMCMO/b30BaTb WAbMOHbI, onpeaeneH-
Hble B circuit-id user-defined.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

ip dhcp information option
suboption-type

no ip dhcp information option
suboption-type

-/BbIKNOYEHO

[ob6asnaeT B Hayano circuit id/remote id gononHuTenbHble 2
6aliTa (Type v length).

YcTaHaBAMBaeT 3HaYeHUe o YMOAYaHUIO.
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Tabnuua 222 — dopmat nonen onumnm 82 cornacHo pekomeHgaumam TR-101

Mone Mepedaeaemas uHghopmayus

MmsaA xocTa ycTpoicTsa.

cTpoKa Buaa eth <stacked/slotid/interfaceid>: <vlan>

MocnepHWin 6akT — HOMep NOpPTa, K KOTOPOMY NOAK/IFOYEHO YCTPOMCTBO, OTNPaBAsAOLEe
3anpoc DHCP.

Circuit ID

Enterprise number — 0089c1

Remote agent ID MAC-aapec ycTpouncTsa.

Tabnuua 223 — dopmat nonent onunm 82 perknma custom

Mone Mepedaeaemas uHghopmayus

Onvna (1 6aiT)

Tun Circuit ID

Onuna (1 6anT)

VLAN (2 6aiiTa)

Homep moayns (1 6aiiT)
Homep nopTa (1 6aiiT)

Circuit ID

OnvHa (1 6anT)

Tun Remote ID (1 6aiT)
Onuna (1 6anT)
MAC-agpec KommyTaTopa

Remote agent ID

KongaHdbl pexcuma KoHguaypayuu uHmepgelica (QuanazoHa uHmepgelicos) Ethernet, uHmep-
¢elica epynnsl Nopmos

CyLecTByeT BO3MOXKHOCTb BK/OUNTb f06aBAeHMe onumm 82 AnsA oTAeNbHbIX MHTepdeicoB 1 NopTOB.
MpUopUTET NPUMEHEHUA KOMaHAbl OT HU3KOTO YPOBHSA K BbICOKOMY: r106a/1bHasA HAaCTPOMKa, HacTpolKa Ha
MHTepdelice, HAaCTPOMKA Ha NOPTY.

dopmaTt onumu 82 Npun 3TOM ONpPeaenaeTca TOAbKO B F106aNbHOM pexnme.

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHoburypaumm uHTepdelica Ethernet, uHtepdelica
rpynnbl NOPTOB:

console (config-if) #

Tabnunua 224 — KomaHabl pexkuma KoHourypauum nHtepdelica Ethernet, rpynnsi nHTepdelicos

3HaveHue/3HayeHue .
KomaHda / Aelicmeue
no yMmon4aHuwo

ip dhcp snooping trust [JobasnaeT MHTepEeNC B CMUCOK «A0BEPEHHbIX» MPU UCMO/Ib30-
BaHUM KOHTponAa npotokona DHCP. DHCP-tpaduKk «aposepeH-
HOro» MHTepdeiica cumTaeTcs 6e30nacHbIM U He KOHTPOAMpY-
eTca.

Mo ymonyanuio
MHTepoeic He ABnaeTca

- - [0BEPEeHHbIM "
no ip dhcp snooping trust Yaanaer uHTepdenc M3 cnmucka «40BepeHHbIX» MPu UCnob3o-

BaHMK KOHTpoAA npoTtokoaa DHCP.

ip dhcp information option PaspewaeT gobasneHune onumm 82 Ha BbIbpaHHOM MHTepdelice

[global] -/global npwv pabote npotokona DHCP.

global — rnobanbHas HacTpolika Ans NnpuMeHeHus onuum 82.
Mpuoputet pabotbl KomaHAb! ip dhcp information op-

V tional — nopr, interface vlan, rno6anbHas KoHpurypa-

ums.

no ip dhcp information option 3anpeuwaet gobasneHue onumm 82 Ha BbiIbpaHHOM MHTepdelice

npu pabote npoTtokosa DHCP.
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KomaHOwbi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHON CTPOKKM pexnma Privileged EXEC:

console#

Tabnunua 225 — KomaHab! perkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuo

Aelicmeue

ip dhcp snooping binding
mac_address vian_id
ip_address {gigabitethernet
gi_port | tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}
expiry {seconds | infinite}

no ip dhcp snooping binding
mac_address vian_id

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1..8/0/1..32);
group: (1..32);
seconds:
(10..4294967295) cek

LOobasnset B dpaiin (6a3y) KoHTposa npoTokosa DHCP cooTseT-
ctene MAC-agpeca knneHTa, rpynne VLAN u IP-agpecy AnAa yka-
3aHHOro UHTepdelica.

[aHHasn 3anucb byaeT AencTBUTENbHA B TEYEHNE YKA3aHHOTO B
KOMaHZAEe BPEMEHU XKU3HWU 3aMuCK, €C/IU KJIMEHT HE OTNPaBUT
3anpoc Ha DHCP-cepsep Ha obHoBNeHMe. Tallmep 0bHyNseTca
B C/ly4ae NoJly4yeHus OT KNMeHTa 3anpoca Ha obHoBneHue (Ko-
MaHAa [OCTyNHa TONbKO ANA NPUBUIETMPOBAHHOIO NO/Ib30Ba-
Tens).

- seconds — Bpems }KU3HWU 3anuncu;

- infinity — Bpems *K13HM 3anucKn He orpaHNYeHoO.

YaansaeT us ¢aiina (6asbl) KoHTpona npotokona DHCP cooTtseT-
cteue MAC-agpeca kaneHTa u rpynnsl VLAN.

clear ip dhcp snooping
database

OunwaeTt daiin (6asy) KoHTpona npotokona DHCP.

KomaHOb! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnuya 226 — KomaHzabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ip dhcp information
option

MokasbiBaeT MHpopmaumio 06 Mcnoab3oBaHUM onummn 82 npo-
TOoKona DHCP.

show ip dhcp information
option vlan vlan_id interface
[gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | portchannel group]

gi_port: (1..8/0/1..24)

te_port: (1..8/0/1..48);

hu_port: (1..8/0/1..32);
group: (1..48);
vlan:(1..4094)

Moka3sbiBaeT MUHGOPMALMIO NO ONLLMM 82 Ha KOHKPETHOM NOPTY.

show ip dhcp information
option tokens [brief]

MokasbiBaeT WHPOPMaLMIO O
HACTPOWMKM WwabnoHoB B onummn 82.

BO3MOXHbIX BapuaHTax

show ip dhcp snooping
[gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | portchannel group]

gi_port: (1..8/0/1..24);

te_port: (1..8/0/1..32);

hu_port: (1..8/0/1..32);
group: (1..32)

MoKa3biBaeT KOHdUrypaumio GyHKUMM KOHTPONSA NPOTOKOAa
DHCP.

show ip dhcp snooping binding
[macaddress mac_address] [ip-
address ip_address ] [vlan
vian_id]

[gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | portchannel group]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1..8/0/1..32);
group: (1..32);
vlan_id: (1..4094)

MoKa3blBaeT cooTBeTCTBMA U3 ¢daiina (6asbl) KOHTPONSA NPOTO-
kona DHCP.
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[pumepbl 8b1MNOAHEHUS KOMAHO

= Paspewwntb ncnonbzosaHmne DHCP onunm 82 B 10 VLAN:

console# configure
console (config) # ip dhcp snooping

console (confiqg)
console (config)
console (config)
console (config)

#

#
#
#

ip dhcp snooping vlan 10

ip dhcp information option
interface tengigabitethernet 1/0/24
ip dhcp snooping trust

= [loKa3aTb BCE COOTBETCTBMA U3 TabauLbl KOHTPOIA NpoToKona DHCP:

console# show ip dhcp snooping binding

5.24.4 3awyuma IP-adpeca knueuma (IP source Guard)

dyHKUMA 3awmThl IP-agpeca (IP Source Guard) npeaHasHauyeHa ana puabTpaumm TpadpuKa, NPUHATONO
C uHTepdelica, Ha ocHoBaHUWU Tabauubl cooTseTcTBMii DHCP snooping u ctatuyeckux coorseTcteuii IP
Source Guard. Takum obpasom, IP Source Guard nossonsaeT 6opoTbca ¢ nogmeHon IP-aapecoB B NakeTax.

Y
Y

uHTepdeiica.

DHCP snooping,

Mockonbky (YHKUMA KOHTponAa 3awutbl IP-agpeca mucnosnb3yer Tabauubl COOTBETCTBUM
MMeeT CMbICT UCNONb30BaTb AAHHYIO (QYHKLMUIO,
HacTpous u Bkatouns DHCP snooping.

npeaBapuTenbHO

dyHKumio 3awuThbl IP-agpeca (IP Source Guard) Heo6x0a4MMO BKAOUYUTL rNO06anbHO U Ana

KomaHObI pexcuma 2a0b6aab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoM KOHPUrypaumm:

console (config)

#

Tabnuua 227 — KomaHabl pexkuma rnobanbHoN KoHPUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4yaHuwo

Aelicmeue

ip source-guard

no ip source-guard

Mo ymonyaHuio
bYHKLMA BbIKNIOYEHA

Bk/itoyaeT GpyHKLMIO 3awuThl IP-agpeca KAMEHTa A9 BCEro KOMmMy-
TaTopa.

BbIK/toYaeT GpyHKLMIO 3aLmTbl IP-agpeca KAMeHTa 4Ns BCEro Kom-
MyTaTopa.

ip source-guard binding
mac_address vlan_id
ip_address {gigabitethernet
gi_port | tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}

no ip source-guard binding
mac_address vlan_id

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1..8/0/1..32);
group: (1..32);
vlan_id: (1..4094);

Co3paHue cTaTU4ecko 3anucuy B Tabavue cooTBETCTBUA Mexay |IP-
aapecom KnneHTa, ero MAC-agpecom v rpynnoit VLAN ans ykasas-
HOTO B KOMaHZAe uHTepdelica.

YpaneHue CTAaTUYECKOW 3anuncu B Ta6nmu,e COOTBETCTBMUA.

ip source-guard tcam
retries-freq {seconds | never}

no ip source-guard tcam
retries-freq

seconds: (10..600)/60
ceK

3apaeT YacToTy 06paLLeHMA YCTPOMCTBA K BHYTPEHHUM pecypcam €
LLe/1bio 3aMMCcKY B NaMATb HEAKTUBHbIX 3alUmLLeHHbIX IP-aapecos.

- never — 3anpeLaeT 3an1cb B NaMATb HEAKTUBHbIX 3aLLULLEHHbIX
IP-agpecos.

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.
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KomaHObI pexcuma KoHduaypauuu uHmepgpelica (duanaszoHa uHmepgetlicos) Ethernet, uHmep-

gelica 2pynnbl MopmMos

Bug, 3anpoca KOMaHAHOW CTPOKM B pexkume KoHdurypauum uHtepdeitca Ethernet, nHtepdelica

rpynnbl NOPTOB:

console (config-if) #

Tabnnuya 228 — KomaHabl pexkmma KoHourypaumm nHtepdelica Ethernet, rpynnel uHTepdelicos

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuro

Aelicmeue

ip source-guard

no ip source-guard

Mo ymonyanumo
dYHKLMA BbIKNOYEHA.

BkatoyaeT GyHKUMIO 3awmThl IP-agpeca KnneHTa ana HacTpam-
Baemoro nHtepdeiica.

BbiKk/toyaeT GyHKLUMIO 3aWwmTbl IP-agpeca KneHTa ansa HacTpa-
nBaemoro nHtepdelica.

KomaHOwb1 pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKM pexxnma Privileged EXEC:

console#

Tabnunua 229 — KomaHabl perkmuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aelicmeue

ip source-guard tcam locate

Bpy4Hyto 3anyckaeT npouecc obpalieHms yCTPOMCTBa K BHYT-
PeHHMM pecypcam C Lie/iblo 3annCK B NaMATb HEAKTUBHbIX 3a-
LW MLEHHbIX IP-agpecoB. KomaHAa fOCTYMHa TObKO ANS NPUBK-
NEerMpoBaHHOro MnoJsib3oBaTess.

KomaHObI pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 230 — KomaHabl pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ip source-guard
configuration [gigabitethernet
gi_port | tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | ort-channel group]

gi_port: (1..8/0/1..24);

te_port: (1..8/0/1..32);

hu_port: (1..8/0/1..32);
group: (1..32);

KomaHga oTobparkaeT HacTpoliky dyHKUmMK 3awmTbl IP-agpeca
Ha 3ag4aHHOM IMbO Ha Bcex MHTepdeicax ycTpoicTBa.

show ip source-guard statistics
[vlan vian_id]

vlan_id: (1..4094);

KomaHza oTobpakaeT cTaTUCTURY QyHKLMM 3awmnThl IP-agpeca
Ha 3agaHHOM Anbo Ha Bcex VLAN.

show ip source-guard status
[mac-address mac_address]
[ip-address ip_address ]

[vlan vian_id] [gigabitethernet
gi_port | tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1..8/0/1..32);
group: (1..32);
vlan_id: (1..4094);

KomaHza otobparkaeT ctaTyc oyHKUMM 3awmTsl IP-aapeca ana
YyKaszaHHoro nHtepdelica, IP-agpeca, MAC-aapeca nauv rpynnol
VLAN.

show ip source-guard inactive

KomaHgaa otobpaskaeT He akTUBHble IP-agpeca oTnpasuTens.
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[pumepbl 8b1MNOAHEHUS KOMAHO

MNMoKasaTb HAacTPOMKy GYHKLMK 3aWwmTbl IP-agpeca ans Bcex MHTepdencos:

console# show ip source-guard configuration

IP source guard is globally enabled.

Interface State
te0/4 Enabled
te0/21 Enabled
te0/22 Enabled

BrAtoUMTb PYyHKUMIO 3almTel IP-agpeca ana dunbtpaumm Tpadmka Ha OCHOBAHMM TabaULbI COOTBET-
ctBuii DHCP snooping n cTtaTudeckux cootTseTcTBuin IP Source Guard. Co3aaTh CTaTUUYECKYHO 3aMuMCh B
Tabnnue cootBeTcTBUA ANa uHTepdenca Ethernet 12: IP-agpec kKnneHTta — 192.168.16.14, ero MAC-
agpec —00:60:70:4A:AB:AF. UHTepdenc B TpeTbel rpynne VLAN:

console# configure

console (config)# ip dhcp snooping

console (config)# ip source-guard

console (config)# ip source-guard binding 0060.704A.ABAF 3 192.168.16.14
1/0/12

5.24.5 KoHmponb npomokKona ARP (ARP Inspection)

®dyHKUMA KoHTpona npotokona ARP (ARP Inspection) npegHasHayeHa Ans 3alMTbl OT aTak C

ncnosnb3oBaHMem npoTtokona ARP (Hanpumep, ARP-spoofing — nepexsat ARP-TpaduKa). KoHTponb
npoTtoKona ARP ocyliecTBaseTca Ha OCHOBe CTaTUYecKnx cooTseTcTeuit IP- u MAC-agpecos, 3aaaHHbIX Ans
rpynnol VLAN.

]

NopT, CKoHUrypupPoBaHHbINA «HegoBepeHHbIM» ana GyHKuMM ARP Inspection, AonKeH Tak}Ke

e 6bITb «HepoBepeHHbIM» ana ¢pyHkuum DHCP snooping unu coorsercteue MAC-agpeca u IP-
appeca ANA 3TOro NOpTa A0MKHO 6bITb CKOHPUrypupoBaHO cTaTUUecKU. MHaue AaHHbI nopT
He byaeT oTBeuaTb Ha 3anpocbl ARP.

V Ona HeHagEXHbIX NOPTOB BbINO/IHAIOTCA NPOBEPKU cooTBeTcTBMIA IP- 1 MAC-agpecos.

KomaHObI pexcuma 2a06asnab6Hol KoOHpu2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHOM KOHOUrypaumm:

console (config) #

Tabnunua 231 — KomaHabl pexkunma rnobanbHoM KoOHGUrypauum

Komanda 3HayeHue/3HayeHue Leiicmeue
no yMmoa4YaHUro
ip arp inspection Mo ymonuyaHuio BkntoyaeT KOHTpoIb NnpoTokona ARP (dyHKumio ARP Inspection).
no ip arp inspection bYHKLMA BbIKNIOYEHA BbIKNtOYaeT KOHTPOIb NpoTokona ARP (dyHKumio ARP Inspection).
ip arp inspection vlan vian_id PaspewaeT npoBepKy npoTtokona ARP, ocHoBaHHylo Ha 6a3e cooT-

vian_id: (1..4094); BeTcTBuit DHCP snooping, B Bbi6paHHoM rpynne VLAN.

no ip arp inspection vlan
vlan_id

Mo ymonyaHuio

3anpewaeT nposepKy nNpotokona ARP, ocHoBaHHylo Ha 6a3e cooT-
bYHKLMA BbIK/OYEHA

BeTcTBuit DHCP snooping, B Bbi6paHHoM rpynne VLAN.
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ip arp inspection validate

no ip arp inspection validate

MNpepocTtaBnset cneunduryHble NMPOBEPKM AN KOHTPOAA NPOTOKOAA
ARP.

MAC-agpec nctouHmka: na ARP-3anpocoB n oTBeTOB NposepAaeTca
cootBeTcTBMe MAC-aapeca B 3aronoske Ethernet MAC-agpecy unc-
TOYHMKA B coaepXMmom npotokosa ARP.

MAC-agpec Ha3HayeHuAa: Ona ARP-oTBeTOB nNpoBepAeTcA COOTBET-
ctBue MAC-agpeca B 3aronoske Ethernet MAC-aapecy Ha3HayeHun
B coAepKMmom npoTtokona ARP.

IP-apgpec: MNMpoBsepsaeTtca cogepxumoe ARP-nakeTa Ha Hanuuune He-
KOppeKTHbIX IP-agpecos.

3anpeuaeT cneunduyHbie NPOBEPKM A1 KOHTPOAA NpoToKoa ARP.

ip arp inspection list create
name

no ip arp inspection list create
name

name: (1..32) cumBona

1. Co3gaHue cnvcKa cTaTuyeckux ARP-cooTBETCTBUN.
2. Bxog B pexkum KoHdurypaumm ARP-cnncKos.

YpaneHue cnucka ctatuyecknx ARP-coOTBETCTBUIA.

ip arp inspection list assign
vlan_id

no ip arp inspection list assign
vlan_id

vlan_id: (1..4094)

HasHauaeT cnucok ctatnyeckux ARP-cOOTBETCTBMIA AR YKa3aHHOM
VLAN.

OTMeHAET Ha3zHaYeHMe CNucKa ctaTuyecknx ARP-coOOTBeTCTBUIA Ann
yKasaHHou VLAN.

ip arp inspection logging
interval {seconds | infinite}

no ip arp inspection logging
interval

seconds: (0..86400)/5
cek

3afaeT MUHUMAbHbIA MHTEPBAN MEXKAY COOBLLEHNAMM, COAEPIKa-
WMMK MHGOopMaLmio NpoToKona ARP, nepesaBaemMbiMu B XKypHan.

- 3HayeHue 0 yKasblBaeT Ha TO, 4TO cooblieHua b6yayT reHepupo-
BaTbCA HE3AMEA/IUTENBHO;

- infinite — He reHepMpoBaTb COOBLLEHMIA B XKypHan.

YcTaHaBAMBaEeT 3HaYeHue no YMO4YaHUIO.

KomaHObI pexcuma KoHguaypauuu uHmepgpelica (QuanasoHa uHmepgelicos) Ethernet, uHmep-

gelica 2pynnbl MOpMos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHoburypaumm uHTepdelica Ethernet, uHtepdelica

rpynnbl NOPTOB:

console (config-if)#

Tabnunua 232 — KomaHabl pexkuma KoHourypauum nHtepdelica Ethernet, rpynnsl nHTepdelicos

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

ip arp inspection trust

no ip arp inspection trust

Mo ymonyaHuio
MHTepdeiic He ABnseTcA
[0BEepeHHbIM

[obasnaeTt nHTEpdEnc B CNUCOK «A0BEPEHHBIX» NMPU UCNO/Ib30Ba-
HUK KOHTPONA NpoToKkona ARP. ARP-TpaduK «a0BEPEeHHOro» UHTEp-
deiica cumtaetca 6e30nacHbIM U HE KOHTPOAMPYETCS.

YpanaeT nHTepdeinc 13 cnucka «JoBepeHHbIX» NPU NCNONb30BaHUN
KOHTponA npotokona ARP.

KomaHObI pexcuma KoHgu2ypauyuu ARP-cnucKkos

Bupa 3anpoca KOMaHAHOM CTPOKU B pexnume KoHpurypaumm ARP-cnmnckos:

console# configure
console (config)# ip arp inspection list create spisok
console (config-arp-list)#

Tabnunua 233 — KomaHabl perkruma KoHourypaumm ARP-cnvckos

KomaHoa

3HayeHue/3Ha4yeHue
no ymoa4aHuro

Aeiicmeue

ip ip_address mac-address
mac_address

no ip ip_address mac-address
mac_address

[obasnsaeT ctatnyeckoe cootsetcTeue IP- 1 MAC-agpecos.

Ypanset ctatnyeckoe cootsetcteme IP- 1 MAC-agpecos.
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KomaHObi pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 234 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

show ip arp inspection
[gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group]

gi_port: (1..8/0/1..24);

te_port: (1..8/0/1..32);

hu_port: (1..8/0/1..32);
group: (1..32)

MNMoKasbiBaeT KOHOUrypaumo GyHKLMU KOHTpOAs npoTokosa ARP
Inspection Ha BbIBpaHHOM UHTepdeitce/Bcex UHTEpdENCcax.

show ip arp inspection list

MoKasblBaeT CNUCKKM cTaTUYECKUX cooTBeTCTBUI IP- 1 MAC-agpecos
(komaHga AoCTynHa TONbKO A4/1A MPUBMAETMPOBAHHOMO NOJ/b30Ba-
Tens).

show ip arp inspection
statistics [vlan vian_id]

vlan_id: (1..4094)

MOKasbIBaeT CTaTUCTUKY AN1A CNEAYOLMX TUMOB NAaKETOB, KOTOPbIe
6b1n11 06paboTaHbl Npy nomowm dyHKuun ARP:

- nepeaaHHble naketsl (forwarded);

- noTepsAHHble nakeTsl (dropped);

- owmnbKM B IP/MAC (IP/MAC Failures).

clear ip arp inspection
statistics [vlan vian_id]

vlan_id: (1..4094)

OuunwaeT CTaTUCTUKY KOHTpOAA npoTokona ARP Inspection.

[pumepbl 8bINOAHEHUS KOMAHO

= BKAOYNTb KOHTPOJIb NPOTOKONA ARP 1 106aBUTL B CNMCOK spisok cTaTuyeckoe cooTeeTcTBne: MAC-
agpec: 00:60:70:AB:CC:CD, IP-agpec: 192.168.16.98. HazHaunTb cnmcok spisok ctatnyeckux ARP-
cooTBeTcTBUIA ana VLAN 11:

console# configure
console (config)# ip arp inspection list create spisok
console (config-ARP-list)# ip 192.168.16.98 mac-address 0060.70AB.CCCD
console (config-ARP-1list)# exit

console (config) # ip arp inspection list assign 11 spisok

= [lokasaTb CNMCKM CTaTUYeCcKuX cootBeTcTBui IP- 1 MAC-agpecos:

console# show ip arp inspection list

List name:

IP

192.168.16.98

servers
Assigned to VLANs:

11
ARP

0060.70AB.CCCD

5.25 ®dyHKuuu DHCP Relay areHTa

KommyTatopbl nogaepxusatot ¢pyHKkumm DHCP Relay areHTa. 3agadveirt DHCP Relay areHTa siBnsietca
nepeaava DHCP-nakeToB OT KAMeHTa K cepBepy U 06paTHO B cnydae, ecnm DHCP-cepBep HaxoaMTcs B 0AHOM
CeTH, a KAWeHT B apyron. Opyroi ¢dyHKumMel ansetca gobasneHue A0MNOAHUTENbHbIX onuuii B DHCP-
3anpocbl KANeHTa (Hanpumep, onuun 82).

MpuHumn pabotbl DHCP Relay areHTa Ha KOMMyTaTope: KOMMYTaTOpP NPUHUMAET OT KameHTa DHCP-
3anpocol, NepesaeT 3TM 3aMNpOoChl CepBepy OT UMEHM K/IMEHTa (OCTaBAsA B 3anpoce onuuun ¢ Tpebyembimm
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KAMEHTOM NnapameTpamu 1, B 3aBUCMMOCTM OT KOHOUrypaumm, aobasnaa ceou onuuu). Noayyms oteeT oT
cepBepa, KOMMyTaToOp NepeaaeT ero KANEHTY.

KomaHObI pexcuma 2a06an6Hol KOHgpu2ypayuu

BunAa 3anpoca KoOMaHAHOWM CTPOKM pexnma rnobanbHOM KOHOUIypaumm:

console (config) #

Tabnunua 235 — KomaHab! perkuma rnobanbHoM KoHpUrypaumm

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
no ymoa4YaHuro

ip dhcp relay enable Mo ymonuyaHuio BkntoyeHne pyHKumii DHCP Relay areHTa Ha KommyTaTope.
no ip dhcp relay enable areHT BbIKNtOYeH BbikntoueHue pyHkumii DHCP Relay areHTa Ha KommyTaTtope.
ip dhcp relay address vlan_id: (1..4094) 3apaét IP-agpec goctynHoro DHCP-cepsepa ana DHCP Relay
ip_address [vlan vian_id] V MosxeT 6bITb areHTa.
no ip dhcp relay address 3a4aHo Ao Ypansaet |IP-agpec u3 cnucka DHCP-cepsepos ana DHCP Relay
[ip_address] BOCbMMU areHTa.

cepBepoB B BUAe

AnanasoHa uau

nepeuncneHmem.

KomaHObI pexcuma KoHguaypayuu uHmepgpetica VLAN

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHpurypaumm nHtepoerica VLAN:

console# configure
console(config)# interface vlan vlan id

console (config-if) #

Tabanuya 236 — KomaHab! perknma KoHourypaumm nHtepdeiica VLAN, nHtepdeitca Ethernet

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

ip dhcp relay enable BkntoyeHune ¢yHKumlii DHCP Relay areHTa Ha HacTpaMBaemom

Mo ymonuaHuio areHT | MHTepdeiice.
no ip dhcp relay enable BbIK/IFOYEH BobikntoueHue pyHKumit DHCP Relay areHTa Ha HacTpanBaemom
MHTepodeiice.

Mo3BoNAET HACTPOWUTb KOHKPETHbIA aApec WCTOYHMKA Ans
dhcp naketoB 13 kaneHTckoro Vian.

ip dhcp relay gateway-address

ip_addr Mo ymonuaHuto agpec

He BblbpaH

no ip dhcp relay gateway-address Bo3Bpalaer B pexxmMm paboTbl N0 yMOIYaHUIO.

KomaHOwbl pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#

Tabnnua 237 — KomaHzabl pexkmma EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda Aelicmeue

OTtobparkaeT KoHoUrypaumo HactpoeHHol ¢yHKumMu DHCP Relay
- areHTa ANA KOMMYyTaTopa M OTAENbHO ANA MHTeppeincoB, a TakKe
CMUCOK AOCTYMHbIX CEPBEPOB.

show ip dhcp relay
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[pumepbl 8b1M0AHEHUS KOMAHO

= [lokasaTtb cocToaHue pyHKumMmn DHCP Relay areHTa:

console# show ip dhcp relay

DHCP relay is Enabled
DHCP relay is not configured on any vlan.
192.168.16.38
Relay agent Information option is Enabled

Servers:

5.26 KoHdurypauma DHCP-cepsepa

DHCP-cepBep oCyLLECTBAET LLEHTPA/IM30BaHHOE yNpaB/JeHNe CETEBbIMU aApPecaMm U COOTBETCTBYO-
WMMUN KOHPUIYpPaLMOHHbIMK NapaMeTpamm, aBTOMATUYECKM NPEeAOCTaBIfAa UX KAMeHTam. ITo no3sosseT
n3bexkaTb Py4HOM HACTPOMKM YCTPOMCTB CETU U YMEHDBLUAET KOJIMYECTBO OLLIMOOK.

Ethernet-kommyTaTopbl MmoryT pabotatb Kak DHCP-kaneHT (nonyyeHune cobcteeHHoro IP-agpeca ot
cepsepa DHCP), Tak n Kak DHCP-cepBep. B cnyyae ecnn DHCP-cepBep OTKAOYEH, TO KOMMYTATOP MOMKET
pabotatb c DHCP Relay.

KomaHObI pexcuma 2a0baab6Hol KOHuU2ypayuu

Bua, 3anpoca KOMaHAHOMN CTPOKM peRMMa rnobasbHON KOHPUrypaLmm:
console (config) #

Tabnuua 238 — KomaHabl pexknma rnobanbHoN KOHPUrypaumm

3HayeHue/3HayeHue

Aelicmeue
110 yMOAYAHUIO

KomaHda

BkntoyeHune pyHKunmn DHCP-cepBepa Ha KommyTaTope.
MNepep, BkAouyeHnem DHCP-cepsepa npepBsapm-
TeNbHO AONXHbI 6biTb OTKAOYEeHbl DHCP-KAMeHTbI

e Bo Bcex VLAN. B Tom yucne BK/IHOYEHHbIA NO YyMOJI-

yaHuio DHCP-knueHT B VLAN 1.

BbikntoyeHue pyHKummM DHCP-cepBepa Ha KOMmMyTaTope.

Bxopn, B pexkum KoHpurypaumm cratuyeckux agpecos DHCP-cep-

Bepa.

Ypnansaet koHourypaunto DHCP-knaneHTa ¢ 3aaHHbIM UMEHEM.

ip dhcp server

-/BbIK/IIOYEHO

no ip dhcp server

ip dh | host
P chep poothost name name: (1..32)

CMMBO/1I0B

no ip dhcp pool host name

Bxopg, B pexxum KoHdpurypauymm DHCP-nyna agpecos DHCP-cep-
Bepa.
- name — uma DHCP-nyna agpecos.
MaKcumanbHo gonyctumoe KoaumdectBo DHCP pool
N YyKasaHo B Tabnuue 9.

ip dhcp pool network name

name: (1..32) cumBonos

no ip dhcp pool network name

Ypanaet DHCP-nyn ¢ 3a4aHHbIM UMEHEM.

ip dhcp excluded-address
low_address [high_address]

no ip dhcp excluded-address
low_address [high_address]

YKasbiBaeT IP-agpeca, kotopbie DHCP-cepBep He byaeT HasHa-
yatb gnAa DHCP-knueHTOB.

- low-address — HavanbHbIN IP-aapec aManasoHa;

- high-address — KoHeuHbIV |IP-agpec grManasoHa.

Ynanenue IP-agpeca 13 CnMCKa UCKAOYEHUIA AR Ha3HAYeHuA
ero DHCP-knueHTam.
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KomaHObI pexcuma KoHgu2ypayuu cmamuyeckux adpecos DHCP-cepsepa

BuAa 3anpoca KOMaHAHOM CTPOKM B pexxnume KOHPUrypaumm ctatuyeckmx agpecos DHCP-cepsepa:

console# configure

console (config) # ip dhcp pool host name

console (config-dhcp) #

Tabanua 239 — KomaHabl perkmMma KoHourypaumm

3HayeHue/3HayeHue
no yMmoA4aHuio

KomaHda

Aelicmeue

address ip_address {mask |
prefix_length} {client-identifier
id | hardware-address
mac_address} -

no address

PyyHoe pesepsupoBaHue IP-agpecos ana DHCP-knumeHTa.

- ip_address — IP-appec, KoTopblii ByaeT conoctaBneH ¢ ¢pusmn-
YeCKMM afpecoM KINEHTa;

- mask/prefix_length — macka noacetn/gnvnHa npedukca;

- id — du3myeckunin agpec (MAEHTUPUKATOP) CETEBOW KapTbl;

- mac_address — MAC-agpec.

Ypanaet 3apesepBupoBaHHble IP-agpeca.

client-name name

name: (1..32) cumsonos

no client-name

Onpegenset uma DHCP-kauneHTa.

Ypanaet uma DHCP-knueHTa.

KomaHObI pexcuma KoHgu2ypayuu nyaa DHCP-cepsepa

Bupg, 3anpoca KOMaHAHOM CTPOKM B pexkmume KoHdurypauumu nyna DHCP-cepsepa:

console# configure

console (config)# ip dhcp pool network name

console (config-dhcp) #

Tabnuua 240 — KomaHabl pexxnuma KoHburypaumum

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

address {network_number |
low low_address high
high_address} {mask |
prefix_length} -

YcTaHaBAMBaeT HOMep NOACETU U MACKy NOACETU ANA NyNa aj-
pecos DHCP-cepsepa.

- network_number — |P-agpec Homepa noaceTu;

- low_address — HayanbHbIl IP-agpec Anana3oHa aApecos;

- high_address — koHeuHbIV IP-agpec Anana3oHa aapecos.

- mask/prefix_length — macka noacetn/anuHa npedukca.

no address Ypansaet koHourypauuio DHCP - nyna agpecos
lease {days [hours [minutes]] | Bpemsa apeHab! IP-aapeca, KOTOpbIi HazHayeH oT DHCP.
infinite} - infinite — Bpems apeHAgbl He OrpaHNYeHo;

- days — KONMYecTBo gHel;

-/1 neHb .

- hours — KOnNYecTBo 4acos;

- minutes — KOIMYECTBO MUHYT.
no lease YCTaHOBWTb 3HAYEHME NO YMONYAHUIO.

KomaHObI pexcuma KoHgu2ypayuu nyana DHCP-cepsepa u cmamuyeckux adpecos DHCP-cepsepa

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-dhcp) #
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Tabnuua 241 — KomaHap! pexkxmuma KoHouUrypaumum

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aelicmeue

default-router ip_address_list

no default-router

Mo ymonuyaHuio cnmucok
MapLLPYTU3aTOPOB He
onpegeneH.

OnpeaenseT CNMCOK MapLpyTM3aTOpPOB MO YMOAYaHUIO ANns
DHCP-knueHTa:
- ip_address_list — cnucok IP-aapecoB mapLipyTM3aToOpoB, MO-
YKET coAepKaTb A0 8 3anunceit, pasaeneHHbix npobenom.
IP-agpec mapLpyTusatopa AO/MKEH 6biTb B TOW e
e NOACETH, YTO U K/INEHT.

YcTaHaBAWBaeT 3HaYeHne No YMONYAHUIO.

dns-server ip_address_list

Mo ymonuyaHuto cnmucok
DNS-cepsepos He

Onpegenset cnncok DNS-cepBepoB, AOCTYMHbIX 414 KIVMEHTOB
DHCP.
- ip_address_list — cnucok IP-agpecos DNS-cepBepoB, MOXKeT

onpeaeneH. cogepxaTtb 4o 8 3anwce17|, pa3aeneHHbIX npo6en0M.
no dns-server YcTaHaBAMBAET 3HAYEHME MO YMONYAHMIO.
domain-name domain domain: (1..32) Onpegenset gomeHHoe ums gns DHCP-knuneHToB.
no domain-name CMMBO/I0B YcTaHaBAMBAET 3HAYEHME MO YMONYAHUIO.

netbios-name-server
ip_address_list

no netbios-name-server

Mo ymonyaHuio cnmucok
WINS-cepsepos He
onpeaeneH.

Onpegenset cnucok WINS-cepsepoB, AOCTYMHbIX ANA KAUEH-
ToB DHCP.

- ip_address_list — cnucok IP-agpecos WINS-cepBepoB, MOXKeT
copepKaTb 40 8 3anuceit, pasgeneHHblx npobenom.

YcTaHaBAMBaeT 3HaYeHne No YMOAYAHUIO.

netbios-node-type {b-node |
p-node | m-node | h-node}

no netbios-node-type

Mo ymonyaHuto TMn
y3na NetBIOS He
onpeaeneH.

Onpegenset Tmn y3na NetBIOS Microsoft s knnentos DHCP:
- b-node — lWMpOKoBELATENbHbIN;

- p-node — TOYKa-TOUKA;

- m-node — KOMBUHMPOBAHHbIN;

- h-node — rnbpuaHbIiA.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

next-server ip_address

no next-server

Ucnonb3yetca ana ykasaHua DHCP-knneHTy agpeca cepsepa
(kak npaswuno, TFTP-cepBepa), C KOTOPOro AO0MXKEH BbITb NONY-
YeH 3arpy3ouHblii dpaiin.

YcTaHaBAMBaET 3HAYEHUE MO YMONYAHUIO.

next-server-name name

no next-server-name

name: (1..64) cumBonos

Mcnonb3yetca ana ykasaHma DHCP-knneHTy nma cepsepa, € Ko-
TOPOro A0/KeH bbITb NOMYYeH 3arpy304Hbli dpaiin.

YcTaHaBAMBaET 3HAYEHUE MO YMONYAHUIO.

bootfile filename

no bootfile

filename: (1..128)
CUMBOIOB

YKasblBaeT uma ¢aiina, UCnonb3yemoro Aas HavyanbHoOW 3a-
rpy3ku DHCP-knneHTa.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

time-server ip_address_list

no time-server

Mo ymonyaHumio cnmucok
cepBepoB He
onpeaeneH.

Onpepenser CNUCOK CEPBEPOB BPEMEHM, AOCTYMHbIX ANA KAU-
eHTos DHCP.

- ip_address_list — cnucok IP-agpecoB cepBepoB BpeMeHu, Mo-
KeT cogepaTb A0 8 3anuceit, pasgeneHHbix npobenom.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

option code {boolean
bool_val | integer int_val |
ascii ascii_string | ip[-list]
ip_address_list | hex
{hex_string | none}}
[description desc]

no option code

code: (0..255);
bool_val: (true, false);
int_val:
(0..4294967295);
ascii_string: (1..160)
CUMBO/IOB;
desc: (1..160)
CUMBOJI0B

Hactpansaet onuum DHCP-cepBepa.

- code — kop, onunn DHCP-cepBepa;

- bool_val — nornyeckoe 3HayeHue;

- integer — uenoe NONOXUTENbHOE YNCAO;
- ascii_string — ctpoka B popmate ASCII;

- ip_address_list — cnucok IP-agpecos;

- hex_string — cTpoKa B 16-om ¢popmare.

Ypanaet onumn gna DHCP-cepsepa.

KomaHObI pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKKM pexunma Privileged EXEC:

console#
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Tabnuua 242 — KomaHap! pexkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aelicmeue

clear ip dhcp binding
{ip_address | *}

Yaanenue 3anuceit n3 Tabanubl COOTBETCTBUA GUINYECKUX Aa-
pecos 1 aapecos, BblAaHHbIX ¢ nyna DHCP-cepsepom:

- ip_address — IP-agpec, HazHa4YeHHbI DHCP-cepBepom;

- ¥ —ypanuTb BCe 3anucu.

show ip dhcp

MpocmoTp KoHoUrypaumm DHCP-cepsepa.

show ip dhcp
excluded-addresses

MpocmoTp IP-agpecos, KoTopble DHCP-cepBep He byaeT HasHa-
4yatb gna DHCP-knueHTOB.

show ip dhcp pool host
[lip_address | name]

name: (1..32) cumBonos

MpocmoTp KoHbUrypaumm ana ctatuyeckux agpecos DHCP-cep-
Bepa:

- ip_address — IP-appec KnueHTa;

- name — vma DHCP-nyna agpecos.

show ip dhcp pool network
[name]

name: (1..32) cumBonos

MpocmoTp KoHourypaumm DHCP-nyna agpecos DHCP-cepsepa:
- name — vuma DHCP-nyna agpecos.

show ip dhcp binding
[ip_address]

MpocmoTp IP-agpecos, KOTOpble CONOCTaBAEHbI C GU3NYECKUMU
afipecaMu K/IMEHTOB, a TaKXKe BpemA apeHAbl, cnocob HasHaue-
HUA 1 cocToAHKe IP-agpecos.

show ip dhcp server statistics

MpocmoTp ctatnctmkm DHCP-cepsepa.

show ip dhcp allocated

MpocmoTp akTnBHbIX IP-agpecos, BbligaHHbix DHCP-cepsepom.

[pumepbl 8b1N0AHEHUS KOMAHO

Hactpoutb DHCP-nyn ¢ nmeHem test n ykasatb gna DHCP-KnneHToB: Mma gomeHa — test.ru, Wwnios
no ymon4yaHuto — 192.168.45.1 n DNS-cepsep —192.168.45.112.

console#

console# configure

console (config) # ip dhcp pool network test

console (config-dhcp)# address 192.168.45.0 255.255.255.0
console (config-dhcp) # domain-name test.ru

console (config-dhcp) # dns-server 192.168.45.112

console (config-dhcp) # default-router 192.168.45.1

—_ — — —

5.27 KoHdwurypauua ACL (cnuckn KOHTpona aocrtyna)

ACL (Access Control List — cnucok KoHTpons goctyna) — Tabauua, KoTopas onpegenseT npasuna

bunbTpaLMmM BXoAALLEro U nUcxoaawero TpadmMKa Ha OCHOBAHWUM MepeAaBaemblX B MaKeTax MPOTOKO/OB,
TCP/UDP noprtos, IP-agpecos nan MAC-aapecos.

v
Y

ACL-cnucku Ha 6ase IPv6, IPv4 n MAC-agpecoB He 40/1KHbl UMEeTb OAWHAKOBble Ha3BaHUA.

IPv6- n IPv4-cnucku moryT pabotatb BmecTe Ha ogHom ¢usnueckom uHrepdeiice. CNnUcok
ACL Ha 6a3e MAC-agpecauum He MOXKeT COBMeLLaTbca co cnuckamu gna IPv4 unum IPv6. iBa
CMUCKA 04MHAKOBOro TMNA He MOryT paboTaTb BMecTe Ha MHTepdeiice.

KomaHapl ana co3fgaHua U pefakTupoBaHua cnuckoB ACL gocTynHbl B pexume rnobanbHol

KOHUrypauum.

KomaHObI pexcuma 2a06asnab6HolU KoOHpuU2ypayuu

KomaHZHas cTpoka B perkume rnobanbHol KoHUrypauumn nmeet Bua;

console (config) #
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Tabnuua 243 — KomaHap! Ans co3aaHns U KoHourypaumm cnmckos ACL

Komanoa 3HayeHue/3Ha4yeHue Neiicmeue
no yMoaYaHuro

ip access-list access_list Co3paHue cTaHaapTHoro cnmcka ACL.

{deny | permit} {any | - deny — 3anpeTuTb NPOXOXKAEHUE NAKEeTOB C YKa3aHHbIMWU MNapa-

ip_address [ip_address_mask]} MeTpamu;
- permit — paspeLmnTb NPOXOKAEHNE NAKETOB C YKAa3aHHbIMK Napa-
meTpamu.

no ip access-list access_list YaanuTb CTaHZapTHbIN cnncok ACL.

ip access-list extended Co3paHune HOBOro paclimpeHHoro cnucka ACL gns agpecauum IPv4

access_list N BXOZ, B PEXMM ero KoHdurypaumm (ecam cnmcok ¢ aHHbIM Ume-
HeM ellle He co34aH) Mbo BXo4, B peXKMM KOHPUrypaLmmn paHee co-
3[4,aHHOrO CMMUCKa.

no ip access-list extended YaaneHue pacwmpeHHoro cnncka ACL ana agpecauuu IPv4.

access_list

ipv6 access-list access_list Co3paHune HOBOro cTaHAapTHoro cnucka ACL gns agpecauyum IPv6.

{deny | permit} {any | - deny — 3anpeTUTb NPOXOXKAEHME MAKETOB C YKa3aHHbIMW MNapa-

ipvé_address access_list: (0..32) MeTpamu;

[ipv6_address_prefix]} cMMBONa - permit — paspelwmnTb NPOXOXKAEHNE NAKETOB C yKa3aHHbIMK Napa-
meTpamu.

no ipv6 access-list access_list YpaneHue ctaHgapTHoro cnucka ACL ana agpecaumu IPv6.

ipv6 access-list extended Co3paHune HOBOro paclwmpeHHoro cnucka ACL gns agpecauum IPve

access_list W BXOZ, B PEXUM €ro KOHOUIrypaLmm (ecv CNUCOK € AaHHbIM UMe-
HeM elLlle He co34aH) Mbo BXo4, B peXKMM KOHPUrypaLmmn paHee co-
3[4,aHHOrO CMUCKa.

no ipv6 access-list extended YaaneHue pacwmpeHHoro cnncka ACL ansa agpecauum IPv6.

access_list

mac access-list extended Co3paHue HoBoro crnvcka ACL Ha 6asze MAC-agpecaunn v Bxog B

access_list PEXUM ero KoOHGUrypaumm (ecam CNUCoK C AaHHbIM UMEHEM elue
He co34aH) MMbo BXOA B PeXUM KOHOUTYpaLnUn paHee CO34aHHOMo
CrucKa.

no mac access-list extended Yaanenue cnucka ACL Ha 6aze MAC-agpecaumm.

access_list

time-range time_name Bxog, B pexkum KoHbUrypaumm time-range v onpegeneHne BpemeH-

time_name: (0..32) HbIX MHTEPBaNOB ANA CMMCKa A0CTyna.
cMMBOA - time_name — uma npoduna HacTpoek time-range.
no time-range time_name YaaneHve 3agaHHoOM KoHOUrypauum time-range.

Ona Toro u4tobbl aKkTMBM3MpOBaATb cnmncok ACL, Heobxogumo cBA3aTb ero c MHTepdeincom.
NHTepdeiicom, MCNOob3YIOLLMM CNIMCOK, MOKeT BbiTb 60 nHTepdeiic Ethernet, nnbo rpynna nopTos.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, VLAN, epynnsl nopmos

KomaHgHan cTpoKa B pexume KoHourypaumm mHtepderica Ethernet, VLAN, rpynnbl nopToB nmeet
BMA;

console (config-if)#
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Tabnuua 244 — KomaHaa HasHaveHua cnucka ACL-nHtepdeicy

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

service-acl input access_list

no service-acl input

access_list: (0..32)
cMMBO/IA

B HacTpoiikax onpegenéHHoro ¢pusmyeckoro nHTepdeinca KomaHaa
NpuUBA3bIBAET YKa3aHHbIV CMUCOK K JaHHOMY UHTepdelicy.
—rnobanbHaa HacTPoMKa ANA NpUMeHeHusa onuum 82.
MNopg pevicteue ACL, HasHayaemoro Ha interface vlan, no-
V nagaeT He TO/NbKO MapLIPYTU3MPYeMblid TPadUuK, HO U

MNopg pevicteue ACL, HasHayaemoro Ha interface vlan, no-
napaeT Becb BXO4ALMI B NOPTbl TpadPuK B AaHHOM VLAN.

TpaduK BHYTpM ceTu.
YaaneHue cnucKa ¢ nHtepdelica.

KomaHOwbl pexcuma Privileged EXEC

KomaHgHan cTpoka B pexume Privileged EXEC nmeert Bua;:

console#

Tabnuua 245 — KomaHap! ans npocmoTpa cnmckos ACL

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show access-lists [access_list]

show access-lists
time-range-active [access_list]

access_list: (0..32)
cMMBO/IaA

MokasbiBaeT cnuckn ACL, co3gaHHble Ha KommyTaTope.

MokasbisaeT cnuckm ACL, co3gaHHble Ha KOMMYTaTOpe, KOTOpbIe B
HacTosLLee BpeMA ABNAOTCA aKTUBHbIMM.

show interfaces access-lists
[gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1..8/0/1..32);
group: (1..32);
vlan_id: (1..4094);

MokasbiBaeT cnucku ACL, HazHayeHHble nHTepdeiicam.

clear access-lists counters
[tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1..8/0/1..32);
group: (1..32);
vlan_id: (1..4094);

O6HYNUTbL BCe cYETYMKM cnmckoB ACL M6O cYETUYMKM ANs CNUCKOB
ACL 3agaHHoro nHtepdelica.

show interfaces access-lists
trapped packets
[tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1..8/0/1..32);
group: (1..32);
vlan_id: (1..4094);

lMoKa3biBaeT CYETYMKM CNUCKOB A0CTyNa.

KomaHObl pexcuma EXEC

KomaHaHas cTpoka B pexkmme EXEC nmeert sua;

console#

Tabnnuya 246 — KomaHab! gnsa npocMmoTpa cnmckos ACL

KomaHoa

3HayeHue/3Ha4yeHue
no ymoan4aHuro

Aelicmeue

show time-range [time_name]

MoKasbiBaeT KoHdUrypaLumio time-range.
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5.27.1 Kongpuzypayusa ACL Ha 6a3e IPv4

B paHHOM pasgene npuBeaeHbl 3HAYEHUA U OMUCAHUA OCHOBHbLIX MAapPaAaMETPOB, UCMO/Ib3YeMbIX B
coCTaBe KOMaHA, HacTpoMKM cnmnckoB ACL, ocHoBaHHbIX Ha agpecaumn IPvd. Co3gaHue M BXO4, B PEXUM
pefakTuposaHnA cnuckos ACL, oCcHOBaHHbIX Ha agpecauuun IPv4, ocywectBnAaetrca nNo KomaHae: ip
access-list extended access-1ist.Hanpumep, gns cosganus cnucka ACL nog HasBaHuem EltexAL
HEeob6X0A4MMO BbINOJHUTL CleayolmMe KOMaHOb!:

console#

console# configure

console (config)# ip access-list extended EltexAL
console (config-ip-al)#

Tabnuua 247 — OCHOBHbIE MapameTpbl, UCNOAb3yEMbIE B KOMaHAAX

Mapamemp 3HayeHue Aelicmeue
permit [OeiictBue ‘paspewwnTs’ Co3pgaet paspelatouee npasuno ¢uabTpaumm B cnmcke ACL.
deny [ewncTteue ‘3anpetuts’ Co3paet 3anpewatowee npasuno uabtpaumm B cnncke ACL.
protocol Mone npegHasHavyeHo ANa yKasaHWA NPOTOKoAA (MK Bcex NpoTo-

KOJ/I0B), Ha OCHOBE KOTOPOro byAeT ocyliecTsaseTcs puabTpaums.
Mpw BbIGOpE NPOTOKO/1Ia BO3MOXHbI CiegytoLme BapuaHTbl: icmp,
igmp, ip, tcp, egp, igp, udp, hmp, rdp, idpr, ipv6, ipvé:rout,
ipv6:frag, idrp, rsvp, gre, esp, ah, ipv6:icmp, eigrp, ospf, ipinip, pim,
12tp, isis, ipip, "MbBO UncNoOBOE 3HAYEHNE NPOTOKONA, B ANanasoHe
(0—-255).

[na cooTBeTcTBMA NIO6OMY NPOTOKONY MCNOb3yeTcA 3HaveHue IP.

MpoTokon

source Aapec UCTOYHMKA Onpepensaet IP-agpec UCTOYHMKA NaKeTa.

source_wildcard BuTtoBas macka, npumeHsiemas K IP-aapecy MUCTOYHMKA MakeTa.
Macka onpegenset 6utbl IP-agpeca, KoTopble HE06X0AMMO UTHO-
pu1poBaTb. B 3HaYeHUs UrHopmpyembix BUTOB JOMKHbI BbITb 3anK-
Wildcard-macka agpeca CaHbl eauHuubl. Hanpumep, UCNONb3ya MACKy, MOXHO onpese-

WUCTOYHMKA NUTb ana npasuna ¢unoTpaumm IP-cetb. YTobbl f06aBUTL B Npa-
Buio punbtpaumm IP-cetb 195.165.0.0, HeobxoaMMO 3a4aTb 3Ha-
yeHue mackm 0.0.255.255, To ecTb COriacHO AaHHOM Macke Mo-
cnegHue 16 6uT IP-agpeca 6yayT UTHOPUPOBATLCA.

destination Appec HasHayeHus Onpepenset IP-agpec HazHavyeHMA NakeTa.

destination_wildcard BuTOBas macka, npumeHsaemas K IP-agpecy HasHayeHMA maketa.
Macka onpegensaet 6uTbl IP-agpeca, KoTopble He06X0AMMO UFHO-

Wildcard-macka agpeca
punpoBaTh. B 3HaYeHUs UrHopmpyembix 6UTOB A0MKHbI BbITb 3aMK-

HasHayeHus
CaHbl eAuHUUbl. Macka MWCMoib3yeTcs aHa/lofMYHO MacKe
source_wildcard.

vlan NaeHTudumkaTop Vlan Onpeaenser Vlan, gnsa KoToporo 6yaeT NpMMeHATbLCA NPaBUIO.

dscp None DSCP & saronoske L3 Onpe,a,e}lﬂeT 3HayeHue DSCP-nons diffserv. BosamorkHble Kogbl co-
obuweHuit nons dscp: (0 —63).
precedence MpuopwuTet IP Onpegaenset npuopwuteT IP-Tpaduka: (0-7).
time_name Mma npoduna OnpegenseT KOHPUrypaL Mo BPEMEHHbIX MUHTEPBA/OB.
KOHdUrypaumm time-range
icmp_type Tun coobuweHnin npotokona ICMP, ncnonbsyemolii gns puabTpa-

umMm  ICMP-naketoB. Bo3MOXHble Tunbl COOBLLEHUI nons
icmp_type: echo-reply, destination-unreachable, source-quench,
redirect, alternate-host-address, echo-request, router-advertise-
ment, router-solicitation, time-exceeded, parameter-problem,
- timestamp, timestamp-reply, information-request, information-
reply, address-mask-request, address-mask-reply, traceroute,
datagram-conversion-error, mobile-host-redirect, mobile-regis-
tration-request, mobile-registration-reply, domain_name-re-
quest, domain_name-reply, skip, photuris, in6o uncnosoe 3Haye-
HUWe Tuna cooblieHus, B guanasoHe (0 — 255).
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Tun coobuieHns NnpoTokona
IGMP

icmp_code Kog coobueHunii npotokona ICMP, ncnonbsyembln ans punbtpa-
Kopg, coobuieHuns npoTokona .
umMm  ICMP-naketoB. Bo3moskHble Kogbl CcoO0bLEeHUI nona
ICMP .
icmp_code: (0 — 255).
igmp_type un cooblueHuii npoTokoia , UCNonb3yemblit ansa dbuabTpa-
j t T 6 7 IGMP 7

UMM naketos |IGMP. Bo3MOKHble TuMbl co0bLIEHMIA noAA
igmp_type: host-query, host-report, dvmrp, pim, cisco-trace, host-
report-v2, host-leave-v2, host-report-v3, nMb0o YncNOBOE 3HaYeHME
TMna coobuieHuns, B ananasoHe (0 — 255).

destination_port

UDP/TCP-nopT Ha3HaueHus

source_port

UDP/TCP-nopT UCTOYHMKA

Bo3morkHble 3HaueHusa nona TCP-nopTa: bgp (179), chargen (19),
daytime (13), discard (9), domain (53), drip (3949), echo (7), finger
(79), ftp (21), ftp-data (20), gopher (70), hostname (42), irc (194),
klogin (543), kshell (544), lpd (515), nntp (119), pop2 (109), pop3
(110), smtp (25), sunrpc (1110, syslog (514), tacacs-ds (49), talk
(517), telnet (23), time (37), uucp (117), whois (43), www (80);
Ons UDP-nopra: biff (512), bootpc (68), bootps (67), discard (9),
dnsix (90), domain (53), echo (7), mobile-ip (434), nameserver (42),
netbios-dgm (138), netbios-ns (137), on500-isakmp (4500), ntp
(123), rip (520), snmp (161), snmptrap (162), sunrpc (111), syslog
(514), tacacs-ds (49), talk (517), tftp (69), time (37), who (513),
xdmcp (177).

JInbo uncnosoe 3HaveHue (0 — 65535).

list_of flags

dnarn npotokona TCP

Ecnn gna ycnosua dunbtpaumm dnar fonxkeH 6biTb YCTAHOBIEH,
TO nepea, HUM CTaBUTCA 3HaK «+», €CNN He A0/KeH BblTb YCTaHOB-
NIeH, To «-». Bo3amoskHble BapuaHTbl dnaros: +urg, +ack, +psh, +rst,
+syn, +fin, -urg, -ack, -psh, -rst, -syn u -fin. Npu ncnonvsosarHun
HECKOJIbkMX ¢naros B ycnosum punbtpaumm, dnaru obbegmHa-
loTCA B O4HY CTPOKY 6e3 npobenos, Hanpumep: +fin-ack.

OTnpaBKa coobLeHni

disable_port BbIKntoYaeT NopT, € KOTOPOTro BblN NPUHAT NaKeT, yA0BNETBOPAIO-
OTKNtoYeHMe nopTa LMK ycnoBmAM ntoboit M3 KomaHg, 3anpeTa deny, B cOCTaBe KOTo-

pov 6bl10 onucaHo none.
log_input BkatoyaeT oTnpasKy MHGOPMALMOHHbLIX COOBLLEHWNI B CUCTEMHDIV

YKYPHaN Npuv NOy4EeHUM NaKeTa, KOTOPbI COOTBETCTBYET 3aMNnCH.

offset_list_name

HanmeHoBaHuWe cnucka
WwabnoHOB Nonb3osaTens

3apaeT UCNo/1b30BaHMe CNMCKA WabnoHOB Nosib3oBaTens gaa pac-
Nno3HaBaHWA NakeToB. [N KaxKaoro cnncka ACL moskeT bbITb onpe-
OeNeH CBOW CNUCOK WabnoHoB..

ace-priority MHAeKc 3a4aeT NoNoXKeHWe NpaBuaa B CMCKe M ero NpuMopuTeT.
MpuopuTeT 3anucu Yem meHblle MHAEKC — TeM npuopuTeTHee npasuo. [uanasoH
A0NYyCTUMbIX 3HauYeHui (1..2147483647).
/ Ona Bbibopa Bcero guanasoHa napameTpos, Kpome dscp u IP-precedence, ucnonbsyerca na-
pameTp «any».

Ecnu nakeTt nonagaet nog Kputepui npasuna 8 ACL, To Hag, HUM BbINOAHAETCA AelcTBUe
aToro npasuna (permit/deny). JanbHeliwan nposepKa He NPOU3BOAUTCA.

cooTtBeTcTBUe Npasunam IP ACL, notom MAC ACL (B cnyuae, ecim He nonagaér noa peiictemne
HU ogHoro u3 npasun IP ACL).

Ecnu nocne npoBepKu Ha cootBeTcTBue npasunam IP uam MAC ACL (koraa 1 ACL HasHaueH

V Ecnu Ha nHtepdeiic HasHaueHbl IP 1 MAC ACL, To nepBoHayasibHO NaKeT byaeT npoBepeH Ha

Ha uHtepdodeiic) uam IP u MAC ACL (Korga 2 ACL HasHaueHbl Ha HTepdeiic) nakeT He nonan
nopa, AecTBME HM OAHOTO U3 NPABUA, TO Hag, AAHHbIM NaKeTom 6yAeT NPMMEHEHO AelicTBue
"deny any any".
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Tabnuua 248 — KomaHapl, ucnosnblyemble ans Hactponkn ACL-cnmckos Ha ocHoBe IP-agpecauunm

KomaHoa

Aelicmeue

permit protocol {any | source source_wildcard} {any |
destination destination_wildcard} [dscp dscp |
precedence precedence] [time-range time_name]
[ace-priority index]

[obaenser paspelatolyto 3anmcb GpuabTpaumMm ana nNpoToKoa.
MakeTbl, OTBEYaloLMe yYCA0BMAM 3anucu, byayT obpabaTtbiBaTben
KOMMYTaTopoMm.

no permit protocol {any | source source_wildcard} {any |
destination destination_wildcard} [dscp dscp |
precedence precedence] [time-range time_name]

Yaanaer co3faHHyo0 paHee 3anuc.

permit ip {any | source_ip source_ip_wildcard} {any |
destination_ip destination_ip_wildcard} [dscp dscp |
precedence precedence] [time-range range_name]
[ace priority index]

[obaenser paspelsatotyto 3anuce GunbTpauumM 414 NPOTOKoNA
IP. MakeTbl, oTBeYatlowue ycnosmam 3anucu, byayt obpabatbi-
BaTbCA KOMMYTaTOPOM.

no permit ip {any | source_ip source_ip_wildcard} {any |
destination_ip destination_ip_wildcard} [dscp dscp |
precedence precedence] [time-range range_name]

Yaanaer co3gaHHyo paHee 3anuch.

permit icmp {any | source source_wildcard}{any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | ip-precedence
precedence] [time-range time_name] [ace-priority index]
[offset-list offset_list_name] [vlan vian_id]

[JobasnsaeT paspelaroLLyto 3anuce GUAbTPaUUK AnA NPOTOKo/a
ICMP. MaKeTbl, oTBeYatoWwue ycnoBmuam 3anmcu, byayt obpabaTbi-
BaTbCA KOMMYTaTOPOM.

no permit icmp {any | source source_wildcard} {any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | ip-precedence
precedence] [time-range time_name] [offset-list
offset_list_name] [vlan vian_id]

YanseT co3gaHHyH paHee 3anuch.

permit igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]
[ace-priority index]

[JobasnsaeT paspelaroLLyto 3anuce GUAbTPaLUM A1A NPOTOKONa
IGMP. MakeTbl, 0OTBEYAtOLLME YCNOBUAM 3anucK, byayT o6pabatbl-
BaTbCA KOMMYTaTOPOM.

no permit igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]

Ypanaet CO34aHHYIO paHee 3anuncb.

permit tcp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [match-all list_of flags] [time-range
time_name] [ace-priority index]

[obasnaeT paspeluatoLLyto 3anmcb GUAbLTPALUN ANA NPOTOKONA
TCP. NaKeTbl, oTBEYatoLWMe ycnoBuam 3anucu, byayt obpabatbl-
BaTbCA KOMMYTAaTOPOM.

no permit tcp {any | source source_wildcard } {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [match-all list_of flags] [time-range
time_name]

Ypanaet CO34aHHYIO paHee 3anuncob.

permit udp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name] [ace-priority index]

[JobaBnaeT paspeluatoLyto 3anncb GuAbTPaLUKU ANA NPOTOKOAA
UDP. MakeTbl, oTBEYatlowWwme ycnosmam 3anucu, byayt obpabatbi-
BaTbCA KOMMYTaTOPOM.

no permit udp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name]

Ypanaet CO34aHHYIO paHee 3anuchb.

deny protocol {any | source source_wildcard}{any |
destination destination_wildcard} [dscp dscp |
precedence precedence] [time-range time_name]
[disable-port | log-input] [ace-priority index]

[ob6asnser 3anpeLaoLyto 3anncb GuUabTPaLMm 4ns NpoToKoAa.
MaKeTbl, OTBEYalOLLME YCAOBUAM 3anucy, byayT 610KMpoBaTLCA
KommyTaTopom. Mpu ncnonbaoBaHum Kakoyesoro cnosa disable-
port dp13myecKkuii MHTepdEenc, NPMHABLLMIA TaKoM NakeT, byaeT Bbl-
KatoueH. Mpu ncnonb3oBaHMK Katouesoro cnoea log-input 6yaer
OTNPaBAeHO COOBLEHNE B CUCTEMHbIN KYpHa.

no deny protocol {any | source source_wildcard}{any |
destination destination_wildcard} [dscp dscp |
precedence precedence] [time-range time_name]
[disable-port | log-input]

YpanseT co3faHHyH paHee 3anuch.
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deny ip {any | source_ip source_ip_wildcard} {any |
destination_ip destination_ip_wildcard} [dscp dscp |
precedence precedence] [time-range range_name]

[disable-port | log-input] [ace-priority index]

[JobasnaeT 3anpeluatolyyto 3anucbk GUAbTPaLUKM ANA NPOTOKOAA
IP. MakeTbl, oTBevyalolwme ycnoBuam 3anucu, 6yayt 6aokupo-
BaTbCA KOMMYyTaTopom. lpM MCNONb30BaHUKU KAHOYEBOrO C/0BA
disable-port ¢pusmyecknin nHTepdelic, NPUHABLIMIA TaKOW NakerT,
6yaeT BbikAtoYeH. Mpu MCNoib30BaHMU Katodesoro ciosa log-
input 6yaeT oTnpaBieHo coobLLeHMe B CUCTEMHBIV KypHan.

no deny ip {any | source_ip source_ip_wildcard} {any |
destination_ip destination_ip_wildcard} [dscp dscp |
precedence precedence] [time-range range_name]
[disable-port | log-input]

Yaanaer co3gaHHyo paHee 3anuch.

deny icmp {any | source source_wildcard} {any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]
[ace-priority index]

[obasnaeT 3anpeLLatowyio 3anMcb GUAbTPaUUKN gna NPoOToKoNa
ICMP. MaKeTbl, oTBeYaOWme ycnoBmMam 3anucu, 6yayt 610kupo-
BaTbCA KOMMyTaTopom. [pu MCno Nb30BaHUM K/IOYEBOTO C/10Ba
disable-port ¢pusmyecknin nHTepdelic, NPUHABLIMIA TaKOM NakerT,
byaeT BbikAoyeH. Mpu 1cnonb3oBaHWM Katoyesoro cnosa log-
input 6yaeT oTnpaBieHo coObLLEHNE B CUCTEMHBIN XKypHa.

no deny icmp {any | source source_wildcard} {any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]

Yaanser co3gaHHylo paHee 3anmch.

deny igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]
[ace-priority index] [disable-port | log-input]

[JobasnsaeT 3anpelyatollyto 3anuce GUAbTPaALMM A4 NPOTOKO/A
IGMP. MakKeTbl, oTBEYatloWMe yCcA0BUAM 3anmcu, byayT 610Kupo-
BaTbCA KOMMYTATOpPOM. MpU MCNONb30BaHMM K/IOYEBOro CNOBA
disable-port ¢usmyecknii HTepdelic, NPUHABLUMIA TaKOW NakerT,
6yaet BbikAoYeH. Mpu ncnonb3oBaHuK Katoyesoro cniosa log-
input 6yaeT oTnpaBneHo coobLLeHNe B CUCTEMHBIN XKypHa.

no deny igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]
[disable-port | log-input]

YanseT co3gaHHyH paHee 3anuch.

deny tcp {any | source source_wildcard}{any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [match-all list_of flags] [time-range
time_name] [ace-priority index] [disable-port | log-input]

[JobasnsaeT 3anpeLuatoLyto 3anmucb GUAbTPALUKN ANA NPOTOKONA
TCP. MNakeTbl, oTBevalowWwme ycaoBuaAm 3anucu, byayt 6nokupo-
BaTbCA KOMMYTATOPOM. MpU MCNONb30BaHUMU KAOYEBOrO CA0Ba
disable-port ¢pusmyecknin nHTEpdeElic, NPUHABLIMIA TaKON NakerT,
6yaet BbikAoYeH. Mpu ncnonb3oBaHuK Katoyesoro cnosa log-
input 6yaeT oTnpasneHo coobLeHNE B CUCTEMHbIV XKypHa.

no deny tcp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [match-all list_of flags] [time-range
time_name] [disable-port | log-input]

Ypanaet CO34aHHYIO paHee 3anuncob.

deny udp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name] [ace-priority index]
[disable-port | log-input]

[obasnsaeT 3anpeLlatoLyio 3anucb GUAbTPaLUKU ANA NPOTOKOA
UDP. MaKeTbl, oTBeYaloLWwme ycnosusam sanucu, byayt 6nokupo-
BaTbCA KOMMyTaTopom. lMpn MCNoNb30BaHUU KAKOYEBOrO CN0Ba
disable-port ¢usmyecknii HTepdelic, NPUHABLUNIA TaKOM NaKerT,
6yaeT BbikAoYeH. Mpu 1cnonb3oBaHWK Katoyesoro cnosa log-
input 6yaeT oTnpaBneHo coobLLeHNE B CUCTEMHBIN XKypHan.

no deny udp {any | source source_wildcard} {any |
source_port}{any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name] [disable-port | log-
input]

Ypanaet co3gaHHyo paHee 3anuchb.
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value} ...

offset-list offset_list_name {offset_base offset mask

Co34aéT cnucok WabnoHoB Nonb3oBaTensa ¢ umeHem name. Uma
MOKeT BK/oYaTb oT 1 40 32 cumBONOB. B 0AHOM KOMaHae MoXKeT
copepKaTbCsa A0 TPMHAAUATU Wab/OHOB B 3aBUCMMOCTU OT Bbl-
H6paHHOro peXnma HacTPOMKM CNMCKOB A0CTyNa (KomaHaa set sys-
tem mode), BK/IlOUaOWMX Cneaytowme napameTpbl:
- offset_base — 6a3o0Boe cmelleHne. BO3MOXKHble 3HaYeHun:

I3 — Hayano cmeleHuns ¢ Havyana IP-3aronoska;

14 — Hayano cmelweHus ¢ KoHua IP-3aronoBKa.
- offset — cmelieHue baliTa faHHbIX B Npeaenax nakera. basosoe
cMelLeHre NPUHMMAETCA 33 HaYvalo OTCYeTa;
- mask — macKa. B aHan13e nakeTa NPUHMMALOT y4acTue TO/IbKO Te
paspagpl 6aiTa, ANA KOTOPbIX B COOTBETCTBYIOLLMX paspsamax
MacKku 3agaHa ‘0’;
- value — nCKOMOe 3HayeHue.

no offset-list offset_list name

YpanseT co3gaHHbIN paHee CrUCOK.

5.27.2 KoHdpueypayusa ACL Ha 6a3e IPv6

B gaHHOM pasgene npuBefeHbl 3HAYEHUA U OMMCAHMA OCHOBHbIX NAaPaMeTPOB, UCMOJ/b3yeMbIX B
COCTaBe KoMaHZ HacTpolikm cnmckoB ACL, ocHOBaHHbIX Ha agpecaunn IPv6.

CosgaHue M BXo4, B pexum pefaktmpoBaHma cnmuckoB ACL, OCHOBaHHbIX Ha aapecauun [Pv6,

OCYLLECTBAAETCA NO KOMaHAae:

ipv6é access-list access-1ist. Hanpumep, gna co3gaHua cnncka

ACL nog, HazBaHMem MESipv6 HeobxoAMMO BbINOMHUTL CAeaylowmne KoMaHabl:

console#

console# configure
console (config) # ipvé access-list MESipv6
console (config-ipve-al) #

Tabauua 249 — OcHOBHbIE NapameTpbl, MCNOAb3yEMbIE B KOMaHAAX

MpoTokon

Mapamemp 3HavyeHue Aelicmeue
permit [ewcTteue paspewmnTb Co3paet paspelatouiee npasuno ¢puabtpaumm B cnncke ACL.
deny [JelicTBue 3anpeTuTb Coszpaer 3anpelyatoliee npasuno GunbTpaumm B cnucke ACL.
protocol Mone npegHasHauYeHo ANA YKa3zaHUA NPOTOKoa (MM Bcex NpoTo-

KOJ10B), Ha OCHOBE KOTOpOoro byaeT ocylecTsaserca GpuabTpaums.
Mpu BbIGOPE NPOTOKOAA BO3MOXHbI C/leAytoLme BapuaHTbl: icmp,
tcp, udp Mbo uMcnoBOe 3HaYeHMe NpoTokoaa —icmp (58), tep (6),
udp (17).

[Ona cootseTcTBuA Nt06OMY NMPOTOKOAY MCMO/b3YeTCA 3HauYeHue
IPv6.

source_prefix/length

AZpec oTnpaBuUTens u ero
ANMHa

Onpegaenset IPv6-aapec n gnnHy npedukca cetm (0-128) (konmue-
CTBO cTapwmx 6MT agpeca) MCTOYHUKa NaKeTa.

destination_prefix/length

Afpec HazHayeHuA n ero

Onpegaenset IPvb-aapec n gnnHy npedukca cetn (0-128) (konmue-

Kona ICMP

ANVHa CTBO CTapLimx 6UT afipeca) HazHaYeHUs nakera.
dscp None DSCP & saronoske L3 OI'IpE,CI,EIlﬂET 3HayeHue DSCP-nons diffserv. BosamorkHble Kogbl co-
obuweHwuii nona dscp: (0 —63).
precedence Mpuoputet IP Onpegenset npuoputeT IP-Tpadmka:(0-7).
time_name Nmsa npoduna KoHourypa- | Onpegenset KOHOUIYPaLMIO BPEMEHHbIX UHTEPBAOB.
umm time-range
icmp_type Ucnonbsyetca ana punstpaumm ICMP-nakeToB. Bo3MOXKHbIe TUMbI
M YNCNIOBblE 3HaYeHUs cooblueHunl nons icmp_type: destination-
Tun cooblLieHmA NpoToKona unreachable (1), packet-too-big (2), time-exceeded (3), parame-
ICMP ter-problem (4), echo-request (128), echo-reply (129), mld-query
(130), mld-report (131), mldv2-report (143), mlid-done (132),
router-solicitation (133), router-advertisement (134), nd-ns (135),
nd-na (136).
icmp_code Koga, coobuieHnin npoto- Ucnonbsyetca gna ¢unbtpaumm ICMP-naketoB. Bo3MoKHble 3Ha-

yeHus nona (0 — 255).

destination_port

UDP/TCP-nopT Ha3Ha4yeHun
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source_port

UDP/TCP-nopT UCTOYHMKA

Bo3morkHble 3HayeHusa nons TCP-nopta: bgp (179), chargen (19),
daytime (13), discard (9), domain (53), drip (3949), echo (7), finger
(79), ftp (21), ftp-data (20), gopher (70), hostname (42), irc (194),
klogin (543), kshell (544), Ipd (515), nntp (119), pop2 (109), pop3
(110), smtp (25), sunrpc (1110, syslog (514), tacacs-ds (49), talk
(517), telnet (23), time (37), uucp (117), whois (43), www (80);
Ons UDP-nopra: biff (512), bootpc (68), bootps (67), discard (9),
dnsix (90), domain (53), echo (7), mobile-ip (434), nameserver (42),
netbios-dgm (138), netbios-ns (137), on500-isakmp (4500), ntp
(223), rip (520), snmp (161), snmptrap (162), sunrpc (111), syslog
(514), tacacs-ds (49), talk (517), tftp (69), time (37), who (513),
xdmcp (177).

JInbo uncnosoe 3HaveHune (0 — 65535).

list_of flags

®naru npotokona TCP

Ecau gna ycnosua ¢unbTpaumm dnar fonxeH 6biTb YCTaHOBEH,
TO Nepes, HUM CTaBUTCA 3HAK «+», €CNN He A0/KeH BbITb YCTaHOB-
NIeH, TO «-». Bo3amoKHble BapuaHTbl dnaros: +urg, +ack, +psh, +rst,
+syn, +fin, -urg, -ack, -psh, -rst, -syn u -fin.

disable-port BbIK/NtOYAET NOPT, C KOTOPOTro HbiN NPUHAT NaKeT, yA0BAETBOPAIO-
OTKNtoYeHMe nopTa WM ycnoBmaAM ntoboit M3 KomaHg, 3anpeTa deny, B cOCTaBe KOTO-

po#, 6b110 onncaHo none.
log-input . BKtoyaeT oTnpaBKy MHGOPMaLMOHHbIX COOBLLEHNI B CUCTEMHbIN

g-inp OTnpaBKa coobuieHni PaBKy uH$opmaL, N W
JKYPHaA Npv Noay4eHMm nakeTa, KOTOPbIM COOTBETCTBYET 3aMucu.
ace-priority NHaeKkc npaBuaa B Tabnuvue, Yem MeHbLIEe UMHAEKC — TEM NPUOPU-
MHaekc npasmna
A P TeTHee npaswuno: (1..2147483647).
/ Ona Bbibopa Bcero guanasoHa napameTpos, Kpome dscp u IP-precedence ucnonb3syerca na-
pameTp «any».

/ Mocne Toro, Kak xota 6bl ogHa 3anucb gobasneHa B cnucok ACL, nocnegHUMM B CNUCOK A,0-

6aBnAloTCA 3anucH
permit-icmp any any nd-ns any
permit-icmp any any nd-na any
deny ipv6 any any

[Be nepBble U3 HUX pa3peLlaloT NOUCK coceaHux IPv6-ycTpoiicTB ¢ nomoLblo npoToKona IC-
MPv6, a nocheaHAAa O3Ha4YaeT UTHOPUPOBaHUE BCEX MaKeTOB, He YA0B/1ETBOPAIOWMUX YCNO-

suam ACL.

Tabanuya 250 — KomaHabl, cnosibayemble aaa HacTpoiiku ACL cnuckos Ha ocHoBe IPv6-aapecaumm

KomaHoa

Aelicmeue

permit protocol {any | source_prefix/length} {any |
destination_prefix/length} [dscp dscp | precedence

precedence] [time-range time_name] [ace-priority index]

[ob6asnseT paspeLuatoLLyto 3anncb GUAbLTPaL MM 41A NPOTOKOAA.
MakeTbl, OTBEYatOLLME YCAOBUAM 3anucK, byayT obpabaTbiBaTbCa
KOMMYTaTOpPOM.

no permit protocol {any | source_prefix/length}{any |
destination_prefix/length} [dscp dscp | precedence
precedence] [time-range time_name]

Ypanaet CO34aHHYIO paHee 3anucb.

permit icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type} {any |
icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [ace-priority index]

[ob6asnaeT paspeLatoLyto 3anmcb GuabTPaLUKN 4NA NPOTOKONA
ICMP. MNakeTbl, OTBEYatowWMe ycnoBmMam 3anucu, byayT obpaba-
TbIBAaTbCA KOMMYTAaTOPOM.

no permit icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type} {any |
icmp_code} [dscp dscp | precedence precedence]
[time-range time_name]

Ypanaet co3gaHHyo paHee 3anuchb.

permit tcp {any | source_prefix/length} {any |
source_port} {any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[time-range time_name] [match-all list_of flags]
[ace-priority index]

[obasnseT paspeLuatoLyto 3anvce GunbTpauum ana NpoTokona
TCP. MakeTbl, oTBEYAlOLME YCNOBUAM 3anucK, byayT obpabaTbl-
BaTbCA KOMMYTaTOPOM.

no permit tcp {any | source_prefix/length} {any |
source_port}{any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[time-range time_name] [match-all list_of flags]

Ypanaet CO34aHHYIO paHee 3anucb.
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permit udp {any | source_prefix/length} {any |
source_port}{any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[time-range time_name] [ace-priority index]

[ob6asnaeT paspelatoLyto 3anmcb GUAbTpaLUN ANA NPOTOKOAA
UDP. MakeTbl, OTBEYaOLWME YCN0BUAM 3anucu, byayt obpabaTbi-
BaTbCA KOMMYTaTOPOM.

no permit udp {any | source_prefix/length} {any |
source_port}{any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[time-range time_name]

YpanseT cosfaHHyo paHee 3anuch.

deny protocol {any | source_prefix/length} {any |
destination_prefix/length} [dscp dscp | precedence
precedence] [time-range time_name] [disable-port |
log-input] [ace-priority index]

[JobanaeT 3anpeLyatoLLyto 3anncb GUabTPaL M Aaa NPoToKoNa.
MakeTbl, OTBEYalOLWME YCAOBMAM 3anucu, byayT 610KMpoBaTbCA
KommyTaTopom. Mpu ncnonb3oBaHmmM Kntodesoro cnosa disable-
port dusnyeckmit nHTepdeiic, NPUHABLINIA TaKoKM nakeT, byaeT
BbIKtoYeH. Mpu ncnosib3oBaHMKM Kntoyesoro caosa log-input by-
[eT OTNPaBNEHO COOBLEHNE B CUCTEMHbIN KYpHa.

no deny protocol {any | source_prefix/length} {any |
destination_prefix/length} [dscp dscp | precedence
precedence] [time-range time_name] [disable-port |
log-input]

YpanseT cosfaHHyo paHee 3anuch.

deny icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type} {any |
icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]
[ace-priority index]

[ob6asnseT 3anpeLLatoLLyto 3anucb GuabTpauumn Ana NpoToKoaa
ICMP. MNaKeTbl, oTBEYAtOWME YCOBUAM 3anucK, byayT 610Kkupo-
BaTbCA KOMMYyTaTOpOoMm. MpK MCNOIb30BaHMM KAOYEBOTO CNOBA
disable-port ¢um3myeckuit MHTEpdENC, NPUHABLLMIA TaKOW NaKeT,
6yaeT BbikAloueH. MNpy ncnonb3oBaHUK Katouesoro cnosa log-
input 6yaeT oTnpae/ieHo coobLeHMe B CUCTEMHBIN KypHa.

no deny icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type} {any |
icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]

YpanseT cosfaHHyo paHee 3anuch.

deny tcp {any | source prefix/length} {any | source _port}
{any | destination_prefix/length} {any | destination_port}
[dscp dscp | precedence precedence] [match-all

list_of flags] [time-range time_name] [disable-port |
log-input] [ace-priority index]

[obaBnaeT 3anpeLLatoLLyto 3anucb GuabTpaLumn Ana NpoToKoa
TCP. NaKeTbl, OTBeYalOLLME YCNOBUAM 3anucK, byayT 610KMpo-
BaTbCA KOMMYyTaTOpOoMm. MpK MCNONb30BaHUM KNHOYEBOro C/0Ba
disable-port pusnuecknii HTepdenc, NPUHABLLMIA TaKoM NakKerT,
6yaeT BbikatouyeH. Mpu ncnonb3oBaHUK Katouesoro cnosa log-
input 6yaeT oTNpaB/iieHo cOOBLEHME B CUCTEMHBIN KypHan.

no deny tcp {any | source_prefix/length} {any |
source_port} {any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[match-all list_of flags] [time-range time_name]
[disable-port | log-input]

Ypanser co3gaHHyo paHee 3anmchb.

deny udp {any | source_prefix/length} {any | source_port}
{any | destination_prefix/length} {any | destination_port}
[dscp dscp | precedence precedence] [match-all

list_of flags] [time-range time_name] [disable-port |
log-input] [ace-priority index]

[obasnser 3anpeLiatoLyto 3anuce GunbTpaLummn ana NpoToKona
UDP. MakeTbl, oTBEYAtOWME YCNOBMAM 3anuncu, byayt 610Kupo-
BaTbCA KOMMYTaTOPOM. lMpPU UCNONb30BaHUM K/OYEBOTO C/NI0BA
disable-port pusnueckuii HTepdeic, NPUHABLLMI TaKoM NakKerT,
6yaeT BbikAtoYeH. Mpu ucnonb3oBaHUK KatoueBoro cnosa log-
input 6yaeT oTnpaBneHo coobLLEeHNE B CUCTEMHBIN KypHaI.

no deny udp {any | source_prefix/length}{any |
source_port} {any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[match-all list_of flags] [time-range time_name]
[disable-port | log-input]

Ypanaet CO34aHHYIO paHee 3anucb.

offset-list offset_list_name {offset_base offset mask value}

Co3aaéT cnucok WwabnoHos nosb3oBaTens c umeHem name. Uma
MOMKET BK/toYaTb 0T 1 40 32 cMMBO/10B. B 0gHOM KOMaHAe MoKeT
coAepKaTbCs A0 TPUHAALUATK WabnoHOB B 3aBUCMMOCTM OT Bbl-
6paHHOro pekMma HaCTPOMKM CMUCKOB AOoCTyna (KomaHaa set
system mode), BKAtoYaloLWmMX cneaytolme napameTpbl:
- offset_base — 6a3oBoe cmeleHne. BO3mMoKHble 3HaYeHus:

I3 — Havano cmeweHuns ¢ Havyana IPv6-3aronoBkKa;

14 — Hayano cmeweHnA ¢ KoHua IPvb-3aronoskKa.
- offset — cmeweHmne H6aitTa gaHHbIX B Npeaenax naketa. basosoe
CMeLleHMe NPUHUMAETCA 3@ Hayaso OTCYeTa;
- mask — macKka. B aHanun3e nakeTa NPUHMMAIOT y4acTue TObKO
Te paspagbl 6aliTa, ANA KOTOPbIX B COOTBETCTBYIOLMX paspsamax
MacKku 3agaHa ‘0’;
- value — nckomoe 3HaueHue.

no offset-list offset_list_ name

YpanseT co3faHHbIl paHee CUCOK.
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5.27.3 Kondpuzypayusa ACL Ha 6a3ze MAC

B gaHHOM pasgene npusegeHbl 3HAaYEHUA U ONMCAHUA OCHOBHbIX MAPAMETPOB, UCMOAb3YEMbIX B
cocTaBe KoMaHA HacTponku cnmnckos ACL, ocHoBaHHbIX Ha MAC-agpecauuu.

CosgaHue n BXo4, B peXum pepaktmposaHua cnuckoB ACL, ocHoBaHHbIx Ha MAC-agpecaumm,
OCYLLEeCTBNAETCA NO KOMaHAe: mac access-list extended access-1ist.

Hanpumep, gna cosgaHuma cnucka ACL noa HasBaHMem MESmac HeobxoaMmo BbIMOAHUTL

cnefytolme KomaHapl:

console#

console# configure
console (config) # mac access-list extended MESmac
console (config-mac-al) #

Tabnumua 251 — OcHOBHblE NapamMeTpbl, UCNOIb3yeMble B KOMaHAaxX

Mapamemp 3HayeHue Aelicmeue
permit [eWcTtBre paspewmnTb Co3pgaeT paspelatouee npasuno ¢uabTpaumm B cnncke ACL.
deny [Oevicteue 3anpeTuTb Co3paet 3anpewatowee npasuno uabtpaumm B cnncke ACL.
source Appec otTnpasutena Onpegenaetr MAC-agpec CTOYHMKA NaKeTa.

source_wildcard

wildcard-macka agpeca
NCTOYHUKa

Macka onpegenset 6utbl MAC-agpeca, KoTopble Heo6XoANMO Ur-
HOPMPOBATb. B 3HAaUEeHMA UTHOPUpPYyEMbIX BUTOB JO/XKHbI ObITb 3a-
nucaHbl eguMHULbl. Hanpumep, UCNonb3ya Macky, MOXHO onpeae-
NUTb ana npasuaa ¢punbTpauun guanasoHa MAC-agpecos. YTobbl
806asuTb B NpaBmno ¢punbtpauumn sce MAC-agpeca, HauMHaoLWK-
eca Ha 00:00:02:AA.xx.xx, Heobxo4AMMO 3aJaTb 3HAYEeHWEe MacKu
0.0.0.0.FF.FF, TO ecTb, cornacHo AaHHoOM macke, nocnegHue 32
6uta MAC-agpeca 6yayT He BaKHbl ANA aHanAu3a.

destination

Ap,pec Ha3Ha4yeHunA

Onpegenaetr MAC-agpec HasHaYeHMA nakeTa.

destination_wildcard

wildcard-macka agpeca
Ha3Ha4YeHuA

Macka onpegenset 6utbl MAC-agpeca, KoTopble HEO6X0ANMO UTr-
HOPUPOBATb. B 3HaUeHMs UTHOPUPYEMBIX BUTOB A0/MKHbI BbITh 3a-
nucaHbl eguHuLbl. Macka MCMO/b3yeTca aHaforMyHO Macke
source_wildcard.

vian_id

vlan_id: (0..4095)

MNoacetb VLAN ¢dpunbTpyembix NakeTos.

cos

cos: (0..7)

Knacc obcnyxusanmsa (CoS) punbTpyembix NakeTos.

cos_wildcard

wildcard-macka agpeca
o6cnyxnsanus (CoS)
dUNBbTPYEMBIX NAKETOB

Macka onpegenset 6utbl CoS, KoTopble He06X04MMO UTHOPUPO-
BaTb. B 3HauUeHuWa urHopupyembix 6UTOB A0MKHbI ObITb 3aNMUcaHbI
eanHuLbl. Hanpumep, 4Tobbl Mcnonb3oBaTh B Npasuae GpuabTpa-
umm CoS 6 1 7, Heobxoammo B nose CoS ykasaTb 3HayeHue 6, inbo
7, a B none macku 3HayeHue 1 (7 B ABOMYHOM NpeSCTaBNEHUN —
111, 1 — 001, nonyyaercs, YTo nocneaHuit 6GUT byaer UrHopupo-
BaTbcsA, TO ecTb CoS moxKeT 6biTb 60 110 (6), "nbo 111 (7)).

KoHbUrypauum time-range

eth_type Ethernet-Tun ¢unbTPyembix NaKeToB B LIECTHAALATEPUYHON 3a-
-vP eth_type: (0..0XFFFF) buneTRY Alarep
nucw.
disable-port BbIK/NtOYAET NOPT, C KOTOPOTro HbiN NPUHAT NAKeT, yA0BAETBOPSAIO-
LM yCNOBMAM KOMaHApbl 3anpeTa deny.
log-input N BKntouaeT oTnpaBKy MHGOPMALMOHHbBIX COOBLEHNI B CUCTEMHbIN
g-inp OTnpaBKa coobueHni pasky urbopmay, N W
YKYPHaN Npu NONy4YeHUU NakeTa, KOTOPbI COOTBETCTBYET 3aMUCH.
time_name Mma npoduna OnpegenseT KOHPUrypaL Mo BPEMEHHbIX MHTEPBA/IOB.

offset_list_name

MobaliToBOE CMelLeHne OT
K/TIO4EBOM TOYKM

3apaeT UCNob30BaHMe CNUCKA WabnoHOB Nosib3oBaTens gaa pac-
Nno3HaBaHWA NakeToB. A Kaxporo cnucka ACL moKeT bbITb onpe-
JAeneH CBOM CNUCOK WabsoHOoB.

ace-priority MHaekc npasuna B TabnuLe, 4em MeHblLe UHAEKC — TeM NpUopu-
"
HAEGKC Npasuna TeTHee npaswno 1-2147483647.
/| AnaBbibopa Beero AManasoHa NnapameTpos, kpome dscp u IP-precedence, ucnonbayetcs na-
y pameTp «any».
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Ecnu naket nonagaet nog Kputepui npasuna 8 ACL, To Hag, HUM BbINOAHAETCA AelcTBue
atoro npasuna (permit/deny). anbHeiiwan npoBepka He NPOU3BOAUTCA.

Ecnu Ha nHtepdeiic HasHauveHb! IP 1 MAC ACL, To nepBoHa4asibHO NakeT 6yaeT NpoBepeH Ha
cooTtBeTcTBUE NpaBuaam IP ACL, notom MAC ACL (B cnyuae, ecnm He nonagér noa aeiicreme

HU ogHoro u3 npasun IP ACL).

Ecnu nocne nposepKu Ha cootBetcTBue npasunam IP uan MAC ACL (korga 1 ACL HasHaueH
Ha uHtepdodeiic) uam IP u MAC ACL (Korga 2 ACL HasHaueHbl Ha MHTepdeiic) nakeT He nonan
noa, AeicTBMe HU OAHOro U3 NPaBUJ, TO Hag AaHHbIM NakeTom 6yaeT NnpuMeHeHo aelicTeue

"deny any any".

Tabnuua 252 — KomaHapl, ucnosibsyemble aas Hactponkn ACL-cnmckoB Ha ocHoBe MAC-agpecauunm

KomaHda

Aelicmeue

permit {any | source source-wildcard} {any | destination
destination_wildcard} [vlan vian_id] [cos cos cos_wildcard]
[eth_type] [time-range time_name] [ace-priority index]
[offset-list offset_list_name]

[obasnsaeT paspeluatoLyto 3anucb puabtpaumu. NMaketbl, oTee-
Yatolme ycaosuam 3anucu, byayt obpabatbiBaTbca KOMMYyTa-
TOpOM.

no permit {any | source source-wildcard} {any |
destination destination_wildcard} [vlan vian_id] [cos cos
cos_wildcard] [eth_type] [time-range time_name] [offset-
list offset_list_name]

Yaanser co3gaHHylo paHee 3anmch.

deny {any | source source-wildcard} {any | destination
destination_wildcard} [vlan vian_id] [cos cos cos_wildcard]
[eth_type] [time-range time_name] [disable-port |
log-input] [ace-priorityindex] [offset-list offset_list_name]

[JobasnsaeT 3anpeLuaroLLyto 3anuce dpunbTpaumu. MNakeTsl, oTee-
YaloLme ycnoBMAM 3anucK, byayT 610KMPOBATLCA KOMMYTATO-
pom. Mpu ncnonb3oBaHuK Kntouyesoro cnosa disable-port, dpu-
31YeCcKuit UHTepdelc, NPUHABLLMIN TaKoWM NakeT, ByaeT BbIKO-
YeH.

Mpu ncnonb3oBaHUK KNKOYEBOTo cNoBa log-input byaeT oTnpas-
/IeHO coobLLEeHME B CUCTEMHbIV KypHan.

no deny {any | source source-wildcard} {any | destination
destination_wildcard} [vlan vian_id] [cos cos cos_wildcard]
[eth_type] [time-range time_name] [disable-port |
log-input] [offset-list offset_list_name]

Ypanaer co3gaHHyo paHee 3anuce.

offset-list offset_list_name {offset_base offset mask value}

Co34aéT cnucoK WwabnoHOB MoNb30BaTENA C UMEHEM name.
Mma moxkeT BKAoYaTb oT 1 40 32 cumBON0B. B ogHOM KOMaHae
MOXET coAepKaTbCs A0 TPMHAALATY WabOHOB B 3aBUCUMOCTH
OT BbIGPAHHOrO pPe)XMMa HaCTPOMKM CMUCKOB AocTyna (Ko-
maHaa set system mode), BKAlOYalOWMX creayowme napa-
MeTpbl:
- offset_base — 6a3oBoe cmelLeHne. BO3MOXKHble 3HaYeHUs:

12 — Hayano cmeweHun ot EtherType;

outer-tag — Hauyano cmeueHns ot STAG;

inner-tag — Hayano cmeweHmna ot CTAG;

src-mac — Havano cmelleHmna ¢ MAC-agpeca UCTOUYHUKA;

dst-mac — Hauano cmeleHua ¢ MAC-agpeca HazHayeHus.
- offset — cmelleHMe baliTa AaHHbIX B Npegenax nakerta. baso-
BOE CMeLleHMe NPUHMMAETCA 3@ HA4YaNo OTCYeTa;
- mask —macKa. B aHann3e naketa NPMHMMAIOT y4acTUe TONbKO
Te paspaabl 6aliTa, 4NA KOTOPbLIX B COOTBETCTBYIOLMX pa3psaLax
Macku 3aaaHa ‘0’;
- value — nckomoe 3HauyeHwe.

no offset-list offset_list_name

Ypanaet CO3,C|,aHHbIl\/‘I paHee CNUCOoK.
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5.28 KoHdwurypauumsa 3awmTtbl ot DoS-atak

[aHHbIN KNnacc KomaHg no3soaseT 610KMPOBaTb HEKOTOPbIE PacnpoCcTpaHeHHble Knaccbl DoS-aTak.

KomaHObl pexcuma 2106aabHOU KOHU2ypayuu

KomaHZHas cTpoka B perkume rnobanbHol KoHUIypauumn nmeet Bug;

console

(config) #

Tabnuua 253 — KomaHap! Ans HacTponky 3awwmTbl oT DoS-atak

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

security-suite deny martian-
addresses [reserved] {add |
remove} ip_address

ip_address: ip-appec

3anpeLLaeT NPOXOXKAEHUE KAafPOB C HEAONYCTUMbIMU («MapcUaH-
ckummn») IP-agpecamu nctouHmKa (loopback, broadcast, multicast).

security-suite deny syn-fin

no security-suite deny syn-fin

-/BKNIOYEHO

OtbpacbiBaeT naketbl TCP ¢ O4HOBPEMEHHO YCTAaHOB/IEHHbIMU
SYN- u FIN- pnaramu.

BbIktouaeT pyHKUMIO oTbpacbiBaHUA naketoB TCP c ogHoBpe-
MeHHO ycTaHoBneHHbIMKU SYN- u FIN- pnaramu.

security-suite dos protect
{add | remove} {stacheldraht |
invasor-trojan |
back-orifice-trojan}

3anpelyaeTt/paspelsaeT NPOXoKAEHNE ONpeaeneHHbIX TUMOB Tpa-
dV1Ka, XapaKTepHbIX 417 BPEAOHOCHbIX MPOrpamm:

- stacheldraht — otbpacbiBaer TCP-nakeTbl ¢ NOPTOM WMCTOYHMKA
paBHbIM 16660;

- invasor-trojan — otbpacbiBaeT TCP-nakeTbl C NOPTOM Ha3HaYeHuUA
paBHbiM 2140 1 nopToM UCTOYHMKA 1024;

- back-orifice-trojan — ot6pacbiBaet UDP-nakeTbl C MOPTOM Ha3Ha-
YyeHua 31337 1 nopTOm MCTOYHMKA paBHbiMm 1024.

security-suite enable [global-
rules-only]

no security-suite enable

-/BbIK/OYEHO

BK/toYaeT Knacc KomaHp security-suite.
- global-rules-only — oTtkntouyaeT knacc kKomaHg, security-suite Ha
nHTepdencax.
V He Bauset Ha paboTy KomaHAb! security-suite deny syn-
fin.

OTKAIOYaEeT KNacC KOMaHA, security-suite.

security-suite syn protection
mode {block | report | disa-
bled}

no security-suite syn protec-
tion mode

—/block

Hactpansaet pexkmm 3awmTbl oT SYN-aTak:

- block — otb6pacbiBaeT npegHasHayeHHble ycTpoicTey TCP-
nakeTbl C ycTaHOBNeHHbIM dnarom SYN v dopmupyeTt npeaynpe-
}Aaawouee cooblueHue;

- report — dopmupyeT npegynpexatowee cooblieHme npu npu-
xo4e npepHasHavyeHHoro yctponctey TCP-nakeTa C ycTaHOBAEH-
Hbim pnarom SYN;

- disable — oTk/touaeT 3awmTy.

HacTpanBaeT peXxmm no yMOAYaHUIo.

security-suite syn protection
recovery sec

no security-suite syn protec-
tion recovery

sec: (10..600) / 60

Onpepenser UHTepBas, NO UCTEYEHUN KOToporo byaeT pa3baoku-
poBaH paHee 3ab60KMPOBAHHBIN UCTOYHUK SYN-aTaku.

YcTaHaBAMBaeT 3HaYeHue no YMOANYaHUIO.

security-suite syn protection
threshold rate

no security-suite syn protec-
tion threshold

rate: (20..200) / 80

Onpegenser CKOPOCTb (KO/IMYECTBO MAKeTOB B CEKyHAY) OT KOH-
KPETHOro UCTOYHMKA, MPU KOTOPOM 3TOT UCTOYHUK ByAeT NaeHTU-
dUUMPOBAH KaK aTaKyHoLWMN.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

security-suite syn protection
statistics

no security-suite syn protec-
tion statistics

— /BbIK/OYEHO

BKkatoyaeT BegeHue ctatuctnkm SYN-aTak.

BbikntoyaeT BeaeHune cTaTMcTMKkM SYN-aTak.

230

Ethernet-kommymamopei cepuli MES2300, MES3300, MES53xxA, MES5400-xx, MES5520-32




HELTEX

KomaHObI pexcuma KoHgu2ypauyuu uHmepapelica Ethernet, epynnsl nopmos

KomaHaHan cTpoka B pexknume KoHourypaumm nutepdeica Ethernet, rpynnbl noptos umeet Bua;:

console

(config-if) #

Tabnnua 254 — KomaHga KoHoUrypaumm 3awmTel oT DoS-atak ans nHtepdeicos

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuwo

Aelicmeue

security-suite deny
{fragmented | icmp | syn}
{add | remove} {any |
ip_address [mask]}

no security-suite deny
{fragmented | icmp | syn}

ip_address: IP-agpec;
mask: macka B
dopmarte IP-agpeca nam
npedukca

CosgaeT npaBu/o, 3anpeluatoliee NpoxoxaeHne Tpaduka, co-
OTBETCTBYIOLLEFO KPUTEPUAM.

- fragmented — ¢parmeHTMpPOBaHHbIE NaKeTbI;

- icmp — ICMP-Tpaduk;

- Syn — syn-nakertbl.

Ypanset 3anpeuatolLee npasusio.

security-suite dos syn-attack
rate {any | ip_address [mask]}

no security-suite dos
syn-attack {any | ip_address
[mask]}

rate: (199..2000)
NaKeToB B CEKYHAY;
ip_address: — |P-agpec;
mask: macka B
dopmare IP-agpeca nau
npeduKca

3agaeT nopor syn-3anpocoB Ha onpeaeneHHbii IP-agpec/ceTs,
npu NpeBbILEHUM KOTOPOro /INWHME Kagpbl byayt oTbpachkl-
BaTbCA.

BoccTaHasnvBaeT 3HauYeHMe No YMOYaHUIO.

KomaHObl pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnuua 255 — KomaHaa pexxkmma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

show security-suite configura-
tion

OTob6parkaeT HacTPOMKK 3aWwmnTbl oT DoS-aTak.

show security-suite syn
protection {gigabitethernet
gi_port | tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}

gi_port: (1..8/0/1..24);

te_port: (1..8/0/1..24);

hu_port: (1..8/0/1..32);
group: (1..48)

OTobparkaeT HacTPOlKKM 3awmTbl oT SYN-aTak 1 onepaTMBHoe
COCTOAHWE UHTEepdEeCcoB.

show security-suite syn protec-
tion statistics [detailed]
[source-ip ip_address | inter-
face {gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}]

gi_port: (1..8/0/1..24);

te_port: (1..8/0/1..24);

hu_port: (1..8/0/1..32);
group: (1..48)

OTobparkaeT HACTPOMKM CTaTUCTUKM 3aLLmTbl OT SYN-aTaK M UH-
bopmaumio 06 UCTOUHMKAX aTaKu.

- detailed — oTobparkaeT AONONHUTENBHYIO MHDOPMaUULO 06
WUCTOYHUKE aTaKu;

- source-ip — oTobparkaeT MHPOPMaLMIO ANA YKa3aHHOIO ip-
agpeca UCTOYHMKA;

- interface — oTob6pakaeT UHGOPMaLMIO ANA YKA3aHHOTO UH-
Tepdelica.

V B craTtuctuke coxpaHaetca MHpopmauums o 512 no-
cnegHUX UCTOYHUKAX aTaK.

clear security-suite syn
protection statistics

OunwaeT cTaTUCTUKY 06 MCTOYHMKax SYN-aTak.
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5.29 KauecTtBo 06cnyuBaHusa — QoS

Mo ymon4YaHWIO Ha BCEX MOPTAaX KOMMyTaTopa MCMNONb3YETCA OpraHM3auua oyYepeam MakeTos No
meToay FIFO: nepsbiii npuwen — nepsbiit ywén (First In — First Out). Bo Bpema MHTEHCMBHOW Nepeaayn
TpaduKa NpM UCNONb30BAHUM JAHHOTO METOAA MOFYT BO3HUKHYTb NpPobaembl, MOCKONbKY YCTPOMCTBOM
UTHOPUPYIOTCA BCE MNaKkeTbl, He Bolwegwne B bydep ouvepean FIFO, M COOTBETCTBEHHO TepAlOTCA
6e3B03BpaTHO. Pelwaetr gaHHyo npobnemy meTon, OpraHUsylOWMiA odepean no npuoputeTy TpaduKa.
MexaHuam QoS (Quality of service — KauyecTBo 06CAnyXKMBaHMA), peann3oBaHHbI B KOMMyTaTopax,
No3BO/IAET OPraHN30BaTb BOCEMb OYepeaen NpMopuTeTa NAaKETOB B 3aBUCMMOCTM OT TUMa NepeaaBaeMbix
OaHHbIX.

5.29.1 Hacmpoiika QoS

KomaHObI pexcuma 2a06ana6HolU KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU peXKMMa rnobanbHOM KOHGUIypauum:
console (config) #

Tabnunua 256 — KomaHabl perknma rnobanbHOM KoOHPUrypaumm

3HaveHue/3HayeHue no ”
KomaHoa / Aelicmeue
YMOAYAHUIO

YcTaHOBUTL 3HayeHne nona DSCP gns IP-nakeToB, dopmupyembix

ip tx-dscp value
value: (0..63)/56 LLeHTpaIbHbIM NPOL,ECCOPOM.

no ip tx-dscp YCTaHOBUTb 3HaYEHWE MO YMOIYAHUIO.

YcTaHOBWTb 3HaveHue nona DSCP gna naketos, dopmupyembix

ipv6 tx-user-priority val
Ipvo tx-user-priority value value: (0..7)/7 LeHTPaIbHbIM MPOLLECCOPOM.

no ipv6 tx-user-priority YCTaHOBWUTb 3HAYEHME MO YMONYAHMIO.

. . YcTaHOBUTbL 3HaueHue noaa CoS anA TerMpoBaHHbIX MAKETOB,
ip tx-user-priority value

value: (0..7)/7 dopmUpyemMbIX LLeHTPaIbHbIM MPOLECCOPOM.
no ip tx-user-priority YCTaHOBWTb 3HaYE€HNE NO YMONYAHUIO.
gos [basic | advanced PaspelwaeT KommyTaTopy Mcnonb3osaTb QoS.
[ports-trusted | - basic — 6a308BbIit pexxum QoS;
ports-not-trusted]] - advanced — paclIMpeHHbIN pexnm KoHpurypaumm QoS, BKAKoYa-

IOLLMI MOHBIN NepeYyeHb KOMaHA HacTpolikn QoS;

- ports-trusted — B faHHOM nogpexnme NakeTbl HaNpPaBAAOTCA B
BbIXOZHYIO 04Yepesb Ha OCHOBaHUM MO/el B 3TUX NaKeTax;

-/basic - ports-not-trusted — B JaHHOM nogperKMme BCe NaKeTbl Hanpas-
NATCA B oyepeslb, KOTOPOW cooTBeTcTBYeT cos=0 (cooTBeTcTBUE
MOHO MOCMOTPeTb KomaHaoi «show qos interface queuing»),
017 OTNPaBKK B Apyrue ouepeam TpebyeTca HasHauTb Ha BXOAHOW
UHTepdeic cTpaTernto Knaccudurkaumm Tpaduka (policy-map). 3Ha-
YyeHua dscp He yuuTbIBalOTCA NpuU Bblibope BbIXOAHOW ovepesun B
3TOM nogpexnme.

gos advanced-mode trust YCTaHOBWUTL MeTOg, J0BepuA Ha MopTax npu pabote B pexunme
{cos | dscp | cos-dscp} pacwmpeHHoro KoHourypauumn QoS n nogpexunme ports-trusted.
- €os — nNopT AosepsAeT 3HavyeHuto 802.1p User priority;
-/oTKAIOuEH - dscp — nopT gosepaet 3HaveHno DSCP 8 IPv4/IPv6-nakeTax;

- cos-dscp — nopT foBepsaeT 060MM ypoBHAM, ogHaKko DSCP umeet
npuopwuTeT Hag 802.1p.

no qos advanced-mode trust YcTaHaBAMBaEeT MeToA, N0 YMONYAHMIO.
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class-map class_map_name
[match-all | match-any]

no class-map
class_map_name

class_map_name: (1..32)
CUMBOOB;
Mo ymon4yaHuio
MCMONb3YeTca onumn
match-all

1. Co3paeT cnucoK Kputepunes KnaccuduKkaumm Tpaduka.
2. BXOoAWT B peXnm pefaKTUPOBAHUA CMIUCKA KPUTEPUEB KNAccu-
duKaumm Tpadumka.
- match-all — Bce KpuUTepMM JaHHOTO CNMCKa AO/MXKHbI ObITb BbINOA-
HEHbI;
- match-any — oauH, n06oli KpUTEpUn JaHHOTO CMMCKA LO/IKEH
6bITb BbINONHEH.
B cnucke KputepueB moxKeT 6biTb 04HO MAM ABaA npa-
V Buna. Ecnau npasuna aBa, 1 06a OHM yKa3bIBalOT Ha pas-
Hble Tunbl ACL (IP, MAC), To Knaccudpukauma byget ocy-
LWEeCTBAATLCA NO NepBOMY B CMUCKEe BEPHOMY NpaBuay.

V JeiicTByeT TONbKO ANA pexxuma gos advanced.

YfanseT cCNUCOK KpuTepues KnaccuduKaumm Tpaduka.

policy-map policy_map_name

no policy-map
policy_map_name

policy_map_name: (1..32)
CUMBO/I0B

1. Co3paert cTpaternio Knaccudumrkaumm Tpaduka.
2. BXoAWT B pexMm peaakTMpPOBaHMA CTpaTermm Knaccudukaumm
Tpaduka.
B oaHOM HanpasBneHUM noapepKUBaeTcA TOJIbKO OAHA
V cTpaterua KnaccuduKkaumm Tpaduka.
Mo ymonuaHuio policy-map ycraHasnmeaet DSCP = 0 gnsa
IP-nakeToB 1 CoS = 0 anA TerMpoBaHHbIX NAKETOB.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

YaanaeT npasuao knaccudpmrkaumm Tpaduka.

qos aggregate-policer
aggregate_policer_name
committed_rate_kbps
excess_burst_byte
[exceed-action {drop |
policed-dscp-transmit
[peak peak_rate_kbps
peak_burst_byte [violate-
action {drop | policed-dscp-
transmit}]]}]

no qos aggregate-policer
aggregate_policer_name

aggregate_policer_name:
(1..32) cumBona;
committed_rate_kbps:
(3..57982058) kbuT/C;
excess_burst_byte:
(3000..19173960) 6aiir;
peak_rate_kbps:
(3..57982058) kbuT/C;
peak_burst_byte:
(3000..19173960) 6aiit

Onpegenset WabnoH HaCTPOEK, KOTOPbIM NO3BOMAET OFPAHUYUTD
nosocy NPONycKaHUA KaHana.

Mpu paboTe ¢ N0N0COM NPONYCKaHWA UCMOIb3YeTCA aAropuTM Map-
KMPOBaHHOW «KOP3UHbI». 3a4a4eit anroputma AaBAAeTcA NPUHATHE
pelleHuna: nepeaatb NakeT uan oTbépocuTb. MapameTpamu anro-
putMa ABaATCA ckopocTb noctynaeHus (CIR) mapKkepoB B «Kop-
3UHY» U 06bEM (CBS) «KOP3UHBbI».

- committed-rate-kbps — cpepHee 3HauyeHWe CKOpocTM TpaduKa.
[laHHasA CKOPOCTb rapaHTUpyeTca Npu nepegade nHbopmaumu;

- committed-burst-byte — pasmep caeprkmBatowero nopora B 6ai-
Tax;

- drop — naket byzeT oTOpOLLEH, KOr4a «KOpP3uHa» NepenosiHUTCS;
- policed-dscp-transmit — npu nepenosHeHNn KKOP3UHbLI» 3Haye-
Hue DSCP 6ygpet nepeonpeneneHo;

- peak — ycTaHOBUTbL NOPOroBOE 3HAaYEHNE CKOPOCTU TpaduKa ¢ ne-
peonpeaeneHHbIMM 3HaYeHnamu DSCP;

- violate-action — yctaHOBWTb AeiicTBME Hag NakeTom nocne npe-
BbILLIEHMA MOPOroBOro 3HaYeHus.

Henb3sa yaanutb WwWabnoH HACTPOEK, €C/IM OH UCNONb3Y-

V eTca B ctpaterum policy map, nepeps yaaneHmem cnegyer
y4anuTb HasHauyeHue wWwabnoHa crpaterum: no police
aggregate aggregate-policer-name.

V [eiicTByeT TONbKO ANA pexxuma qos advanced.

Napamertp policed-dscp-transmit no3sonseT npu npesbl-
LWweHUn 3HayeHna committed_rate unu peak_rate nepe-
AaTb NaKeT Aanblue, USMEHUB B HemM MeTKy dscp, KoTo-
V pas HacTpamBaeTcA KomaHAoW qos map policed-dscp ¢
AONONHUTENbHbIM aprymeHTom violation B cnyuyae c
peak_rate. Mpwu atom npu npesbilueHnn committed_rate
n peak_rate moXXHO HacTpanBaTb pasHbie 3HaYeHuA dscp.

Ypansaet wabaoH HaCTPOEK PerynnmpoBaHmn CKOPOCTU KaHana.
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qos aggregate-policer
aggregate_policer_name pps
committed_rate_pps
committed_burst_packet
[exceedaction {drop |
policed-dscp-transmit [peak
peak_rate_pps
peak_burst_packet [violate-
action {drop | policed-dscp-
transmit}]]}]

no qos aggregate-policer
aggregate_policer_name

committed_rate_pps:
(125..19531250) pps;

committed_burst_packet:

(1..19531250) nakeTos;

aggregate_policer_name:

(1..32) cumBonos;
peak_rate_pps:
(125..19531250) pps;
peak_burst_packet:
(1..19531250) naketoB

OnpepgensaeT WabnoH HacTpoeK, KOTOPbI NO3BONAET OrPaHUYNTb
NosIoCy MPOMYCKaHWMA KaHasa M B TO e BpemA rapaHTMpoBaTb
onpezeneHHYo CKOPOCTb Nepeaayn AaHHbIX.

Mpu paboTe ¢ N0N10COM NPONYCKaHUA UCMO/b3YETCA arOPUTM Map-
KUPOBaAHHOMN «KOP3MHbI». 3a4a4el anroputma ABAAeTCcA NPUHATUE
pelweHna: nepeaatb NakeT uan otbépocuTb. MapameTpamu anro-
puTMa ABAATCA ckopocTb noctynneHuna (CIR) mapkepoB B «Kop-
3UHY» U 06bEM (CBS) «KOP3UHBI».

- committed-rate-pps — cpepgHee 3Ha4YeHMe CKOPOCTU TpaduKa B
pps;

- excess_burst_packet — pasamep caepuBaloLLero nopora B nake-
Tax;

- drop — naket byzeT oTOpOLLEH, KOr4a «KOpP3uHa» NepenosiHUTCS;
- policed-dscp-transmit — npy nepenosHeHNn KKOP3UHbI» 3Haye-
Hue DSCP 6yget nepeonpegeneHo.

Henb3s yaanutb WabnoH HaAcTpoeK, ecau OH UCNO/b3y-

V eTcA B cTpateruu policy map, nepea yganeHmem cheayer
YAAnUTb Ha3HaueHue wWabnoHa crpatermm: no police
aggregate aggregate-policer-name.

V [DeicTByeT TONIbKO ANA pexuma qos advanced.

Napamertp policed-dscp-transmit nossonsaeT npu npesbl-
WeHUn 3HaueHuAa committed_rate unm peak_rate nepe-
V AaTb NaKeT ganblie, Y3MeHUB B HeM MeTKy dscp, KoTo-
pas HacTpamBaeTcAa KomaHAoi qos map policed-dscp ¢
AONONHUTENbHbIM aprymeHTom violation B cayyae c
peak_rate. Mpu atom npu npesblweHnn committed_rate
1 peak_rate MOXKHO HacTpanBaTb pasHble 3HaYeHusA dscp.

Ypanaet wabnoH HaACTpOeK peryamposaHMA CKOPOCTU KaHana.

qos map policed-dscp
[dscp_list]

no qos map policed-dscp
[dscp_list]

dscp_list: (0..63)
dscp_mark_down: (0..63)
Mo ymonyaHuio Tabamua
NMOBTOPHOM MAPKMUPOBKU
ABNAETCA NYCTOM, TO eCcTb
3HayeHunAa DSCP gna scex

BXOOALLMX NAKETOB
OCTaAOTCA HEM3MEHHbIMU

3anonHset Tabaunuy nepemapkuposku DSCP. [na BxoasaLwmx nake-
TOB C yKa3aHHbIMK 3HavyeHnamu DSCP 3agaeT HoBOe 3HayeHue
DSCP.

- dscp_list — onpeaenset po 8 3HayeHuit DSCP, 3HaueHuA pasgens-
10TCA 3HaKom npobena;

- dscp_mark_down — onpegenseTt HoBoe 3Ha4yeHue dscp;

- violation —3agaTb HoBOe 3HaueHMe DSCP B nakeTe Npu npesbiLle-
HUW 3HaYeHuA peak_rate.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

YcTaHaBAMBaeT 3HAYeHUA No YMONYaHUIO.

wrr-queue cos-map queue_id
cosl1...cos8

Nno wrr-queue cos-map
[queue_id]

queue_id: (1..8);
cosl...cos8: (0..7);
3HayveHus CoS no
YMONYaHUIO Ana
ouepenen:
CoS=1-ouepegp 1
CoS =2 — ouepepp 2
CoS =0-ouepegp 3
CoS =3 —ouepegb 4
CoS =4 —ouepegb 5
CoS =5—ouepesb 6
CoS =6 —ouepeab 7
CoS =7 —ouepeab 8

Onpegenset 3HaueHus CoS ana ovepeseit ncxogawero Tpaduka.

YcTaHaBAMBaeT 3HaYeHuA no YMONYaHULO.

wrr-queue bandwidth
weight1..weight8

no wrr-queue bandwidth

weight: (0..255)/1
Mo ymonuaHmio Bec
KasKgoM oyepeam paseH 1

MpuceanBaeT BEC UCXOAALMM O4YepesaM, UCMOb3yemMblii Mexa-
Huamom WRR (Weighted Round Robin — BecoBoit mexaHu3m pac-
npeaeneHns HarpysKku).

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYaHUIO.
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priority-queue out
num-of-queues
number_of queues

no priority-queue out
num-of-queues

number_of_queues: (0..8)
Mo ymonuaHuto Bce
oyepean obpabaTbiBalOTCA
no anropuTmy «strict
priority».

3a4aeT KONMYECTBO NPUOPUTETHBIX OYepeael.
V Ona npuoputeTtHoii ouepeamn sec WRR 6yaeT urHopupo-

BaTbCA.
Ecnu 3apaetca otanuHoe ot «0» 3HauyeHue N, To cTaplumne
N ouepepgeit 6yayT npuoputeTHbiMM (He ByayT yyacTso-
BaTb B WRR).
Mpumep:
0: Bce ouepeau paBHONPaBHbI;
1: cemb mnagwmnx ovepegei yyactsytotr B WRR, 8-aa He
y4yacrByer;
2: wecTb Maagwmx oyepeaen yyacrsytor 8 WRR, 7, 8 He
y4acrBylorT.

YcTaHaBAMBaeT 3HaYeHne No YMONYAHUIO.

gos map enable {cos-dscp |
dscp-cos}

no gos map enable
{cos-dscp | dscp-cos}

-/BbIK/OYEHO

Mcnonb3osaTtbh 3agaHHylo Tabauuy nepemapKMpoBKM O AoBe-
PeHHbIX MOPTOB KOMMYyTaTOpa.

He ncnonb3osath TabnLy NepeMapKUPOBKM.

qos map dscp-cos dscp_list to
cos

no qos map dscp-cos [
dscp_list ]

dscp_list: (0..63);
cos: (0..7)

3anonHuTb Tabamuy nepemapknpoBku DSCP. 3ameHsaeT 3HayeHue
DSCP Ha CoS.

YcTaHaBAWBaeT 3HaYeHne No YMOAYAHUIO.

gos map cos-dscp cos to
dscp_list

no gos map cos-dscp [ cos ]

dscp_list: (0..63);
cos: (0..7)

3anonHUTbL Tabanuy nepemapkupoBku CoS. 3ameHAET 3HaYeHue
CoS Ha DSCP.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

qos map policed-dscp
dscp_list to dscp_mark_down

no qos map policed-dscp
[dscp_list]

dscp_list: (0..63)
dscp_mark_down: (0..63)
Mo ymonyaHuio Tabanua
NMOBTOPHOM MAaPKMUPOBKU
ABAAETCA NYCTOM, TO eCTb
3HayeHunAa DSCP gna scex

BXOOALLMX MNAKETOB
OCTalOTCA HEM3MEHHbIMM

3anonHset Tabaunuy nepemapkuposku DSCP. [Ina BXoAaWwmx nake-
TOB C yKa3aHHbIMK 3HavyeHuamn DSCP 3agaeT HOBoe 3HayeHue
DSCP.

- dscp_list —onpepenset go 8 3HaueHnin DSCP, 3HayeHuA pasaens-
10TCA 3HaKom npobena;

- dscp_mark_down — onpefenset HoBoe 3HavyeHwue dscp.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

YcTaHaBAMBaET 3HAYEHUE MO YMONYAHUIO.

gos map dscp-queue dscp_list
to queue_id

no qos map dscp-queue
[dscp_list]

dscp_list: (0..63)
queue_id: (1..8)
3HaYeHUA NO YMONYAHUIO:
DSCP: (0-7), ouepegp 1
DSCP: (8-15), ouepeab 2
DSCP: (16-23), ouepeab 3
DSCP: (24-31), ouepeap 4
DSCP: (32-39), ouepeap 5
DSCP: (40-47), ouepeab 6
DSCP: (48-55), ouepeab 7
DSCP: (56-63), ouepeab 8

YcTaHaBAMBaeT COOTBETCTBME Mexay 3HaveHuamm DSCP Bxoas-
LLMX NAKETOB M oYepesaMu.

- dscp_list — onpeaenset go 8 3HaueHnin DSCP, 3HayeHuWA pasgens-
1oTCA 3HaKom npobena.

YcTaHaBAMBaeT 3HAYeHUA No YMONYaHUIO.

qos trust {cos | dscp |
cos-dscp}

no qos trust

-/cos

YcTaHaBAMBAET PeXMM J0BEPMA KOMMYTaTopa B 6a30BOM pexnme
QoS (CoS nan DSCP).

- COS — YCTaHaB/MBAET KNacCUPUKALMIO BXOAALLMX MAKETOB MO 3Ha-
yeHuam CoS. 1na HeTerMpoBaHHbIX NAKETOB UCNONb3yeTCA 3Haye-
Hue CoS no ymonyaHuio;

- dscp — ycTaHaBAMBAET KAacCUPUKALMIO BXOAALWMX NAKETOB MO
3HayeHmam DSCP.

- cos-dscp — ycTaHaB/AMBAET KNAaCCUOUKALMIO BXOAALLMX MAKETOB
no 3HayeHuam DSCP ans IP-naketoB n no 3HayeHuam CoS ana He
IP-nakeTos..

V [eiicTByeT TONbKO ANA peXxuma qos basic.

YcTaHaBAMBaeT 3HaYeHuA no YMONYaHUIO.
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qos dscp-mutation

no qos dscp-mutation

Mo3BonAaeT NPUMeHUTb TabanLy M3MeHeHUI dscp K COBOKYNHOCTH
dscp-aoBepeHHbIX NOPTOB. Mcnonb3oBaHWe TabauLbl USMeEHeHW
no3sosiAeT nepesanucaTb 3HaYeHua dscp B IP-nakeTax Ha HoBble
3HayeHus.
V MNpumeHutb TabAULy wu3MmeHeHnit DSCP BO3MOXHO
TO/IbKO ANA BXoaALliero Tpadpuka A0BepeHHbIX NOPTOB.

V [eicTByeT TONIbKO ANA pexuma qos basic.

OTmeHsAeT ucnonb3oBaHue KapTbl N3MEHeHUN dscp.

qos map dscp-mutation
in_dscp to out_dscp

no qos map dscp-mutation
[in_dscp]

in_dscp: (0..63),
out_dscp: (0..63)

Mo yMmon4aHUio KapTa u3-
MEHEHUI ABNAEeTCA NyCToN,
TO ecTb 3HayeHunA DSCP gna

BCEX BXOAALLMX NAKETOB

OCTalOTCA HEM3MEHHbIMM

3anonHseT Tabavuy nepemapkmnpoBku DSCP. [ins Bxoaawmx nake-
TOB C YKa3aHHbiMK 3HayeHnamu DSCP 3apaeT HOBble 3HauyeHMUA
DSCP.

- in-dscp — onpepenseT no 8 3HayeHuit DSCP, 3HaueHua pasgens-
1oTCA 3HaKom npobena;

- out-dscp — onpegenseT go 8 HOBbIX 3HayeHuit DSCP, 3HauyeHuA
pasgenstoTcs 3Hakom npobena.

YcTaHaBAMBaeT 3HAYeHUA no YMONYaHUIO.

rate-limit vlan vian_id rate
burst

no rate-limit vlan vian_id

vlan_id: (1..4094);
rate: (3..57982058) K6uT/c;
burst: (3000..19173960)
6anT/128 KbanT

YcTaHaBAMBAET OrpaHUYEHNE CKOPOCTU ANA BXoAAwero Tpaduka
onsA 3agaHHon VLAN.

-vlan_id — Homep VLAN:

- rate — cpeaHAs ckopocTb TpaduKa (CIR);

- burst — pasmep caep)KuBatoLwero nopora (orpaHu4eHne ckopo-
cTu) B banTax.

CHUMaET orpaHnYeHne CKOPOCTM BXoaaLero TpaduKa.

rate-limit vlan vian_id
pps rate_pps burst_packet

no rate-limit vlan vian_id

vlan_id: (1..4094);
rate_pps: (125.. 19531250)
pps
burst_pps: (1..19531250)
nakeTos

YCTaHOBUTbL OrpaHUYEHNE CKOPOCTM O/1s BXOAsALLero Tpaduka gns
3agaHHoM VLAN.

-vlan_id — Homep VLAN:

- rate_pps — KONNYECTBO MaKeTOB B CEKYHAY.

- burst_packet — pasmep caepxuBatolLero nopora (orpaHuyeHune
CKOPOCTM) B NaKeTax.

CHATb orpaHu4yeHmne CKopocTn exoaauiero Tpad)MKa.

traffic-limiter mode {kbps |
pps}

/kbps

YCTaHOBUTb peXKMM paboTbl orpaHMyeHnsa TpaduKa.
- kbps — orpaHunuyeHue BXxoaAWMX KUNOBUT B CEKYHAY;
- ppS — OrpaHNYeHune BXOAALLMX MAKETOB B CEKYHAY;

V [laHHaA KomaHAa U3MeHsAeT peXxum paboTbl Ana cnegy-
towero ¢pyHKUMOHana: storm-control, rate-limit, rate-
limit vlan, police, qos aggregate-policer.

Bbl6paHHbIi  peXXum  [ONKEeH  COOTBeTCTBOBaTb

V HacTpoiiKam orpaHuuyeHus TpapuKa MHauye orpaHuue-
HuA TpaduKa He npousoiiger. Hanpumep: KomaHpga
storm-control unicast kbps He 6yaeTr orpaHuumsaTtb
TpaduK, ecnm BeepaeHa KomaHga traffic-limiter mode
PPps.

KomaHObI pexcuma pedakmupo8aHUA CIUCKA Kpumepues KAaccuguKkayuu mpaguka

Bua 3anpoca KOMBH,CI,HOI?I CTPOKU pexXnma penakTtnposaHnA CnUCKa KpuUtepues KﬂaCCMd)I/IKaLI,MM

TpaduKa:

console# configure

console (config)# class-map class-map-name [match-all

console (config-cmap) #

| match-any]
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Tabanua 257 — KomaHAabl pexxnma peaakTMpoBaHUA CrIMCKa KpuTepues Kaaccudukaumm Tpadmka

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

match access-group acl_name

no match access-group
acl_name

acl_name: (1..32)
CUMBOJI0B

[LobasnaeT Kputepuit Knaccudmrkaunm Tpaduka. Onpepenset npa-
BuAa dunbTpaumm Tpaduka no cnncky ACL ana Knaccuopurkaumum.

V [eiicTByeT TONbKO ANA pexxuma qos advanced.

Ypanaer Kputepuii Knaccudmkaumm Tpaduka.

KomaHObI pexcuma pedaxkmuposaHUsa cmpameauu Kaaccugukayuu mpaguka

Bug 3anpoca KOMaHAHOM CTPOKU PEeXKUMaA PeaKTUPOBaHMA CTpaTernMmn Knaccudumkaumm TpaduKa:

console# configure
console (config)# policy-map policy-map-name
console (config-pmap) #

Tabnuua 258 — KomaHap! pexkuma pegakTUpoBaHuMA cTpaTerMm knaccupumkaumm tpaduka

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

class class_map_name
[access-group acl_name]

no class class_map_name

class_map_name:

(1..32) cumBonos;

acl_name: (1..32)
CMMBOJ/I0B

OnpeaenaeT NpaBuao KnaccudurKaLumm TpadurKa U BXOANUT B PEXUM
KOHOUrypaumm npasuaa knaccubukaumm — policy-map class.
-acl_name — onpegenseT npaswuna ¢éunbTpauun Tpaduka no
cnucky ACL gna knaccuoukaumu. Mpu co3gaHnm HOBOro Npasuna
KnaccMdUKaLmMm ONLMOHANbHbIM NapameTp access-group obssaTte-
NeH.

Ona Toro utobbl MCNONBL30BaTb HACTPOMKU cCTpaTerum
V policy-map ana uHTepdeilica, ucnonb3yute KomaHAy

service-policy B pexkume KoHdurypauum nHtepoeiica.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

YpanaeT npasuno knaccudumrkaumm Tpaduka class-map us crparte-
rum policy-map.

KomaHObI pexcuma KoHgu2ypayuu npasuand Kaaccugukayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexknma KoHdUrypaLmm npaBmnaa Knaccuburkaumm:

console# configure
console (config)# policy-map policy-map-name

console (config-pmap) # class class-map-name [access-group acl-name]
console (config-pmap-c) #

Tabnnuya 259 — KomaHabl perkruma KoHbuUrypaumm npasuna Knaccupurkaymm

KomaHoa

3Ha4yeHue/3HayeHue no

ymon4yaHuro

Aeilicmeue

trust

no trust

Mo yMmoN4YaHu1IO pexkum
[OBEPUs He YCTaHOBNEH

OnpepaensieT pexxum AoBepusa K onpegeneHHoMy TUny TpaduKa
COTNacHO rNo6anbHOMY pPexXUMy A0BepUS.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

Ethernet-kommymamopel ceputli MES2300, MES3300, MES53xxA, MES5400-xx, MES5500-32
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set {dscp new_dscp | queue
queue_id | cos new_cos | vlan
vlan_id}

no set

new_dscp: (0..63);
queue_id: (1..8);
new_cos: (0..7);
vlan_id: (1..4094)

YcTaHaBAMBaeT HOBble 3HaYyeHuA ana IP-nakera.
KomaHaa set ABnseTca B3aMMoMUCKAOUaloLWe ¢ Ko-
V MaHZAoI trust ana ogHoM u Toii XKe cTpaternm policy-
map.

Crpaterum policy-map, ucnonb3syowme KOmaHabl set,
V trust uam umetowmin Knaccupukaumio ACL, HasHava-

I0TCA TONbKO ANA UCXOAALMUX MHTEPDEnCcOoB.

V DeiicTByeT TONbKO ANA pexxnuma qos advanced.

Ypanaet HoBble 3HaYeHUA gna IP-nakeTa.

redirect {gigabitethernet
gi_port | tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}

no redirect

gi_port: (1..8/0/1..24);

te_port: (1..8/0/1..32);

hu_port: (1..8/0/1..32);
group: (1..32)

HanpaBnaeT nakeTbl, yAoBneTBOpAOLWME NPaBUAY Knaccuodu-
Kauum TpaduKa, B yKasaHHbIN NOpPT.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

police committed_rate_kbps
committed_burst_byte
[exceed-action {drop | policed-
dscp-transmit [peak
peak_rate_kbps
peak_burst_byte [violate-
action {drop | policed-dscp-
transmit}]]}]

police aggregate
aggregate_policer_name

no police

committed_rate_kbps:
(3..12582912) kbut/c;

committed_burst_byte:

(3000..19173960) 6aiiT;
peak_rate_kbps:
(3..57982058) K6UT/C;
peak_burst_byte:
(3000..19173960) 6auT

Mo3BoNsET OrpaHNYUTL NOAOCY NPONYCKAHMA KaHana.

Mpu paboTe ¢ NONOCOM NPONYCKaHUA UCMOJIb3YETCA aNroPUTM
MApPKUPOBAHHOM «KOP3WHbI». 3afavyeirt anroputma sBAAETCA
NPUHATUE peLLeHuA: nepesaTb NakeT UAM oTbpocuTb. NMapameT-
pamu anropuTma ABAATCA CKOpocTb noctynaenusa (CIR) map-
KepoB B «KOP3MHY» N 06bEM (CBS) «KOpP3UHbI».

- committed_rate_kbps — cpefHee 3HayeHWe CKOPOCTM Tpa-
duKa;

- committed_burst_byte — pa3mep caeprKMBatloLLero nopora B
baiiTax;

- drop — naket byaeT oTbpoLLeH, Korga «KOp3uHa» nepenon-
HUTCA;

- policed-dscp-transmit — npu nepenonHeHUM KKOP3UHbI», 3HA-
yeHune DSCP 6yaeTt nepeonpeseneHo.

- peak — ycTaHOBUTb NOPOroBoe 3Ha4YeHne CKOpocTH TpaduKa
nepeonpeaenieHHbIMU 3HaYeHnamm DSCP;

- volate-action — ycTaHOBUTb AeNCTBME HAA NaKeTom nocse
npeBsblLeHNA NOPOroBOro 3HaYeHUs.

V [eiicTByeT TONbKO ANA pexxuma gos advanced.

Mapametp policed-dscp-transmit nossonser npu
npesbllleHUM 3HauYeHuAa committed-rate wuam

V peak_rate nepeaaTb NakeT ganblue, UI3MEHUB B HEM
MeTKy dscp, KoTopas HacTpanBaeTca KOMAaHAOM qos
map policed-dscp ¢ gononHUTENbHbIM aprymeHTOM
violation B cnyuyae c peak_rate. Mpu atom npu npe-
BbilleHUM committed_rate u peak_rate moXKHO
HacTpauBaTb pa3Hble 3HayeHus dscp.

HasHauyaeT npasuny knaccudukaumm Tpaduka wabnoH
HaCTpoeK, KOTOPbI/ NO3BO/AET OrPaHUYUTL NOAOCY NPONYCKa-
HWA KaHana.

V [eicTByeT TONIbKO ANA pexuma gos advanced.

Ypanser wabnoH HacTPOeK peryiMpoBaHMA CKOPOCTU KaHana
13 npaBuna Knaccudurkaumm Tpaduka.
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police pps committed_rate_pps
committed_burst_packet}
[exceed-action {drop | policed-
dscp-transmit [peak
peak_rate_pps
peak_burst_packet [violate-
action {drop | policed-dscp-
transmit}]]}]

no police

committed_rate_pps:
(125.. 19531250) pps;

committed_burst_packet:

(1.. 19531250) nakeTosB;
peak_rate_pps:
(125..19531250) pps;
peak_burst_packet:
(1..19531250) makeros

Mo3BoNAET OrpaHNYUTb NOAOCY NMPONYCKAHMA KaHana.

Mpw paboTte ¢ NONOCOIN NPONYCKaHUA UCNOJb3YETCA aNrOPUTM
MapKUMPOBAHHOW «KOP3WHbI». 3ajayeit anroputma sBAAETCA
NPUHATUE peLLeHua: nepesaTb NakeT UAM oTbpocuTb. NMapameT-
pamu anropuTma ABAAOTCA CKOpPOCTb noctynaenusa (CIR) map-
KEepoB B «KOP3MHY» N 06BbEM (CBS) «KOp3MHbI».

- committed_rate_pps — cpepHee 3HaYeHNe CKOpOCTU Tpaduka
B PPS;

- committed_burst_packet — pasamep caepXuBatoLLero nopora
B balTax;

- drop — naket 6yaeT oT6poLEH, KOraa «KOp3uHa» nepenon-
HUTCA;

- policed-dscp-transmit — npu nepenoiHeHUn KKOP3UHbI», 3HA-
yeHune DSCP 6yaert nepeonpesgeneHo.

- peak — ycTaHOBUTb NOPOroBoe 3Ha4YeHWe CKopocTH TpaduKa ¢
nepeonpegeneHHbiMn 3HavyeHnammn DSCP;

- volate-action — ycTaHOBUTb AENCTBME HAA NAKeTom nocse
NPeBbIWEHWUA MOPOroBOro 3HAYEHM .

V [elicTBYyeT TONbKO ANA pexuma gos advanced.

Mapametp policed-dscp-transmit nossonser npu
npeBbilEHUM 3HAYeHuA committed-rate wam
peak_rate nepepatb NaKeT Aanblue, USMEHUB B HEM

V MeTKy dscp, KoTopas HacTpanBaeTca KOMaHAO qos
map policed-dscp ¢ gononHUTeNbHbIM aprymeHTOM
violation B cnyuae c peak_rate. Mpwu aTom npu npe-
BbllWeHUU committed_rate w peak _rate MOMKHO
HacTpamBaTb pa3Hble 3HaYeHus dscp.

Ypansaet wabnoH HACTPOeK PeryinpoBaHMa CKOPOCTH KaHana
13 Npasuia Knaccudukaumm tpaduka.

mirror {monitor_session}

no mirror {monitor_session}

monitor_session: 1

YKasaTb HOMep monitor-ceccum Ana 3epKanvpoBaHUA Tpa-
dukKa.

OTMeHUTb 3epKannposaHue.

KomaHObI pexcuma KoHgu2ypayuu npogund qos tail-drop

Bua 3anpoca KOMaHAHOW CTPOKM pexkuma KoHpurypaumm npoduna qos tail-drop:

console# configure

console (config)# gos tail-drop profile profile id
console (config-tdprofile) #

Tabnnuya 260 — KomaHab! perknma KoHourypaumm npoduns qos tail-drop

KomaHda

3HayeHue/3HayeHue
110 YyMOAYAHUIO

Aeiicmeue

port-limit /imit

no port-limit

limit: (0..7576)/25

3apgatb pa3mep NakeTHoOro pasgenAaemoro nyna gna nopta.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

queue queue_id [limit
limit] [without-sharing |
withsharing]

no queue queue_id

limit: (0..7576)/12;
queue_id: (1..8)

M3MeHUTb MapameTpbl ouepeau:

- queue_id — Homep oyepeau;

- limit — KonnyecTBO NakeToB B ouepeau;

- without-sharing — 3anpeTuTtb focTyn K 06Wemy nyny;
- with-sharing — paspewwnTb goctyn K obwemy nyny.

YCTaHOBUTb 3HaYeHue no YMOANYaHUIO.

KomaHObI pexcuma KoHgu2ypauyuu uHmepapelica Ethernet, epynnsl nopmos

Bupa 3anpoca KOMaHAHOM CTPOKU pernma KoHourypauum nutepdeinca Ethernet, rpynnel nopTtos:

console (config-if) #
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Tabnunua 261 — KomaHabl pexkuma KoHourypauum nHtepdelica Ethernet, rpynnsi noptos

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

service-policy {input | output}
policy_map_name [default-
action {deny-any | permit-
any}]

no service-policy {input |
output}

policy_map_name:
(1..32) cumBonos

HasHauaeT nHtepdeliicy ctpaternio Knaccudurkaumm Tpadumka.

- deny-any — ot6pocuTb TpaduK, He NonagatoLmii noa Aenctane
NONUTUKM;

- permit-any — paspelunTb NpoxoxaeHue Tpaduka, He
nonazgatoLero nog AencTamne NOANTUKM.

Ypanaet cTpaTtervio KnaccupuKkaunm tpaduKa ¢ nHtepdeliica.

traffic-shape committed_rate
[committed_burst]

no traffic-shape

committed_rate:
(64..100000000)
Kéut/c;
committed_burst:
(4096..12578880) bainT

YcTaHaBAMBaET OrpaHMYeHne CKOpoCTn A ncxoaaiero Tpaduka
yepes uHTepodeic.

- committed_rate — cpeaHAn CKOPOCTb TpaduKa, KBUT/C;

- committed_burst — pazmep caepKuBatowero nopora (orpaHuye-
HWe cKopocTu) B baliTax.

CHVMMaeT orpaHU4YeHne CKOPOCTU UCXoasALLero TpaduKa Yepes UH-
Tepoelic.

traffic-shape queue queue_id
committed_rate
[committed_burst]

no traffic-shape queue

queue_id: (0..8);
committed_rate:
(64..100000000)
KoUT/C;
committed_burst:
(4096..12578880) 6aitT

YcTaHaBAMBaET OrpaHUYeHne CKOPOCTU TpaduKa Yepes nHTepoelic
ONA ucxoasLel ovepeam.

- committed_rate — cpefHAsa CKOPOCTb TpaduKa, KBUT/C;

- committed_burst — pazmep caepK1BatoLWero nopora (orpaHuye-
HUe CKopocCTK) B baiTax.

CHUMaeT orpaHuyeHune ckopoctn Tpaduka yepes uHTepderc ana

no qos trust

-/BKNIOYEHO

queue_id ncxogALWEen oyepean.
qos trust [cos | dscp | BkntoyaeT 6a30Bbili MexaHM3M (OS ANA UHTepdeiica.
cos-dscp] - €os — NopT AosepsAeT 3HaveHuto 802.1p User priority;

- dscp — nopT gosepsaeT 3HaveHno DSCP 8 IPv4/IPv6-nakeTax;
- cos-dscp — nopT foBepaeT 060Mm ypoBHAM, ogHaKko DSCP nmeet
npuopwuTteT Hag 802.1p.

BbikntoyaeT 6a30BbI MEXaHU3M OS A/1A UHTepdeica.

rate-limit rate [burst burst]

no rate-limit

rate: (64..100000000)
KébuT/C;
burst:
(3000..19173960)
6ainT/128 K6ant

YcraHaBauBsaet orpaHu4yeHmne CKopoctn ana exoaAawero Tpad)VIKa.

CHUMaeT orpaHuYeHne CKOpoCTH BxogsalLero Tpaduka.

rate-limit pps rate_pps
[burst burst_packet]

rate_pps: (125..

19531250) pps

burst_pps: (1..
19531250) nakeTtoBs

YCTaHOB/IMBAET OrpaHMYeHne CKOPOCTH A4/ BXoAdALLero Tpaduka B
pps.

no rate-limit

CHMUMaeT orpaHuYeHne CKOpoCTU BxogsaLLero Tpaduka.

qos cos default_cos

Nno qos cos

default_cos: (0..7)/0

YcTaHaBAMBaeT 3HauYeHue CoS no ymonyaHuio ansa nopta (CoS, npwm-
MeHAeMbIA ANA BCEro HeTerMpoBaHHOIO TpaduKa, NPoxoaALLero
yepes nHTepdeic).

YcTaHaBAMBaeT 3HaYeHne o YMONAYaHUIO.

qos tail-drop profile profile_id

no qos tail-drop profile

profile_id: (1..8)

MpuBA3aTb yKaszaHHbI Npoduab K HTepdeiicy.

Y6paTb NnpuBA3KYy.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica VLAN

BunAa 3anpoca KoMaHAHOM CTPOKM pexxnma KoHourypaumm nHtepdeica VLAN:

console (config-if)#
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Tabnuua 262 — KomaHapl pexxmma KoHopurypauum nHtepoerica VLAN

KomaHoa

3Ha4yeHue/3HavyeHue
o ymon4YaHuro

Aelicmeue

oS cos egress cos

No (qOs Cos egress

cos: (0..7)

YcTaHaBAMBaeT 3HadYeHWe napameTpa noaa npuoputeta 802.1p
01 UCXOAALLErO TErMpoBaHHOro Tpaduka, GopMUpyemMoro LeH-
TPa/sibHbIM NPOLLECCOPOM.
Mpu oTcyTcTBMM KOMaHAbI 3HauyeHue cos byaer nony-
V YEHO U3 HAaCTPoeK KoOMaHp, ip tx-user-priority value nam
ipv6 tx-user-priority value.

YCTaHOBUTb 3HaYeHME N0 YMOIYAHMUIO.

KomaHObl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console#

Tabnunua 263 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/3HayeHue
0 yMon4YaHuo

Aelicmeue

show qos

MokasbiBaeT pexxnm QOS, HaCTPOEHHbIN Ha ycTpolicTee. B 6aso-
BOM PeXMME MNOKa3blBaeT «A0BEPEHHbIN» pexum (trust mode).

show class-map
[class_map_name]

class_map_name: (1..32)
cumBona

MoKa3blBaeT CNUCKK KpuTepmes KnaccuduKkaumm Tpaduka.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

show policy-map
[policy_map_name]

policy_map_name:
(1..32) cumBona

MokasbiBaeT nNpasuaa Knaccuduraumm Tpaduka.

V [DeiicTByeT TONbKO AnA pexxuma qos advanced.

show qos aggregate-policer
[aggregate_policer_name]

aggregate_policer_name:

(1..32) cumBona

MoKa3biBaeT HACTPOMKM CpeaHelt CKOPOCTU UM OrpaHUYeHus no-
NOCbl MPONYCKaHWUA 4NA NpaBua Knaccudukaumm Tpaduka.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

show gos interface [buffers |
queuing | policers | shapers]
[gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1..8/0/1..32);
group: (1..32);
vlan_id: (1..4094)

MokasbiBaeT QoS-napameTpbl AnA MHTepdeica.

- vlan_id — Homep VLAN;

- te_port — Homep nHTepdeiicos Ethernet XG1-XG12;

- group — Homep rpynnbl NOPTOB;

- buffers — HacTpoikun bydepa gna ouepeneit HTepodelica;

- queueing — anroputm 06paboTkmn ouepeaen (WRR mnam EF), Bec
ana WRR-ouepegneit, Knaccbl 0bCnykuBaHua Ana odepepen u
npuopwutet ana EF;

- policers — ckoHdUrypupoBaHHble cTpaTerMm KnaccuduKaumm
TpaduKa gns nHtepdelica;

- shapers — orpaHuyeHne ckopocT ans ncxogsailero Tpaduka.

show qos map [dscp-queue |
dscp-dp | policed-dscp |
dscp-mutation | dscp-cos |
cos-dscp]

MoKa3blBaeT MHPOPMALMIO O 3aMeHe NoJsieil B NaKeTax, UCNosib-
3yembix QOS.

- dscp-queue — Tabanua cootsetcTeus DSCP 1 ouepegei;

- dscp-dp — Tabnnua cootsetcTeua metok DSCP u npuopuTeta
cbpoca (DP);

- policed-dscp — Tabaunua nepemapkuposku DSCP;

- dscp-mutation — Tabanua nsmeHeHms DSCP-to-DSCP;

- dscp-cos — Tabnnua nsmeHeHui dscp-cos;

- cos-dscp — TabamLa M3meHeHu cos-dscp.

show qos tail-drop

MpocmoTp napameTpos tail-drop.

show qos tail-drop
gigabitethernet gi_port |
tengigabitethernet te_port
hundredgigabitethernet
hu_port

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1..8/0/1..32);

Mpocmortp tail-drop nHpopmaLmm no KOHKPeTHOMY MopTy (BCem
noprtam).
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show qos tail-drop unit unit_id

MpocmoTp tail-drop MHGOpPMauUKM NO KOHKPETHOMY YCTPOWCTBY B

unit_id: (1..8) crexe

[pumepbl 8b1M0AHEHUS KOMAHO

Bkntountb pexkum QoS advanced. Pacnpegenutb Tpaduk no odyepeasm, naketbl ¢ DSCP 12 B
nepsyto ovepeapb, naketbl ¢ DSCP 16 Bo BTOpY0. Bocbmas ouepeab — npuoputeTHasa. Co3gaTb cTpa-
Terno knaccuodukaumm Tpadmka no cnmucky ACL, paspewatowemy nepegady TCP-naketos ¢ DSCP
12 1 16 ¥ orpaHMYMBalOLLYIO CKOPOCTb — cpeaHaa ckopocTb 1000 K6uT/c, nopor orpaHuyeHma
200000 6aiT. Ucnonb3oBaTb AaHHYHO CTpaTernto Ha nHtepdencax Ethernet 14 n 16.

console#

console# configure

console (config)# ip access-list tcp ena

console (config-ip-al)# permit tcp any any any any dscp 12
console (config-ip-al)# permit tcp any any any any dscp 16
console (config-ip-al)# exit

console (config)# gos advanced

console (config)# qgos map dscp-queue 12 to I

console (config)# gos map dscp-queue 16 to 2

console (config)# priority-queue out num-of-queues I
console (config)# policy-map traffic

console (config-pmap) # class classl access-group tcp ena
console (config-pmap-c) # police 1000 200000 exceed-action drop
console (config-pmap-c) # exit

console (config-pmap) # exit

console (config) # interface tengigabitethernet 1/0/14
console (config-if) # service-policy input traffic

console (config-if) # exit

console (config) # interface tengigabitethernet 1/0/16
console (config-if) # service-policy input traffic

console (config-if) # exit

console (config) #

5.29.2 Cmamucmuka QoS

KomaHObI pexcuma 2a06anab6Hol KoOHpu2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHoOM KOHOUrypaumm:

console (config) #

Tabnunua 264 — KomaHabl pexkuma rnobanbHoM KoOHGUrypauum

3HayeHue/3HayeHue
Mo yMmoa4YaHuo

KomaHoa Aelicmeue

qos statistics aggregate-policer
aggregate_policer_name

no qos statistics
aggregate-policer
aggregate_policer_name

aggregate_policer_name:
(1..32)
CMMBO/10B/BbIKNOYEHO

Bkntouaet QOS-CTaTVICTMKy Nno OorpaHnN4YeHU0O NonocC nponycka-
HUA.

OTkntovaer QOS-CTaTVICTVIKy no OorpaHNU4YeHUo NoaoC NponycKa-
HUA.

qos statistics interface

no qos statistics interface

-/BbIK/IOYEHO

BKkntouaeT cbop QOS-CTaTUCTUKM Ha BCex MHTepdelicax.

BbikntoyaeT cbop QOS-CTaTUCTUKM HA BCex MHTepdelicax.
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KomaHObi pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 265 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/ 3HayeHue
no ymon4yaHuro

Aelicmeue

clear qos statistics

OyuLLaeT cTaTUCTUKY QOS No Bcem MHTepdeicam.

clear gos statistics interface
gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6)

OumuiaeT ctaTucTMKy QOS yKasaHHOro nHTepodeiica.

show qos statistics

MokasbiBaeT cTaTUCTMKY QOS no Bcem MHTepdelicam.

show qos statistics interface
gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6)

MoKa3blBaeT cTaTUCTUKY QOS yKasaHHOro nHTepodelica.

5.30 KoHdurypauma npoToKON0B MapLUpyTU3aLmum

5.30.1 KoHjpuz2ypayua cmamuyeckoli mapwpymu3ayuu

CTaTnuyeckana MapLipyTmMsauma — BUA MapLUpyTM3aumMmn, NpyM KOTOPOM MapLUpyTbl YKa3blBalOTCA B
ABHOM BUAE NPU KOHIUTYpaLuUmM mapLlipyTnsaTopa. Bca mapLipytnsauma npm sTom nponcxoguT 6es yyactus
KaKnx-1mbo NpoToKON0B MapLUPYTU3aLIUN.

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabnuua 266 — KomaHabl pexknma rnobanbHON KOHPUrypawumm

KomaHoa

3HayeHue/ 3HayeHue
no ymon4aHuro

Aelicmeue

ip route prefix prefix_length
{reject-route | gateway
[metric metric] [track track
number]}

no ip route prefix prefix_length
{reject-route | gateway}

prefix: (A.B.C.D);
prefix_length: (A.B.C.D
nwan /n);
gateway: (A.B.C.D)
metric (1..255)/1;
track_number: (1..64)

Co3pfaeT cTaTM4ecKoe NPaBUIO MapLIPYTU3aLUN.

- prefix — IP-apgpec ceTM HazHauyeHus;

- prefix_length — macka npedpuKca HasHaYeHUA UK eé ANnHa;

- reject-route — 3anpeLiaeT MapLpPYTU3aLMIO K CETU HasHaYeHuA
Yepes Bce LWIO3bI;

- gateway — IP-agpec wnto3a ANA JOCTYNa K CETU Ha3HaYeHus;

- metric — MeTpUKa ANA AAHHOTO MapLIpyTa;

- track_number — Homep track ob6beKTa, onpeaensatowero cocros-
HWe maplpyTa (up nam down).

Yaanaet npasuno us Tabamubl CTaTUYECKO MapLLIpyTU3aLmUK.
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KomaHObi pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 267 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/ 3HayeHue

Aelicmeue
10 yMoAYaHuto

show ip route [connected |
static | address ip_address
[mask | prefix_length]
[longer-prefixes]]

MokasbiBaeT TabauLy MapLIpyTU3aLMKM, YA0BNETBOPAIOLLYIO 3aJaH-
HbIM KpUTEPUAM.

—connected — NOAK/IOYEHHbIN MapLPYT, TO CTb MapLLPYT, B3ATbIN
- C HENOCPEACTBEHHO NMOAKMOYEHHOTO U QYHKLMOHWPYIOLLEro UHTep-
delica;

— static — cTaTMyecKuii MapLIpyT, NPONUCaHHbIN B Tabanue mapLipy-
TM3auuun.

[pumep 8b1M10AHEHUS KOMAHObI

= [lokasaTb Tabavuy mapLipyTUsaLmm:

console# show ip route

S 10.9.1.0/24
S 10.9.1.0/24
S 172.1.1.1/32

Maximum Parallel Paths: 2 (4 after reset)

Codes: C - connected, S - static

C 10.0.1.0/24 is directly connected, Vlan 1

[5/2] via 10.0.1.2, 17:19:18, Vlan 12
[5/3] via 10.0.2.2, Backup Not Active
[5/3] via 10.0.3.1, 19:51:18, Vlan 12

Tabnnua 268 — OnucaHune pesysibTaTa BbINOJHEHMUA KOMaHAbI

Mone OnucaHue
MoKa3biBaeT NPOMCXOXKAEHNE MapLIpyTa:
C C — Connected (MapLpyT B3AT U3 HEMNOCPEACTBEHHO NOAKAOUYEHHOTO U QYHKLUOHMPYIO-
wero nHTepdelica),
S — Static (cTaTuyecKuMit MapLwpyT, NPONMCaHHbIM B Tabanue mappytnsaumm).
10.9.1.0/24 Agpec cetu.
MepBoe 3HayeHMe B CKOOKax — aAMUHUCTPATMBHAA AUCTAHLMA (CTENeHb A0BEPUA MapLu-
[5/2] pyTM3aTopy, YEM YMCANO Bbille, TEM MEHbLUE J0BEPUE K MCTOUYHUKY), BTOPOE YUCIO — MET-
puKa maplipyTa.
via 10.0.1.2 OnpepaenseT IP-agpec cnefyowero mapLupyTM3aTopa, Yepes KOTopbld NPOXOAUT MapLu-
o pyT 40 ceTu.
00:39:08 Onpeaenset Bpema nocnegHero 06HOBAEHMA MapLipyTa (4acbl, MUHYTbI, CEKYHAbI).
Vlan 1 Onpepaenset nHTepoeiic, Yepes KOTOPbIM NPOXOAUT MAPLIPYT A0 CETU.

KomaHObI pexcuma KoHguaypayuu VRF

Bupg 3anpoca KOMaHAHOM CTPOKK pernma KoHourypaumm VRF:

console (config-vrf) #
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Tabnuua 269 — KomaHap! pexxmma KoHopurypaumnm VRF

3HayeHue/ 3Haye-
Komanda Hue no ymonya- Aelicmsue
HULO
ip route prefix {mask | pre- Co3pgaTb CTaTUYECKOe NPaBMI0 MapLpyTU3aLLUK.
fix_length} {gateway [met- - prefix — ceTb HazHayeHusa (Hanpumep, 172.7.0.0);
ric distance] - mask — macKka cetu (B popmaTte OECATUYHOM CUCTEMBI MCHUCAE-
HuA);
prefix_length: (0..32); | - prefix_length — npeduKc macku ceTu (KONMYecTBO eauHUL, B

distance (1..255)/1 macke);
- gateway — W03 ANA AOCTYNA K CETU Ha3HaYeHus;

- distance — Bec mapLpyTa.

no ip route prefix {mask | YpanuTe npasuao 13 Tabmubl CTaTUYECKOM MapLIpyTU3aLmu.
prefix_length} {gateway}

ip default-gateway {gate- 3afaTtb A4NA KOMMYTaTOpa aApec Wko3a No ymonyaHuio yepes VRF.
way} —/Wwn03 no ymonya-

no ip default-gateway HUIO He 3a4aH YAanuTb HazHauYeHHbIN aApec LW03a Mo YMOSYAHUIO.

{gateway}

KomaHOb1 pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#

Tabnunua 270 — KomaHabl pexxkuma EXEC

3HayeHue/ 3Haye-
Komanda Hue no ymonya- Aelicmsue
HULO

show ip route [connected | MokaszaTtb TabanLy MapLpyTU3aLmm, ya0BNETBOPAIOLWYO 3a4aHHbIM
vrf vrf_name | static | ad- Kputepuam.
dress ip_address [mask | - connected — NOAKNIOYEHHbIV MAPLLPYT, TO €CTb MappyT, B3ATHIN C
prefix_length] [longer-pre- HenocpeacTBEHHO MOAKNOYEHHOTO U QYHKLUOHUPYIOLLErO UHTEp-
fixes]] — deiica;

- static — cTaTMyeckuin MmapLpyT, NPONMCaHHbIM B Tabanue maplipy-

TM3auuu;

- vif — 06nacTb BMPTYanbHOW MapLipyTM3aLMK, B KOTOPOW Haxo-

ANTCA MapLpyT.

5.30.2 Hacmpoliika npomokona RIP

MpoTtokon RIP (aHrn. Routing Information Protocol) — BHYTpeHHWI1 NPOTOKOA, KOTOPbIM No3BOASET
MapLLpyTM3aTopam AMHAMUYECKM ODBHOBAATb MapLUpyTHYO MHGOPMaALMIO, NOAyYaa ee OT COCEeAHWUX
MapLLpyTU3aTOPOB. ITO OYEHb NPOCTOM NPOTOKOJ1, OCHOBAHHbIM Ha NPUMEHEHWUWN AUCTAHLMOHHONO BEKTOPA
MapLpyTn3aumn. Kak AnCTaHLMOHHO-BEKTOPHbIA npoTokon, RIP nepuogmyecku nocbliaeT o6HOBAEHMA
MeXay cocefamu, CTpoA, TakMm obpa3om, Tomonoruio cetn. B Kaxkaom obHOBAeHMM nepepaetca
MHbOPMaLMA O AUCTaHLMM [0 BCEX CETeM Ha coceaHui mapupytusatop. KommyTaTop noaaepskuBaet
npotokon RIP Bepcum 2.

KomaHObI pexcuma 2a06asb6Hol KoOHpuU2ypayuu

Bupa 3anpoca KOMaHAHOM CTPOKK B pexume rn1ob6anbHOMN KoHdUrypaumm:

console (config) #
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Tabnunua 271 — KomaHabl pexknma rnobanbHOM KoOHGUrypaumm

3HayeHue/3HayeHue
no yMmoA4YaHuio

KomaHda Aeiicmeue

router rip Bxog, B pexxum KoHourypaumm npotokona RIP.

no router rip YaaneHue rnobanbHoi KoHdUrypauum npotokona RIP.

KomaHObI pexcuma KoHgu2ypayuu npomokosad RIP

BuAa 3anpoca KOMaHAHOWM CTPOKMU:
console (config-rip)#

Tabnnuya 272 — KomaHabl pexkmuma KoHourypaumm npotokona RIP

KomaHda

3HayeHue/3HayeHue
no yMmoa4aHuo

Aeiicmeue

default-metric [metric]

no default-metric

metric: (1..15)/1

YcTaHaBAMBaET 3HaYeHMEe METPUKM, C KOTOPOM ByayT aHOHCH-
pOBaTbCA MapLUPYTbl, MO/NYYEHHblE APYFMMU MPOTOKONAMM
MapLlupyTusaumn. bes napameTpa yctaHaB/AMBaEeT 3HaYeHue o
YMONYaHMIO.

YcTaHaBAMBaeT 3HaYeHWe MO YMOAYAHUIO.

network A.B.C.D

A.B.C.D: IP-appec

YcTaHasnuBsaeT IP-agpec nHtepdeiica, KotTopblit byaeT yyacTso-
BaTb B NpoLLecce MapLpyTU3aumm.

no network A.B.C.D uHTepdenca Ypanset IP-agpec nHtepdelica, Kotopbli byaeT yyacTBoBaTh B
npouecce MapLpyTM3aLmu.

redistribute {static | PaspelwaeT aHOHcMpoBaHMe mappyTtos Yyepes RIP.

connected } [metric - 6e3 napameTpoB — O3HayaeT, Yto byaeT MCnonb3oBaTbCA

transparent] default-metric npy aHOHCMPOBaHMM MapLLpPYTOB;
- metric transparent — o3HavaeT, YTo HyAET UCNONBL30BATLCA

- METPUKA U3 TabAnLbl MapLLPYTU3aLUM.

no redistribute {static | 3anpelaeT aHOHCMPOBaAHUE CTaTUYECKUMX MapLUpPyTOB yepes

connected} [metric RIP.

transparent] - metric transparent — 3anpeLaeT UCNO/Jb30BaTb METPUKY M3
TabAnLbl MapLLpyTU3aLUK.

redistribute ospf [metric metric: (1..15, Paspelwaet aHoHcupoBaHne OSPF-mapwpyTos yepes RIP.

metric | match type |
route-map route_map_namel

transparent)/1;
match: (internal,
external-1, external-2);
route_map_name:
(1..32) cumBona

- type — Npon3BOANTb aHOHCUPOBAHME TO/IbKO A/1A YKa3aHHbIX
TMnos OSPF-mapLupyTos;

- route-map_name — NpPoOV3BOAWUTb aHOHCMPOBAHWE MapLIpy-
TOB nocne ux GunbTpaL MM Yepes yKasaHHyto route-map;

redistribute bgp metric [metric
| transparent]

no redistribute bgp metric
[metric | transparent]

metric: (1..15,
transparent)/1

Pa3spewaet aHoHcupoBaHue BGP-mapwpyTos yepes RIP.

- metric — 3Ha4YeHne MEeTPUKN 413 UMNOPTUPYEMbIX MapLu-
pyTOB;

- metric transparent — o3Ha4aeT, 4To byAeT UCNONb30BaTbCA
MeTpMKa U3 TabnLbl MapLLpyTU3aL M.

be3 napameTpos 3anpelyaet aHOHCMpPOBaHMe maplupyTos BGP
yepes RIP. B cnyyae ykasaHWA napameTpa BO3BpaLLAeT ero ae-
donTHOe 3HaueHwe.

redistribute isis [/eve/] [match
match] [metric metric]
[transparent]

no redistribute isis [/evel]
[match match] [metric metric]

level: (level-1, level-2,
level-1-2)/level-2;
match: (internal,
external);
metric: (1..15,
transparent)/1

Pa3spewaet aHOHCcUpoBaHume IS-IS mapwpyTos yepes RIP.

- level — ycTaHOBUTb, U3 KaKoro ypoBHA IS-IS byayT aHOHCK-
pOBaTbCA MAPLLPYTbI;

- match —npon3BOAUTb AHOHCUPOBAHME TO/IbKO A1 YKA3aHHbIX
TMnos IS-IS mapwpyTos.

be3 napameTpoBs 3anpeLLaeT aHOHCMPOBaHUE mappyTos IS-IS
yepe3 RIP. B cnyyae yKasaHuAa napameTtpa BO3BpallaeT ero

[transparent] aedonTHoe 3HayeHue.

shutdown BbikntoyatoT npouecc mapLpytusauum no npotokony RIP.
no shutdown /Briovero BkAatoyatoT npouecc mapwpyTtmsaunm no npotokony RIP.
passive-interface JaKnioueHo OTKNOYNTL OBHOBNEHMA MAPLLIPYTU3ALMU.

no passive-interface

BKIOUUTL O6HOBNEHWA MapLLPYTU3aLUK.
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default-information originate

no default-information
originate

[eHeprpoBaTb MapLLPYT MO YMOYAHUIO.
BoccTaHOBMTb 3HaUEHME MO YMOYaHMIO.

-/MapLpyT He
reHepupyercs

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica IP

Bug, 3anpoca KOMaHAHOW CTPOKMK:
console (config-ip) #

Tabanuya 273 — KomaHabl perkmuma KoHourypaumm nHtepdelica IP

KomaHda

3HayeHue/ 3HayeHue
no ymon4aHuio

Aelicmeue

ip rip shutdown

no ip rip shutdown

-/BKIOYEHO

BbIKAOYAKOT Npouecc mapLpyTmsaumnm no npotokony RIP Ha aaH-
HOM uHTepdeiice.

BkAatoyatoT npouecc mapwpytmsaummn no npotokony RIP Ha gaH-
HOM MHTepodeiice.

ip rip passive-interface

no ip rip passive-interface

Mo ymonyaxuio
oTnpaBKa 06HOBNEHMUI
BK/IlOYEHA

BbikntoyaeT oTnpaBKy 0bHOBAEHWI Ha nHTepdeiice.

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

ip rip offset offset

no ip rip offset

offset: (1..15)/1

[ob6aBnaet cmeLLeHMeE K METPUKE.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

ip rip default-information
originate metric

no ip rip default-information
originate

metric: (1..15)/1;
Mo ymon4yaHuo
dYHKLMA OTKAOYEHA

YcTaHaBAMBaeT METPUKY 418 MapLUpyTa N0 YMOYaHUIO TPAHCAU-
pyemoro yepes RIP.

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIKO.

ip rip authentication mode
{text | md5}

no ip rip authentication mode

Mo ymon4yaHuio
ayTeHTUdMKaumA
OTK/IOYEHa.

BkntoyaeT ayTeHTUOUKaumio B RIP 1 onpepenseT ee Tvn:
- text — ayTeHTUGUKALMA OTKPbLITbIM TEKCTOM;
- md5 — ayTeHTMdUKaumm MD5.

YcTaHaBAMBaEeT 3HAYEHNE MO YMONYAHUIO.

key_chain

ip rip authentication key-chain

no ip rip authentication
key-chain

key_chain: (1..32)
CUMBOIOB

Onpegenset Habop KAlouyel, KOTOPbIM MOMKET MCMOo/b30BaTbCA
ANA ayTeHTUdMKauun.,

YcTaHaBAMBaeT 3HaYeHue no YMO4YaHUIO.

ip rip authentication-key
clear_text

no ip rip authentication-key

clear_text: (1..16)
CUMBOJI0B

OnpegaenseT KoY Ana ayTeHTUGUKALUM OTKPLITbIM TEKCTOM.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

ip rip distribute-list access
acl_name

no ip rip distribute-list

acl_name: (1..32)
CMMBOOB

YcTaHasauBaeT cTaHAapTHbIN IP ACL ans GunbTpaLmMm aHoHCUpY-
€MbIX MapLLpPYyTOB.

YcTaHaBAnBaeT 3HaYeHWe No YMOYAHUIO.

KomaHOwbi pexcuma Privileged EXEC

Bupa 3anpoca KomMaHAHOM CTPOKK B pexxkume Privileged EXEC:

console#

Tabnnua 274 — KomaHabl perkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ip rip [database |
statistics | peers]

MpocmoTp MHbopmauum o RIP-mappytusanmm:
- database — nHdopmaLma o HacTpoiiKkax RIP;

- statistics — ctaTucTnueckme gaHHole;

- peers — MHGOPMaLMA y4aCTHUKA CETU.

Ethernet-kommymamopel ceputli MES2300, MES3300, MES53xxA, MES5400-xx, MES5500-32

247




HELTEX
Hpumepb/ UcCrosib3084dHUA KOMGHO

Bkntountb npotoKkoa RIP ana noacetn 172.16.23.0 (IP-agpec Ha KommyTaTope 172.16.23.1) 1 ayTeH-
Tudumkaumo MD5 yepes Habop Katovelt mykeys:

console#

console# configure

console (config) # router rip

console (config-rip)# network 172.16.23.1

console (config-rip)# interface ip 172.16.23.1

console (config-if)# ip rip authentication mode md5

console (config-if)# ip rip authentication key-chain mykeys

5.30.3 Hacmpoiika npomokona OSPF, OSPFv3

OSPF (Open Shortest Path First) — npoTOKON AMHAMMUYECKOM MapLIpyTM3aLuMmM, OCHOBAHHbIM Ha Tex-
HONOIUK OTCNEeXMBaHMA cocToaHMA KaHana (link-state technology) u ucnonb3ylowuii ana HaxoxaeHus
KpaTyavwero nytm anaroputm [eikctpbl. Mpotokon OSPF npepacrasnset coboit NpoOTOKOA BHYTPEHHErO
wnto3a (IGP). Mpotokon OSPF pacnpocTpaHaeT MHGOPMaLMIO O JOCTYNHbIX MapLIPYTaX MeXKAY MapLUpyTu-
3aTopamMm OHOMN aBTOHOMHOM CUCTEMDbI.

YCTpoiicTBO NoaaepKMBAET O4HOBPEMEHHYO PAabOTY HECKOIbKMX HE3aBUCUMBbIX SIK3EMMNAAPOB NPO-
ueccos OSPF. HacTtpolika napameTpoB ak3emnasapa OSPF npoussoantca nytem yKasaHua naeHtuduKkaTopa
aksemnnspa (process_id).

KomaHObI pexcuma 2a06anab6HoU KOHuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHoi KoHGUrypaumu:
console (config) #

Tabnunua 275 — KomaHabl perkuma rnobanbHOoM KoHGUrypauum

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymon4aHuio
router ospf [process_id] process_id: BKntouaeT maplupyTtusaymio no npotokony OSPF.
[vrf vrf_name] (1..65535)/1 3apaeT naeHTMdMKaTop npouecca.
no router ospf [process_id] vrf_name: (1..32) BbIK/l04YaeT MapLIpyTM3aLumio no npotokony OSPF.
[vrf vrf_name] cumBona
ipv6 router ospf [process_id] BkAtoyaeT mapwpyTusaumto no npotokony OSPFv3.
process_id: 3apaet naeHTndUKaTop npotiecca.
no ipvé router ospf (1..65535)/1 BbIKkNtouaeT mapLupyTM3aLmio no npotokony OSPFv3.
[process_id]
ipv6 distance ospf {inter-as | 3afaeT agMWHUCTPATUBHYIO AUCTaHUMIO ana mapwpytos OSPF,
intra-as} distance OSPFv3.
. - inter-as — AN BHELWHWX aBTOHOMHbIX CUCTEM;
distance: (1..255) . o
- intra-as — BHyTp1 aBTOHOMHOM CUCTEMBbI.
no ipv6 distance ospf Bo3BpallaeT 3HaYeHUs N0 YMOYaHHIO.
{inter-as | intra-as}

KomaHOb! pexcuma npouecca OSPF

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexxknume KoHdurypaumm npouecca OSPF:

console(router_ospf_process)#
console (ipvé router ospf process)#
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Tabnuua 276 — KomaHap! pexkxmuma KoHourypaumm npouecca OSPF

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aeiicmeue

redistribute connected [metric
metric] [route-map name]
[filter-list acl_name]
[subnets]

no redistribute connected
[metric metric] [route-map
name] [filter-list acl_name]
[subnets]

metric: (1..65535);
name: (1..255)
CMMBO/I0B

PaspeluaeT aHOHCHpoBaHKe connected mapLpyTos:

- metric — 3HaYeHWEe METPUKM AN UMMNOPTUPYEMbIX MapLLPYTOB;
- name —NMA NOANTUKM MMNOPTA, NO3BONAIOLWEN GUABTPOBATL U
BHOCUTb U3MEHEHUA B UMMOPTUPYEMbIE MaPLLPYTbI;

- acl_name — nms ctaHgaptHoro IP ACL, KoTopbili ByaeT uc-
Nonb30BaH AnA GUAbTPALUKN UMNOPTUPYEMBIX MAPLLPYTOB;

- subnets — no3BoaAET MMNOPTMPOBATL NOACETH.

3anpeLaeT yKasaHHY GyHKLMIO.

redistribute static [metric
metric] [route-map name]
[filter-list ac/_name] [subnets]

metric: (1..65535);

MmnopT ctatnyeckmx mappytos B OSPF.

- metric — ycTaHaBNWBAET 3HaYeHNe METPUKKN A8 MMNopTUpye-
MbIX MapLIPyTOB;

- name — NpPUMeHAET NOJIMTUKY MMMOPTa, NO3BONAIOLWYO PUb-
TPOBaTb M BHOCUTb MU3MEHEHWNA B UMNOPTUPYEMbIE MapPLLPYTbI;

name: (1..255) - acl_name — uma crangaptHoro IP ACL, KoTopbiit byaeT uc-
CUMBO/I0B NoNb30BaH 414 GUALTPALUN UMMOPTUPYEMBIX MAPLLIPYTOB;
- subnets — nosBonAeT UMNOPTUPOBATL NOACETH.
no redistribute static [metric 3anpewaeT yKasaHHy GyHKUMIO.
metric ] [route-map name]
[filter-list acl_name] [subnets]
redistribute ospf id [nssa-only] MmnopT mapwpyTtos u3 npouecca OSPF B npouecc OSPF:
[metric metric] [metric-type -nssa-only — yctaHaBnauBaeT 3HayeHue nssa-only ana Bcex
{type-1 | type-2}] [route-map MMMNOPTUPYEMbIX MapLUPYTOB;
name] [match {internal | - metric-type type-1 — umnoptupyeTr ¢ nomeTtkon Kak OSPF
external-1 | external-2}] external 1;
[subnets] - metric-type type-2 — uMmnoptupyeTr c nomeTkon Kak OSPF
external 2;
- match internal — umnopTnpyeT mapLpyTbl B Npesenax area;
- match external-1 — umnopTupyeT MapwpyTbl Tuna OSPF
external 1;
id: (1..65535); - match ijternal-z — umnopTupyeT Mapwpytbl Tuna OSPF
external 2;

no redistribute ospf [id]
[nssa-only] [metric metric]
[metric-type {type-1 | type-2}]
[route-map name] [match
{internal | external-1 |
external-2}] [subnets]

metric: (1..65535);
name: (0..32) cumBona.

- subnets — no3sonseT UMNopTMpoOBaThL NOACETH;

-name — NPUMEHAET YKa3aHHYI0 MOJIMTMKY MMMOPTa, MO3BO-
NALWY0 GUALTPOBATb M BHOCUTb M3MEHEHUSA B UMMNOPTUPYEMbIEe
MapLpyThl;

- metric — yCTaHaBAMBAET 3HAYEHWE METPUKU ANA UMMOPTUpYe-
MbIX MapLLIPYTOB.

3anpeLaeT ykasaHHyo GyHKLMIO.

redistribute rip [metric metric]
[route-map name] [filter-list
acl_name] [subnets]

no redistribute rip [metric
metric] [route-map name]
[filter-list acl_name] [subnets]

metric: (1..65535);
name: (1..255) cumsona

MmnopT mapwpyTtos n3 RIP B OSPF.

- metric — 3Ha4YeHe METPUKM ANA UMMOPTUPYEMBIX MAPLLIPYTOB;
- name — UMA NOAUTUKU MMNOPTA, No3BoNAOWEeN GUNLTPOBATL U
BHOCWUTb U3MEHEHUA B UMMNOPTUPYEMbIE MAPLLPYTbI;

- acl_name — vms ctaHgapTHoro IP ACL, KoTopbiit byaeT mc-
NoNb30BaH 417 GUABTPALUN UMMOPTUPYEMBIX MAPLLPYTOB;

- subnets — nossonseT UMNOPTUPOBATbL NOACETH.

3anpeLyaeT yKasaHHY GYHKLMIO.
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redistribute isis [/evel] [match
match] [metric metric] [filter-
list acl_name] [subnets]

no redistribute isis [/evel]
[match match] [metric metric]
[filter-list acl_name] [subnets]

level: (level-1, level-2,
level-1-2)/level-2;
match: (internal,
external);
metric: (1-65535);
acl_name: (1..32)
cumBona

MmnopT mapwpyTtos 13 IS-IS 8 OSPF.

- level — ycTaHOBWUTbL M3 KaKoro ypoBHA IS-IS 6yayT aHOHcKpo-
BaTbCA MapLUpPyThI;

- match — nponsBoAUTL AHOHCUPOBAHWE TONIbKO A/1A YKa3aHHbIX
TMnos IS-IS mapwpyTos;

- metric — 3HaYeHNe MeTPUKM ANA UMMNOPTUPYEMbBIX MaPLLPYTOB;
- acl_name — umsa ctaHgapTHoro IP ACL, KoTopbiii byaeT ucnonb-
30BaH 414 GUNbTPaALMM UMNOPTUPYEMbIX MAPLLPYTOB;

- subnets — No3BoaAET UMNOPTMPOBATL NOACETH.

be3 napameTpos 3anpeLiaetT UMNOPT mapwpyTos 13 IS-IS 8 OSPF.
B cnyyae yKasaHMA napameTpa BO3BpALLAET ero 3HayeHue o
YMONYAHMIO.

redistribute bgp [metric
metric] [route-map name]
[filter-list acl_name] [subnets]

metric: (1-65535);

MmnopT mapwpyTtos u3 BGP 8 OSPF.

- metric — 3Ha4YeHe MEeTPUKM A1 UMMOPTUPYEMBIX MAPLLIPYTOB;
- name — UMA NOANTUKN UMMNOPTA, NO3BONAOWEN GUNLTPOBATb U
BHOCWTb MU3MEHEHUA B UMNOPTMPYEMblE MAPLLIPYThI;

no router-id A.B.C.D

MapLipyTU3aTopa B
dopmarte ipvd-agpeca

name: (1..255) - acl_name — nma ctaHgapTtHoro IP ACL, KoTopbiit 6yaeT ucnonb-
cMMBONa; 30BaH 411 GUABTPALUN UMMOPTUPYEMBIX MAPLLIPYTOB;
acl_name: (1..32)
- subnets — no3sonAeT UMNopTMPOBaTL NOACETH.
no redistribute bgp [metric cnmsona be3 napameTpos 3anpeLwiaet uMnNopT mapwpytos n3 BGP 8 OSPF.
metric] [route-map name] B cnyyae yKasaHuA mapameTpa BO3BpalLaeT ero 3HavyeHue no
[filter-list acl_name] [subnets] YMOYaHMIO.
router-id A.B.C.D A.B.C.D: YcTaHaBAMBaAET UAEHTUOUKATOP MapLIPyTM3aTopa, KOTOPbIN YHU-
naeHTudUKaTop KanbHO MAeHTUOULMPYET MapLLPYTU3ATOP B Npesenax ogHowu as-

TOHOMHOW CUCTEMbI.

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

network ip_addr area A.B.C.D
[shutdown]

no network ip addr

ip_addr: A.B.C.D

BKAtoUNTL (OTKNHOUMTL) aKk3emnaap OSPF Ha IP-uHTepdelice (ans
IPv4).

Ypanset IP-agpec nHtepdeica.

default-metric metric

no default-metric

metric: (1..65535)

YcraHaBaunsaet meTpuKy OSPF-mapuipyTa.

OTKNtoYeHne GyHKUMK.

area A.B.C.D stub
[no-summary]

no area A.B.C.D stub

A.B.C.D:
naeHTuduKkaTop
MaplupyTU3aTopa B
dopmarte IPvd-agpeca

YcTaHaBAMBaeT A1a yKasaHHOW 30Hbl TMN stub. 3oHa — coBoKyn-
HOCTb CeTell M MapLIpyTU3aTOPOB, MMEKWMX OANH U TOT Ke
naeHtTnduKatop.

- No-summary — He oTNPaBAATb MHGOPMALMIO O CYMMUPOBAHHbIX
BHELUHWX MapLIpyTax.

YcTaHaBAMBaeT 3HAaYEHUE MO YMOHAHUIO.

area A.B.C.D nssa
[no-summary]
[translator-stability-interval
interval] [translator-role
{always | candidate}]

no area A.B.C.D nssa

A.B.C.D:
naeHTudumkaTop
MapLlupyTusaTopa B
dopmarte IPvi-agpeca;
interval: uenoe
NONIOXKUTENbHOE YNC/IO

YcTaHaBAMBaET ANA YKa3aHHOM 30HbI TUM NSSA.

- No-summary — He NPUHUMaTb MHPOPMALMIO O CYMMUPOBAHHbBIX
BHELUHMX MappyTax BHYTPb NSSA-30HbI;

- interval — onpefenseT NPOMeXyTOK BpeMeHM (B CeKyHAax), B Te-
YeHne KOTOPOoro TPAHCAATOP ByAeT BbINOAHATL CBOU GpYHKLMM NO-
Cne TOro, Kak 0BHapYXWT, YTO TPAHCAATOPOM CTan ApYyron rpa-
HWYHBI MapLUpyTU3aTOop;

- translator-role — onpegenseT, Kakum 06pa3om Ha mapLIpyTU3a-
Tope byaeT PyHKUMOHMPOBATL PEXKMM TPaHCAATOPA (TpaHCAALUK
Type-7 LSA B Type-5 LSA);

- always — B NpMHyAMUTEIbHOM NOCTOAHHOM pPeXUMe;

- candidate — B pexxrme y4acTua B BbiIbopax TpaHcasATopa.

YcTaHaBAnBaeT 3HaYeHWe No YMOYAHUIO.

area A.B.C.D virtual-link
A.B.C.D [hello-interval secs]
[retransmit-interval secs]
[transmit-delay secs]
[dead-interval secs] [null |
message-digest] [key-chain
word]

A.B.C.D:
naeHTuduKaTop
MapLIpyTU3aTopa B
dopmarte IPv4-agpeca;
secs: (1..65535) cekyHz;
word: (1..256)
CMMBONOB

Co3paHue BMPTYaNbHOTO COEAUHEHUA MeXAY OCHOBHOM WU Apy-
TMMU yAaneHHbIMU 06NacTAMM, KOTOPblE MMEIOT MeXAy HUMMU
obnactu.

- hello-interval — yka3satb hello-uHTepsan;

- retransmit-interval — ykasaTtb nHTepBan meay NOBTOPHbLIMM Me-
pepayamu;

- transmit-delay — yka3aTb Bpema 3a4epKKu;

- dead-interval — ykasatb dead-uHTepBan;

- null — 6e3 ayTeHTUPUKauuu;

- message-digest — ayTeHTUdMKaumMA ¢ wndposaHmem;

- word — naponb ANA ayTeHTUdUKaumm.
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no area A.B.C.D virtual-link
A.B.C.D [hello-interval secs]
[retransmit-interval secs]
[transmit-delay secs]
[dead-interval secs] [null |
message-digest] [key-chain
word]

YpanseT BupTyanbHoe coeanHeHue.

area A.B.C.D default-cost cost

no area A.B.C.D default-cost

A.B.C.D:
naeHTuduKaTop
MapLipyTU3aTopa B
dopmarte IPv4-agpeca;

YcTaHaB/IMBaeT 3HaYeHMe CTOMMOCTM CYMMApHOro MapLipyTa,
mcnonbsyemoro ans stub- u NSSA-30H (gns IPv4).

YcTaHaBAMBAET 3Ha4YeHUe no YMOYaHUIO.

cost: uenoe
NONOXKUTENbHOE YNCIO
area A.B.C.D authentication A.B.C.D: BkntoyaeT ayTeHTMOUKAUMIO ANA BCex WHTepdelncosB AaHHOM
[message-digest] naeHtTuduUKaTop 30HbI (ana IPv4):

no area A.B.C.D authentication
[message-digest]

MaplupyTusaTopa B
dopmare IPv4-appeca;
-/BbIK/IIOYEHO

- message-digest — c wnpposaHnem MD5.

OTKNtOYaeT ayTeHTUdUKaLMIO.

area A.B.C.D range
network_address mask
[advertise | not-advertise]

no area A.B.C.D range
network_address mask

A.B.C.D:
naeHtTnduKatop
MapLIpyTU3aTopa B
dopmarte IPvd-agpeca;
network_address:

Co3gaeT cyMMapHbIii MapLIpyT Ha rpaHuLe 30Hbl (ana IPv4).
- advertise — aHOHCMPOBATbL CO3AAHHBIN MapLUPYT;
- not-advertise — He aHOHCMPOBaTb CO34aHHbIM MAPLIPYT.

YpansaeTr cyMMapHbIi MapLupyT.

A.B.C.D;
mask: E.F.G.H
area A.B.C.D filter-list prefix A.B.C.D: YcTaHaBAnBaeT GUAbTP Ha MapLWPYTbl, aHOHCUMPYyEMble B YKa3aH-
prefix_list in naeHTudukaTop HY0 30HY M3 ApYrux 3oH (ans IPv4).

no area A.B.C.D filter-list prefix
prefix_list in

MapLIpyTU3aTopa B
dopmarte IPvi-agpeca;
prefix_list: (1..32)

YpanseT GUAbTP Ha MapLpyTbl, aHOHCUMPYEMble B YKa3aHHYIO
30HY U3 ApYruX 30H (ana IPv4).

cumBona
area A.B.C.D filter-list prefix A.B.C.D: YcTaHaBAMBaeT GUALTP Ha MapLpPyTbl, aHOHCUPYEMble U3 YKa-
prefix_list out naeHTuduKkaTop 3aHHOW 30HbI B gpyrue 30Hbl (ana IPv4).

no area A.B.C.D filter-list prefix
prefix_list out

MapLipyTU3aTopa B
dopmarte IPvi-agpeca;
prefix_list: (1..32)

YpansaeTr GUAbTP Ha MapLpyTbl, aHOHCUPYEMbIe U3 YKa3aHHOM
30HbI B Apyrue 30Hbl (g0 IPv4).

cumBona
area A.B.C.D shutdown A.B.C.D: OTtkntovaet npouecc OSPF ana 30HbI.
no area A.B.C.D shutdown naeHTuduKaTop BkatoyaeT npouecc OSPF gna 30HbI.

MapLipyTU3aTopa B
dopmare IPv4-agpeca;
-/BKIOYEHO

passive-interface

no passive-interface

-/BbIKOYEHO

3anpeuwaeT Bcem IP-uHTepdelicam, y4acTsyroLmMm B npoLecce
OSPF, 06MeHMBATLCA NPOTOKObHBIMK COOBLLLEHUAMMU C COoCe-
AAMM (BKNIOYAET MACCUBHbBIN PEXUM).
Mpu npMMmeHeHUN JAHHOM KOMaHAbl HaCTPOMKa ip
V ospf passive-interface yaanserca co Bcex ip uHtep-
deiicoB u cTaHOBUTCA ANA HAX 3HAYEHUEM MO YMOJI-
YaHuio.

YcTaHaBAnBaeT 3HaYeHWe No YMOIYAHUIO.

shutdown

no shutdown

-/BKNOYEHO

OTkntovaeT npouecc OSPF.

Bkntouaet npouecc OSPF.

KomaHObI pexcuma KoHgu2ypayuu uHmepaetica IP

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-ip) #
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Tabnunua 277 — KomaHabl pexkuma KoHourypaumm nHtepdelica IP

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

ip ospf shutdown

BbikntoyaeT mapwpyTtusaumto no npotokony OSPF Ha uHTep-
deiice.

no ip ospf network

- -/BKAOYEHO
no ip ospf shutdown BkatoyaeT mapuwpyTtmsaumio no npotokony OSPF Ha MHTep-
deiice.
ip ospf network {broadcast | BbibpaTtb TMN ceTu:
point-to-point} - broadcast — wupoKoBewaTenbHan CETb C MHOMECTBEHHbIM
-/broadcast A0CTyNnom;

- point-to-point — ceTb «TOYKa-TOUYKa».

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

ip ospf authentication [mes-
sage-digest]

no ip ospf authentication

-/BbIK/IIOYEHO

BKkntoyaeT ayTeHTUdMKaumio B OSPF ¢ ncnonb3oBaHuem 3agaH-
HOro napons B HewndpoOBaHHOM BUAE.

- message-digest — BK/oyaeT ayTeHTUdMKayuio B OSPF ¢ uc-
nosib30BaHMEM 3aZaHHOro Habopa Kto4yel u anroputma MDS5.

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

ip ospf authentication-key key

no ip ospf authenticationkey

key: (1..8) cumeo-
nos/naposb He 3a4aH

HasHavaeTt naponb ana ayteHTUdUKauumn cocesen, AOCTYMHbIX
yepes Tekywmit nHTepdeliic. Maponb 3agaetca B HelwmMdpoBaH-
HOM BUAE.

Maposib, yKa3aHHbIN Taknm obpasom, byaeT BHEAPEH B 3aro/1o-
BOK KaX[oro yxogsauiero B 3Ty ceTb naketa OSPF B KayecTse
KAtoya ayTeHTUdUKaUMK.

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

encrypted ip ospf authentica-
tion-key EncryptedWord

no encrypted ip ospf
authentication-key

EncryptedWord: (1..8)
6aitT/naposib He 3aaaH

HasHauyaeT naposb Ana ayTeHTUdUKaLMKM coceaeit, AOCTYMHbIX
yepes TeKyLWnin uHTepoeic. Maponb 3agaeTca B WMGPOBaHHOM
BUAE.

Maponb, yKasaHHbIN Takum obpasom, byaeT BHegpeH B 3arono-
BOK Ka)K[oro yxoZsllero B 3Ty ceTb naketa OSPF B KayecTse
K/lo4Ya ayTeHTUdMKaL MK,

YcTaHaBAMBaeT 3HAYEHNE MO YMONYAHUIO.

ip ospf authentication key-
chain key_chain

no ip ospf authentication key-
chain

key_chain: (1..32) cum-
BOJIOB/He 3a4aHo

3apaeT MMA Habopa KAtoyel, KoTopbln ByaeT NCNoNb30BaTLCA
npv ayTeHTUdmKaummu.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

ip ospf authentication null

-/He ncnonb3syeTca

OTKANoYaeT UCNoab30BaHUE ayTeHTUGMKALMMU HA TEKYLLEM UH-
Tepoelice.

ip ospf cost cost

no ip ospf cost

cost: (1..65535)/10

YcTaHaBAMBaET METPUKY COCTOSIHUA KaHana, KoTopasa ABAAeTcs
YCNOBHbIM NoOKasaTesniem "cToMmMocTn" nepecbiNKK AaHHbIX No
KaHasny.

YcTaHaBAnBaeT 3HaYeHWe No YMOYAHUIO.

ip ospf dead-interval {interval |
minimal}

no ip ospf dead-interval

interval: (1..65535) ce-
KyHA,
minimal — 1 ceK

YcTaHaB/IMBaeT MHTEPBaN BPeMeHM B CeKyHAaX, MO UCTeYeHnn
KOTOpOro cocef byaeT cYnTaTbCA HEAKTUBHbLIM. TOT MHTEpPBan
OOIKEH BbITb KpaTHbIM 3HayeHuto hello-interval. Kak npasuno,
dead-interval paseH 4 nHTepBanam otnpasku hello-naketos.

YcTaHaBAnBaeT 3HaYeHWe No YMOYAHUIO.

ip ospf hello-interval interval

interval: (1..65535)/10

YcTaHaBAMBAET UHTEPBAN BPEMEHU B CEKYHAAX, MO UCTEYEHUM
KOTOPOro MaplupyTM3aTop oTnpasaseT cneapytowmii hello-na-

no ip ospf mtu-ignore

CeKYHZ, KeT ¢ uHTepdelica.
no ip ospf hello-interval YcTaHaBAMBaeT 3HaYeHMe N0 YMOIYAHUIO.
ip ospf mtu-ignore OTkntoveHme nposepkn MTU.
-/BKNOYEHO

YcTaHaBAMBaeT 3Ha4YeHue no YMOI4aHUIO.

ip ospf passive-interface

no ip ospf passive-interface

-/BbIK/IIOYEHO

3anpewaeT IP-uHTepdelicy obMmeHMBaTLCA NPOTOKONbHBIMM CO-
06LWeHnAMM ¢ coceaamm (BKAKOYAET NACCUBHBIN PEXUM).

YcTaHaBAMBaeT 3HaYeHMe No YMOAYAHUIO.
Ecnm npumeHeHa HacTpoiKa passive-interface B pe-
V *ume KoHpurypauumum npouecca OSPF, To aaHHasA Ko-
MaHAa BbIBOAMT AaHHbIA IP-uHTepdeic M3 naccms-
HOro peXxxuma.
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YcTaHaBAMBaeT NPUOPUTET MapLLPYTM3aTopa, KOTOPbIN MC-
nosnb3yetca ana Bbibopa DR v BDR.

ip ospf priority priority
priority: (0..255)/1

no ip ospf priority YcTaHaBAMBaeT 3HaYeHUe NO YMOHAHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, VLAN:

Bua 3anpoca KOMaHAHOW CTPOKM:
console (config-if) #

Tabanua 278 — KomaHabl perkmuma KoHourypaumm nHtepdeiica Ethernet, VLAN

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

ipv6 ospf shutdown

no ipv6 ospf shutdown

-/BKIOYEHO

BbikntoyaeT mapwpytmsaumto no npotokony OSPFv3 Ha uHTep-
deiice.

Bkntoyaet mapwpyTtusauymio no npotokony OSPFv3 Ha wHTep-
deiice.

ipv6 ospf process area area
[shutdown]

process: (1..65536);
area: ngeHtTudumKaTop
MaplupyTh3aTopa B
dopmarte IPv4-agpeca

BkatounTb (0TKAtOUMTL) OSPF npouecc 4na onpeaeneHHoMn 30HbI.

ipv6 ospf cost cost

no ipv6 ospf cost

cost: (1..65535)/10

YcTaHaBMBaeT METPUKY COCTOAHMA KaHana, KoTopaa ABAAerca
YC/IOBHbIM NoOKa3aTtesieM "'cToMmocTn'" nepecbINKM AaHHbIX MO Ka-
Hany.

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

ipv6 ospf dead-interval interval

no ipv6 ospf dead-interval

interval: (1..65535)
CEeKYHA,

YcTaHaBAMBaET MHTEPBAN BPEMEHU B CEKYHAAX, NO MCTEYEHUU
KoTOporo coces, 6yAeT cUMTaTbCA HEAKTUBHbIM. ITOT MHTEPBaN
DOMKeH BbITb KpaTHbIM 3HadeHuto hello-interval. Kak npasuno,
dead-interval paseH 4 nHTepsanam otnpasku hello-naketos.

YcTaHaBAMBaeT 3Ha4YeHue no YMO4YaHUIO.

ipv6 ospf hello-interval interval

interval: (1..65535)/10

YcTaHaBMBaeT MHTEPBaANA BPEMEHM B CeKyHAaX, Mo UCTeYeHMU
KOTOPOro MapLipyTu3aTop oTnpasaseT cneayrowmin hello-naker ¢

CEKYHA, HTepodeiica.
no ipv6 ospf hello-interval YcTaHaBAMBaET 3HaYeHMe No YMOAYaHMUIO.
ipv6 ospf mtu-ignore . OTkAtoveHme nposepkn MTU.
-/disabled

no ipv6 ospf mtu-ignore

YcTaHaBAMBaeT 3HaAYeHue no YMOYaHUIO.

ipv6 ospf neighbor 3apaer IPv6 agpec cocena.

{ipv6_address}

ipv6 ospf neighbor i Ypanaet IPv6 agpec cocepa.

{ipv6_address}

ipv6 ospf priority priority YcTaHaBAMBAET NPUOPUTET MapLLPYTU3aTOPa, KOTOPbIA UCNO/b-

no ipv6 ospf priority

priority: (0..255)/1

3yetcs gns Bbibopa DR v BDR.

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.

ipv6 ospf retransmit-interval
interval

no ipv6 ospf
retransmit-interval

interval: (1..65535)/5
CeKyHA,

YcTaHaBAMBaEeT MHTEepPBaN BPEMEHU B CEKYHAAX, MO UCTeYeHUMU
KOTOPOro MapLipyTM3aTop NOBTOPHO OTNPABMT NAKET, Ha KOTO-
pbIii HE NONYYUN NOATBEPKAEHUA O NoNydYeHun (Hanpumep, Da-
tabase Description naket uau Link State Request naketbil).

YcTaHaBAMBaeT 3Ha4YeHne no YMON4YaHUIO.

ipv6 ospf transmit-delay delay

no ip ospf transmit-delay

delay: (1..65535)/1
CeKyHA,

YcTaHaBauBaet npumepHoe BpemMAa B CeKyHAaaX, HEO6XO,CI|VIMOE
Ana nepenadn naketa COCTOAHUA KaHana.

YcTaHaBAnBaeT 3HaYeHWe No YMOIYAHUIO.

KomaHObi pexcuma Privileged EXEC

Bupa 3anpoca KoOMaHAHOM CTPOKK B pexkume Privileged EXEC:

console#
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Tabnuua 279 — KomaHap! pexkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aeiicmeue

show {ip | ipv6} ospf
[process_id] [vrf vrf_name]

process_id: (1..65536)
vrf_name: (1..32)
cMmBoNa

Otobparkaet KoHbUrypauum OSPF.

show {ip | ipv6} ospf
[process_id] neighbor [vrf
vrf_name]

process_id: (1..65536)
vrf_name: (1..32)
cMmBoNa

Otobparkaet nHdopmaumm o6 OSPF-cocennx.

show ip ospf [process_id]
neighbor A.B.C.D [vrf
vrf_name]

process_id: (1..65536);
A.B.C.D: IP-agpec
cocefa
vrf_name: (1..32)
cumBona

Otobparkaet nHpopmaumm 06 OSPF-cocese C yKasaHHbIM agpe-
com.

show {ip | ipv6} ospf
[process_id] interface [vrf
vrf_name]

process_id: (1..65536)
vrf_name: (1..32)
cMmBoONa

OTobparkaeT KoHoUrypaumum scex OSPF-uHTepdelicos.

show {ip | ipv6} ospf
[process_id] interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
HundredGigabitEthernet
hu_port | port-channel group |
vlan vian_id | tunnel tunnel_id
| A.B.C.D [vrf vrf_name]
[brief]}

process_id: (1..65535);
gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..24);
hu_port: (1..8/0/1..32);
group: (1..48);
vlan_id: (1..4094);
tunnel_id: (1..16)
A.B.C.D: IP-agpec
vrf_name: (1..32)
cumBona

OTobparkaeT KoHbUrypauumn KoHkpeTHoro OSPF-uHTepdeiica.

show {ip | ipv6} ospf
[process_id] database [vrf
vrf_name] [router [vrf
vrf_name] | summary [vrf
vrf_name] | as-summary [vrf
vrf_name] ]

process_id: (1..65535)
vrf_name: (1..32)
cumBona

OTobparkaeT coctosiHMe 6a3bl AaHHbIX NpoTokona OSPF.

show {ip | ipv6} ospf
virtual-links [process_id] | [vrf
vrf_name]

process_id: (1..65535)
vrf_name: (1..32)
cMmBONa

OTo6paskaeT napameTpbl M TeKyLlee COCTOAHWE BUPTyasbHbIX
JIHKOB.

clear ip ospf {process_id | vrf
vrf_name process}

process_id: (1..65535)
vrf_name: (1..32)
cMmBONa

Pa3pblBaeT coceacTsa U yAanaeT COOTBETCTBYIOLME MAPLLPYTHI.

[pumepbl UCI016308AHUS KOMAHO

e [lokasaTb OSPF-coceaelt gns onpeaeneHHoro VRF (vrfl):

console# show ip ospf neighbor vrf vrfl

e [lepesanyctutb OSPF-coceaen ana onpeaeneHHoro VRF (vrfl):

console# clear ip ospf vrf vrfl process

5.30.4 Hacmpoiika npomokona BGP (Border Gateway Protocol)

BGP (Border Gateway Protocol — npoTOKOA rpaHUYHOrO Wt03a) ABAAETCA NPOTOKO/IOM MapLLpy-

TM3aUUKU MeXay aBTOHOMHbIMKU cuctemamm (AS). OcHoBHOM dyHKUMe BGP-cuctembl aBnsetca obmeH
nHpopmauueinn o AOCTYNHOCTU ceTel ¢ Apyrumm cuctemamm BGP. MHbopmauma o AOCTYNHOCTU ceTeM
BK/IIOYAET CMMCOK aBTOHOMHbIX cuctem (AS), uepes KoTopble NPOXoAnuT 3Ta MHopMaL .

BGP ABnseTcA NPOTOKOJOM MPUKNAAAHOIO YPOBHA U PYHKLMOHUPYET NOBEPX MPOTOKO/A TPaHC-
noptHoro yposHs TCP (nopT 179). Mocne ycTaHOBKKU coeAnHEHUs Nepenaérca nHpopmauma obo Bcex
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MapLipyTax, npeaHasHauyeHHbIX AA 3KcnopTa. B ganbHenwem nepenaétca ToNbKo MHPopmauma 06 us-

MeHeHMAX B Tabanuax mapLipyTmsaumm.

Y

KomaHObl pexcuma 2106aabHOU KOHU2ypayuu

Moapep:KKa npoTtoKona BGP npepocraBaseTca no MueH3un.

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMUME r106anbHOM KOHPUTypaLmm:

console (config) #

Tabnunuya 280 — KomaHab! perknma rnobanbHo KoHGUrypaumm

3HayeHue/3HayeHue
Mo yMmoan4YaHuo

KomaHoa

Aeiicmeue

router bgp [as_plain_id |
as_dot_id]

as_plain_id:
(1..4294967295)/1
as_dot_id:
(1.0..65535.65535)

BKatoyaeT mapLipyTmsaumio no npotokony BGP.

3agaeT naeHTUGUKaTop AS 1 NepexoamT B peXKUM e€ KOHPUry-
pupoBaHuma.

- as_plain_id —naeHTndunKaTOp aBTOHOMHOW CUCTEMDbI, UCNONb-
3yemblii MapLpyTU3aTOpOM MpWU YCTAaHOB/IEHUWU COCEeACTBA U
obmeHe MmapLpyTHOM HbOpMaLneir;

- as_dot_id — naeHTudunKaTOp aBTOHOMHOMN cucTembl B 32-6UT-
Hom popmare.

no router bgp
[as_plain_id_| as_dot_id]

OcTtaHaBnuBaeT BGP-maplipyTmsaTop, yaanaeT BCO KOHOUry-
pauumto npoTtokona BGP.

KomaHObI pexcuma KoHguaypayuu AS

BunAa 3anpoca KOMaHAHOM CTPOKM B pexxnume KoHurypaumm AS:

console (router-bgp) #

Tabnuua 281 — KomaHabl pexknuma KoHburypaumm AS

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

bgp router-id ip_add

3apatb naeHTUPMKaTop BGP-mappyTmsaTopa.

no bgp router-id

Yaanutb naeHtuomnkatop BGP-mappyTtmsaTtopa.

bgp asnotation dot

3apelictByeT cuctemy obo3HauyeHne Homepos AS B dopmaTte

no bgp client-to-client re-
flection

-/asplain asdot.
no bgp asnotation YcTaHaBAMBAET 3HAYEHME MO YMOMYAHMIO.
bgp client-to-client reflec- BKAtOYaeT nepecbiIky MaplupyToB, Mosy4YyeHHbIx oT reflector-
tion KnueHTa, apyrum reflector-knneHrtam.
-/BKNIOYEHO

BbIKAlOYaeT NepecbUIKy MapLLpyTos, noayyeHHbIx ot reflector-
KnveHTa, apyrum reflector-knnextam.

bgp cluser-id ip_add

3afaéT naeHTUPUKaTop Knactepa BGP-mapwpytusaTopa.
V B cnyyae ecnnm wupeHTMdUKATOP Kinactepa He

nonb3oBaTbCA rnobanbHblii MpgeHTuduKatop BGP-
mapLupyTM3aTopa.

no bgp cluser-id -

HacTpoeH, B KauyecTBe uaeHTUdUKaTopa 6yaer wuc-
Yaanute naeHTMomnKaTop Knactepa BGP-mapwpyTusartopa.

shutdown

-/no shutdown

AOMWHUCTPATUBHO BbIKAOYaeT NpoTokon BGP, He yaanasa ero
KoHbUrypauuio.
.~ IT0 AeiicTBMe BNEYET 3a cO60I pa3pbiB BCEX CECCUM C

npoTtokona BGP.

no shutdown

BGP-cocegamu u o4UCTKY TabinLbl MapLupyTU3auumu
BkntoumTb paboTy AS.

neighbor ip_add

3apgatb IP-agpec ana BGP-cocepa wnu nepeirtn B pexum
KOHrypMpoBaHu1sA CyLLEeCTBYIOLLErO coceaa.
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no neighbor ip_add

Ypanute KoHdurypaumio ana BGP-cocega ¢ yKkasaHHbiM |Pv4
nnm IPv6-agpecom.

peer-group name

name: (0..32) cum-

Cospaet Peer-rpynny.
- name — UMA rpynnbi.

Bosa

no peer-group name Ypanset cosgaHHyto Peer-rpynny.

address-family ipv4 {unicast YKkasbiBaet Tvn IPv4 Address Family u nepesoant kommyTtaTtop

| multicast} Junicast B PEXMM KOHPUrypaumm cootsetcTBytowei Address Family.
-/unicas

no address-family ipv4
{unicast | multicast}

BbikntouaeT cootBeTcTByOWyO Address-Family.

address-family 12vpn evpn

no address-family 12vpn
evpn

-/BbIK/IIOYEHO

YkKasbiBaeT Tmn 12vpn Address Family n nepeBoaut KommyTaTtop
B peXXmnm KoHburypaumm cootsetcTeytowten address-family.

BbIk/toyaeT cooTBeTcTBYOLWYO address-family.

KomaHObI pexcuma KoHgu2ypauuu Address-Family

BuAa 3anpoca KoOMaHAHOM CTPOKM B pexume KoHpurypaumnm Address-Family:

console (router-bgp-af) #

Tabnunua 282 — KomaHabl perknuma KoHourypaumm Address-Family

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
Mo ymMoa4YaHuto
network ip_add [mask 3agaeT noAceTb, KOTopaa aHoHcMpyeTca BGP-coceaam.
mask] - ip-add — appec noacetu;
- mask — Macka nogcetu.
Ecnv macka He yKasaHa, N0 YMO/IYaHUIO OHa 3aja-
- eTcA KNaccoBblM MeTOA0M agpecaLuu.
mask — macka IP-noacet nam anmHa npedukKca.
no network ip_add [mask Ypansaet aHOHC AaHHOM noaceTu.
mask] - ip-add — appec noacety;
- mask — macka nogcetu.
redistribute connected Pa3pelsaeT aHOHcUpoBaHMe connected-mapLupyTos.
[metric metric | filter-list - metric — 3HayeHune aTpmnbyta MED, KoTopoe byaeT npuceo-
name] metric: (1- €HO MMNOPTUPOBAHHBIM MApPLLPYTaM;
4294967295); - hame — Ha3BaHwWe access-list, KOTOpbI ByaeT NpUMeHeH K

no redistribute connected

name: (0..32) cumBona

MapLipyTam.

3anpelyaeT aHOHCUpPOBaHKWe connected-mapLupyToB..

redistribute rip [metric
metric | filter-list name]

no redistribute rip

metric: (1-
4294967295);
name: (0..32) cumBona

MmnopTtupyet mapwpyTtbl RIP B BGP.

- metric — 3Ha4yeHue aTpubyta MED, KoTopoe byaeT npucBo-
€HO MMNOPTUPOBAHHbBIM MapLLPYTam;

- name — Ha3BaHwMe access-list, KoTopblin ByaeT NpuMeHeH K
MapLipyTam.

3anpeLaeT MMNOPT MapLLPYTOB M3 NnpoTokona RIP.

redistribute static [metric
metric | filter-list name]

no redistribute static

metric: (1-
4294967295);
name: (0..32) cumBona

PaspeluaeT aHOHCMPOBaHME CTaTUYECKMX MAPLLPYTOB.

- metric — 3HayeHune aTpmnbyta MED, KoTopoe byaeT npuceo-
€HO MMNOPTUPOBAHHBIM MapLUPYTam;

- hame — Ha3BaHwue access-list, KOTOpbI ByaeT NpUMeHeH K
mapLupyTam.

Sanpeu.l,aeT AHOHCMpPOBaAHME CTaTUYECKUX MapPLUPYTOB.

redistribute ospf id [metric
metric | match type | met-
ric-type mtype | nssa-only
| filter-list name]

id: (1..65535);
metric: (1-
4294967295);
type: (internal, exter-
nal-1, external-2);
name: (1..32)
CUMBO/I0B;
mtype: (type-1, type-

MmnopTtupyet mapwpytbl OSPF 8 BGP.

- id —naeHTndukaTop npouecca OSPF;

- metric — 3HayeHune aTpmnbyta MED, KoTopoe byaeT npuceo-
€HO MMNOPTMPOBAHHBIM MapLUPYTaMm;

- type — Tn OSPF-mapLpyToB, aHOHCMpyembix B BGP;

- name — Ha3BaHue access-list, KOoTopbIl ByaeT NpUMmeHeH K
mapLupyTam;

- mtype — T1n meTpukmn Ex1 nnm Ex2.
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no redistribute ospf 2);
name: (0..32) cumBona

3anpeLaeT MMNOPT MapLLpPYTOB M3 NpoTokona OSPF.

redistribute isis [/evel]
[match match] [metric
metric] [filter-list
acl_name]

level: (level-1, level-2,
level-1-2)/level-2;
match: (internal, exter-
nal);
metric: (1-65535);
acl_name: (1..32)
cMmBoONa

no redistribute isis

MmnopTtupyet mapwpyTbl 13 IS-IS B BGP.

- level — ycTaHOBUTb U3 KaKoro ypoBHsA IS-IS 6yayT aHoHCcUpo-
BaTbCA MapLLpPyThl;

- match — npoun3BoAUTb aHOHCMPOBaHWE TONIbKO AR YKa3aH-
HbIX TUNOB IS-IS mapwpyToB;

- metric — 3Ha4YeHNEe METPUKM 419 MMNOPTUPYEMBbIX MApLLPY-
TOB;

- acl_name — nmsa cTaHgapTHoro IP ACL, KoTopsbili byaeTt uc-
nosIb30BaH AN GUALTPALUN UMNOPTUPYEMBIX MapLLPYTOB.

3anpeLaeT MMNOPT MAPLLPYTOB M3 NPoTOKoAa IS-IS.

KomaHObI pexcuma KoHgu2ypayuu BGP-coceda

Bug 3anpoca KOMaHAHOM CTPOKK B pexknume KoHdurypaumm BGP-coceaa:

console (router-bgp-nbr) #

Tabnunua 283 — KomaHabl pexkMma KoHourypaumm BGP-cocena

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

maximum-prefix value
[threshold percent | hold-
timer second | action type]

value: (0-
4294967295); percent:
(0-100);
second: (30-86400);
type: (restart, warn-
ing-only)

no maximum-prefix

BkntoyaeT orpaHuYeHne KoamyecTsa NpUHMMaeMbIX MapLupy-
TOB OT BGP-cocepa.

- value — MaKCMManbHOE KONYECTBO NMPUHUMAEMbIX MapLL-
pyToB;

- percent — NPOLLEHT OT MaKCMMasIbHOTO KOIMYECTBa MapLLpy-
TOB, NO AOCTUXKEHMM KOTOPOTrO OTMNPABAAETCA Npeaynpexae-
Hue;

- second — BpeMeHHOW NMPOMEKYTOK (B cekyHAax), no ucreve-
HWIO KOTOPOrO MPOUCXOAMUT NEPEnoaKIOYEHNE, ECIN CecCUn
6blna pasopBaHa M3-3a NPEeBbIEHMUA KOAMYECTBA MapLupy-
TOB;

- type — Ha3HavaeT AeNncTBue, BbINOJHAEMOE MpU A0CTUXKE-
HWUW MAKCMMa/IbHOTO 3HaYeHuA (paspblB ceccum <restart> nam
OoTNpaBKa npeaynpexaeHunsa <warning-only>).

BbIKkntoYaeT orpaHMYeHme KomyecTBa NPUHMMaeMbIX MapLu-
pyTos oT BGP-coceaa.
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advertisement-interval
adv_sec withdraw with_sec

no advertisement-interval

adv-sec: (0-65535)/30
CEKYHA;
with-sec: (0-65535)/30
CeKyHA,

3a8a€T BpemMeHHble MHTepBasbl.

- adv-sec — MMHUMAa/bHbIN MHTEPBAN MeXay oTnpaskon UP-
DATE coobuieHnit 04HOTrO U TOTO e MapLLpyTa;

- with-sec — MUHUManNbHbLIN UHTEPBAN MEXAY AaHOHCUMPOBa-
HMEM MapLIpyTa M ero Nocaeaylowmm Ae-aHOHCMPOBaHUEM.

V —  Advertisement-interval gonxeH 6biTb 60nbLUIE
unu paseH withdraw-interval;

—  MapuwpyTbl, KOTOpble AO0MKHbI 6bITb AHOHCU-
poBaHbl cocegHum BGP-mappyTtusatopam,
pacnpeaensaloTca nNo Heckonbkum UPDATE-
coobuweHnam. Mexay otnpaskoi 3Tux UP-
DATE-cooblieHnit BblaepKusBaerca cayyai-
Hblii BpeMEHHOW MHTepBan Takum o6pasom,
yTo6bl 06LEEe Bpema mexay O6HOBNeHMEM
MapLIpYTOB B JIOKanbHou Tabanue BGP u ot-
npaBkKoii nocnegHero UPDATE-coobweHuna He
npesblwano advertisement-interval namn as-
origination-interval B cnyyae oTtnpaBku no-
KanbHbIX (MapwpyTbl U3 JNOKanbHOU AS)
mapupyTtoB B eBGP-coeguHeHun. Takum 06-
pa3’om, KaxKAblii U3 MapLLIPYTOB MOXKET UMETb
CNy4aiiHyl0 BE/IMYMHY 3a[ePXKKN aHOHCUPOBaA-
HUSA;

—  TouHocTb paboTbl TaimepoBs advertisement-in-
terval, withdraw-interval u as-origination-in-
terval 3aBUCUT OT MaKCMMaNbHOro 3HauYeHUA
N060ro 13 aTUX TPEX TalMepPoB, HACTPOEHHbIX
Ha BGP-mapwpytusatope (yuutbiBaloTca Tai-
Mepbl, HacTpoeHHble gnAa Bcex BGP-coceaeit).
Bce 3HaueHMA TakMmepoB aHOHCMPOBAHUA U Aie-
AHOHCMPOBAHUA MapLUPYTOB, CKOH$Urypupo-
BaHHbIX Ha YCTPOWCTBE, AUCKPETU3IUPYIOTCA
uHTepsaaom B 1/255 or Hanbonbluero HacTpo-
€HHOro 3HayeHusA. YBe/lUYeHUe MaKCcMmasb-
HOro 3HauyeHus 6ypeT NPpUBOAUTL K yBesuuve-
HU1IO YaCTOTbl AUCKPETU3aLUKN TalimepoB U, co-
OTBETCTBEHHO, K MOHUMKEHMUIO TOYHOCTU UX pa-
60TbI.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

as-origination-interval
seconds

seconds: (0-65535)/15

3a4aéT BpeMeHHOM NHTepBan mexay otrnpaskoit UPDATE co-
obLeHnI A 0AHOrO M TOTO Ke MapLlupyTa, UCNosb3yeTca ANA
QHOHCa NIOKaNbHbIX (MApLWpPYTbl U3 NOoKanbHOW AS) mapupy-

seconds

no connect-retry-interval

65535)/120 cekyHp,

CEeKyH
YHA TOB €BGP cocepam.
no as-origination-interval YcTaHaBAMBaeT 3HAYEHNE MO YMOIHAHUIO.
connect-retry-interval ds: (1 3a436T BpEMEHHOWN UHTEPBAs, NO UCTEYEHUIO KOTOPOTro BO3-
seconds: (1-

obHoBANAETCA NONbITKA co3patb BGP-ceccuto ¢ cocepom.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

next-hop-self

no next-hop-self

-/BbIK/IIOYEHO

BKntoyaeT noameHy 3HauyeHua atpubyta NEXT_HOP Ha no-
KaNbHbIM agpec mapLupyTusaTopa.

OTKAOYUTL NogMeHy aTpmubyTta NEXT_HOP.

remote-as [as_plain_id_|
as_dot _id]

no remote-as

as_plain_id:
(1..4294967295)/1

as_dot_id:
(1.0..65535.65535)

3a4aéT HoMep aBTOHOMHOM CUCTEMbI, B KOTOPOI HaxoamuTcs
BGP-cocea. YcTaHOBAEHME COCEACTBA HEBO3MOXHO, NOKa CO-
ceay He HaszHavyeH Homep AS.

3710 AeicTBUE BNEYET paspbiB CECCUM C COCEA0M U
V OYUCTKY BCEX NPUHATbBIX OT HEro MapLUPYTOB.

YaanuTb naeHTUdMKaTop coceaHein aBTOHOMHOM CUCTEMDbI.
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HELTEX

timers holdtime keepalive

no timers

holdtime: (0 | 3-
65535)/90 cekyHz;
keepalive: (0-
21845)/30 cekyHpa,

3a8a€T BpemMeHHble MHTepBasbl.
- holdtime — ecnn B TeyeHue 3TOro BpemeHu He byaeT npu-
HATO keepalive-coobuieHne, To coeanHeHme ¢ cocegom cbpa-
CblBaeTcs;
- keepalive — nHTepBan mexay otnpaskoi keepalive-coobuye-
HURA.
3HaueHua holdtime u keepalive pomkHbl 6biTb
V nmb6o o6a paBHbl HyAto, AM60 06a 6onbLue Hyns.
holdtime ponkeH 6biITb 60nbwe wan paseH
keepalive.

— Ecnm 6bin Bbi6paH Takimep hold, KoTopbii
HACTPOEH HAa IOKA/IbHOM MapLipyTU3aTope, TO
MCMoNb3yeTcs NIOKaZbHOE 3HayeHue Tailmepa
keepalive;

— Ecnm 6bin Bbi6paH Takimep hold, kotopbiit
HaCcTPOEH Ha cocegHeM MapLupyTU3aTope WU
3HauyeHWe J/IOKaNIbHO HACTPOEHHOro Talimepa
keepalive meHbwe yem 1/3 Bbi6paHHOro Taii-
mepa hold, To ucnonb3yetca noKanbHoe 3Haye-
Hue Taiimepa keepalive;

— Ecnm 6bin Bbi6paH Takimep hold, koTopbiit
HaCTpoeH Ha coceAHemM MapLipyTusatope U
3HauyeHWe /IOKaNIbHO HACTPOEHHOro Taiimepa
keepalive 6onbwe yem 1/3 BbibpaHHOro Taii-
mepa hold, To ucnonbsyetca uenoe umucno, Ko-
TOpoe meHblue Yyem 1/3 BbibpaHHOro Taiimepa
hold.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

timers idle-hold seconds

no timers idle-hold

seconds: (1..32747)/15

3a4aéT BpeMeHHOM MHTEpBaN yAepKaHuA coceaa B COCTOSA-
Huu ldle nocne Toro, KaKk oH 6bin cHpoLIEH B 3TO COCTOAHME.
3a 3TOT MHTEPBaA BCe MOMbITKM NepeyCcTaHOBUTb CoeAMHEHNE
C coceaom byayT OTKNOHEHbI.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

timers open-delay seconds

no timers open-delay

seconds: (0-240)/0
CEeKYHA,

3aaéT BpPeMeHHOM MWHTepBan Mexay YycTaHoBkoh TCP-
coeanHeHus n otnpasKkol nepsoro OPEN-coobLeHus.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

shutdown

no shutdown

-/no shutdown

AZMUWHUCTPATMBHO BbIKAOYaeT ceccuto ¢ BGP-cocegom wm
OumLLaeT MPUHATbIE OT HEro MapLUPYTbl, HEe YAANAA €ro KOH-
durypaumm.

AAMUWHUCTPATUBHO BKJItOYaeT ceccuto ¢ BGP-cocepom.

update-source [giga-
bitethernet gi_port | tengi-
gabitethernet te_port |
hundredgigabitethernet
hu_port | Port-Channel
group | Loopback loopback
| Vlan vian_id]

no update-source

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..24);
hu_port:
(1..8/0/1..32);
group: (1..48);
loopback: (1-64);
vlan-id: (1-4094)

HasHauaeT nHtepdeliic, KOTopblit ByaeT UCNOIb30BaH B Kaye-
CTBE UCXOAALLEro Npyu CoeaAnHEHUN C COCEA0M.

OTMeHseT PY4YHYIO HacTpolKy wucxogawero wuHTepdelica,
BKNOYAET aBTOMATUYECKMI BbIbOp MHTEpdelica.

route-reflector-client
[meshed]

no route-reflector-client

-/disabled

HasHaunTb BGP-cocesa Route-Reflector knneHTom.
- meshed — napameTp BbiCTaBnseTcA €cAn UCNOMb3yeTcA
mesh-tononorva. Mpu Noay4eHUn oT Takoro KaveHta BGP-
MapLUPYTOB OHU He ByayT NepecblNaTbCsa APYIMM KNMEHTAM.
BGP-mapwpyTtusatop asnsaerca route-reflector-om,
V ecnn xota 6bl oAMH ero cocep, CKOHPUrypupoBaH
KaK route-reflector KnueHT.
Ana npumeHeHMA AAHHOW KOMaHAbl Heobxogum
V nepesanyck BGP-ceccum c cocegom.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.
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HELTEX

soft-reconfiguration in-
bound

no soft-reconfiguration in-
bound

-/disabled

KomaHaa coxpaHseT nosyyYeHHble OT coceaa MapLipyTbl B OT-
AenbHoi obnact namati. MeTtoa NoO3BOAAET MPUMEHWUTbL
BXOAALLYIO MOANTUKY «route-map in» ansa cocena 6e3 cbpoca
COCeACTBa M 3aMpoca MapLLpPyTOB.
Mo ymonuaHuio pabotaetr mexaHusm Route
V Refresh.

OTKNOUYUTD MEXAHU3M COXPaHEHWUA MapLUPYTOB.

prefix-list name {in | out}

no prefix-list name {in |
out}

name: (0..32) cumBona

- name — Ha3BaHue IP prefix-list, KoTopbIl ByaeT NpUMeHeH K
AQHOHCMPYEMbIM AN MPUHUMAEMbIM MapLUPYTaMm.

OtBasaThb IP prefix-list.

peer-group name

no peer-group

name: (0..32) cumBona

- name — vmsa Peer-rpynnbl, KoTopas 6yaeT npMMeHeHa K co-
ceay.
Hactpoiiku Ha Peer-rpynne umetot 60nee BbiCOKMI
V NPUOPUTET, Yem HACTPOMKM Ha caMoMm cocege.

Ypanute cocega us rpynnbi.

address-family ipv4 {
unicast | multicast}

no address-family ipv4
{unicast | multicast}

-/unicast

YKkasbiBaeT Tun IPv4 address family n nepesoant kommyTtatop
B peXum KoHourypauum cootseTcTBytowen address family
ona atoro BGP-cocepa.

BbIkntounTb cooTBeTcTBYOWYO IPVv4 address-family.

address-family 12vpn evpn

no address-family 12vpn
evpn

-/BbIK/IIOYEHO

YKasbisaeT Tmn 12vpn address family n nepesogut kKommyta-
TOp B peXum KoHdurypauum cootseTcTByloler Address
Family ana storo BGP-coceaa.

BbikntoyaeTt cootBeTcTByHOLWYO Address-Family.

fall-over bfd

no fall-over bfd

-/BbIK/OYEHO

Bkntountb npoTtokon BFD Ha cocepe.

BbikntounTb NnpoTtokon BFD Ha cocepge.

KomaHObI pexcuma KoHgu2ypayuu Address Family BGP-coceda

BuAa 3anpoca KoMaHAHOM CTPOKM B pexxume KoHdurypaumnm Address Family BGP-coceza:

console (router-bgp-nbr-af) #

Tabnunua 284 — KomaHabl pexkuma KoHourypauum Address Family BGP-coceaa

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

maximum-prefix value
[threshold percent | hold-
timer second | action type]

no maximum-prefix

value: (0-
4294967295); per-
cent: (0-100);
second: (30-86400);
type: (restart, warn-
ing-only)

BkntoyaeT orpaHuyeHme Komyectsa NPUHMMaEMbIX MapLLpY-
TOB OT BGP-cocepa.

- value — MaKkcMManbHoe KOIMYeCTBO NPUHUMAEMbIX MapLL-
pyToB;

- percent — NPOLLEHT OT MAaKCMMAIbHOTO KOJIMYeCcTBa MapLupy-
TOB, MO AOCTU}KEHUM KOTOPOTO OTNPABAAETCA Npeaynpexae-
Hue;

- second — BpeMEeHHOM NPOMEKYTOK (B CEKYHAAX), MO UCTeve-
HWIO KOTOPOro MPOMUCXOAMUT NepenogKatoHeHne, ecn ceccua
6blna pasopBaHa M3-3a NPEBbIWEHUA KOAMYECTBA MapLupy-
TOB;

- type — Ha3HayaeT AelicTBME, BbIMOJHAEMOE NPU AOCTUXKE-
HWMU MaKCMMasibHOTO 3HaYeHUA (pa3pblB ceccuu <restart> uan
oTnpaBKa npeaynpexaeHus <warning-only>).

BbIkntoyaeT orpaHMyeHMe KoanyecTsa NPMHMMAEMbIX MapLu-
pyToB oT BGP-cocepa.
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A ELTEX

advertisement-interval
adv_sec withdraw with_sec

no advertisement-interval

adv-sec: (0-65535)/30
CEeKYHS;
with-sec: (0-
65535)/30 cekyHa,

3a8a€T BpemMeHHble MHTepBasbl.

- adv-sec — MMHUMAa/bHbIN MHTEPBAN MeXay oTnpaskon UP-
DATE coobueHnit 04HOro U TOTO XKe MapLLpyTa;

- with-sec — MUHUManNbHbIN UHTEPBAN MEXAY aHOHCMPOBa-
HMEM MapLIpyTa M ero Nocaeaylowmm Ae-aHOHCMPOBaHUEM.

v

Advertisement-interval gonxeH 6biTb 605blUe
unu paseH withdraw-interval;

MapLpyTbl, KOTOpble A0/XHbl 6bITb AHOHCK-
poBaHbl cocegHum BGP-maplpyTtusatopam,
pacnpeaensaloTca nNo Heckonbkum UPDATE-
coobuweHnam. Mexay otnpasBkoi 3Tux UP-
DATE-cooblieHnit BblaepKusBaerca cayyai-
Hblii BpeMEHHOW MHTepBan Takum o6pasom,
yTo6bl 06LEEe Bpema mexay O6HOBNeHMEM
MapLIpYTOB B JIOKanbHou Tabanue BGP u ot-
npaBkKoii nocnegHero UPDATE-coobweHuna He
npesblwano advertisement-interval namn as-
origination-interval B cnyyae oTnpaBku no-
KanbHbIX (MapwpyTbl U3 JNOKanbHOU AS)
mapupyTtoB B eBGP-coeguHeHun. Takum 06-
pa3’om, KaxKAblii U3 MapLLIPYTOB MOXKET UMETb
CNy4aiiHyI0 Be/IMYMHY 33ePXKKN aHOHCUPOBaA-
HUSA;

TouHocTb paboTbl Talimepos advertisement-in-
terval, withdraw-interval u as-origination-in-
terval 3aBUCUT OT MaKCMMaNbHOro 3HauYeHUA
N060ro 13 aTUX TPEX TalMepPoB, HACTPOEHHbIX
Ha BGP-mapwpytusatope (yuutbiBaloTca Tai-
Mepbl, HacTpoeHHble gnAa Bcex BGP-coceaeit).
Bce 3HaueHMA TakMmepoB AaHOHCMPOBAHUA U Ae-
AHOHCMPOBAHUA MapLUPYTOB, CKOH$Urypupo-
BaHHbIX Ha YCTPOWCTBE, AUCKPETU3IUPYIOTCA
uHTepsaaom B 1/255 or Hanbonbluero HacTpo-
€HHOro 3HayeHusA. YBe/lUYeHUe MaKCcMmasb-
HOro 3HauyeHus 6ypeT NPpUBOAUTL K yBesuuve-
HU1IO YaCTOTbl AUCKPETU3aLUKN TalimepoB U, co-
OTBETCTBEHHO, K MOHUMKEHMUIO TOYHOCTU UX pa-
60TbI.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

as-origination-interval
seconds

no as-origination-interval

seconds: (0-65535)/15
CeKYH[,

3a4aéT BpeMeHHOM NHTepBan mexay otrnpaskoit UPDATE co-
obLeHN A 0AHOrO M TOTO Ke MaplupyTa, UCnoab3yeTca ANA
QHOHCa NIOKaNbHbIX (MApLWpPYTbl U3 NOKanbHOW AS) mapLipy-

TO0B €BGP-cocepam.

YcTaHaBAnBaeT 3HaYeHUe No YMOYAHUIO.
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default-originate [route-map
name]

no default-originate

name: (0..32) cumBona/-

AHOHcUpyeT BGP-cocely MapLipyT no yMONYaHWIO BHE 3aBUCK-
MOCTM OT ero Ha/IM4mA B IOKaNbHOM Tabauue mapwpyTtmnsaumm. B
KauyecTBe nexthop B Takom mapupyTe byaeT ykasaH nHTepoeiic,
C KOTOpoOro yctaHoBieHa BGP-ceccus.
- route-map — napameTp No3BoasAET aHOHCMPOBATb MapLWpPyT No
YMO/IYAHMIO, TONIbKO €CAW OH NPUCYTCTBYET B JIOKA/NbHON Tab-
IMLEe MapLpyTM3aLMmn U ero UCTOYHUKOM He ABNAETCA MPOTOKO
BGP.
- name — UMA NOJIMTUKM route-map, KoTopas byaeT npymeHeHa
K onepaLmy aHOHCMPOBAHUA MAPLLPYTA MO YMOAYAHUIO.
Route-map ponkHa cogepkatb B cebe TONbKO cek-
V yuio match ip address c ykasaHuem Ha prefix-list, nog
KOTOpbIW Nonagaer MapLpyT no ymonadaHuio. Mpu-
Mep HacTpoiiku TaKol route-map u prefix-list npuse-
AeH nopg Tabauueii.

Ecnu B prefix-list HaxoauTca ykasaHue Ha Kako-1M6o

V MapLIPYT, OT/IMYHBIN OT Ae(PONTHOrO, TO UMEHHO 3TOT
MapLUPYT AOMXKEH NPUCYTCTBOBATb B SIOKa/IbHOM Ta6-
Nvue  MapuwpytusaumM, utobbl aHOHcupoBanca
MapLUpYT N0 yMmon4aHuio. OrpaHUYECHMIA Ha UCTOM-
HUK 3TOr0 MapLIpyTa HerT.

OTmeHsAeT HacTpoiiky default-originate.

route-map name {in | out}

name: (0..32) cum-

- name — UMA NOAUTUKM route-map, KoTopaa byaeTt npume-
HeHa K coceay B AaHHol Address Family. Mo3sonset ¢ounb-
TPOBaTb U BHOCUTL USMEHEHWA B aHOHCUPYEMbIE U MPUHMUMA-

no route-reflector-client

BO/a emble MapLipyTbl.

no route-map name {in | YpaneHve NofUTUKKM ¢ gaHHon Address Family.

out}

next-hop-self BKkntoyaeT noameHy 3HauyeHua atpubyta NEXT_HOP Ha no-

-/BKNIOYEHO KaNbHbIM agpec mapLipyTusatopa.

no next-hop-self OTKAOYMTD NnogmeHy aTpubyta NEXT_HOP.

route-reflector-client HasHauutb BGP-cocega Route-Reflector knneHtom.

[meshed] - meshed — napameTp BbiCTaBnseTca ecam MCNosblyeTcs
mesh-Tononorua. Mpu noay4yeHUn OT TaKoro KaneHta BGP-
MapLUpPYTOB OHM He ByAyT NepecbiNaTbeca APYrMM KAUEHTaM.

-/disabled

BGP-maplupyTtusarop asnsaerca route-reflector-om,
V ecnn xota 6bl 0AMH ero cocef, CKOHGUrypupoBaH
KaK route-reflector KnueHT.
V Ana npumeHeHMA AAHHOW KOMaHAbl Heobxogum
nepesanyck BGP-ceccum ¢ cocegom.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

[Mpumep HacmpoliKu route-map, ucnosasv3yemoli 8 KomaHoe default-originate

console#configure

console (config) #route-map RM DEFAULT ROUTE 10 permit
console (config-route-map) #match ip address prefix-list PL_ DEFAULT ROUTE
console (config-route-map) #exit

console (config) #ip prefix-list PL DEFAULT ROUTE seq 5 permit 0.0.0.0/0

KomaHObI pexcuma KoHguaypayuu Peer-2pynn

Bupg, 3anpoca KOMaHAHOW CTPOKM B pexkume KoHdurypaumm Peer-rpynn:

console (router-bgp-nbrgrp) #
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Tabnuua 285 — KomaHap! pexxnuma KoHourypauum Peer-rpynn

KomaHoa

3HayeHue/3Ha4yeHue
Mo ymon4aHuro

Aelicmeue

maximum-prefix value
[threshold percent | hold-
timer second | action type]

no maximum-prefix

value: (0-
4294967295); per-
cent: (0-100);
second: (30-86400);
type: (restart, warn-
ing-only)

BK/lOYaeT orpaHnYeHme KonmyecTsa NpMHMMaEMbIX MapLLPY-
TOB OT BGP-cocepa.

- value — MaKcMMasibHOe KONNYECTBO MPUHMMAEMBbIX MapLul-
pyTOB;

- percent — NPOLUEHT OT MaKCMMa/IbHOTO KOIMYECTBA MapLLpy-
TOB, MO AOCTUXEHMM KOTOPOro OTNPABAAETCA Npeaynpexae-
HWe;

- second — BpeMeHHOI NPOMEKYTOK (B cekyHaax), No nucreye-
HWIO KOTOPOTO MPOUCXOAMT NEPENOSKIOYEHNE, ECIN CECCUA
6blna pasopBaHa M3-3a MPEBbILEHMA KOAMYECTBA MapLupy-
TOB;

- type — Ha3Ha4aeT AelCTBMeE, BbINONHAEMOE NPU LOCTUNKE-
HUM MAKCMMA/TbHOTO 3HaYeHuA (pa3pblB ceccum <restart> naum
oTnpaBKa npeaynpexaeHusa <warning-only>).

BbIkntoyaeT orpaHMyeHne KoanYecTsa NPMHMMaEMbIX MapL-
pytoB oT BGP-coceaa.

advertisement-interval
adv_sec withdraw with_sec

no advertisement-interval

adv-sec: (0-65535)/30
CEKyHS;
with-sec: (0-
65535)/30 cekyHa,

3a4a€T BpemMeHHble MHTepBabl.
- adv-sec — MMHUManbHbIA UHTEPBAN MexXay oTnpaskoi UP-
DATE coobuieHni1 04HOr0 1 TOTO Ke MapLupyTa;
- With-sec — MMHUMANbHBIN MHTEPBAN MEXAY aHOHCUPOBA-
HMeM MapLipyTa 1 ero nocneayLWwmm ae-aHOHCUPOBaHNEM.
V —  Advertisement-interval gonxeH 6biTb 60nbLUE
unu paseH withdraw-interval;

—  MapupyTbl, KOTOpble AO0NMHbI 6bITb AHOHCU-
poBaHbl coceaHum BGP-mapupyTusartopam,
pacnpepenatoTca Nno Heckonbkum UPDATE-co-
obweHuam. Mexay otnpaskoi 3Tux UPDATE-
coobLieHnit BblgepKMBaeTca Cy4yaitHbliA Bpe-
MEeHHOW MHTepPBan TaKum obpasom, utobbl 06-
wee Bpems mexay o6HOBNEeHUEM MapLUIPYTOB
B NIOKanbHoW Tabnuue BGP u oTnpaBKoit no-
cnepHero UPDATE-coobLweHUs He NpeBbiwano
advertisement-interval wam as-origination-
interval B cnyyae oOTNpPaBKM NOKaNbHbIX
(mapwpyTbl M3 NOKanbHOK AS) mapwpyToB B
eBGP-coeauHeHnn. Takum o6paszom, KaxKapblii
M3 MapLlIPYTOB MOXET UMEeTb C/ly4allHylo Be-
NINUYUHY 334,ePXKKM aHOHCUPOBAHUSA;

—  TouHocTb paboTbl Talimepos advertisement-
interval, withdraw-interval u as-origination-
interval 3aBUCUT OT MaKCUMaNbHOrO 3HaYEHUsA
N60ro us aTUX TPEX TaliMepoB, HaCTPOEHHbIX
Ha BGP-mapuwpyTtusaTtope (yuuTbiBaloTcA Taii-
mepbl, HaCcTpoeHHble Ana Bcex BGP-cocepeit).
Bce 3HaueHuMA TallMepoB AaHOHCMPOBAHUA U Ae-
QHOHCMPOBAHUA MApLUPYTOB, CKOHUrypupo-
BaHHbIX Ha YCTPOWMCTBE, AUCKPETU3IUPYIOTCA
MHTepBanom B 1/255 oT HanbonbLuero HacTpo-
€HHOro 3HauyeHusa. YBeJuyeHue MaKCcumasb-
HOro 3HauyeHusa byaeT NpMBOAUTL K yBenuye-
HMIO YACTOTbl AUCKPETM3aLUU Talimepos U, co-
OTBETCTBEHHO, K MOHUMKEHUIO TOYHOCTU UX pa-
60TbI.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

as-origination-interval
seconds

no as-origination-interval

seconds: (0-65535)/15
CeKyHA,

3aaéT BpeMeHHOM UHTepBan mexay otnpaskoii UPDATE co-
0o6LEeHN OJHOMO U TOTO e MapLupyTa, UCNo/b3yeTca ANA
QHOHCA NI0KaNbHbIX (MapLUpyTbl U3 SIoKanbHOM AS) mapLupy-
TOB eBGP cocepam.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.
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connect-retry-interval
seconds

no connect-retry-interval

seconds: (1-
65535)/120 cekyHa,

3aaéT BpeMeHHOI UHTepBas, No UCTEYEHUIO KOTOPOro BO3-
o6HOBAAETCA NonbITKa co3aatb BGP-ceccuto ¢ cocenom.

YcTaHaBAMBaET 3HaUYeHWe No YMONYaHUIO.

next-hop-self

no next-hop-self

-/BbIKNOYEHO

BKkntoyaeT noameHy 3HayeHua aTtpubyta NEXT_HOP Ha no-
KaJIbHbIM aapec MapLupyTM3aTopa.

OTKAtoYMTbL NoameHy aTpmbyta NEXT_HOP.

remote-as [as_plain_id_|
as_dot _id]

no remote-as

as_plain_id:
(1..4294967295)/1
as_dot_id:
(1.0..65535.65535)

3a4aéT HoMep aBTOHOMHOM CUCTEMbI, B KOTOPOW HaxoAmTcA
BGP-cocea. YcTaHOBNEHME COCEACTBA HEBO3MOXKHO, NOKa CO-
cefy He Ha3Ha4vyeH Homep AS.
970 AeicTBME BNEYET paspbiB CECCUMU C COCEAO0M U
V OUYMCTKY BCEX NPUHATLIX OT HEr0 MapLUPYTOB.

Yoanutb naeHTMOMNKaTop cocesHelt aBTOHOMHOW CUCTEMbI.

timers holdtime keepalive

no timers

holdtime: (0 | 3-
65535)/90 cekyHz;
keepalive: (0-
21845)/30 ceKkyHa,

3a4a€T BpemMeHHble MHTepBabl.

- holdtime — ecnn B TeyeHue 3TOro BpemeHun He BygeT npu-
HATO keepalive-coobuieHune, To coeanHeHme ¢ cocegom cbpa-
CblBaeTCs;

- keepalive — nHTepBan mexay otnpaskoi keepalive-cooblue-
HUA.

V 3HaueHua holdtime u keepalive ponkHbl 6bITb
nmbo oba paBHbl HYAO, MM60 06a 6onblue HynA.
holdtime pgonkeH 6biTb 6Gonbwe wuan paseH
keepalive.

— Ecnm 6bin BblbpaH Taiimep hold, KoTopbliii
HacTPOEH Ha /IOKa/IbHOM MapLUPYyTU3aTOpPE, TO
MCNoNb3yeTcA JIOKasbHOe 3HayeHue Tailmepa
keepalive;

— Ecnm 6bin BblbpaH Taiimep hold, KoTopbliii

HacTpoeH Ha coceAHeM MapLipyTusatope U
3HaueHUe /NIOKaNbHO HACTPOEHHOro Taiimepa
keepalive meHbwe yem 1/3 Bbi6paHHOro Taii-
mepa hold, To ucnonbayerca NokanbHoe 3HaYe-
Hue Taiimepa keepalive;
Echu 6bin Bbi6paH Takimep hold, KoTopbiit
HacTpoeH Ha coceAHemM MapLipyTusatope U
3HauyeHUe J/IOKa/IbHO HACTPOEHHOro Taiimepa
keepalive 6onbwe yem 1/3 BbibpaHHOro Tai-
mepa hold, To ucnonbsyerca uenoe uncno, Ko-
TOpoe meHblue Yem 1/3 Bbi6paHHOro Taiimepa
hold.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

timers idle-hold seconds

no timers idle-hold

seconds:
(1..32747)/15

3a4a€T BpeMeHHOW MHTepBan yaepyKaHua cocesa B COCTOA-
Hun Idle nocne Toro, Kak oH 6bin cOPOLLEH B 3TO COCTOAHME.
3a 3TOT UHTepBas BCe MOMbITKMU NepeyCcTaHOBUTbL CoeanHEHUE
C cocefom byayT OTK/IOHEHbI.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

timers open-delay seconds

no timers open-delay

seconds: (0-240)/0
CeKyHA,

3aaéT BpPEeMEHHOM WHTepBan Mexay ycTtaHoBkon TCP-
coeguHeHus n otnpasKoi nepsoro OPEN-coobuweHus.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

shutdown

no shutdown

-/no shutdown

AAMWHUCTPATUBHO BbIKAOYAET ceccum co Bcemu BGP-coce-
AAMU, BXOAALLMMMU B COCTaB peer-rpynrbl, 1 O4ULIAET NPUHA-
Tble OT HUX MapLIPYTbl, HE YAANAA UX KOHOUTYpaLUK.

B KOHOUrypauuio Kakaoro cocena, BXOAALLEro B peer-
rpynny, B KOHTEKCT (router-bgp-nbr) gob6aBnsertca KomaHaa
shutdown.

AOMUHWUCTPATMBHO BK/IOYaeT ceccun co Bcemmn BGP-coce-
AAMU, BXOAALMMM B COCTAB peer-rpynmbl. YAanset KomaHay
shutdown 13 KoHbUrypaLuum Kaskaoro coceaa, BXOAALLEMO B

peer-rpynny.
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update-source [giga- . HasHavaeT uHtepdelic, KoTopbin ByaeT UCnonb30BaH B Kaye-
bitethernet gi_port | tengi- gi_port: (1..8/0/1..24); CTBE UCXOAALLEro nNpu cCoeamMHEHUN C COCea0M.
gabitethernet te_port | te_port:
hundredgigabitethernet (1..8/0/1..24);
hu_port | Port-Channel hu_port:
group | Loopback loopback (1..8/0/1.32);
| Vlan vian_id] group: (1..48);
loopback: (1-64); — —
no update-source vian-id: (1-4094) OTMeHAET py4YHYI0 HACTPOMKY ucxogAawero wuHtepdeiica,
BK/IIOYAET aBTOMATUYECKMIM BbIbOP MHTEpdelica.
route-reflector-client HasHauntb BGP-cocena Route-Reflector knneHTom.
[meshed] - meshed — napameTp BbICTaBASETCA €CNU UCMOJb3yeTcA
mesh-Tononorus. Mpu Nosy4yeHUM OT TaKoro KameHta BGP-
MapLIPYTOB OHWU He ByAyT NepecbiNaTbCa APYrUM KANEHTAM.
BGP-mapwpyTtusartop sasnserca route-reflector-om,
-/disabled V ecnmn xota 6bl 0OAUH ero coces CKOHGUrypUpoBaH
KaK route-reflector knueHT.
DOnsa npumeHeHUA AAHHOW KOMaHAbl Heobxoaum
V nepesanyck BGP-ceccum ¢ cocegom.
no route-reflector-client YcTaHaBAMBaET 3HaYeHME N0 YMONYAHUIO
soft-reconfiguration in- KomaHza coxpaHseT nosyyeHHble OT cocesa MapLpyTbl B OT-
bound nenbHo obnactm namatu. Metoa no3BoasieT MPUMEHUTb
BXOAALLYIO MOAUTUKY «route-map in» ans cocepa 6e3 cbpoca
. COCeACTBa M 3aNpoca MapLIpPyTOB.
-/disabled Mo ymonuyaHuio paboraer mexaHusm Route
V Refresh.
no soft-reconfiguration in- OTK/OYUTD MEXAHU3M COXPAHEHWUA MapLLPYTOB.
bound
prefix-list name {in | out} - name — Ha3BaHwue IP prefix-list, KoTOpbIN ByaeT NpMMeHeH K
name: (0..32) cum- aHOHCUPYEMbIM W/IM MPUHUMaEMbIM MapLLPYTam.
no prefix-list name {in | BONA OtBa3aThb IP prefix-list.
out}
fall-over bfd BkatounTb NpoTokon BFD Ha peer-rpynne.
no fall-over bfd /BeiknioueHo Bbikntountb npotokon BFD Ha peer-rpynne.

KomaHObl pexcuma Privileged EXEC

Bce KomaHAb! AOCTYNHbI 418 NPUBUIETMPOBAHHOIO NOJb30BaTEeNA.

Bua 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console#

Tabnunua 286 — KomaHabl pexkuma Privileged EXEC

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

clear ip bgp [ip_add]

MNepeycTtaHaBanBaeT coegunHeHuna ¢ BGP-coceaamm, ounwias
NPUHATbIE OT HUX MApPLIPYTbI;

- ip_add — apgpec cocegHero BGP-cnuKepa, ¢ KoTopbim byaer
nepeycrtaHOB/IEHA CECCUA.

show ip bgp afi safi afi: (all, ipv4, [2vpn);

safi (all, unicast,mul-
ticast, evpn)

Otobpasuntb Tabanuy BGP-mapwpyTtoB (Loc-RIB) yKasaHHbIX
AFI/SAFI.

- afi — naeHTudukatop Address Family;

- safi — naeHTnpukatop Sub-Address Family.

show ip bgp [ip_add]

Oto6pasuntb Tabaunuy BGP-mapwpyTos (Loc-RIB).
- ip_add — npeduKc noaceTv HazHayeHuUs, No KoTopomy byaer
oTobpaxeHa noapobHas nHbopmaLMsa 0 MapLpyTax 40 Heé.
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show ip bgp neighbor [ip-
add [detail | advertised-
routes | received-routes]]

OT06pasnTb MHPOPMaLMIO O HACTPOEHHbIX BGP-coceasax.
-ip_add —appec cocegHero BGP-cnukepa, no KoTopomy byaet
oTduUNbTpOBaHa HDOPMALUA;

- detail — oTo6pasnTb NoAPO6HYI MHbOPMaLMIO;

- advertised-routes — 0T06pa3nTb TabAMLY MapLPYTOB, aHOH-
CUPOBAHHbIX coceay;

show ip bgp peer-group
name

- received-routes — 0TO6pasuTb Tabauuy nNPUHMMAEMbIX

MapLUPYTOB 0 NPUMEHEHUA K HUM BXOAALLEN NONUTUKK.
Kntoyom received-routes B KOHTEKCTE HACTPOIKHU CO-
OTBETCTBYIOLLErO COCeAa AO/MKHA 6bITb 3aaeicTBO-

OT06pasunTb co3gaHHble Peer-rpynmnbl U UX HACTPOMKM.

- name — 0T06PasnTb HAaCTPOIMKM rPYNMbl C UMEHEM hame.

show ip bgp peer-group
name neighbors

Ana otobpaxkeHUs NPUHUMAEMbIX MAPLUPYTOB C
BaHa KomaHaa soft-reconfiguration inbound.
OT06pa3mnTb COCTOALLMX B peer-rpynmne cocegen.

5.30.5 Hacmpoiika npomokona IS-1S

IS-IS (Intermediate System to Intermediate System) — NPOTOKON ANHAMMUYECKON MapLLIPYTU3aLIUK, OC-
HOBaHHbI Ha TEXHO/MIOTUWN OTCAEXKUBAHUA COCTOAHMA KaHana (link state technology) 1 ncnonb3ytowmin ans
HaxoXAeHWA KpaTyanwwero nyty anroputm [enkcTpbl. MpoTokon IS-IS npeactaBnaeT coboi NPOTOKOA BHYT-
peHHero wto3a (IGP). MpoTtoKkon IS-IS pacnpocTpaHaeT MHOPMALMIO O AOCTYMHbIX MapLpyTax mexay

MapLpyT13aTopammn o4HON aBTOHOMHOM CUCTEMBI.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B pPeXKMUME rN106anbHOM KOHPUrypaLmm:

console (config) #

Tabnuua 287 — KomaHab! pexxkmma rnobanbHon KoHurypaumm

Aelicmeue

3HayeHue/3HayeHue
KomaHoa
no ymoa4YaHuro
router isis
-/ISIS mapwpyTusatop
no router isis OTK/tOYEH

3anyckaert IS-IS mapwpyTnsatop. Bxogut B pexMm KoHourypaumm
npoTokona IS-IS.

OctaHasnuBaeT IS-IS mapwpytusaTtop. Yaansetr KoHouUrypauuo
npoTokona IS-IS.

KomaHObI pexcuma KoHgu2ypayuu npomokoaa I1S-1S

Bug, 3anpoca KOMaHAHOM CTPOKM B pexkmMme KoHdurypaumm npotokona IS-IS:

console (router-isis) #

Tabnnuya 288 — KomaHabl pexkmma KoHburypaumm npotokona IS-IS

3Ha4yeHue/3HayeHue

KomaHnoa Mo ymon4yaHuro

Aeiicmeue

address-family ipv4 unicast -

MepexoamT B pexxum KoHdurypaumm Address-Family.

authentication key word

[level] word: (1..20)

CUMBO/IOB;
level: (level-1, level-
2)/level-1-2

no authentication key

3ajatb KAOY ayTeHTMOMKaUMKM B BMAe TeKkcTa. Mcnonblyetca
ona ayteHTudukaumm LSP, CSNP, PSNP PDU. laHHaA HacTpoika
UrHOPUpYyeTCA, ecan ANA ayTeHTUdUKaLmMK yKasaHa key-chain.

- word — KNtoY B TEKCTOBOM BUAE;

- level — ypoBeHb IS-IS, AnA KOTOPOro NPUMEHUTCA HAaCTPOMKa.

Yaanaer Kaod ayTeHTubuKaumu.
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authentication key encrypted
encryptedword [level]

encryptedword:
(1..128) cumsonos;
level: (level-1, level-

3afaeT KoY ayTeHTUGMKaLMK B 3alundpoBaHHOM BUAE (Hanpu-
Mep, Naposb B 3aWndpoBaHHOM BUAE, CKONUPOBAHHbIW C Apy-
roro yctporcrea). Mcnonblyetca ans ayTeHTMouKaumm LSP,
CSNP, PSNP PDU. [laHHaA HacTpoiKa UrHOpupyeTcs, ecan gns
ayTeHTMdMKaLMM yKasaHa key-chain.

2)/level-1-2 - encryptedword — knto4 B 3aWMdpOBaHHOM BUAE;
- level — ypoBeHb IS-IS, A1 KOTOPOro NPUMEHUTCA HAaCTPOMKA.
no authentication key YAanaeT Koy ayTeHTUdUKaLumm.
authentication key-chain 3a4aTb MMA CBA3KKM KAtouen, KoTopas byaeT Mcnosib3oBaThbeA
word [level] word: (1..32) ana ayteHTuoukaumm LSP, CSNP, PSNP PDU.
CUMBONA; - word — UMs CBA3KU KNKOYEN;

level: (level-1, level- - level — ypoBeHb IS-IS, ana KOTOPOro NPUMEHUTCA HacTPOKiKa.

no authentication key-chain 2)/level-1-2 OTK/IOYaeT peXXnMm UCNONb30BaHUA CBA3KM KNlOYeN ANA ayTeH-

TUdMKaumK.

authentication mode {text |
md5} [level]

level: (level-1, level-
2)/level-1-2;
Mo ymon4yaHuto ayTeH-
TUPUKaLMA OTKAIO-

BkntouyaeT ayTeHTUOMKaumto B IS-IS n onpeaenseT ee Tun:

- text — ayTeHTUPMKaALMA OTKPbITbIM TEKCTOM;

- md5 — ayteHTUPUKauus MDS5;

- level — ypoBeHb IS-IS, 4N KOTOPOro NPUMEHUTCA HAaCTPOMKA.

YcTaHaBAWBaeT 3HaYeHne No YMOAYAHUIO.

no authentication mode yeHa.
hostname dynamic BKAouMTb NoafepKKy AMHammnyeckmx hostname.
-/BKAOYEHO
no hostname dynamic BbIKNOUNTL NOAAEPKKY AMHaMMYecKux hostname.
is-type {level-1 | level-2-only 3agaeT TMN maplupyTtusartopa B IS-IS pomene:
| level-1-2} - level-1 - Bce B3anmogaencTena ¢ Apyrumu mapLupyTM3aTopamm
npoucxoanT Ha 1 yposHe;
- level-2-only — Bce B3aumogencTeus ¢ ApyrMmu mapLipytmsa-
-/level-1-2

no is-type

TOpaMu NPOUCXOAAT Ha 2 YPOBHE;
- level-1-2 — ycTpolicTBO NogaepKunBaeT B3aumoaenctama 06o-
X YPOBHEN.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

Isp-buff-size size

size (512-9000)/1500

YcTaHaBAMBAET MAKCMMAJIbHO BO3MOXKHbIM pasmep oTnpasnse-
mblIx LSP 1 SNP. 3HaueHue Isp buffer size He foKHO NpeBbIWaThL

6aT 3Ha4eHue pdu buffer size.
no Isp-buff-size YcTaHaBAMBAET 3HAYEHME MO YMONYAHUIO.
Isp-gen-interval second [level] 3a43ET MMHUMANbHBIV MHTEPBaN B MC, MeXAy reHepaumen oa-
second: (1- HOM U TOW e LSP.
65535000)/30000 - second — 3HaYyeHWe MHTEpPBaNa B MUAIMCEKYHARAX, MO UcTeYe-
MUTUCERYHE; HUKM KoToporo LSP MoKeT ObiTb 3aHOBO CreHepuMpoBaHO;
level: (level-1, level- - level — ypoBeHb g/18 KOTOPOro NPUMEHUM AaHHbIA UHTEpPBa.
2)/level-1-2 Ecnu He yKasblBaTb, UHTEPBA MPUMEHUTCA K 060MM YPOBHAM.

no Isp-gen-interval

YcTaHaBAMBaET 3HAYEHUE MO YMONYAHUIO.

Isp-refresh-interval second

second: (1-65235)/900

3a436T MaKCMMasbHbI MHTEPBAN B CEKYHAAX, MeXay reHepa-
umeit LSP.
- second — 3Ha4YeHve UHTepPBaNa B CEKYHAAX, NO UCTEYEHUM KO-

CeKyHA, Toporo LSP byaeT 3aHOBO CreHepMpoBaHo.
no Isp-refresh-interval YcTaHaBAMBAET 3HAYEHME MO YMONYAHUIO.
max-Isp-lifetime second 3agaeT Bpemsa Ku3HU LSP. 3HauyeHMe J0KHO ObiTb XOTA Obl Ha
second: (350- 300 cekyHg 6onblue, yem Isp-refresh-interval.
65535)/1200 cekyHa, - second — 3Ha4YeHWe B CEKyHAAX.

no max-Isp-lifetime

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

metric-style style [level]

no metric-style

style: (narrow, wide,
both)/both

level: (level-1, level-
2)/level-1-2

3a4aeT UCNob3yeMblit CTUAb METPUKK.

-narrow — NoAAEPKMBaTb TONbKO CTaHAAPTHYIO (Y3Kylo) meT-
puKy;

-wide — NnopaepKMBaTb TONbKO PaCLUMPEHHYIO METPUKY;

-both — noapep*kmMBaTb 06a CTUIA METPUKY;

- level — ypoBeHb, ANA KOTOPOro NPUMEHUM YKa3aHHbIN CTUNb
MeTPUKU. ECIM He yKa3biBaTb, METPMKa NPUMEHUTCA K 06oum
YPOBHAM.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

net XX XXXXXXXX.XX

YcTtaHaBAuBaeT Tak HasbiBaemblit NET (Network Entity Title) aa-
pec — yHUKanbHbI naeHTMdUKaTOP MapLpyTnsaTopa B npeage-
nax IS-1S pomeHa. Mpwu 3anucn NET ncnonbsyerca WwecTHaauaTm-
pUYHasA cucTemMa CYUCNEHUA.
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start

no net YpanaeT naeHTMdMKaTop maplupytmusaTopa.
shutdown Otkntoyaet npouecc ISIS.
-/BKAOYEHO
no shutdown Bknatouaet npouecc ISIS.
spf interval maximum-wait YcTaHaBAMBaeT UHTEPBAN MeXAy ABYMA nociefosaTeslbHbIMU
second second: (O- nepecyetamu aaroputma SPF B munancekyHaax.
no spf interval maximum- 4294967295)/5000 YcTaHaBAnBaeT 3HaYeHMe M0 YMONYAHMUIO.
wait
spf threshold restart-limit YcTaHaBAMBAET CKOMbKO pa3 anroputm SPF MorKeT 6biTb npe-
number number: (1- pBaH o6HoBNeHNem LSDB.
4294967295)/10
no spf threshold restart-limit YcTaHaBAMBaeT 3HaYeHUeE Mo YMONYAHUIO.
spf threshold updates-restart 3apaet KonmyecTBo obHoBNEHMI LSDB, npy KOTOPbIX anroputm
number number: (1- SPF ocTaHaBAMBaeTCA M NepesanycKaeTcs.
4294967295)/4294967
no spf threshold updates-re- 295 YcTaHaBAMBaET 3HaYeHMeE MO YMONYAHMUIO.
start
spf threshold updates-start Konunyectso obHoBNeHuit LSDB, Heobxogmumoe ans HemeasieH-
number number: (1- Horo 3anycka anaroputma SPF (spf interval maximum-wait npwm
4294967295)/4294967 3TOM MrHOPWPYeTCA).
no spf threshold updates- 295 YcTaHaBAMBaET 3HaYeHMe N0 YMONYAHMIO.

KomaHObI pexcuma KoHguaypayuu Address-Family

Bug, 3anpoca KOMaHAHOM CTPOKM B pexkmume KoHdurypaummn Address-Family:

console (router—-isis-af) #

Tabnuua 289 — KomaHabl pexxnma koHourypaummn Address-Family

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

redistribute connected
[level level] [metric-type
type] [metric metric] [fil-
ter-list name]

level: (level-1, level-2);

type: (internal, exter-
nal);

metric: (1-16777215);

name: (1-32) cumBona

no redistribute connected
[level level] [metric-type
type] [metric metric] [fil-
ter-list name]

PaspewaeT umnopT connected mapLpyToBs:

- level — ypoBeHb IS-IS, B KOTOpbIV ByAeT BbIMONHATLCA Nepe-
pacnpegeneHve mMapLipyToB;

- type — yCTaHOBWUTb MMNOPTMPYEMBIM MapLUpyTam TUN MeT-
PUKM;

- metric — 3HaYeHME METPUKM AN UMNOPTUPYEMbIX MapLIPY-
TOB;

- name — nms cTaHgapTHoro IP ACL, KoTopblit 6yaeTt ucnonb-
30BaH Ana GuUAbTPaALMU UMNOPTUPYEMbIX MAPLLPYTOB.

Ecnu rnobanbHO BKAKOYEH CTAaHAAPTHBIN (narrow) cTunb mert-
PVKW, BCe 3HAYEeHUA MeTpUKKM bonblie 63 ByayT yKasaHbl B
TLV Kak 63.

Be3 napameTpoB 3anpeLLiaeT MMNopT connected maplupyToB
B IS-IS. B cnyyae yKasaHWsA napameTpa BO3BPALLAEeT ero ge-
dbonTHOE 3HaYeHue.

redistribute static [level
level] [metric-type type]
[metric metric] [filter-list
name]

level: (level-1, level-2);

type: (internal, exter-
nal);

metric: (1-16777215);

name: (1-32) cumBona

PaspelsaetT UMNopT cTaTMYeCcKMX MapLipyTos B IS-IS.

- level — ypoBeHb IS-IS, B KOTOpbI ByAeT BbINOAHATLCA Nepe-
pacnpezeneHne MapLupyTos;

- type — yCTaHOBUTb MMMOPTUPYEMbIM MapLIPyTam TUM MeT-
pVIKY;

- metric — 3HaYeHNe METPUKMN A1 UMNOPTUPYEMBIX MApPLLPY-
TOB;

- name — uma cTaHgapTHoro IP ACL, KoTopblit 6yaeT ucnonb-
30BaH Ana GUNLTPALUM MMMOPTUPYEMBIX MapPLLIPYTOB.

Ecnu rnobanbHo BKIOYEH CTaHAAPTHBIN (narrow) cTuib meT-
PUKK, BCE 3HAYEHUA METPUKM bonblie 63 ByayT yKasaHbl B
TLV Kak 63.
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no redistribute static [level
level] [metric-type type]
[metric metric] [filter-list
name]

be3 napameTpoB 3anpeLiaer MMNOPT CTaTUYECKUX MapLUpY-
ToB B IS-IS. B cnyyae yKasaHua napameTpa BO3BpalLaeT ero
AedonTHoe 3HayeHue.

redistribute rip [level /evel]
[metric-type type] [metric
metric] [filter-list name]

no redistribute rip [level
level] [metric-type type]

[metric metric] [filter-list
name]

level: (level-1, level-2);

type: (internal, exter-
nal);

metric: (1-16777215);

name: (1-32) cumBona

Paspewaet umnopt mapwpyTtos u3 RIP B IS-IS.

- level — ypoBeHb IS-IS, B KOTOpbIV ByAeT BbIMONHATLCA Nepe-
pacnpezeneHne MapLupyTos;

- type — YyCTaHOBWUTb MMMOPTUPYEMbBIM MapLUPyTam TUMN MeT-
PVIKK;

- metric — 3HaYeHME METPUKUN A7 UMMNOPTUPYEMBIX MApPLLPY-
TOB;

- name — uma cTaHgapTHoro IP ACL, KoTopbiit 6yaeT ucnonb-
30BaH 1A GUAbTPALUKN UMNOPTUPYEMbIX MapLIPYTOB.

Ecnu rnobanbHO BKAKOYEH CTaHAAPTHLIM (Narrow) cTuab meT-
PWKW, BCE 3HAYEHUA MeTPUKM bonblie 63 ByayT yKasaHbl B
TLV Kak 63.

be3 napameTpos 3anpewaet UMnopT mapwpytos u3 RIP B IS-
IS. B cnyyae yKasaHWsA mapameTpa BO3BpalLaeT ero AedponT-
HOe 3HayeHue.

redistribute bgp [level
level] [metric-type type]
[metric metric] [filter-list
name]

no redistribute bgp [level
level] [metric-type type]
[metric metric] [filter-list
name]

level: (level-1, level-2);

type: (internal, exter-
nal);

metric: (1-16777215);

name: (1-32) cumBona

Paspewaet umnopT mapwpytos n3 BGP B IS-IS.

- level — ypoBeHb IS-IS, B KOTOpbIV ByaeT BbINONHATLCA Nepe-
pacnpezeneHne MapLupyTos;

- type — yCTaHOBWUTb UMMOPTUPYEMbBIM MapLUPYTam TUN MeT-
PVIKK;

- metric — 3HaYeHME METPUKM AN UMNOPTUPYEMbIX MapLIPY-
TOB;

- name — umsa cTaHgapTHoro IP ACL, KoTopblit 6yaeTt ucnonb-
30BaH 414 GUAbTPALUKM UMNOPTUPYEMbIX MapLIPYTOB.

Ecnun rnobanbHO BKAKOYEH CTaHAAPTHbIN (Narrow) cTuab meT-
PUKKM, BCE 3HAYEHUA METPUKM bosblue 63 ByayT yKasaHbl B
TLV Kak 63.

be3 napameTpoB 3anpeLaeT UMNOpPT MapLpyTos 13 BGP B IS-
IS. B cnyyae yKkasaHMA napameTpa Bo3BpallaeT ero aedont-
HOe 3HayeHue.

redistribute ospf [id] [level
level] [metric-type type]
[match match] [metric
metric] [filter-list name]

no redistribute ospf [id]
[level level] [metric-type
type] [match match] [met-
ric metric] [filter-list name]

Id: (1-65536)
level: (level-1, level-2);
type: (internal, exter-

nal);
match:(internal, exter-
nal-1, external-2);
metric: (1-16777215);
name: (1-32) cumBona

Paspelwwaet umnopt mapwpytos ns OSPF B IS-IS.

- id —naeHTMduKaTop npouecca OSPF;

- level — ypoBeHb IS-IS, B KOTOpbI ByaeT BbINONAHATLCA Nepe-
pacnpezeneHne MapLupyTos;

- type — yCTaHOBUTb MMMOPTUPYEMbIM MapLLUPyTamM TUM MET-
PUIKK;

- match — Tun mapwpyTta OSPF, nognexawmn uMnopTy.

- metric — 3HaYeHMEe METPUKMN 418 UMMNOPTUPYEMbIX MApPLLPY-
TOB;

- name — ums cTaHgapTHoro IP ACL, KoTopblit bygeTt ucnosb-
30BaH 414 GUAbTPALUKN UMNOPTUPYEMbIX MapLIPYTOB.

Ecnv rnobanbHo BKAKOYEH CTaHAAPTHBIN (Narrow) cTuab meT-
PWKW, BCE 3HAYEHUA MeTPUKKU Bonblie 63 ByayT yKasaHbl B
TLV Kak 63.

be3 napameTtpos 3anpewaet umnopt mapwpyTtos u3 OSPF B
IS-IS. B cnyyae ykasaHuA napameTpa Bo3spalaet ero agedonT-
Hoe 3HauyeHue.

KomaHObI pexcuma KoHguaypauyuu uHmepaelica Ethernet, VLAN:

Bug, 3anpoca KOMaHAHOW CTPOKM:

console (config-if)#
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Tabnunua 290 — KomaHabl pexkuma KoHourypaumm nHtepdeiica Ethernet, VLAN

KomaHda

3HayeHue/3Ha4yeHue
Mo ymon4aHuro

Aelicmeue

ip router isis

no ip router isis

-/BbIK/IIOYEHO

Bkntoyaet npoTokon mapwpytmsaumm IS-IS Ha Tekywem uHTep-
deiice.

BbikntoyaeT NpOTOKON MaplipyTusaumm IS-IS Ha TeKywem WHTep-
deiice.

isis authentication key word

3apaTb Ktod ayTeHTUdUKauMK B BMAE TeKcTa. Mcnonb3ytotca ans

(1..128) cumBonos;
level: (level-1, level-

[level] word: (1..20) ayTeHTUOMKauum HELLO PDU. [JaHHas HacTpolka UrHopupyeTtcs,
CMMBOJIOB; ec/i1 AnA ayTeHTUdUKaumm ykasan key-chain.
level: (level-1, level- - word — KNtoY B TEKCTOBOM BUAE;
2)/level-1-2 - level — ypoBeHb IS-IS.
Ypanaet KAy ayTeHTUdUKaLmu.
no isis authentication key
3afaerT KoY ayTEHTUOMKALMM B 3aLLIMPPOBAHHOM BUAE (Hanpu-
isis authentication key en- Mep, Napo/ib B 3aWMPPOBAHHOM BUAE, CKONMUPOBAHHbBIN C ApY-
crypted encryptedword [level] roro ycrtpowcrea). Ucnonbsytotea ana ayreHTudukaumm HELLO
encryptedword:

PDU. [laHHas HacTpoliKa UTHOPUPYETCA, ecan ANA ayTeHTUPUKa-
umu ykasaH key-chain.
- encryptedword — kntoy B 3aliMPpoBaHHOM BULE;

no isis authentication key-
chain

2)/level-1-2 - level — ypoBeHb IS-IS.
Ypanaet ka4 ayTeHTUdUKaumn.
no isis authentication key
3a4aTb MMA CBA3KM K/ouel, KoTopas ByaeT MCnonb3oBaTbCcA
isis authentication key-chain ana ayteHTudumkaumm HELLO PDU.
word: (1..32) o
word [level] - word — UMA CBA3KU KAoYel;
CUMBONA;
- level — ypoBeHb IS-IS.
level: (level-1, level- OTKAKOYAET PeXMM MCMNONb30BaHMA CBA3KM Klouel Ans ayTeH
2)/level-1-2 P A vT

TMdUKaLMK.

isis authentication mode {text
| md5} [level]

no isis authentication mode

level: (level-1, level-
2)/level-1-2;
Mo ymon4YaHuio ayTeH-
TUOMKALMA OTKIIOYEH]

BkntouaeT ayteHTMdMKaumio B HELLO PDU Ha Tekyliem MHTep-
delice n onpepenset ee TMM:

- text — ayTeHTUOUKALMA OTKPbLITbIM TEKCTOM;

- md5 — ayteHTUdUKauma MD5;

- level — ypoBeHb IS-IS.

YcTaHaBAMBaeT 3HaYEHUE MO YMOHAHUIO.

isis circuit-type {level-1 | level-

YKa3bIBaeT, COCeACTBA KaKOro YPOBHA MOXHO GOpMUPOBaTL Ha
AaHHOM nHTepdeiice.

no isis metric

2-only | level-1-2} -/level-1-2
YcTaHaB/IMBaeT 3HaYEHWE MO YMOYAHUIO.
no isis circuit-type
YcTaHaBAMBaeT METPUKY ANA AaHHOTO UHTepdelica.
isis metric metric [level] - metric — 3Ha4yeHne meTpukn. Ecnn rnobanbHo BKAOYEH CTaH-
metric: (1- [JapTHbIV (narrow) CTUAb METPWKKM, BCE 3HAYEHUA METPUKM
16777215)/10; 6onblue 63 6yayT yKasaHbl B TLV Kak 63;
level: (level-1, level- - level — ypoBeHb IS-IS, ana KoToporo 6yaeT NPUMEHATLCA MeT-
2)/level-1-2 puKa.

YcTaHaBAnBaeT 3HaYeHWe No YMOIYAHUIO.

isis passive-interface

no isis passive-interface

-/NaccuBHbBIN peXxnum
OTK/IlOYeH

MepeBoanUT NHTEPdENC B MACCUBHbLIN pexum. B aTom pexnme
MHTepdeic He OTNPaBAAET U He NpuHMMmaeT HELLO PDU.

YcTaHaBAMBaeT 3HaYeHWe o YMOAYAHUIO.

isis network point-to-point

no isis network point-to-point

-/broadcast

YctaHaBauBaeT TMn uHTepdelica point-to-point.

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.
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isis hello-padding value

no isis hello-padding

value: (disable, enable,
adaptive)/enable

YcTaHaBAMBAET pexkum paboTbl nagauHra hello-coobuweHni.
- disable — oTKNOUMTB NagAaMHE BO BCex coobueHuax hello;

- enable — BKNOUYNTb NaaANHT BO Bcex coobuieHusx hello;

- adaptive — BKNOYUTb NAAAMHT A0 YCTAHOBNEHMA COCeacTBa.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

isis pdu-buff-size size

no isis pdu-buff-size

size (512-9000)/1500
6anT

YcTaHaBAMBAET MaKCMMasbHbIM pasmep PDU, oTnpaBasembix 1
nosly4aembix Ha 3TOM WHTepdelice. 3HauyeHue pdu-buff-size
AOJ/IXKHO 6bITb 6obLIE 3HaYeHus isp-buff-size.

YcTaHaBAMBAET 3HAYEeHUE No YMOYaHUIO.

KomaHObI pexcuma KoHgu2ypauyuu uHmepgelica Loopback:

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-if)#

Tabnnua 291 — KomaHzabl perkmuma KoHourypaumm nHtepdelica Loopback

KomaHda

3Ha4yeHue/3HayeHue
no ymoa4yaHuro

Aelicmeue

ip router isis

no ip router isis

-/BbIK/OYEHO

BkAtoyaeT npoToKOA MaplpyTmsaumm IS-IS Ha Tekywem nHTep-
deiice.

BbikntoyaeT NpoToKoN maplpyTusaumm IS-IS Ha Tekywem nHTep-
deiice.

isis circuit-type {level-1 | level-

YKa3blBaeT, COCEACTBA KAKOr0 YPOBHA MOXHO GOPMUPOBaTL Ha

2-only |level-1-2} -/level-1-2 AaHHOM nHTepdeiice.
no isis circuit-type YcTaHaB/AMBAET 3HAYEHUE MO YMOIYAHUIO.
isis metric metric [level] YcTaHaBAMBAET METPUKY A/1A faHHOro HTepdeica.
metric: (1 - metric — 3HayeHne MeTpuKn. Ecam rno6anbHO BKAOYEH CTaH-
‘ apTHbIM (Narrow) CTUAb METPUKKM, BCE 3HAYEHUA METPUKM
16777215)/10; Aap ( ) P P
6onblie 63 6yayT yKasaHbl B TLV KaK 63;
level: (level-1, level- - level — ypoBeHb IS-IS, ana KoToporo byaeT NpUMEHsTbCA MeT-
2)/level-1-2 yp ) A p yaet np

no isis metric

puvKa.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

isis passive-interface

no isis passive-interface

-/NaccuBHbIN pexum
OTK/IIOUEeH

MepeBoanT MHTEPdENC B MACCMBHbLIN pexum. B aTom pexume
NHTepoelic He oTNpaBnseT U He npuHUMaeT HELLO PDU.

YcTaHaBAMBaeT 3HAYeHue no YMOYaHUIO.

KomaHObl pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOW CTPOKM UMEET BUA,:

console#

Tabnunua 292 — KomaHabl perkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aelicmeue

show isis database [level]

level: (level-1, level-2)

OTobparkaeT 6a3y faHHbIX TONOAOrMM NpoToKoAa IS-IS.
- level — yka3biBaeT ypoBeHb npoTokona IS-IS, 6a3y gaHHbIX KOTO-
poro Heo6xoaMMO 0TO6Pa3UTL.

show isis hostname

OTobparkaeT n3BecTHble cooTBeTcTBUA SystemID u Hostname.

show isis interfaces [giga-
bitethernet gi_port | tengiga-
bitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback /oopback| vlan
vlan_id]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..24);
hu_port: (1..8/0/1..32);
group: (1..48); loop-
back: (1-64); vlan-id:
(1-4094)

OtobparkaeT nHdopmaumio 06 uHTepdelicax, yyacTsyrowmx B IS-IS.

Ethernet-kommymamopel ceputli MES2300, MES3300, MES53xxA, MES5400-xx, MES5500-32

271




HELTEX

show isis neighbors [detail]
[gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group
| loopback loopback | vlan
vlan_id]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..24);
hu_port: (1..8/0/1..32);
group: (1..48); loop-
back: (1-64); vlan-id:
(1-4094)

OTobparkaeT MHGoOpMaLMIo O coceasnx.
- detail — ncnonb3osaHune gaHHOro napameTpa No3sonseT otobpa-
3UTb AEeTasIbHY0 MHGOPMALMIO O coceanX.

clear isis

C6pocuTb BCe coceacTBa M O4UCTUTL TabanLy mapLupyTusaumm IS-IS.

5.30.6 Hacmpoiika Route-Map

anMEHEHME route-map No3BoOsAET USMEHATb anVI6yTbI Y aHOHCHUPYEMBbBIX U NTPUHUMAEMbIX MapLU-

pytos BGP.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMUME r106anbHOM KOHPUIypaLmm:

console (config) #

Tabanuya 293 — KomaHab! perknma rnobanbHo KoHPUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

route-map name [sec-
tion_id ] [ permit | deny]

no route-map name [sec-
tion_id ] [ permit | deny ]

name: (0..32) cumBona;
section_id:
(1..4294967295).

Cospgaet 3anucb route-map.
MNepeBOANT KOMAHAHYHO CTPOKY B PEXUM KOHOUTYPUPOBAHUA
route-map.
- name — Ha3BaHue route-map;
- section_id — Homep 3anucu B 3TON route-map;
- permit — npMmMeHUTb set KoMaHZbl K MapLpyTam;
- deny — oT6pOCUTbL MapLWpPYTbI.
MaKkcumanbHoe Konu4yectso route-map = 32
V (BKNtOYanA ceKuumn ogHoro route-map).

Ypanutb route-map.
- name — Ha3BaHue route-map;
- section_id — ypanaeT 3anucb c Homepom section_id.

KomaHObI pexcuma KoHguaypauuu cekyuu route-map

Bupg, 3anpoca KOMaHAHOW CTPOKM B peXume KoHduUrypaumm cekumm route-map:

console (config-route-map) #
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Tabnuua 294 — KomaHap! pexkxmuma KOHbUrypauum cekumm route-map

KomaHda

3HayeHue/3Ha4yeHue
no yMmoA4aHuo

Aeiicmeue

continue section_id [and]

no continue

section_id:
(1..4294967295).

3agaTb HOMep C/eayloleit cekumm route-map, Kotopas 6y-
OET NPUMEHEHA K MapLUpyTam, Nocie NPUMEHEHUA TeKYyLLEN.
- section_id — Homep 3anucK B 3Tol route-map;
- and — ykasbiBaeT, YyTo match ycTaHOBKM B 3TOM route-map
OOJ/IXKHbI BbITb NIornyeckn obbeamHerbl (AND) ¢ match ycra-
HOBKamu B route-map, 0603Ha4yeHHbIX MapaMeTpom
section_id.
CospaHue uenoyek route-map (6e3 napamertpa and)
V BO3MOXHO, €C/IM TUN route-map BbICTaBNeH B
permit.
Ecnn npu co3pgaHuM LENoYKU NpUMeHseTca napa-
V meTp and, To Bce set YCTaHOBKM AO0J/IXKHbI Haxo-
AUTbCA B NOCNEAHeN CEeKL MM 3TOM LLeNOoYKK.

CbpacbiBaeT yCTaHOBKY.

match ip [address | next-
hop | route-source ] pre-
fix-list name

no match ip [ address |
next-hop | route-source ]
prefix-list name

name: (0..32) cumBona

3apaet cootBetcTBue prefix-list v agpeca mapwpyTa.

- address — cooTtBeTcTBUMe prefix-list u ip-agpeca mapwpyTa;

- next-hop — cootsetctBue prefix-list n next-hop ip-agpeca

MapLwpyTa;

- route-source — cootsetcteue prefix-list n ip-agpeca mcrou-

HWKa MapLupyTa;

- name — Ha3BaHue route-map;
YT06bl He OTO6pacbiBaINCb OCTa/ibHble MApLIPYTbI,

V He yKasaHHble B prefix-list, Heo6xoaumo co3partb

nycToii route-map U NPUBA3aTb €ro K TeKywemy ye-
pes continue.

C6paCbI BaeT COOTBETCTBMUE.

match local-preference
value

no match local-preference

value:
(1..4294967295).

3ajaeT cooTBETCTBME MapLpyTa ¢ aTpmnbyTtom local-
preference.

C6paCbI BaeT COOTBETCTBUE.

match metric value

no match metric

value:
(1..4294967295).

3aZaeT COOTBETCTBME MApPLUPYTA C aTpnbyToM metric.

C6paCbI BaeT COOTBETCTBUE.

match origin [igp |egp |
incomplete]

no match origin

3apaeT cooTBETCTBME MapLIpyTa ¢ aTpmubyTom origin.

- igp — mapwpyT 6bin NONYYEH M3 NPOTOKONA BHYTPEHHEM
MapLwpyTn3aumm (Hanpumep, KomaHgon network);

- egp — MapLpyT 6bin BblyyeH No NnpoTokony EGP;

- incomplete — mapwpyT 6bin Bblyd4eH KAaKMM-TO UHbIM 06pa-
30M (Hanpumep, KomaHaoi redistribute).

C6paCbI BaeT COOTBETCTBMKE.

set as-path path-limit
value

no set as-path path-limit

value: (0-255)

[Oo6aButb K MmapwpyTty aTpmubyTt AS_PATHLIMIT.

Hynesoe 3HauyeHWe orpaHMYMBaET aHOHCUPOBAHUE NOKAIbHO
CreHepupoBaHHbIX MapLIpyToB, TOJbKO mexay iBGP coce-
aamu (He byayT BuAHbI gna eBGP).

3HayeHue 6onbluie 0 o3HavaeT, yto ecnm AS_PATH atpubyt
umeet 6onbe AS-Homepos, Yem 3HayeHue AS_PATHLIMIT,
TO HY)XHO ero oTbpocuTb Npu Bbixoae B eBGP.

CbpacbiBaet path-limit.

set as-path prepend

as_number: (1-

[ob6asuTb K aTpnbyTy AS-Path BBeaeHHble AS Homepa.

as_number
4294967295)
no set as-path prepend CbpacbiBaeT gobasneHue K AS-Path.
set as-path prepend local- [o6asuTtb K aTpnbyTy AS-Path value Homepos Local AS (Ha BblI-
as value xopn, eBGP-coceay).
value: (0-10) A AY)

no set as-path prepend lo-
cal-as

CbpacbiBaeT gobasneHue K AS-Path.

set as-path remove
as_number

no set as-path remove

as_number: (0..127)
cumBona

Yaanutb 13 atpnbyTa AS-Path ykasaHHyto AS.

CbpacbliBaeT yaaneHue.
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set ip next-hop ip_address

no set ip next-hop

YcTaHoBUTb next-hop aTpnbyT mappyTa.
- ip_address — IP-agpec next-hop.

CbpacbliBaeT ycTaHOBKy aTpmbyTa next-hop.

set local-preference value

value: (1-4294967295)
no set local-preference

YcTaHOBUTL 3HayeHune aTpmubyTa local-preference.

CbpacbliBaeT ycTaHOBKY aTpmbyTa local-preference.

set metric value
no set metric

value: (1-4294967295)

YCTaHOBWTL 3HaYeHue aTpubyTa metric.

CHpacbiBaeT ycTaHOBKY aTpubyTa metric.

set next-hop-peer ATpnbyT He

YCTaHOB/1EH

no set next-hop-peer

YcTaHoBUTb 3HauYeHWe aTpubyTa next-hop, Kak agpec coceaa.

CbpacbliBaeT yCcTaHOBKY aTpubyTa.

set origin [igp |egp | in-
complete]

no set origin

YcTaHOBUTL 3HaueHue aTpubyTa origin.

- igp — mapwpyT 6bl1 NosyYeH M3 NPOTOKONA BHYTPEHHEN
MapLUpyTU3auum (Hanpumep, KomaHaoun network);

- egp — MapLpyT 6bi/1 BblyyeH No npoTokony EGP;

- incomplete — mapLupyT 6bin BblyYEH KAKUM-TO MHbIM 06pa-
30M (Hanpumep, KomaHgoi redistribute).

CbpacbiBaeT ycTaHOBKY aTpubyTa origin.

set weight value

X value: (1-4294967295)
no set weight

YcTaHOBWTb 3HaveHue aTpunbyTa weight.

CbpacbiBaeT ycTaHOBKY aTpubyTa weight.

KomaHOb1 pexcuma Privileged EXEC

Bce KomaHAbl 4OCTYMHbI AR MPUBMUAErMPOBAHHOMO NOAb30BaTeNA.

BunAa 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnnua 295 — KomaHabl perkuma Privileged EXEC

3HayeHue/3HayeHue
Mo yMoA4YaHuo

KomaHoa

Aelicmeue

show route-map [name] name: (0..32) cumBsona

MpocmoTp MHGOPMaLMKM O CO3AaHHbIX route-map.
- hame — UMa route-map.

5.30.7 Hacmpoiika Prefix-List

Prefix-n1cTbl N03BONAOT PUNLTPOBATL NPUHMMAEMbIE U AaHOHCUMPYEMbIE MapPLLPYTbl NPOTOKO/I0B AMHA-

MUYECKOWM MapLpyTU3aLmm.

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKUMe r106anbHOM KOHPUrypaLmm:

console (config) #
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Tabnuua 296 — KomaHap! pexkmma rnobanbHon KoHGUrypaumm

3HayeHue/3Ha4yeHue
no ymon4aHuro

KomaHoa

Aelicmeue

ip prefix-list list-name [seq
seq_value] [description
text] {deny | permit}
ip_address [mask] [ge

ge_value] [le le_value]
list-name: (1..32);

seq_value: (1..
4294967294);
text: (0..80) cumBona;
ge_value: (1..32);
le_value: (1..32)

no ip prefix-list list-name
[seq seq_value]

Cosparb Prefix-list.
- list-name — vma cosgasaemoro prefix-nucra;
- seq_value — Homep 3anuncu B cNncke NpeduKcos;
- text — onucaHue cnucka npedpuKcos;
- deny — 3anpewatoLiee gencTene N8 MapLLpyTa;
- permit — pa3peluatoLiee gecTene ANA MapLipyTa;
- ge_value — cooTBeTcTBME A/MHe npeduKca, PaBHON MK
6onbluei, Yem HacTpoeHHas gnHa npeduKca;
- le_value — cooTtseTcTBME AMHE npedurKca, KOTopas paBHa
WM MEHbLLE HAaCTPOEHHOM A/INHbI NpeduKca.
Ecnu He HalWNOCb HY O4HOrO COOTBETCTBUSA, TO ByAeT
V npumeHeHa HeIBHaA NOJIMTUKA NO ymonuyaHuio deny
any.

Ypanutb co3aaHHbi Prefix-List.

KomaHOwb1 pexcuma Privileged EXEC

Bce KomaHAbl 4OCTYMHbI AR MPUBMUAErMPOBAHHOIO NOAb30BaTeNA.

BuAa 3anpoca KomaHAHOW CTPOKK pexxkunma Privileged EXEC:

console#

Tabnunua 297 — KomaHabl perkmuma Privileged EXEC

3HayeHue/3Ha4yeHue "
KomaHoa / Aelicmeue
o yMoA4YaHuto
show ip prefix-list [name] name: (0..32) MpocmoTp nHbopmaumm o co3gaHHbix prefix-list.
CMMBONA - name — uma prefix-list.

5.30.8 Hacmpolika ceasku Knroueli

CBA3Ka K/loyel No3BosiAeT co3gaTb Habop naponeit (Kntoueid) ¢ nocneaytoweil BO3MOMXKHOCTbIO
HaCTPOWKM BPEMEHU AeNCTBUA KaxKaoro napons. Co3aaHHble Napoan MOryT UCNONb30BaTbCA MPOTOKOIaMM

RIP, OSPF, IS-IS ana ayteHTUGMKaUUK.

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKUMe r106anbHOM KOHPUrypaLmm:

console (config) #

Tabnnua 298 — KomaHab! perknma rnobanbHoM KoHGUrypaumm

3HayeHue/3HayeHue
no ymon4aHuro

KomaHoa

Aeiicmeue

key chai d
ey chain wor word: (1..32) cumsona/-

no key chain word

Co3aaeT CcBA3KY KAtovel ¢ umeHem word 1 BXOAMUT B PEXUM KOHOU-
rypaLumn CBA3KM KAtoYe.

YpanseT cBA3Ky KNoyein ¢ umeHem word.
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KomaHObI pexcuma KoHgu2ypauyuu cea3Ku Katoyel

BunA 3anpoca KOMaHAHOM CTPOKM B peXxnume KOHPUrypaLmm CBA3KN Katoyei:

console (config-keychain) #

Tabnnua 299 — KomaHabl pexkMma KOHGUTypaLumm CBA3KKN Kato4el

3Ha4yeHue/3HayeHue »

KomaHoa / Aelicmeue
no ymoa4aHuro

key key_id . Co3pgaeT Ku ¢ naeHtTuouKatopom key_id 1 BXoAUT B peXXUM KOH-
key_id: (1..255)/- durypaumm Knrova.

no key key_id Yaansaet Katou ¢ naeHTMounkaTopom key id.

KomaHObI pexcuma KoHgu2ypayuu Kar4d

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KOHPUrypaumnm Kntova:

console (config-keychain-key) #

,ﬂ,aHHblﬁ PeEXUM OO0CTYNEH U3 PEXMMA KOHCI)VIpraLI,VIM CBAA3KU KNHOYEN U npeaHasHav4yeH gnAa 3agaHuAa

CaMOro K/ito4a 1 ero napameTpos.

Tabnnua 300 — KomaHabl pexkMma KoHbUrypauum Katoua

3Ha4yeHue/3HayeHue
no ymon4aHuwo

KomaHoa

Aelicmeue

key-string word
no key-string

word: (1..16) cumsonos/-

3a4aeT 3Ha4YeHMe Katoua.

YaanaeT 3HayeHuMe Katoua.

encrypted key-string
encryptedword
encryptedword/-

no encrypted key-string

3afaeT 3HauYeHWe KNkoua B 3aWwndpoBaHHOM BUAE.

- encryptedword — 3alwindpoBaHHbIi Napoab (Hanpumep, na-
po/ib B 3aWwnppOBaHHOM BUIE, CKOMMPOBAHHbBIN C APYroro
YCTPOICTBA).

YpanaeT 3HayeHune Kawova.

accept-lifetime
time_to_start
{time_to_stop | duration |
infinite}

-/BCeraa gencTeuTeneH

no accept-lifetime

3a43aeT BPeMSA KU3HWU KNKoYa, B TEYEHWE KOTOPOro KoY by-
OeT fAeiCTBUTENeH A/1A CBEPKM C KIOYOM B MPUHUMAEMBbIX CO-
obuweHunnax.

- time_to_start —Bpems 1 gaTta Hayana AeNCTBUSA KatoYa. 3a-
naetca B popmate hh:mm:ss month day year;

- time_to_stop — Bpems W pata NpeKpaleHus AencTBus
Kntoya. 3agetca B dopmate hh:mm:ss month day year;

- duration — 3apaeT NPOAOIKUTENBHOCTL AEUCTBUA KNtOYa B
CeKyHAaXx;

- infinite — ycTaHaBNMBaeT HecKOHeYHoe Bpema AeUCTBUA
KAtova.

YaanuTb Bpema }KU3HU KNtoya.

send-lifetime
time_to_start
{time_to_stop [duration |
infinite}

-/BCeraa gencTeuTeneH

no send-lifetime

3a4aeT BpeMsA KMU3HWU KNkoYa, B TEYEHWE KOTOPOro Koy by-
OeT peicTBuTeNeH ANA OTNPaBKM COOBLEHMA.

- time_to_start — Bpems U gaTta Hayana AencTBuA Katova. 3a-
npaetca B popmate hh:mm:ss month day year.

- time_to_stop — Bpemsa M AaTa NpeKpaleHUs AencTBus
Kntoya. 3agetca B opmate hh:mm:ss month day year.

- duration — 3apaeT NPOAOKUTENBHOCTb AENCTBUA KNKOYa B
CeKyHaax.

- infinite — ycTaHaBNMBaeT HecKOHeYHoe Bpema AeNCTBUSA
KAtoya.

YaanuTb BpemaA }KU3HU KNtoya.

¥

Ecnn B KAaKOM-TO MOMEHT BPEMEHM Cpa3y HECKOJIbKO K/lovel byayT ABAATbCA AeUCTBUTE b-
HbIMM, TO GAKTUHYECKU UCNOJIb30BaATbLCA BYAET KNOY C HAMMEHbLIMM UAEHTUDUKATOPOM.
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KomaHOwbi pexcuma Privileged EXEC

Bua 3anpoca KOMaHAHOM CTPOKU MMEET BUA,:
console#

Tabnunuya 301 — KomaHabl perkuma Privileged EXEC

3HavyeHue/3HayeHue .
KomaHoa / Aeiicmeue
no ymon4aHuro
show key chain word word: (1..32) cumsona/- OTobparkaeT MHGOPMaLMIO O CBA3KE KkoUen ¢ umeHem word.

[pumepbl 8b1M0AHEHUS KOMAHO

Co3aaTb CBA3KY KAtoYel ¢ MmeHem namel n nomectuTb B Heé ABa KAtoya. Ha kntoue key 2 HacTpouTb
BPEMEHHOWN UHTEPBaJ, B TEYEHWE KOTOPOTrO STOT KAKOY MOKET ObITb MCMNO/b30BaH A1 CBEPKU C KAHOHOM B
NPUHATbLIX NaKeTax.

console (config) #key chain namel

console (config-keychain) #key 1

console (config-keychain-key) #key-string testkeyl

console (config-keychain-key) #exit

console (config-keychain) #key 2

console (config-keychain-key) #key-string testkey2

console (config-keychain-key) #accept-lifetime 12:00:00 feb 20 2020
12:00:00 mar 20 2020

MoKka3aTb MHGOPMaALMIO O CO34aHHOM CBA3KE KtOUEN:

console# show key chain namel

Key-chain namel:
key 1 -- text (Encrypted) "y9nRggddPOa7W304gfrNBeGhigRuwwpbmWCy6o9nLuQk=""
accept lifetime (always valid) - (always valid) [valid now]
send lifetime (always valid) - (always valid) [valid now]
key 2 -- text (Encrypted) "G7sTS+v50GIJwHBL6UXZYyWVPzbqZ/6fI0OF3h3NBo6wYMM=""
accept lifetime (12:00:00 Feb 20 2020) - (12:00:00 Mar 20 2020)
send lifetime (always valid) - (always valid) [valid now]

5.30.9 bBanaHcuposka Hazpy3Ku Equal-Cost Multi-Path (ECMP)

BbanaHcuMpoBKa Harpysku ECMP nossonseT nepenaBaTb NakKeTbl OAHOMY NOyYaTeNHO NO HECKO/b-
KMUM «Ty4lMM mapLupyTamy». JaHHbli GyHKUMOHAN NpeaHa3HauyeH AN pacnpegeneHusa Harpysku u on-
TUMM3aLMKM NPONYCKHOM cnocobHocTn ceTn. ECMP morKeT paboTaTb Kak CO CTaTUYECKMMM MapLUpYTamu,
TaK 1 C NPOTOKOIAaMMN AMHAMUYECKOI MapLLPYTM3aUMN.

KomaHObI pexcuma 2a06asab6Hol KoHgu2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXume rnobanbHOM KOHPUrypaLmm:

console (config) #
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Tabnumua 302 — KomaHap! pexkmma rnobanbHon KoHGUrypaumm

3HayeHue/3Ha4yeHue .
KomaHoa Aelicmesue
no ymMoA4YaHuro
ip maximum-paths maxi- 3apaTb MaKCMMasibHOE KONWYEeCTBO NyTeW, KoTopble MOryT
mum_paths . 6bITb YyCTaHOBAEHDI B FIB Ana Kaxaoro maplupyra.
maximum_paths: "
(1..64)/1 HacTtpoiika BCTynuT B cuAly TOIbKO NOCNE COXpaHe-
" \ 4 HUA KOHPUrypauum n nepesarpyskmu ycTpomcrsa.

no ip maximum-paths YCTaHOBUTb 3HAY€HMEe N0 YMOJIYaHUIO.

5.30.10 Hacmpoiika Virtual Router Redundancy Protocol (VRRP)

MpoTtokon VRRP npegHasHauyeH AnA pe3epBUPOBAHUA MapLLPYTU3aTOPOB, BbIMOJIHAKOLWMUX PO/b
L/1t03a MO YMOJIYAHUIO. ITO AoCTUraeTca NyTém obbeamHeHus IP-uHTepdencos rpynnbl MapLLpyTU3aTOpPoB
B OZMH BMPTYasibHblIM, KOTOPbIN ByAeT MCNONb30BATLCA KaK L3 NO YMOIYAHUIO AN KOMMbIOTEPOB B CETU.
Ha KaHanbHOM ypoBHe pe3epsupyemble MHTepdencbl nmetoT MAC-agpec 00:00:5E:00:01:XX, rae XX —
Homep rpynnbl VRRP (VRID).

ToNbKO OAMH U3 PUINYECKUX MAPLLUPYTU3ATOPOB MOMKET BbINONHATbL MaplupyTu3auuto Tpaduka Ha
BMpTyanbHoMm IP-uHTepdeiice (VRRP master), octanbHble MapLupyTM3aTOpbl B rpynne npegHasHavyeHbl 4
pesepsupoBaHua (VRRP backup). Bbibop VRRP master npoucxoguT B cootsetctBum ¢ RFC 5798. Ecam
TEKYWMIA master CTaHOBUTCA HeAOCTYMHbIM — BblbOp noBTOPseTcs. HauBbICWMKA MNPUOPUTET MMeET
MapLLpyTU3aTop ¢ cobcTBEHHbIM IP-agpecom, CoBNadatoWmMm C BUPTYasibHbIM. B ciydae AOCTYNHOCTM OH
Bcerga ctaHoBuTca VRRP master. MakcmmanbHoe konnvectso VRRP-npoueccos — 50.

KomaHObI pexcuma KoHguaypauuu uHmepgpeticos Ethernet, VLAN, uHmepgelica epynnsl nopmos

Bua 3anpoca KOMaHAHOW CTPOKM B pexume KoHdurypauum wunHtepdericos Ethernet, VLAN,
WHTepderica rpynnbl NOPTOB:

console (config-if) #

Tabnunua 303 — KomaHapl pexkuma KoHourypaumm nHtepdeliica Ethernet, VLAN, nHtepdeiica rpynnbl nop-
TOB

3HaveHue/3HayeHue .
KomaHda / Aeiicmeue
no yMmon4aHuio

vrrp vrid description text [obasneHne onncaHmaA LLeau Uam ncnonb3osanua ana VRRP mapu-

vrid: (1..255); .
: __ text: (1..160 cUMBOAOE) pyTv3aTopa € MAEHTUPUKATOPOM Vvrid.
no vrrp vrid description Ypanernune onncanma VRRP-mapwpytmusaTopa.
vrrp vrid ip ip_address Onpegenerune IP-agpeca VRRP-mapwpyTtnsatopa
no vrrp vrid ip [ip_address] YpaneHue IP-agpeca VRRP ¢ mapwpyTtnsaTopa. Ecam B KayecTse na-
vrid: (1..255) pameTpa He yKasaH IP-agpec, To yaanatca Bce IP-agpeca BupTyans-

HOro MapLipyTU3aTopa, BCAEACTBME YEro yAanuTca U cam BUPTY-
anbHbI MapLpyT13aTop vrid Ha JAHHOM YCTPOMCTBE.

vrrp vrid preempt BKkntoueHne pexkuma, npu Kotopom backup-mapluipyTtmnsatop ¢ 6o-
Nlee BbICOKMM NpuopuTeTomM ByaeT NbiTaTbCsA NepexBaTuTb Ha cebn
ponb master y Tekywiero master-mapLpytusaropa ¢ 601ee HU3KUM

vrid: (1..255); NPYOPUTETOM.
Mo ymon4yaHuio MapupyTtusaTtop, KoTopblii ABnseTca Baagenouem IP-aa-
BK/IIOYEHO V peca maplupyTusatopa, 6yaer nepexsaTtbiBaTb Ha cebs
ponb master He3aBMCMMO OT HACTPOEK AAHHON Ko-
MaHpAbI.
no vrrp vrid preempt YCcTaHOBKa 3Ha4YeHMA N0 YMOYAHUIO.
vrrp vrid priority priority vrid: (1..255); HasHayeHue npuoputeta VRRP-mapLipytusaTopa.
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no vrrp vrid priority

priority: (1..254);
Mo ymonuanuto: 255
ana snagenoua IP-

agpeca, 100 ana

YCcTaHOBKa 3HAYeHUA N0 YMONYAHUIO.

OCTaNbHbIX
vrrp vrid shutdown vrid: (1..255); BbikntoueHne VRRP-NpoToKoNa Ha AaHHOM MHTepdeice.
no vrrp vrid shutdown Mo ymonuaHnuio: BkntoueHune VRRP-npoTokona Ha gaHHOM nHTepdelice.
BbIK/IlOYEH
vrrp vrid source-ip ip_address vrid: (1..255); OnpepgeneHue peanbHoro VRRP-agpeca, KoTopbiit 6yaeT Ucnonb3o-

no vrrp vrid source-ip

Mo ymonyanuto: 0.0.0.0

BaTbCA B KadyecTse |P-agpeca oTnpasutens ana VRRP-coobLeHMNA.

YCTaHOBKA 3HAYeHUA N0 YMOAYAHUIO.

vrrp vrid track track_number
[decrement
decrement_priority]

no vrrp vrid track

vrid: (1..255);
track_number: (1..64);
decrement: (1..253)

M3meHsaeT npuoputeT VRRP-mapLwpyTnsatopa npu UsmeHeHun co-
CTOAHUM TpeKa. [Mpu nepexose Tpeka B cocToaHUe down npuopuTeT
VRRP-mapLipyTM3atopa NOHUXKAETCA Ha 3HayeHue decrement_pri-
ority unu Ha 10, ecnu 3Ha4eHue decrement_priority He ykasaHo.

OTmeHAeT uameHeHue npmoputetra VRRP-mapwpyTtmsaTopa.

vrrp vrid timers advertise
{seconds | msec milliseconds}

no vrrp vrid timers advertise
[msec]

seconds: (1..40);
milliseconds:
(50..40950);

Mo ymonuanuto: 1 cek

OnpeaeneHune MHTepBasa Mexay aHOHCaMW master-mapLupyTunsa-
Topa. Ecnn uHTepBan 3agaH B MUZIMCEKYHAAX, TO MPOUCXOAMUT
OKpYyr/ieHne BHM3 A0 6ausKaiweit cekyHabl gnsa VRRP Version 2 1
00 6avKalwunx coTbix doseit cekyHabl (10 munnucekyHa) ans
VRRP Version 3.

YcTaHOBKa 3HaY€HUA N0 YMONYaHUIO.

vrrp vrid version {2 | 3 | 2&3}

OnpegeneHuve noaaepxmsaemoit sepcun VRRP npoToKona.

-2 — nogaep:kunsaetca VRRPv2, onpegeneHHblin B RFC3768. Mony-
yaemble VRRPv3-coobuieHna oTbpacbiBaloTCd MapLLpyTU3aTOPOM.
OTnpasnatoTca T0/1bko VRRPv2-aHOHChI;

-3 — nopgpepkmeaetca VRRPv3, onpeneneHHbin B8 RFC5798, 6e3
cosmectumocTn ¢ VRRPv2 (8.4, RFC5798). Monyyaembie VRRPvV2-co-

-/2 obleHna oTbpacbiBaloTcA  MaplpyTusaTtopom. OTnpasaaioTca
ToNbKO VRRPV3-aHOHCHI;
- 2&3 —noppeprkmsaetca VRRPv3, onpeaeneHHbin B RFC5798 ¢ 06-
paTHoi coBmectumocTbio ¢ VRRPv2. Monyyaemble VRRPV2-co06-
weHna obpabaTtbiBatoTca  MapwpyTusatopom. OTnpasaatoTca
VRRPv2- 1 VRRPv3-aHOHCbI.
no vrrp vrid version YcTaHOBKa 3HaY€HUA N0 YMOYAHUIO.
vrrp vrid accept mode [accept | YcTaHaBuMBaeT pexnm paboTbl 06paboTKM NakeToB, afpPecoBaHHbIX
drop] Ha BUPTYaNbHbIN agpec:
- accept — VRRP-mapLupyt1saTop B coctoaHuu Master 6yget npu-
HMMaTb MaKeTbl, afpPecoBaHHble HAa BUPTYaNbHbIA agpec, Aaxke
€C/IM OH He ABAAETCA BNaje/bLiem 3TOro agpeca;
-/drop; - drop — VRRP-mapwpyTrsaTtop B coctosaHun Master 6yaet otbpa-
vrid: (1..255)

no vrrp vrid accept mode

CblBaTb NaKeTbl, agpecoBaHHbIe Ha BMpTyaﬂbeIle agpec, ecam oH
He ABNAEeTCA B/laAe/ibLeMmM 3TOro agpeca.

YcTaHOBKa 3HAYeHUA N0 YMONYAHUIO.

KomaHObI pexcuma Privileged EXEC

Bce KOmaHAb! AOCTYNHbI 4148 NPUBUIETMPOBAHHOIO NOJb30BaTeNA.

Bupa 3anpoca KOMaHAHOM CTPoKK perkmma Privileged EXEC:

console#
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Tabnuua 304 — KomaHap! pexkuma Privileged EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro

show vrrp [all | brief | MpocMoTp KpaTKoW MAun getanbHOM MHbOpMaLUKn ana Bcex uam
counters interface gi_port: (1..8/0/1..24); | ogHOro HaCTPOEHHOrO BUPTYasIbHOro MapLupyTmsatopa VRRP.
{gigabitethernet gi_port | te_port: (1..8/0/1..32); | - all — npocmoTp MHPOPMaALLMM O BCEX BUPTYasIbHbIX MapLLIPYTH-
tengigabitethernet te_port | hu_port: (1..8/0/1..32); | 3aTopax, BK/OYan OTK/OYEHHbIE;
hundredgigabitethernet group: (1..32); - brief — npocmoTp KpaTkoli MHGOpPMaL MM O BCEX BUPTYasbHbIX
hu_port | port-channel group | vlan_id: (1..4094) MapLIpyTU3aTopax;
vlan vian_id}] - counters - oTobpaaeT cuetunku ans VRRP.

[pumepbl 8b1NM0AHEHUS KOMAHO

=  Hactpoutb IP-agpec 10.10.10.1 Ha VLAN 10, ncnonb3oBaTtb 3TOT aApec B KayecTBe agpeca BUPTY-
aNbHOro MapuwpyTtunsatopa. Bkatountb VRRP-npoTokon Ha nHtepdeice VLAN.

console (config-vlan)# interface vlan 10
console (config-if)# ip address 10.10.10.1 /24
console (config-if)# vrrp 1 ip 10.10.10.1
console (config-if)# no vrrp 1 shutdown

= [locmoTpeTb KoHuUrypaumto VRRP:

console# show vrrp

Interface: vlan 10

Virtual Router 1

Virtual Router name

Supported version VRRPv3

State is Initializing

Virtual IP addresses are 10.10.10.1 (down)
Source IP address is 0.0.0.0(default)
Virtual MAC address is 00:00:5e:00:01:01
Advertisement interval is 1.000 sec
Preemption enabled

Priority is 255

5.30.11 Hacmpoiika npomokona Bidirectional Forwarding Detection (BFD)

MpoTokon BFD no3sonneT 6biCTpo 06HapyKUTb HEMCNPABHOCTU NNHKOB. BFD moxeT paboTaTb Kak
CO CTaTUYECKMMM MapLLpyTamMm, Tak 1 C NPOTOKOAaMN ANHAMUYECKo mapLipyTmsaummn RIP, OSPF, BGP.
B Tekywen sepcun MO peannsosBaHa paboTa ToNbKO C NPOTOKONOM BGP.

KomaHObI pexcuma 2a06asab6Hol KoOHgu2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKUMe r106anbHOM KOHPUrypaLmm:

console (config) #
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Tabnmua 305 — KomaHabl pexkmma rnobanbHom KoHpurypaumm

KomaHda

3HayeHue/3Ha4yeHue
no yMmoA4aHuo

Aelicmeue

bfd neighbor ip_addr [in-
terval int ] [min-rx min]
[multiplier mult_num]

int: (150..1000)/150
min: (150..1000)/150
mult_num: (1..255)/3

no bfd neighbor ip_addr

3apaTb BFD-cocepa.

- int — MUHUMaNbHLIA MHTEPBAN Nepegayn Ans obHapyKeHuA
OWKn6KY;

- min — MWMHMMaNbHLIN MHTepBan Npuéma ana obHapyKeHuA
ownbKu;

- mult_num — Konn4yecTBo NOTEpPAHHbIX MaKeTOB A0 pa3pbiBa
ceccum.

YCTaHOBWUTb 3HAYeHME NO YMOI4aHUIO.

KomaHOwbi pexcuma Privileged EXEC

Bce KomaHAbl 4OCTYMHbI AR NMPUBMAErMPOBAHHOMO MOAb30BaTENA.

BuAa 3anpoca KomaHAHOM CTPOKM pexxnma Privileged EXEC:

console#

Tabnunua 306 — KomaHgb! pexxuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ip bfd neighbors
[ip_addr] [detail]

MpocmoTp nHpopmauumn o6 akTMBHbIX BFD-cocegsax.

5.30.12 KoHdpuzypayusa esupmyansHoii o6nacmu mapwpymusayuu (VRF lite)

VRF (Virtual Routing and Forwarding) — 3To TexHOn0ruA, KOTopasa NO3BONAET HECKO/NIbKUM 3K3EM-
naspam TabanLbl MapLIpyTM3aLLMM COCYLLECTBOBATL B OA4HOM MapLUpPYTM3aTOpPe OAHOBPEMEHHO.
Cnucok noaaepaHHbIx B VRF dyHKUMI focTyneH B Tabaunue

Tabanua 310.

DyHKUNMU

Hasuzayusa

KomaHzabl ynpaBneHus cucTe-
Mo

5.4 KomaHzbl ynpaBaeHus cMcTemom

CTaTuMyecKas mapLipyTusaums

5.30 KoHdurypaumsa npoTOKON0B MapLLpyTU3aLLmMm

OSFP

5.30.3 HacTtpoiika npoTtokona OSPF, OSPFv3

BGP

5.30.4 HacTpoliika npoTtokona BGP (Border Gateway Protocol)

Tabnunua 307 — KomaHabl pexkuma rnobanbHoi KoHdurypaumm

KomaHoa

3HayeHue/3HayeHue
no ymoa4aHuro

Aelicmeue

ip vrf [vrf_name]

no ip vrf [vrf_name]

vrf_name: (1..32) cum-
BoMa

Co3sfaHue BUPTYanbHOM 061aCTU MapLUpyTU3aLMH.

YpaneHue BUpTyanbHOM 061acT MapLupyTM3aumu.

Tabnnua 308 — KomaHgb! pexkuma KoHpurypaumm nHtepoeiica
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KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

ip vrf [vrf_name]

no ip vrf

vrf_name: (1..32)
cuMmBosia

MpwuBaska nHTepdeiica K 061acT BUPTyaabHOW MapLIpyTM3a-
umun. Mocne BBOAA KOMaHAbI BCE CO34aHHbIE B AanbHelwem IP-
aapeca byayT accoummnpoBaTbes ¢ VRF, K KoTopomy 6bin npusa-
3aH UHTepdelic.

OTBA3Ka UHTepdelica oT 061aCcTV BUPTYaNbHON MapLpyTU3aLmm.

Tabnnuya 309 — KomaHab! pexkuma EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

show ip vrf [all [vrf_name]

vrf_name: (1..32) cum-
BO/IA

BblBOA, MHPOPMALMM O CO3AaHHbIX BUPTYasibHbIX 061acTAX MapL-
pyTr3aumm n 06 L3-uHTepdeiicax, KOTopble B HUX HAXOAATCA.

dyHKYUU

Hasuzayusa

KomaHgabl ynpaBneHus cucTe-
MO

5.4 KomaHgpl ynpaBieHua cuctemon

CTaTMyecKas mapupyTtusaums

5.30 KoHdurypauma npoToKoN08 MapLipyTM3aumnm

OSFP

5.30.3 HacTpowka npotokona OSPF, OSPFv3

BGP

5.30.4 HacTpoiika npotokona BGP (Border Gateway Protocol)

Tabnnuya 310 — PyHKUMM, NoaaeprKaHHble ansa paboTtbl B VRF

5.31 KoHourypauma VXLAN

VXLAN — 3To BMpTyanbHas paclwmpeHHana dactHas ceTb (Virtual eXtensible Local Area Network).
[aHHas TexHoN0rMA NO3BOAET yNaKkoBbIBaTb Ethernet-kaapbl B8 UDP-cermeHTbl ¥ TPaHCNOPTUPOBATL MX MO

IP-ceTn.

VTEP — Virtual Tunnel End Point, ycTpoiicTBO, Ha KOTOPOM HauMHaeTcA UK 3akaHumMBaeTcsa VXLAN-
TOHHenb. Mogenun, onucbiBaemble B AaHHOM PyKOBOACTBE, MOTyT AelcTBOBaTb B Kayectse VTEP.

B kauyectBe control plane ana VXLAN wucnonbsyetcs EVPN. 3To pacwupeHue npoTtokona BGP,
KOTOpoe NO3BO/IAET CETU MepeaaBaTb MHGOPMALMIO O AOCTYMHOCTM KOHEYHOrO YCTPOMCTBA, TaKyl Kak
MAC-agpeca ypoBHA 2 1 IP-agpeca ypoBHA 3. 3Ta TeXHONOMMA NJIOCKOCTU ynpasaeHua ncnonbsyet MP-BGP
ans pacnpegenerdma MAC-agpecos v IP-agpecoB KOHeYHbIX ycTpolicTB, rae MAC-agpeca paccmaTpuBaroTca
Kak mapuwpyTtbl. EVPN nossonseT ycTpoiicTBam AencTBoBaTtb B KauyectBe VTEP gns obmeHa nHbopmaumen
Mexay coboi 0 AOCTYNHOCTU CBOUX KOHEYHbIX YCTPOWMCTB.

V Noapeprxkka VXLAN npeaoctaBaserca no AULEH3UN.

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

Bupa 3anpoca KOMaHAHOM CTPOKU B pexume rnobanbHo KoHoUrypauymm:
console (config) #

Tabnnua 311 — KomaHgb! pexuma rnobanbHoin KoHduUrypaumm
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KomaHda

3HayeHue/3HayeHue
Mo yMoA4YaHuio

Aelicmesue

vxlan word

no vxlan word

word: (1..64) cumsona

Co3gatb VXLAN-MHCTAHC ¢ MMeHeM word U NepenTn B pexum
ero KoHdurypaumm.

Ecnn VXLAN-MHCTaHC € TaKUM UMEHEM Y3Ke CO34aH, TO NepeinTn
B PEXMM ero KoHpurypaumu.

Ypanute VXLAN c umeHem word.

KomaHObI pexcuma KoHguaypauuu VXLAN

Bua 3anpoca KoOMaHAHOM CTPOKM B pexume pexkume KoHpurypaumm VXLAN:

console (config-vxlan) #

Tabnnua 312 — KomaHabl pexkuma KoHpurypaumum VXLAN

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

shutdown

no shutdown

-/no shutdown

YcTaHaBuTb agMUHUCTPATUBHBIN ctaTyc DOWN gns VXLAN-uH-
CTaHca.

YcTaHaBAWBaeT 3HaYeHUe No YMOAYAHUIO.

vlan vian-id

no vian

vlan-id: (1-4094)

3agatb vian id, koTopsbiii 6yaet ceazaH ¢ VXLAN-uHcTaHCOM.

Ypanutb cBasky vlan id ¢ VXLAN-MHcTaHCcOM

vni vni-id [ip-routing]

no vni

vni-id: (1-16777214)

3apgatb Virtual Network Identifier (VNI), koTopsbiit 6yaet uc-
NnoNb30BaTbCcA B pamKax aaHHoro VXLAN.

- ip-routing — yKasbiBaeT, uto gaHHbii VNI 6ygeT ucnonb3o-
BaTbCA ANA MHKancynaummn B VXLAN IP-nakeToB, mapLipytusmn-
pyembix B VRF.

Ypanutb 3agaHHbIn VNI,

route-target { export | im-
port | both } community

no route-target { export |
import | both } community

community: (ASN2:NN,
IPV4:NN, ASN4:NN)

CosgaeT cnuckn umnopTa u akcnopta Route Target Community:
- export — no6asuTb Route Target Community K akcnopTupye-
MOW MapLUpPYTHON MHPOPMaLmK;

- import — uMnopTMpoBaTbh MapLIpPyTHYO MHOOPMALMIO C YKa-
3aHHbIM Route Target;

- both — ykasatb umnopT 1 aKkcnoprT.

Ypanaet cnuckn umnopTa 1 akcnopTa Route Target Commu-
nity.

mcast-group ip_mul-
ticast_address

no mcast-group

-/BbIKNIOYEHO

Bkntoyaet B Tekyueit VXLAN pexum penaumkaumm BUM

Tpadumka c nomoupto PIM Multicast u nprsssbiBaeT rpynnosow

agpec K gaHHoi VXLAN. 3ToT agpec 6yaeTt ncnonb3oBaTbeA

KaK agpec Ha3HayeHuA B VXLAN nakeTtax.

- ip_multicast_address — rpynnosoi IP-agpec.
Ans nonyyeHus TpadmKa yKasaHHO B KOMaHae
BbiLLe rpynnbl HE06X0AMMO BKAlOUEHUE

V npotokona PIM Ha uHtepdeiice loopback ¢

YKa3aHMem JaHHOMW rpynnbl KaK CTaTU4eCKOi.
OnucaHue COOTBETCTBYHOLMX KOMaHA, B
cnepyowen Tabauue.

Bce VTEP B ogHom VNI gonKHbl ucnonb3osaTtb
V OAMH U TOT e MeToj, peniukauuu. B cnyyae

multicast Ha Bcex VTEP B ogHom VNI gonkeH

MCNO/b30BaTbCA OAMH U TOT XKe aapec rpynnbl.

MaKcMmanbHoOe KO/IMYecTBO YHUKaIbHbIX mul-
1 ticast VXLAN TyHHeneit (multicast rpynn) 256.
« OgaHa multicast rpynna moxeTt 6bITb Ha3HaueHa Ha
Heckonbko VXLAN TyHHenen.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

Ethernet-kommymamopel ceputli MES2300, MES3300, MES53xxA, MES5400-xx, MES5500-32 283




HELTEX

Y

DOna KoppeKTHOU paboTtbl VXLAN Heob6xoaumo yctaHoBeHue ceccun BGP mexkay loopback-
UHTepdecamm yCTpoicTB ¢ yKkasaHMem agpeca loopback B kauectse bgp router-id.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica loopback

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexxume KoHpurypaumm nntepdeliica loopback nmeet sua;

Console (config-if) #

Tabanuya 313 — KomaHgbl pexkuma KoHpurypaumm nHtepdetica loopback

ip igmp static-group
ip_multicast_address

no ip igmp static-group
ip_multicast_address

3HaveHue/3Ha4yeHue ”
KomaHda / Aelicmeue

no ymoa4yaHuro
ip pim -/BbIK/IlOYEHO BKkAtoumTb NpoTokon PIM Ha uHTepdelice.
no ip pim YcTaHaBAMBaeT 3Ha4YeHMe Mo YMONYAHUIO.

Co3gaet 3anuchb (*, G) c yKazaHHOW My/bTMKacTOBOM rpynnom
n pobasnset uHtepdeic loopback B OIL. OTnpasnseT Ha RP
PIM Join ¢ yka3aHHbIM aapecom MybTUKAcTOBOM rpynnbl.

- ip_multicast_address — rpynnosou IP-agpec.

Ypansaet 3anuco (¥, G) ¢ ykazaHHOW My/IbTUKAcTOBOM rpynnon.
OTtnpasnset Ha RP PIM Prune c yka3aHHbIM agpecom MynbTu-
KacToBOM rpynnbl.

KomaHObI pexcuma KoHguaypauuu VRF

BuAa 3anpoca KoOMaHAHOM CTPOKM B pexxkume KoHdurypaumnm VRF:

Console (config-vrf) #

Tabnuua 314 — KomaHapl pexkuma KoHourypaumm VRF

Aelicmeue

3HayeHue/3HayeHue
KomaHda
no ymoa4aHuro
vni vni-id
vni-id: (1-16777214)
no vni

3agartb Virtual network Identifier (VNI), koTopsbiii byaeT ncnonb-
30BaTbcA AnA uHKancynaumm 8 VXLAN IP nakeTos, maplipyTtu-
3npyembix B VRF.

Ypanutb 3aganHHbii VNI,

route-target {import |
export | both}

ASN2:NN or IPV4:NN or
ASN4:NN/-

no route-target {import |
export | both}

3apaTb 3HaYeHUe pacwmpeHHoro BGP-komboHUTH route-tar-
get.

- import — MMNoOpTUPOBATb KOMbBIOHUTH;

- export — 3KCNOpPTMPOBATb KOMbBIOHUTHU;

- both — akcnopTMpoBaTb M MMNOPTUPOBATL KOMBIOHWUTM.
dopmaT 3anncn KOMbIOHUTU:

ASN2 — 16-6uTHOe 3HayYeHune AS;

ASN4 — 32-6uTHOE 3HaYeHune AS;

IPv4 — IPv4-apgpec;

NN —uyuncnoBoe 3HayeHue route target.

Yaanutb 3HaYeHMe KOMbIOHUTH.

KomaHOwbi pexcuma Priveleged EXEC

Bua 3anpoca KoMaHAHOW CTPOKM UMEET BUA,:

console#

Tabnuua 315 — KomaHabl pexkmma rnobanbHom KoHpurypaumm
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3HayeHue/3HavyeHue ”
KomaHda / Aelicmeue
no yMmoa4YaHuro
show evpn Ethernet-seg- group: (1..48); OTobparkaeT MHpopmaumio 06 Ethernet Segment Identifier.
ment {port-channel group es_number:

| es_number mac-address |
esi} [detailed]

(1..16777214);
mac_address: H.H.H nau

H:H:H:H:H:H nan H-H-H-
H-H-H;
esi: H:H:H:H:H:H:H:H:H:H

show evpn inclusive-mul-

ticast [word] word: (1..64) cumBona

OtobparkaeT MHGOPMALLMIO O MapLIPYTax TUMNa 3, KoTopble UC-
noNb3yroTCA ANA Nepefayn LWMPOKOBELLATENbHOIO, HEM3BECT-
HOro 0 HOaApPecHoOro  MHoroagapecHoro (BUM) Tpaduka.

show evpn mac-ip [word] word: (1..64) cumsona

OtobparkaeT MHGOPMALLMIO O MapLLIPYTax TUMNa 2, KOTopble Uc-
NoNb3yTCA ANA nepegayun nHpopmaumm o MAC-/IP-agpecax.

show vxlan tunnels [word]

word: (1..64) cumBona

OtobparkaeT nHdpopmaumio 060 Bcex yctaHoBAeHHbIX VXLAN-
TYHHenAx:

- word — numa VXLAN. OTobparkaeT MHbopmaLmio 06 ycTaHOB-
JIEHHbIX TYHHenAX ykazaHHoi VXLAN.

show vxlan/word]

word: (1..64) cumBona

OTobparkaeT KpaTKyo MHGOPMaLMIO MO BCEM CO34aHHbIM
VXLAN-TyHHenAX:

- word — numa VXLAN. OTobpaxkaeT getanbHyo MHGOpMaLUio
no ykasaHHou VXLAN.

[Mpumep KoHGU2ypayuu 018 08yx ycmpolicme

Mexxay asyms yctponcteamun R1 n R2 yctaHoBneHa BGP-ceccus mexxay loopback-uHtepdeiicamu.

BkntouyeHa AF 12vpn evpn gnsa obecnedyeHun yctaHoBneHnsa VXLAN-TyHHenen u nepegaun nHpopma-

umm 06 nsyvyeHHbix MAC-agpecax.

Co3pgaH VXLAN-uHcTaHc ¢ umeHem test_vxlan. K Hemy npussaHa VLAN 1000, 3agaH VNI 1000.

KoHopurypaumsa 1:

no spanning-tree
i

vlan database
vlan 1000

exit

!

vxlan test vxlan
vni 1000

vlan 1000

exit

!

hostname R1

|

interface TenGigabitEthernetl/0/1
description To R2

ip address 172.16.1.1 255.255.255.252

exit

|

interface TenGigabitEthernetl/0/3
switchport access vlan 1000

exit

|

interface loopbackl

ip address 10.0.0.1 255.255.255.255

exit

i

!

ip route 10.0.0.2 /32 172.16.1.2
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|

router bgp 65500

bgp router-id 10.0.0.1
address-family ipv4 unicast
exit

|

address-family 12vpn evpn
exit

|

neighbor 10.0.0.2

remote-as 65500
update-source loopback 1
address-family ipv4 unicast
exit

|

address-family 12vpn evpn
exit

exit

exit

|

|

end

KoHdwurypaums 2:

no spanning-tree

|

vlan database

vlan 1000

exit

|

vxlan test vxlan

vni 1000

vlan 1000

exit

|

hostname R2

|

interface TenGigabitEthernetl/0/1
description To R1

ip address 172.16.1.2 255.255.255.252
exit

|

interface TenGigabitEthernetl/0/3
switchport access vlan 1000

exit

|

interface loopbackl

ip address 10.0.0.2 255.255.255.255
exit

|

!

ip route 10.0.0.1 /32 172.16.1.1
|

router bgp 65500

bgp router-id 10.0.0.2
address-family ipv4 unicast
exit

|

address-family 12vpn evpn
exit

!

neighbor 10.0.0.1
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remote-as 65500
update-source loopback 1
address-family ipv4 unicast
exit

|

address-family 12vpn evpn
exit

exit

exit

!

|

end
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Ecnamn nsyunte MAC-agpec Ha uHTepdelice TenGigabitEthernet1/0/3 Ha R1, TO MOXKHO MPOKOHTPO/IU-
poBaTb ero Hananyme B Tabanue MAC-agpecos Ha R2.

MNocmoTpetb MAC-aapeca, nsydyeHHble 8 VXLAN, MOXXHO B BbiBOAE KOMaHAbl show mac address-
table. Tun gaHHbIX agpecos yKasblBaeTcA Kak evpn-vxlan. Mpumep BbiBOAA:

Flags: I - Internal usage VLAN
Aging time is 300 sec
Vlan Mac Address Interface Type
1 e0:d9:e3:26:d6:00 0 self
1000 00:00:00:00:00:10 10.0.0.1 evpn-vxlan
1000 0c:9d:92:61:9f:c4 10.0.0.1 evpn-vxlan
tel/0/1(I) e0:d9:e3:17:6b:40 tel/0/1 dynamic
tel/0/1(1I) e0:d9:e3:17:6b:41 tel/0/1 dynamic

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Port-Channel

BuAa 3anpoca KoMaHAHOM CTPOKM pexnma KoHOUrypaumm nHtepoeica:
console (config-if) #

Tabnunua 316 — KomaHabl pexkuma KoHdurypaumm nntepdeliica Port-Channel

Komanda 3HavyeHue/3Ha4yeHue Neiicmeue
o ymoA4YaHuo
ethernet-segment esi Co3pgatb Ethernet Segment Identifier (ESI) c Homepom esi n ne-
esi: (1-16777214) penTU B PEKMM KOHOUTYPUPOBaAHUA.
no ethernet-segment esi Ypanutb Ethernet Segment Identifier c Homepom esi.

KomaHObI pexcuma KoHguaypuposaHusa ESI

BuAa 3anpoca KOMaHAHOWM CTPOKM pexnma KoHoburypaumm ESI:
console (config-es) #

Tabnuua 317 — KomaHapl pexkuma KoHourypaumm ESI

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no yMmoa4YaHuro
system-mac system_mac mac_address: H.H.H unn | 3apate MAC-agpec, ucnonb3yembli B kKayectae System ID npo-
H:H:H:H:H:H nan H-H-H- | Tokona LACP.
no system-mac H-H-H Ypannte MAC-agpec.
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6 CEPBUCHOE MEHIO, CMEHA NMPOTrPAMMHOIO OBECNEYEHUA

6.1 MeHio Startup

MeHto Startup vcnonb3yeTtcs AN8 BbINOJAHEHUA CNeLManbHbIX NPoLLeayp, TAKUX Kak BOCCTaHOBAEHME
3aBOACKMX HaCTPOEK U BOCCTAHOB/IEHWNE Napons.

[nsa Bxoga B meHto Startup HeobxoaMMo NpepBaThb 3arpy3Ky HaxkaTMem Knasuwm <Esc> unu <Enter>
B TEYEHME NEPBbIX ABYX CEKYHA, NOC/e NoABAeHNA COOBWEHMSA aBTO3arpy3ku (Mo OKOHYAHUU BbINOJHEHNA
npoueaypbl POST).

[ -

[1
[2
[3
[4
[5

]

Startup Menu
Image menu

Restore Factory Defaults

Boot password

Password Recovery Procedure

Back

Enter your choice or press

'ESC' to exit:

[ns BbIXO4a U3 MEHIO M 3arpy3KM YCTPOMCTBA HaXKmuTe Knasuwy <5>, 1nbo <Esc>.

Ecnu B TeueHue 15 ceKyHp (3HaueHMe No yMoa4aHUIO) He BbiGpaH HM OAUH U3 NYHKTOB MEHIOo,
TO 3arpy3Ka yCTPOiCTBa NPOAO/IKUTCA. Bpema 0XKnaaHMa MOXKHO YBENIMUUTL C MOMOLLbIO KO-

MaHA, KOHCONU.

Tabnuua 318 — OnucaHue meHto Startup

Ne HaseaHue OnucaHue
[aHHas npoueaypa ucnonbsyetcs A4/ Bblbopa akTUBHOro daitna cucremuoro MO.
Ecnu He BbIGPaH HOBbIV 3arpy»KeHHbln dann cuctemHoro MO aKTUBHLIM, TO YCTPOM-
Image menu CTBO BbIMOJIHUT 3arpy3Ky C UCMO/Ib30BAHMEM TEKyLLEero aktmeHoro obpasa Image
<1> Bbi6op akTMBHOrO daiina cu- menu.
ctemHoro MO [1] Show current image — npocmoTp gaHHbIX 0 Bepcuax MO Ha ycTpolicTse;
[2] Set current image — BbI6op akTMBHOrO daitna cuctemuoro NO;
[3] Back.
Restore Factory Defaults [aHHas npoueaypa Mcnonb3yeTca ANa yaaneHnsa KoHpurypaumm ycTpoicrea. Boc-
<2> BoccTaHoBNEHNE 3aBOACKUX CTaHOBAEHME KOHOUIYpaLLMK NO YMONYAHUIO.
HacTpoek
Boot password [aHHan npoueaypa MCnonb3yeTcs A5 YCTaHOBKM/yAaneHnsa naposis Ha HavyanbHbIM
<3> YcTaHoBKa/yganeHve napons 3arpysumk.
Ha Haya bHbIN 3arpy3yunk
[aHHas npoueaypa Ucnonb3yeTtca ANsA BOCCTAHOBNEHUA YTPAYEHHOro Naposis, oHa
No3BONISET NOAK/OUYNTBLCA K YCTPOMCTBY 63 napons.
/19 BOCCTAHOB/IEHWNA NAPOAA HAXKaTb KNaBuLy <2>, Npu NocaeAytouem nogxtode-
Password Recovery Procedure A . P v » P AyIol A
<4> HUW K YCTPOMCTBY Napob ByaeT NpourHopmMpoBsaH.
BoccTaHoBneHMe napons . .
Current password will be ignored!
[na Bo3BpaTa B MeHto Startup HaxkmuTe Knasuwy [enter].
==== Press Enter To Continue ====
<5> Back [na BbIXo4a M3 MEHIO M 3arpy3kM yCTPOMCTBA Haxmute Knasuwy <Enter> nnbo
Bbixog, U3 meHto <Esc>.
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.‘

.‘

6.2 O6HoBneHMe nporpammHoOro obecneyeHus c cepsepa TFTP

Cepsep TFTP gonxeH 6biTb 3anyLeH U HaCTPOEH Ha KOMNbOTepe, ¢ KoToporo 6yaer 3arpy-
¥aTbcA NporpammHoe obecneueHue. CepBep A0/KEH MMETb paspelleHue Ha YTeHue ¢aii-
NI0B HauyanbHOro 3arpysumnKka u/unm cucremuoro NO. KomnbloTtep ¢ 3anyweHHbim TFTP-cep-
BEPOM A,0/1XKeH 6bITb A0CTYNEH 418 KOMMYTaTopa (MOXKHO NPOKOHTPO/IMPOBATb, BbINOAHUB
Ha KommyTaTope KomaHay ping A.B.C.D, rge A.B.C.D — IP-agpec KomnbloTepa).

O6HoBAEHME NpOrpamMmmMHOro obecneyeHma MOXKET OCYLLLeCTBAATLCA TO/IbKO NPUBUAErnpo-
BaHHbIM NONb30BaTeNIeM.

6.2.1 O6HoBnEHUe cucCMeMHO20 NPo2PamMmmHO20 obecneyeHus

3arpysKa ycTpoicTBa ocywiecTBaseTcs U3 ¢dalina cCUCTEMHOTO nporpammHoro obecneyenus (M0),

KOTOpbIA XpaHutca Bo Flash-namatu. Mpu obHOBNAEHWM HOBbIM dann cucTtemHoro MO coxpaHseTca B
cneumnanbHO BblAeNeHHOW obnact namaTu. lMpu 3arpyske YCTPOMCTBO 3anycKaeT aKTUBHbIN dalin
cuctemHoro MO.

]

.‘

Mpoueaypa 06HOBNEHMA CTEKA KOMMYTAaTOPOB He OT/IMYAeTCA OT Npoueaypbl 06HOBAEHUA
04MHOYHOro KommyTtatopa. CHauana 6yaer o6HoBnéH Master toHUT, 3atem MO byger 3arpy-
YKE€HO Ha OCTaJIbHble IOHUTbI CTEKA.

Ecnu Tekywan sepcua MO 5.5.x.x, To npu nepexoae Ha aKTyanbHyo Bepcuto MO 6.x.x peko-
MeHAyeTCcA BOCNO0/b30BaTbCA MHCTPYKLUMEN No o6HoBAeHMIO Bepcum MO B ceTeBbiX KOMMY-
Tatopax MES5312 n MES53xxA npu nepexoge ¢ Bepcumn 5.5.x.x Ha 6.0.2 n 6onee nosgHue,
KoTopaA HaxoauTca B pasgene "LeHTp 3arpysku”.

[Ons npocmoTpa TeKyliei Bepcum CUCTEMHOrO MporpammHoro obecneyeHus, paboTalowiero Ha

ycTpolicTse, BBeauTe KomaHay show version:

console# show version

Active-image: flash://system/images/imagel.ros
Version: 5.5.4
Commit: 25503143
MD5 Digest: 6£3757fabbb6ae3d20418e4d20a68cic
Date: 03-Jun-2016
Time: 19:54:26

Inactive-image: flash://system/images/ imagel.ros
Version: 5.5.4
Commit: 16738956
MD5 Digest: d907£3b075e88e6a512cf730e2ad22f7
Date: 10-Jun-2016
Time: 11:05:50

Mpoueaypa ob6HoBneHMA MO:

CKonmnpoBaTb HOBbIN dalin NPorpammHoOro obecneyeHma Ha YCTPOMCTBO B BblgefeHHyto ob6nacTb na-

MATU. PopmaTt KOMaHApI:
boot system tftp://tftp_ip_address/[directory/]filename
Mpumep BbINONHEHMA KOMAHAbI:
console# boot system tftp://10.10.10.1/imagel.ros
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26-Fepb-2016 11:07:54 $COPY-I-FILECPY: Files Copy - source URL
tftp://10.10.10.1/image.ros destination URL flash://
system/images/mes5324-401.ros

26-Feb-2016 11:08:53 $COPY-N-TRAP: The copy operation was completed successfully

Copy: 20644469 bytes copied in 00:00:59 [hh:mm:ss]

HoBas BepcnAa NnporpaMmmHoOro obecneyeHuns CTaHeT akTUBHOW nocne nepe3arpyskm KommyTtaTtopa.

[Nna npocmoTpa AaHHbIX 0 BEPCUAX NPOrpamMmMHOro obecneyeHmsa U UX akTUBHOCTU BBEAUTE KOMaHAY
show bootvar:

console#show bootvar

Active-image: flash://system/images/imagel.ros
Version: 5.5.4
MD5 Digest: 0534f43d80d£f854179f5b2b9007ca886
Date: 01-Mar-2016
Time: 17:17:31
Inactive-image: flash://system/images/ imagel.ros
Version: 5.5.4
MD5 Digest: b66fd2211e4££7790308bafad5d92572
Date: 26-Feb-2016
Time: 11:08:56

console# reload

This command will reset the whole system and disconnect your current
session. Do you want to continue (y/n) [n]?

MoaTeepanTe Nepesarpysky BBOLOM Y.
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NPUNOMEHUE A. MPUMEPbI MIPUMEHEHUA U KOHOUTYPALUU YCTPOMUCTBA

HacTpoiiKa npoToKo/1a MHOXeCTBa CBA3YyOWMX aepeBbes (MSTP)

MpoTokoa MSTP no3BONAET CTPOUTb MHOXKECTBO CBA3YIOWMX AepeBbeB Aaa otaenbHbix rpynn VLAN
Ha KOMMyTaTOpax /IOKa/IbHOM CEeTK, YTO NO3BOJIAET HasaHCMPOBaTb Harpysky. 1A NpoCToTbl PacCMOTPUM
CAyyan c Tpema KoMmyTaTopamm, 06beANHEHHbIMU B KOJIbLEBYIO TOMOIOTUIO.

Myctb VLAN 10, 20, 30 06begmHatoTca B nepBom aksemnaape MSTP, VLAN 40, 50, 60 o6beaunHatoTca
BO BTOpPOM 3K3emnaape. Heobxoanmo, utobbl Tpaduk VLAN-os 10, 20, 30 mexagy nepsbiMm M BTOPbIM
KOMMYTaToOpaMn nepegasanca Hanpamyto, a Tpadmk VLAN-os 40, 50, 60 nepepasanca TpaH3UTOM Yepes
KommyTaTop 3. KommyTatop 2 HasHauyMm KOPHEBbIM /1A BHYTPEHHero ceasytollero aepesa (IST — Internal
Spanning Tree) B KOTOpPOM nepegaercs ciy*ebHaa nHbopmaumsa. KommyTaTopbl 06beAUHAIOTCA B KOJbLLO,
ncnosb3ys noptol tel u te2. Huxke npusegeHa cxema, M306parkatoLas JIOrmMYecKyto TOMoI0ruIo CeTu.

VLAN 10,20,30 HaaHayeHb! Ha axzemnap 1
VLAN 40,50,60 HazHaveHb! Ha aKkseMnnap 2

xommyTarop 1 KoMmmyrarop 3

JT10T NOPT NepeckinaeT Tpaduk
Ann akaemnnapa 1 u Gnokupyer
Tpacduk Ann akzemnnapa 2

KoMmmyTarop 2

PucyHok A.1 — HacTpoiika NpoTOKOMa MHOXECTBA CBA3YIOLLNX AepeBbEB

Koraa oanH 13 KOMMYTAaTOPOB BbIXOAUT U3 CTPOA MO0 0OPLIBAETCA KaHa/l, MHOXECTBO AepeBbeB
MSTP nepectpanBaeTca, YTO NO3BOAAET MUMHUMU3NPOBATL NOCEACTBNA aBapumn. Huxe npmsegeH npouecc
KoHUrypaumm KommyTtatopos. Jna 6onee 6bICTPOIM HACTPOMKM co3haeTca obWwmii KOHPUIYPaLLMOHHbIN
WwaboH, KOTopbIN 3arpyaeTtca Ha TFTP-cepBep 1 UCNO/b3yeTcA BNOCAeACTBMM 1A HAaCTPOMKM BCEX KOM-

MYTaTOpPOB.

CosaaHue WwWabioHa U KOHPUrypaLma NepBoro KOMMyTaTopa

console# configure
console (config)# wvlan database
console (config-vlan)# vlan 10,20,30,40,50,60
console (config-vlan) # exit
console (config) # interface vlan 1
console (config-if)# ip address 192.168.16.1 /24
console (config-if) # exit
console (config)# spanning-tree mode mst
console (config) # interface range TengigabitEthernet 1/0/1-2
console (config-if) # switchport mode trunk

(

(

(

(

(

console (config-if)# switchport trunk allowed vlan add 10,20,30,40,50,60

console (config-if) # exit

console (config) # spanning-tree mst configuration
console (config-mst) # name sandbox

console (config-mst)# instance 1 vlan 10,20,30
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console (config-mst)# instance 2 vlan 40,50,60

console (config-mst) # exit

console (config) # do write

console (config)# spanning-tree mst I priority 0

console (config) # exit

consolef#copy running-config tftp://10.10.10.1/mstp.conf

Hacrtpoiika selective-qing

Hobasnerue SVLAN

MpuBeaeHHbIV 34eCb NPUMEP KOHOUTYPaAL MM KOMMYTATOPA AEMOHCTPUPYET KaK J006aBAATb METKY

SVLAN 20 ko Bcemy Bxogawemy Tpaduky 3a uckntodeHmem VLAN 27.

console# show running-config

vlan database

vlan 20,27

exit

!

interface tengigabitethernetl/0/5

switchport mode general

switchport general allowed vlan add 27 tagged
switchport general allowed vlan add 20 untagged
switchport general ingress-filtering disable
selective-ging list ingress permit ingress vlan 27
selective-ging list ingress add vlan 20

exit

!

|

end

MoomeHa CVLAN

B ceTax nepegayn AaHHbIX 40BOJIbHO YacTO BO3HMKAKOT 3a4a4u, CBA3aHHble ¢ nogmeHon VLAN
(Hanpumep, A1 KOMMYTATOPOB YPOBHS AOCTYMNA CYLLECTBYET TUMOBAsA KOHGUTypaLLMsa, HO NOJ/Ib30BaATE b~
ckuit Tpaduk, VOIP n Tpaduk ana ynpasneHusa Tpebyetca nepenasatb B pa3Hbix VLAN Ha pasnunyHbIX
Hanpas/ieHusXx). B aTom cnydae 66110 6bl yA06HO BOoCcnonb3oBaTbes GpyHKUMen noameHbl CVLAN ana 3a-
MeHbl Tunu3aunposaHHbix VLAN Ha VLAN ana tpebyemoro HanpaeneHus. Huxke npuseaeHa KoHoUrypawumsa
KOMMYTaTOpa, B KOTOpOoMm ocyLiecteasetca nogmeHa VLAN 100, 101 n 102 Ha 200, 201 n 202. ObpaTHas

nogmeHa A0/1XKHa OCyLeCcTBNATbCA Ha 3TOM XKe MHTepd)el‘/JICEZ

console# show running-config

vlan database

vlan 100-102,200-202

exit

|

interface tengigabitethernet 1/0/1

switchport mode trunk

switchport trunk allowed vlan add 200-202

selective-ging list egress override vlan 100 ingress vlan 200
selective-ging list egress override vlan 101 ingress vlan 201
selective-ging list egress override vlan 102 ingress vlan 202
selective-ging list ingress override vlan 200 ingress vlan 100
selective-ging list ingress override vlan 201 ingress vlan 101
selective-ging list ingress override vlan 202 ingress vlan 102

exit!end
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NPUNOXEHUE B. KOHCONbHbIN KABE/b

D12 Q | W G

6) (1) () (9

RJ-45 DB-9

PucyHok B.1 — MNoaKkntoueHne KoHconbHOro Kabensa
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NMPUNOXEHUE B. NOAAEPXUBAEMbIE 3HAYEHUA ETHERTYPE

Tabanua B.1 — NoaaepkmBaemble 3HaveHus EtherType

0x22DF 0x8145 0x889e 0x88ch 0x88e0 0x88f4 0x8808 0x881d 0x8832 0x8847
0x22EO0 0x8146 0x88a8 0x88cc 0x88e1l 0x88f5 0x8809 0x881e 0x8833 0x8848
0x22E1 0x8147 0x88ab 0x88cd 0x88e2 0x88f6 0x880a 0x881f 0x8834 0x8849
0x22E2 0x8203 0x88ad 0x88ce 0x88e3 0x88f7 0x880b 0x8820 0x8835 0x884A
0x22E3 0x8204 0x88af 0x88cf 0x88e4 0x88f8 0x880c 0x8822 0x8836 0x884B
0x22E6 0x8205 0x88b4 0x88d0 0x88e5 0x88f9 0x880d 0x8824 0x8837 0x884C
0x22E8 0x86DD 0x88b5 0x88d1 0x88e6 0x88fa 0x880f 0x8825 0x8838 0x884D
0x22EC 0x86DF 0x88b6 0x88d2 0x88e7 0x88fb 0x8810 0x8826 0x8839 0x884E
0x22ED 0x885b 0x88b7 0x88d3 0x88e8 0x88fc 0x8811 0x8827 0x883A 0x884F
Ox22EE 0x885c¢ 0x88b8 0x88d4 0x88e9 0x88fd 0x8812 0x8828 0x883B 0x8850
Ox22EF 0x8869 0x88b9 0x88d5 0x88ea 0x88fe 0x8813 0x8829 0x883C 0x8851
0x22F0 0x886b 0x88ba 0x88d6 0x88eb 0x88ff 0x8814 0x882A 0x883D 0x8852
0x22F1 0x8881 0x88bf 0x88d7 0x88ec 0x8800 0x8815 0x882B 0x883E 0x9999
0x22F2 0x888b 0x88c4 0x88d8 0x88ed 0x8801 0x8816 0x882C 0x883F 0x9c40
0x22F3 0x888d 0x88cb 0x88d9 0x88ee 0x8803 0x8817 0x882D 0x8840
0x22F4 0x888e 0x88c7 0x88db 0x88ef 0x8804 0x8819 0x882E 0x8841
0x0800 0x8895 0x88c8 0x88dc 0x88f0 0x8805 0x881a 0x882F 0x8842
0x8086 0x8896 0x88c9 0x88dd 0x88f1 0x8806 0x881b 0x8830 0x8844
0x8100 0x889b 0x88ca 0x88de 0x88f2 0x8807 0x881c 0x8831 0x8846
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NMPUNOXKEHUE . ONUCAHUE NPOLIECCOB KOMMYTATOPA

Tabnuua .1 — OnucaHMe NpoLLeccoB KOMMYTATOpPA

Uma
OnucaHue npouecca

npouecca

3SMA Aging ana IP-multicast

3SWF MNepepayva nakeToB meXay YPOBHEM 2 1 CETEBbIM YPOBHEM

3SWQ MporpammHan obpaboTka ACL nepexBayeHHbIX NaKeToB

AAAT YnpasneHue n obpaboTtka metosos AAA

AATT CumynaTtop AAA ana nposepku metoaos AAA

ARPG Peanusauna npotokona ARP

B_RS YnpaBneHue nepe3arpy3Koi yCTPOUCTB B CTEKE

BFD Peannsauna npotokona BFD

BOXM JononHuTenbHble AeNCTBUA B CTEKe (NolyYeHMe CBeAEeHWUIM O CTeKe, MHAMKaums, obmeH co-
obuweHunamu, cmeHa Unit ID)

BOXS O6paboTKa KOMaHA, COCTOAHUSA cTeKa: gobasneHne Master/Slave, nsyyeHume Tononoruu, ob-
HoB/ieHMe Bepcuu MO Begomoro ycTpoincTaa (slave)

BRGS Bridge Security — ARP Inspection, DHCP Snooping, DHCP Relay Agent, IP Source Guard

BRMN Bridge Management: STP, onepauuu c FDB (go6asneHue, yganeHue 3anucei), s3epkaampo-
BaHue, KoHpurypaumsa noptos/VLAN, GVRP, GARP, LLDP, IGMP Snooping, IP multicast

BSNC ABTOMAT CUHXPOHU3ALMN BEAYLLETO U BEAOMOIO YCTPOWCTB B CTEKE

BTPC KnueHt BOOTP

CDB_ KonnposaHune KoHOUrypaLMOHHbIX dainnos

CNLD 3arpyska/sbirpyska KoHburypaumm

COPY YnpasneHue KonnpoeaHuem pannos

CPUT Ytnnuzauma CPU

D_LM Link Manager — oTcnexXnBaHue cOCTOSIHUA CTEK-/IMHKOB

D_SP Stacking Protocol

DDFG PaboTa c dalinoBoi cuctemon

DFST PacnpepeneHHas dainosas cuctema (DFS). MUcnonbayeTcs B paboTe cTeka

DH6C DHCPv6-knuneHT

DHCP Cepsep u Relay Agent DHCP

DHCp Ping

DMNG Dinstant Manager — nonyyeHne nHdopmaLmm € yaaneHHblx OHUMTOB (Bepcua MO, uptime,
yCTaHOBKa aKTUBHOro obpasa MN0)

DNSC KnueHt DNS

DNSS Cepsep DNS

DSND Data Set Delays Report
Dispatcher — 06paboTKa cobbiThii OT yaaneHHbIX OHUTOB 06 M3MEHEHUN COCTOSHWUS BEHTU-

DSPT NIATOPOB, UCTOYHMKOB NUTAHUSA, TEPMOLATYNKOB, SFP-TpaHcuBepoB. MoslyyeHne coobLueHui
OT yAaNeHHbIX loHUTOB 06 nx Bepcum MO, cepuitHom Homepe, MD5 cymme MO.

DSYN Stack application

DTSA Stack application

ECHO Mpotokon ECHO

EPOE PoE (B3aMmogelicTBMe c Nonb3oBaTeiem)

ESTC JNlornposaHue cobbiTnin 0 NpeBbiweHMM noporos Tpadumka Ha CPU (cpu input-rate detailed)

EVAP TRX Training — aBToMaTU4yecKas HacTponKa napameTtpos SERDES

EVAU O6paboTKa cobbiTin Address Update, HUKHWI ypoBEHb, Nepeaaya Bbille

EVFB Onpoc coctoAaHuAa SFP

EVLC O6paboTKa cobbITUIN O CMEHE COCTOSIHWUA NOPTA, HUXKHUI YPOBEHDb, Nepeaaya Bbilwe

EVRT RX Training
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O6paboTKa cobbITMIA NpUéma nakeTa U3 KommyTaTopa B CPU, HUXKHUIA ypoBeHb, Nepesaya

EVRX
naketa Ha ypoBeHb 2

EVTX O6paboTKa cobbITUN OKOHYaHUA OTNpPaBKK naketa ns CPU B KommyTaTop, HUKHUIN YPOBEHD

exRX O6paboTKa BbIxOAa NAKETOB C HUXKHETO YPOBHA 2

FFTT YnpasneHue Tabanueit mapwpytmsaumm n mapLipyTusauma naketos

FHSF IPv6 First Hop Security (O6paboTka Tanmepos)

GOAH Peannsauns web-cepsepa GoAhead

GRN_ Peanusauma Green Ethernet

HCLT MonyyeHne n 06paboTKa KOMAHA, HACTPOMKM YCTPOMCTBA HUMKHETO YPOBHSA

HCPT PoE (B3anmoaeincTBme c KOHTPOIEPOM)

HLTX OTnpaska naketos n3 CPU B KommyTatop

HOST OcHOBHOW host-noToK, X0n10CTOM X0A4,

HSCS Stack Config — HacTpolika pyHKUMIM KOMMyTaTopa Ha YAa/IeHHOM HOHUTE

HSES Stack Events — 06paboTka cobbiTuit link changed, address update ¢ yaaneHHbIX IOHUTOB Ha
macTepe

HSEU O6paboTKa cobbITHiM CTEKA

ICMP Peanunsauna npotokona ICMP

I0TG YnpasneHne TepMmmMHanamu BBo4a-BbiBoaa

IOTM YnpasneHune TepMmHanamu BBoAa-BbiBoaa

IOUR YnpasneHne TepMmHanamu BBoAa-BbiBoaa

IP6C Cyétunkmn IPv4 u IPV6

IP6M MapuwpyTtnsauma IPv4 n IPv6

IPAT YnpaneHue 6a3oii gaHHbIX IP-agpecos

IPG O6paboTKa nepexBayeHHbIX GparMeHTUPOBaHHbIX IP-nakeToB

IPRD BcnomoratenbHasa 3agadva ana ARP, RIP, OSPF

IPMT YnpasneHue IP multicast mapwpyTtrsaumen n IGMP Proxy

IT60

IT6l
3apaun ana paboTobl C NpepbiBaHUAMMU

IT64

IT99

V11 3apaya gna paboTbl C BUPTYabHbIMM NPEpPbIBAHUAMM

L2HU MNepenayva nakeToB Ha ypoBeHb 3

L2PS O6paboTKa cobbITUIA CMEHbI COCTOAHUA/HACTPoeK MHTepdeincos 1 nepeaaya cooblueHni 3a-
pPerncTpmMpoBaHHbIM Cy*Kbam

L2UT Ytunusauus noptos (show interfaces utilization)

LBDR Peanunsaums ¢pyHKumnm Loopback Detection

LBDT OtnpasKa naketoB Loopback Detection

LTMR O6wan 3agaya gns BCex TakmMepos

MACT O6paboTKa cobbiTna 06 okoHYaHWUK aeiictena B FDB (aging MAC-aapecos)

MLDP Marvell Link Layer Reliable Datagram Protocol, stack transport

MNGT ABToTeCTbI

MRDP Marvell Reliable Datagram Protocol, stack transport

MROR PesepBunpoBaHue KoHOUrypaumoHHoro ¢aina B sSHeproHe3aBUCMMOMN NaMATH

MSCm MeHegaKep gnsa paboTbl C TEPMUHANIBHBIMU CECCUAMM

MSRP Mepenaya cobbITNIM B CTEKE NO/Ib30BATE/NbCKMM 334a4am

MSSS MpocnywmnsaHue IP-cokeToB

MUXT OTCnenBaHNe U3MEHEHWUIM CTPYKTYPbl CTEKa

NACT BupTyanbHoe TecTupoBaHue kabens (VCT)

NBBT N-Base

NINP PaboTta c Kombo-nopTamm

NSCT HacTtpoiika orpaHMYeHna cCKOpoCTM NepexsaTta naketos Ha CPU, BegeHne cTaTUCTMKK MO ne-

pexBavyeHHbIM NMNakeTam
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NSFP OTcnexknBaHune cobbITUiA, cBA3aHHbIX ¢ SFP, Ha ceTeBOM ypoBHe

NSTM Storm Control

NTPL Mepuroamyeckas reHepauma curHana ansa onpoca 1abamy MAC, VLAN, nopToB, My/ibTUKAcCTa,
MapLIpyTU3aLLMKn, NPUOPUTU3ALNM

NTST JobaBneHune u yaaneHune IOHUTOB B CTeKe, cOpoc Ha AedONT COCTOAHMA IOHUTA, HA CETEBOM
YPOBHe

NVCT BcnomoratenbHaa 3agava gna VCT. 3anyck Tecta U OTCAeXMBaHME U3MEHEHMA COCTOAHUA
nopTa.

OBSR 3afayva gns OTCNeXMBaHMA U yBEAOMIEHUA 006 M3MeHeHMAX cneumdUyecknux napameTpos
nHTepdelicos, Heobxoanmbix gnsa LLDP, CDP n apyrmx npoTOKO10B.

PLCR O6paboTKa cobbITUN CMEHbI COCTOAHMA NOPTOB YCTPOMCTB CTEKA

PLCT O6paboTKa cobbITUIN CMEHbI COCTOAHUA NOPTOB

PNGA Peanuszaums ping

POLI Policy Management

PTPT Precise Time Protocol

RADS RADUIS-cepsep

RCDS KnneHt Remote CLI

RCLA

RCLB Cepsep Remote CLI

RELY DHCPv6 Relay

ROOT PoauTenbckuii Tack ana Bcex 3agay

RPTS Routing protocol

SCLC OT1cnexunsaHue coctoaHma OOB-nopTa

SCPT ABTOOBOHOBNEHWNE M aBTOKOHOUIYpaLma

SCRX MNonyyeHune Tpaduka c OOB-nopTa

SEAU MonyyeHue cobbiTnit Address Update, HUXKHWUI ypOBEHb

SELC MonyyeHue cobbITUIA O CMEHE COCTOSIHMA NOPTA, HUKHWUIA YPOBEHb

SERT OTcnexknBaHue cobbITUIA Ha NOPTY ANA Havana npoueaypbl RX Training

SERX MonyyeHune cobbiTNIM NpUEma NakeTa U3 KommyTtatopa B CPU, HUKHWI ypoBEHb

SETX MonyyeHune cobbITUIN OKOHYAHMA OTNPaBKM NakeTa U3 CPU B KoOMMyTaTop, HUXKHUI YPOBEHb

SEMG sFlow Manager — 06paboTka cobbiTnit usmeHeHua IP-aapeca, 3anpocos CLI/SNMP, Taiime-
pos

SFSM sFlow Sampler

SFTR MpoTokon Sflow

SNAD ba3a gaHHbIXx SNA

SNAE O6paboTKa cobbITMin SNA

SNAS CoxpaHeHue 6a3bl gaHHbIX SNA B MN3Y

SNMP Peanunsauna npotokona SNMP

SNTP Peanusauna npotokona SNTP

SOCK YnpasneHue paboToii COKkeToB

SQIN HacTpoiika Selective QinQ

SSIM Slave To Master — nepegava coobuieHuid ¢ Begomoro yctpoictsa (slave) Ha Begyuiee
(master)

SSHP Cepsep SSH — HacTpolika, 06paboTKa KomaHA, Tanmep

SSHU Cepsep SSH — npoTokon

SSLP Peannsauna SSL

SSTC JNlornposaHue cobbITnin 0 NpeBbiweHMn noporos Tpadumka Ha CPU (cpu input-rate detailed)

STMB O6paboTtka SNMP-3anpocoB o cTaTyce cTeka

STSA CLI-ceccnsa yepes COM-nopt

STSB CLI-ceccma yepes VLAN

STSC CLI-ceccma yepes VLAN

STSD CLI-ceccma yepes VLAN
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STSE CLI-ceccmsa yepes VLAN

SW2M Ob6paboTka cobbiTMin Address Update ot FDB, 610KMpoBKa nopTa Npy BO3HUKHOBEHMWM OLLIU-
60K Ha nopTy

SYLG BbiBOA, co0bLEeHMI B syslog

TBI_ Tabanua BpemeHHbIX NpomeKyTkos aas ACL

TCPP Peanusauna npotokona TCP

TFTP Peanusauna npotokona TFTP

TMNG YnpasneHne npuoputeTamm 3agay

TNSL KnueHnt Telnet

TNSR Cepsep Telnet

TRCE Peanusauusa traceroute

TRIG 3anyck gevicteus B FDB (aging MAC-agpecos)

TRMT YnpaBieHMe IOHUTaMM B CTEKE C NOAAEPHKKON TPaH3aKLUN

TRNS File Transfer — konupoBaHue daininoB mexay toHUTamum cteka (MNO)

UDPR UDP Relay

URGN O6paboTKa KPUTUUYECKUX COBBLITUI (HanpUmep, NepesarpysKu)

VRRP Peanunsauna npotokona VRRP

WBAM Web-based Autentification

WBSO B3anmopaenctene c web-KnmeHTamm, HUKHUI YpOBEHb

WBSR YnpaBneHue n Tanmepbl web-cepeepa

WNTT Mopaepkka NAT gna WBA

XMOD Peanusaums npotokona X-modem
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TEXHUYECKAA NOAOAEPXKKA

Ona  nonyyeHWs TEXHUYECKOM KOHCyNbTauMM MO BOMPOCaM 3KchayaTauum obopynoBaHuA
000 «MpeanpusaTtne «3INNTEKC» Bbl MoxKeTe 06paTnTbes B CepBUCHbIN LEeHTP KOMNaHUK:
dopma obpaTHOI cBA3K Ha caiTe: https://eltex-co.ru/support/
Servicedesk: https://servicedesk.eltex-co.ru/

Ha opuumanbHOM cailTe KOMMAAHUM Bbl MOXKETE HAUTU TEXHUYECKYIO OKYMEHTALLMIO M NPOrpaMmMHoe
obecneyeHune ana npoaykumm 000 «Mpeanpusatne «3/ITEKC», 06paTuTbca K 6ase 3HaHUIA UM OCTaBUTb
WHTEPaKTUBHYIO 33aABKY UM MPOKOHCYNbTUPOBATLCA Y UHXKeHepoB CepBUCHOTO UeHTpa:

OdunumanbHbIi cant komnaHuu: https://eltex-co.ru/
ba3a 3HaHui1: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LeHTp 3arpysok: https://eltex-co.ru/support/downloads
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