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Bepcua JOKYMeHTa
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CogeprKaHne U3MEHEHMA

Bepcua 6.9

11.2023

CuHxpoHM3auma c sepcueli 10 10.3.4
[ob6asneHa nHdopmauma o6 yctporictee MES2420-48P

M3meHeHusA B pasgenax:

- 1.3 OCHOBHbIe TEXHUYECKNE XapaKTePUCTUKMN

- 1.4 KOHCTPYKTMBHOE UCNOJIHEHWNE

- 4.25 KoHowurypaumsa ACL (cnmMcku KoHTpoAas goctyna)

Bepcua 6.8

06.2023

CuHXpoHM3auma c Bepcmeli MO 10.3.3.1
Job6asneHa nHdpopmauma o6 yctpoiicteax MES3400-24, MES3400-24F,
MES3400-48.

N3meHeHwuA B pasgenax:
- 1.3 OCHOBHble TEXHNYECKME XapaKTEPUCTUKN
- 1.4 KOHCTPYKTMBHOE UCNOJIHEHNE

Bepcusa 6.7

06.2023

CuHxpoHM3auma ¢ sepcumeit MO 10.3.3
[ob6aeneHa nHdopmauma o6 yctpocteax MES2424FB, MES3710P.

MN3meHeHuA B pasgenax:
- 1.3 OCHOBHble TEXHUYECKME XapaKTEPUCTUKHN
- 4.28.2 Hactpotika Virtual Router Redundancy Protocol (VRRP)

[obaBneHbl pasaensbl:

- 4.28.3 Hactpolika npotokona OSPFv2
- 4.28.4 Hactpolika npotokona OSPFv3
-4.28.5 Hactpolika npoTtokona RIP

Bepcua 6.6

12.2022

CuHXpoHM3auma c sepcueit MO 10.3.1

MN3meHeHus B pasgenax:
- 1.2.4 ®yHKUMM TpeTbero ypoBHs ceteBon mogenm OSI
- 1.3 OCHOBHble TEXHNYECKNE XapaKTEPUCTUKHN

[ob6asneHbl pasaensi:
- 4.28 KoHourypauma npoTOKON0B MapLupyTU3aumm

Bepcua 6.5

11.2022

CuHxpoHM3aumsa ¢ sepcueit MO 10.2.10
[ob6asneHa nHpopmauma o6 yctpoiictee MES2448P

M3meHeHusA B pasgenax:

- 1.2.6 ®PyHKUMM 0becneveHna 6e3onacHOCTH

- 1.3 OCHOBHble TeXHUYECKNe XapaKTepUCTUKM

-4.21.7 NpoBepKa NOAAMHHOCTU KNWMEHTA Ha OcHoBe nopTa (cTaHaapT 802.1x)
- 4.22 dyHKumn DHCP Relay nocpegHuka

[ob6asneHbl pasaensi:
- 4.23 KoHourypauma DHCP-cepsepa

Bepcua 6.4

10.2022

CuHxpoHu3auma ¢ sepcueli MO 10.2.9.4

Bepcua 6.3

08.2022

CuHxpoHu3auun c sepcuel MO 10.2.9

M3meHeHusA B pasgenax:

- 4.4 KomaHabl ynpasaeHus cuctemon

- 4.14.6 HacTpolika npotokona G.8032v2 (ERPS)
-4.,17.5.1 Telnet, SSH

-4.21.3 DSLAM Controller Solution (DCS)

Bepcusa 6.2

06.2022

CuHxpoHM3auma ¢ sepcueii MO 10.2.8.2
Job6asneHa nHpopmauma 06 yctponctee MES2424P.

MN3meHeHus B pasgenax:

- 1.2.8 lononHUTenbHble GyHKLUK

- 1.3 OCHOBHble TeXHUYECKNE XapaKTepPUCTUKM

-4.17.1 MexaHusm AAA

-4.21.6 Hactpoliika ¢yHKkummn MAC Address Notification

[o6asneHbl pa3gensi:
- 4.14.6 Hactpolika npotokona G.8032v2 (ERPS)

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx
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-4.16.5 KoHdurypaumsa IGMP proxy

Bepcusa 6.1

11.2021

CuHXpoHM3auma c Bepcueli N0 10.2.7.2

M3meHeHUsA B pasgenax:

- 4.13 HacTpoiika IPv6-agpecaumm

- 4.18 }ypHan aBapwit, npoTokon SYSLOG

- 4.21.8 Hactpoiika ¢yHKumm IPv6 RA Guard
-4.21.9 Hactpotiika ¢yHKumm IPv6 ND Inspection

Bepcusa 6.0

10.2021

[ob6asneHa nHdopmauma 06 yctponctee MES2411X

Bepcua 5.9

10.2021

CuHXxpoHM3aumsa ¢ Bepcuelt M0 10.2.7

M3meHeHUsA B pasgenax:

- 4.3 HacTpoiKa MaKpoKOMaHz,

- 4.4 KomaHapbl ynpaB/ieHUs CUCTEMOM

- 4.16.1PyHKUMA nocpeaHMKa npoTokona IGMP (IGMP Snooping)
-4.21.3 DSLAM Controller Solution (DCS)

- 4.26 KoHowurypauma 3awmTsl ot DOS-aTak

- 4.30 Pexxum oTnagKkun

[ob6asneHbl pasaensi:
- 4.21.7 MNposepKa NOANMHHOCTU KIMEHTA HAa OCHOBE NopTa (cTaHaapT 802.1x)

Bepcuna 5.8

07.2021

CuHxpoHmn3auma c sepcuett M0 10.2.6.3

Bepcua 5.7

05.2021

CuHxpoHM3auma c sepcueit MO 10.2.6

MN3meHeHusa B pasgenax:

- 4.11 Mpynnbl arperauun KaHanos — Link Aggregation Group (LAG)
- 4.12 HactpoWika IPv4-agpecaumm

- 4.21.8 Hactpoliika ¢yHKumm IPv6 RA Guard

-4.17.4 Cnnckn goctyna ACL ana ynpaB/ieHUs yCTPOMCTBOM
-4.21.6 Hactpolika ¢yHKummn MAC Address Notification

- 4.14.2 MexaHu3m obHapyxeHus netenb (loopback-detection)

- 4.25 KoHowurypauma ACL (cnmMcku KoHTpoAas goctyna)

-4.27.1 Hactpoliika QoS

[ob6asneHbl pasaenoi:
-4.21.9 Hactpolika ¢yHKumm IPv6 ND Inspection

Bepcua 5.6

03.2021

CuHxpoHM3auma ¢ sepcueti MO 10.2.5.2

Bepcua 5.5

11.2020

CuHxpoHM3aumsa ¢ sepcueit MO 10.2.5
[ob6asneHa nHpopmauma o6 yctporicteax MES2448 DC, MES2448B.

MN3meHeHus B pasgenax:

- 1.1 HasHauyeHue

- 1.3 OCHOBHble TEXHUYECKME XapaKTEPUCTUKN

- 1.4.1 BHEWHW BUA U ONMCaHWe NepeaHel naHenm ycTponicTs
-1.4.2 334HAA 1 BePXHAA NaHeNn yCTpomncTs

- 1.5 KomnnekT nocTaBku

- 4.4 KomaHabl ynpasBaeHnsa cuctemon

- 4.8.1 Napametpbl Ethernet-untepdeiicos, Port-Channel n Loopback-uHTep-
deiicos

- 4.8.2 Hactpoika VLAN 1 pexMmoB KOMMyTaLMK MHTepdelicos
-4.21.8 Hactpoliika ¢pyHKumm IPv6 RA Guard

-4.14.4 HacTtpoiika ¢oyHKumn Layer 2 Protocol Tunneling (L2PT)

- 4.15 HacTpoiika npotokona OAM

-4.16.1 ®yHKUMA NnocpesHMKa npoTokona IGMP (IGMP Snooping)
-4.21.5 KoHTponb npotokona ARP (ARP Inspection)

-4.27.1 Hactpoiika QoS

- MpwnoxeHue B. Ouepeaun ans npuHumaemoro Ha CPU Tpaduka

Bepcua 5.4

10.2020

MN3meHeHus B pasgenax:

- 1.3 OCHOBHble TeXHUYECKNE XapaKTepPUCTUKM

- 4.4 KomaHabl ynpasaeHus cuctemon

- 4.8.1 Napametpbl Ethernet-untepdeliicos, Port-Channel n Loopback-uHTep-
deiicos

- 4.8.2 Hactpoika VLAN 1 pexMmoB KOMMyTaLmMK MHTepdelicos

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx
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-4.11 Fpynnbl arperaumm KaHanos — Link Aggregation Group (LAG)
- 4.21.8 Hactpoiika ¢yHKumm IPv6 RA Guard

-4.14.3.1 HacTtpowka npoTtokona STP, RSTP

- 4.14.4 Hactpolika ¢yHKumm Layer 2 Protocol Tunneling (L2PT)

- 4.15 HactpoWika npotokosa OAM

-4.16.1 ®yHKuMA NnocpeHMKa npoTokona IGMP (IGMP Snooping)
- 4.18 ¥ypHan aBapwuit, npoTokon SYSLOG

-4.21.6 Hactpolika ¢pyHkummn MAC Address Notification

-4.27.1 Hactpoiika QoS

Bepcua 5.3

08.2020

Job6asneHa nHpopmauma 06 yctpoinctee MES3708P.

N3meHeHwuA B pasgenax:

- 1.3 OCHOBHble TEXHUYECKNE XapaKTePUCTUKMN

- 3.5.2.3 HacTtpoiika napameTtpos npotokona SNMP ansa agoctyna K ycTpoincrey
- 4.4 KomaHapl ynpaB/iieHus cuctemom

- 4.8.1 Napametpbl Ethernet-nntepdeliicos, Port-Channel n Loopback-uHrep-
deiicos

- 4.8.2 Hactpotika VLAN u pexxumos KommyTaummn nHtepdeicos Hactpoika
dyHKumK Layer 2 Protocol Tunneling (L2PT)

-4.17.1 MexaHusm AAA

-4.17.3 MNpotokon TACACS+

-4.21.2 KoHTponb npoTokosia DHCP v onuua 82

-4.21.4 3awmTa IP-agpeca kamnenTa (IP Source Guard)

[ob6asneHbl pasgensi:
- 4.3 HacTpoiKa MaKpoKoMaHA,

Bepcua 5.2

07.2020

MN3meHeHus B pasgenax:

- 3.5.2.2 HacTtpoiika ctaTtuyeckoro IP-agpeca, Macku NoAceTu U Wak3a No ymo-
YaHu1Io

- 3.5.2.3 HacTtpoiika napameTtpoBs npotokona SNMP ansa goctyna K ycTpoicTey
- 4.6.2 KomaHabl ana pabotsl ¢ pannamu

- 4.8.2 Hactpoika VLAN 1 pexMmoB KoMmyTaLmu nHTepdericos

-4.21.8 Hactpoiika ¢yHKumn IPv6 RA Guard

- 4.15 HacTpoiika npotokosa OAM

-4.16.1 dyHKLMA NnocpesHMKa npoTokona IGMP (IGMP Snooping)

- 4.18 KypHan aBapuii, npotokon SYSLOG

- 4.20.2 dneKkTponuTaHue no MHuam Ethernet (PoE)

-4.21.3 DSLAM Controller Solution (DCS)

-4.21.4 3awmTa IP-agpeca kanenTa (IP Source Guard)

-4.21.5 KoHTponb npotokona ARP (ARP Inspection)

-4.27.1 Hactpoiika QoS

[ob6asneHbl pasgensi:
- MpwunoxeHue . PaclwmdpoBKa cnmcka npoLeccos

Bepcua 5.1

06.2020

[ob6asneHa nHdopmauma 06 yctponcrteax MES2424, MES2424B.

M3meHeHusA B pasgenax:

- 1.3 OCHOBHble TeXHUYECKNe XapaKTepUCTUKM

- 1.4.1 BHewWwHuWI’ BUA, 1 onvcaHne nepegHei naHeamn ycTpomncTs
- 4.6.3 KomaHap!l Ans pesepBrMpoBaHusa KoHOUrypauum

Bepcua 5.0

03.2020

MN3meHeHus B pasgenax:

- 1.3 OCHOBHble TeXHUYECKNE XapaKTepPUCTUKM

-3.5.2.1 3apaHue napons gaa nonb3osatena «admin» U cosgaHne HoBbIX NOJb-
3oBaTenei

- 3.5.2.3 HacTtpotika napameTtpos npotokona SNMP ansa gocryna K ycTpoicTey

- 4.4 KomaHapbl ynpaB/ieHUs CUCTEMOM

- 4.6.2 KomaHabl ans pabotbl ¢ pannamm

- 4.8.2 Hactpoika VLAN 1 pexMmoB KOMMyTaLMK MHTepdelicos

-4.17.1 MexaHusm AAA

- 4.30.4 XypHanupoBaHue OTNaZ04HbIX COObLLEHNI

[ob6asneHbl pasgensi:
- 3.4 3arpy304Hoe mMeHto
- MpwnoxeHue B. Ouepeaun ansa npuHumaemoro Ha CPU Tpaduka

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx
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Bepcusa 4.5 12.2019

N3meHeHuA B pasgenax:

- 3.5.2 ba3oBas HacTpoiiKa KommyTaTopa

- 4.8.2 HacTpotika VLAN 1 pexxnmoB KOMMyTaummn nHTepodencos
- 4.9 Selective Q-in-Q

-4.20.1 OnarHocTMka megHoro Kabens

- 4.21.2 KoHTponb npoTtokona DHCP u onuua 82

Bepcus 4.4 11.2019

M3meHeHUsA B pasgenax:
-4.17.5.2 HacTtpoika napameTpos npoTokosa SNMP gns goctyna K ycTponctay
- 4.20.2 dnekTponuTaHue no vHuam Ethernet (PoE)

Bepcusa 4.3 10.2019

N3meHeHuA B pasgenax:

- 1.3 OCHOBHblEe TEXHUYECKME XapaKTEPUCTUKM

- 4.4 KomaHapl ynpaB/iieHus cuctemom

- 4.20.2 dnekTponuTaHue no MHuam Ethernet (PoE)
-4.21.3 DSLAM Controller Solution (DCS)

[ob6asneHbl pasaensi:

- 4.2 dunbTpauma coobLLEeHN KOMaHAHOM CTPOKM

- 4.5 KomaHapl gns HaCTPOIMKM NapameTpoB 418 3343aHWA Naposien
- 4.6.3 KomaHAabl 4nA pe3epBMpoBaHMA KOHOUIypaumm

- 4.30 Pexxum oTnagKkun

Bepcua 4.2 08.2019

MN3meHeHus B pasgenax:

- 3.5.2.3 HacTtpoiika napameTtpos npotokona SNMP ana goctyna K ycTpoincTey
- 4.8.2 Hactpoika VLAN 1 pexMmoB KoMmyTaLmu nHTepdericos

-4.16.1 ®yHKUMA nocpegHMKa npoTtokona IGMP (IGMP Snooping)

-4.17.3 Npotokon TACACS+

-4.21.2 KoHTponb npoTokosna DHCP v onuua 82

[ob6asneHbl pasgensi:
- 4.26 KoHowurypauma 3awmTbl ot DOS-atak

Bepcna 4.1 06.2019

M3meHeHWA B pa3genax:
— Storm Control gna pasaunyHoro Tpadumka (broadcast, multicast, unknown
unicast)

Bepcua 4.0 06.2019

MN3meHeHusa B pasgenax:

— HayvanbHana HacTpoiKa KommyTaTopa

— Hactpoitka napameTpos npotokona SNMP ans gocTtyna K ycTponctay
— dneKTponuTaHue no NMHuam Ethernet (PoE)

Bepcua 3.0 03.2019

[ob6asneHa nHdopmauma 06 yctponcteax cepum MES2408x n MES2428P

[ob6asneHbl pasgensi:

— ABTOMaTM4YeCcKas HacTpoliKa NapameTpoB KOMMYTaTopa
(Zero Touch Provisioning)

— Selective Q-in-Q

— Hactpolika IPv6-agpecauun

— HacTpolika ¢yHKumn Layer 2 Protocol Tunneling (L2PT)
— HacTpolika npotokona OAM

—MpoTtokon TACACS+

— DieKTponuTaHue no AMHuam Ethernet (PoE)
—MpoTtokon UDLD

— 3awwmra IP-agpeca KnuneHTa (IP Source Guard)

Bepcua 2.0 01.2019

Bropas nybaunkauus.

Bepcua 1.0 12.2018

MNepBasa nybankaums.

Bepcua nporpammuoro obecneyenus 10.3.4

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx 5
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A ELTEX

YC/TOBHbIE OBO3HAYEHUA

0O603HauyeHue

OnucaHue

[1

B KBagpaTHbIX CKOBKax B KOMaHAHOW CTPOKe yKa3blBaloTCA HeobA3aTesibHble
napameTpbl, HO MUX BBOJ, NPeAOCTaBAAET onpeAesieHHble A0MNOJIHUTENbHbIE
onuum.

B ¢urypHbix ckobKax B KOMaHAHOM CTPOKE YKa3bIBaloTCA BO3MOKHble 06s3a-

{ TeNbHble napameTpbl. Heobxoanmo BblIbpaTb OAMH U3 NapaMeTpoB.

«,» [aHHble 3HAaKM B ONUCAHUM KOMaHAbl MUCNONbL3YIOTCA A4 YKa3aHUA guanaso-
«» HOB.

«|» [aHHbI 3HAK B ONMCaHUKN KOMaHAbl 0D03HAYaeT «UANY.

«/» [aHHbI 3HAK B ONMCaHWE KOMaHZbI YKa3blBaeT Ha 3HaYeHMe Mo YMOIYaHUIO.

Kypcus Calibri

Kypcusom Calibri ykasbiBatoTca nepemeHHble UM NapaMeTpbl, KOTOPble Heob-
XOAMMO 3aMEHUTb COOTBETCTBYHOLLMM C/IOBOM U/IN CTPOKOMN.

MonyXupHbIt Kypcus

MonyXMPHbIM LWPUPTOM BblAeNEHbI MPUMEYAHNA N NPeayNperKaeHN.

<MonyxcupHeolii
Kypcue>

MONYKMUPHbIM KYPCUBOM B YI/I0BbIX CKOBKaX YKa3blBalOTCA Ha3BaHUA KaasBulLL
Ha KnasuaType.

Courier New

MonyxupHbim LWpndtom Courier New 3anmncaHbl NpUmepbl BBOAA KOMaHA,

Courier New|

LWpudtom Courier New B pamke C TEHbO yKasaHbl pe3y/ibTaTbl BbIMOJAHEHUA
KOMaHA.

NMPUMEYAHUA N NPEAYNPEXAEHUNA

" NpumeyaHua cogeprKaT BaXKHY0 MHGOpMaL U0, COBETbI /I PEKOMEeHAaL MM No UCMOJIb-
30BaHUIO U HACTPOIiKe YCTPOUCTBA.

1 MpepynpexaeHna nHGOPMUPYIOT NOb30BATENA O CUTYALUAX, KOTOPble MOTYT HaHeCTU
’ Bpeps, YCTPOMCTBY MM YeNoBeKYy, NPUBECTU K HEKOPPEKTHOM paboTe ycTpoiicTBa uamn no-
Tepe AaHHbIX.
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HELTEX

BBEAEHUE

B nocnegHue rogbl HabnogaeTca TeHAEHUMA K OCYLLECTB/IEHUIO MacCLUTabHbIX MPOEKTOB Mo
NOCTPOEHMIO CeTe CBA3M B COOTBETCTBUK ¢ KoHuenumneir NGN. OaHOoM U3 OCHOBHbIX 3a4a4 NpU peannsauuu
KPYNHbIX MY/IbTUCEPBUCHBIX CETEN ABNAETCA CO34aHWEe HaAeXHbIX U BbICOKONPOU3BOAUTENbHbIX
TPAHCNOPTHbIX CeTel, KOTopble ABAAIOTCA ONOPHLIMU B MHOTFOC/IOMHOW apXUTEKType ceTeit cieaylowero
MOKONEHMA.

ONna [OCTUKEHMA BbICOKMX CKOPOCTEN LIMPOKO NMPUMEHSOTCA TEXHO0MMK nepegayun nHdopmaumm
Gigabit Ethernet (GE). MNepegaya uHPOpPMaUMKM Ha BbICOKMX CKOPOCTAX, OCOOEHHO B CETAX KPYMHOro
macwTaba, nogpasymesBaeT BbIOOP TaKOW TOMONOIMMU CETU, KOTOpas MO3BOJIAET TMOKO OCyLWecTBAATb
pacnpegeneHne BbICOKOCKOPOCTHbIX MOTOKOB.

KommyTtatopbl cepuin MES14xx, MES24xx, MES34xx u MES3708P moryT Ucnosib3oBaTbCA Ha CeTAX
KPYMHbIX NPeAnpUATUI U NPeanpUATMIA Manoro u cpegHero busHeca (SMB), B onepaTopckux cetax. OHK
obecneymBaloT BbICOKYHO MNPOU3BOAUTENBHOCTb, MMOKOCTb, 6€30MacHOCTb, MHOIOYPOBHEBOE KayecTBo
obcnykmnaHua (QoS).

MpomblwneHHble KommyTaTopbl MES3708P, MES3710P npeaHa3HayeHbl AnA opraHM3auMm 3alum-
LLLEHHbIX OTKA30yCTOMYMBBIX CETEeN nepenayn AaHHbIX Ha o6bekTax, rae HeobxoaAnMO BbinosHeHWe Tpebo-
BaHMI Mo obecrneyeHMto YCTOMYMBOCTU K BO3LENCTBMAM Pas/IMYHOMO BUAA: TeMMNepPaTypPHbIM, MeEXaHu-
YECKUM U ApYTrUMm.

B HacToswem pyKOBOACTBE U3/IOXKEHbI HAa3HAYEHUE, TEXHUUYECKNE XapaKTePUCTUKKN, peKoMeH4aumnm
Mo HayaNbHOM HACTPOMKE, CUHTAKCUC KOMaHA AN1A KOHPUrypauuu, MOHUTOPUHra U OBHOBAEHUS
nporpammHoro obecrneyeHnsa KommyTaTopa.
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A ELTEX

1 OMNUCAHUE U3JENUA

1.1 HasHaueHue

YctpoiictBa cepuit MES14xx n MES24xx ABNAOTCA yNpaBAAeMbIMM KOMMYTaTOPamM, BbINONHAO-
LLMMM CBOM KOMMYTALMOHHbIE GYHKLUUM HA KaHa/IbHOM M ceTeBOM YPOBHAX mozenu OSI.

CeteBble kKommyTaTopbl MES1428 nmetoT B cBOEM cocTase 24 anekTpuyeckmx nopta Fast Ethernet u
4 ontnyeckux nopta Gigabit Ethernet ana yctaHoBku SFP-TpaHcuBepos (Combo-nopThbl).

CeteBble KOmMyTaTopbl MES2408X MMetoT B CBOEM COCTaBe 8 aneKTpmnyecknx noptos Gigabit Ethernet
n 2 ontmuyeckmx nopta Gigabit Ethernet ans yctaHoBKkK SFP-TpaHcuBepOB.

CeteBble KommyTaTOopbl MES2411X uMmeloT B CBOEM cOCTaBe 8 3aneKkTpuyeckux noptos Gigabit
Ethernet 1 11 onTnyeckunx noptos TenGigabit Ethernet gns yctaHoBKU SFP+-TpaHCcKMBEpOB.

CeteBble KOMmMyTaTOpbl MES2428% nMmetoT B cBOEM cocTaBe 24 anieKTpryecknx nopta Gigabit Ethernet
1 4 onTnyeckux nopta Gigabit Ethernet ana ycraHosku SFP-TpaHcueepos (Combo-nopTsi).

CeTteBble KommyTaTopbl MES2424x, MES3400-24 nmetloT B CBOEM cocTaBe 24 sneKTpuYecKnx nopra
Gigabit Ethernet 1 4 ontuyeckmx nopta TenGigabit Ethernet ana yctaHoBKu SFP+-TpaHcuBepos.

CeteBble KommyTaTopbl MES2424FB umetoT B cBOéMm cocTaBe 24 onTuyeckumx nopta Gigabit Ethernet
Ans yctaHoBKu SFP-TpaHcuBepoB M 4 onTuyeckux nopta TenGigabit Ethernet gns yctaHoBKu SFP+-
TPaHCUBEPOB.

CeTteBble KommyTaTopbl MES2420-48P, MES2448 DC, MES2448B, MES2448P nmetoT B CBOEM cOCTaBe
48 anekTpuyecknx noptos Gigabit Ethernet n 4 ontuyeckux nopta TenGigabit Ethernet ans yctaHosku SFP+-
TpaHCMBEPOB.

CeteBble KOmMmyTaTopbl MES3400-24F nmetoT B CBOEM cocTaBe 24 onTuyecknx nopta Gigabit Ethernet
Ans yctaHoBKu SFP-TpaHcuBepoB M 4 onTuyeckux nopta TenGigabit Ethernet gns yctaHoBKu SFP+-
TPaHCUBEPOB.

CeTteBble KommyTaTopbl MES3400-48 nmetoT B CBOEM cocTaBe 48 anekTpuyeckux nopTtoB Gigabit
Ethernet 1 4 onTuyeckmx nopta TenGigabit Ethernet ansa yctaHoBKM SFP+-TpaHcMBepoB.

CeteBble KommyTaTopbl MES3708P MmeloT B CBOEM cCOCTaBe 8 3neKTpuuyeckux nopTtoB Gigabit
Ethernet 1 2 onTuyeckmx nopta Gigabit Ethernet gns ycraHoBku SFP-TpaHcnBepos.

CeteBble KommyTaTopbl MES3710P uMmeloT B CBOEM cOCTaBe 8 3neKTpuuyeckux nopTtoB Gigabit
Ethernet 1 4 onTuyeckmx nopta Gigabit Ethernet gns ycraHoBku SFP-TpaHcuBeposB.

1.2 ®dyHKUMKM KOMMYyTATOPA

1.2.1 ba3osbie pyHKYuu

B Tabnmue 1 npuBeaeH cnUcoK 6a30oBbix GYHKLMIA YCTPOMCTB, AOCTYNHbIX AN aAMUHUCTPUPOBAHUA.

Tabnunua 1 — basoBble GpyHKLUUM YCTPOCTBA

3awguma om B/OKMpPOBKa BO3HUKAET B C/ly4anx Neperpysku BbIXOAHbIX MOPTOB yCTPOMCTBA Tpadu-
6n10KuUposKuU oyepedu KOM OT HECKOJ/IbKUX BXOAHbIX MOPTOB. 3TO NPUBOAMUT K 3a4epXKam nepefaym AaHHbIX
(HOL) M noTepe NaKkeTos.
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HELTEX

IModdepircka
ceepx0s1UHHbIX KAOpoe
(Jumbo frames)

CnocobHocTb NoAAepKnBaTh Nepesady CBEPXA/AMHHBIX KagpoBs, YTO MO3BOAAET ne-
penaBaTb AaHHbIe MEHbLIMM YUCIOM NAKETOB. ITO CHUXKAET 06beM CNYKEeOHON MH-
dopmauuun, Bpemsa 06paboTkM 1 nepepbIBbI.

YnpaeneHue nomokom
(IEEE 802.3X)

YnpaBneHne NOTOKOM MO3BOIAET COEAMHATb HU3KOCKOPOCTHOE YCTPOMCTBO C BbICO-
KOCKOPOCTHbIM. s npefoTBpalleHua nepenonHeHus bydepa HU3KOCKOPOCTHOE
YCTPOMCTBO MMEET BO3MOXKHOCTb OTNpaBaATb nakeT PAUSE, Tem cambim MHbopmUMpys
BbICOKOCKOPOCTHOE YCTPOICTBO O HEOBXOAMMOCTU cAenaTb Naysy npu nepegave na-
KeToB.

1.2.2 ®yHKyuu npu pabome c MAC-adpecamu

B Tabanue 2 npuseseHbl GyHKLMKN yCTPOIMCTB Npu paboTe ¢ MAC-agpecamu.

Tabnmua 2 — PyHKuuKM paboTbl ¢ MAC-agpecamu

Tabauya MAC-adpecos

KommyTaTop coctaBnseT B NamATu Tabauvuy, B KOTOPOW YCTaHaB/MBAETCA COOTBET-
cteue mexkgy MAC-agpecamu 1 y3namum nopToB KOMMYTaToOpa.

Pexcum obyyeHus

B oTcyTcTBME 0OYYEHMA, AaHHble, NOCTyNaKwoLlme Ha Kakon-1mbo nopT, nepeaatoTcs
Ha BCe OCTa/ibHble NOPTbl KOMMyTaTopa. B pexxume obyyeHMA KOMMyTaToOp aHAAN3U-
pyeT Kagpbl U, onpegenvs MAC-aapec oTnpasuTens, 3aHOCUT ero B Tabavuy mapiu-
pyTv3auuun. Bnocneactsum kagp Ethernet, npegHasHaveHHbIN gnsa xocta, MAC-agpec
KOTOPOroO y»e ecTb B Tabanue, nepenaetca TONbKO Yepes yKa3aHHbIV B Tabaunue nopr.

lModdeprcka nepedayu
Ha Heckonbko MAC-
adpecos (MAC

[aHHasa ¢GyHKLMA NO3BONSAET YCTaHaB/AMBAaTb COEAMHEHUA «OAMH KO MHOTMM» U
«MHOMME KO MHOrMm». Takum 06pasom, Kagp, aApecoBaHHbI MHOroagpecHoim
rpynne, NnepeaaeTca Ha Kaxkablii NOPT, BXOAALLMI B rpynny.

Multicast Support)

Asmomamuuyeckoe

epemsa xpaHeHusa MAC- | Ecau ot ycTpoiictea c onpefeneHHbM MAC-agpecom 3a onpeaenieHHbIi nepuog, spe-

adpecos MEHM He MOCTYMaloT NaKeTbl, TO 3aMMCb ANA AAHHOTO agpeca ycTapeBaeT M yaAanaeTca.

(Automatic Aging for 370 NO3BONAET NOAAEPHKMBATL TabOAMLY KOMMYTaLMW B aKTYa/IbHOM COCTOAHUM.

MAC Addresses)

CmamuyecKue 3anucu .

MAC CeTeBOl KOMMYTATOP NO3BO/AET MOJ/Ib30OBATENIO ONPeAe/ITb CTaTUYECKUe 3anucu
) ) cooTBeTcTBMIN MAC-aapecoB, KOTOpble COXPaHAIOTCA B Tabauue mapLipyTusaumu.

(Static MAC Entries)

1.2.3 ®yHKYuu emopozo yposHa cemeeoii modenu OSI|

B Tabnumue 3 npuseaeHsl pyHKUUM M 0COBEHHOCTM BTOPOro ypoBHA (ypoBeHb 2 OSI).

Tabnuua 3 — OnucaHme GyHKUMI BTOPOro ypoBHsa (yposeHb 2 OSI)

Peanusauus npotokona IGMP nossonsetr Ha ocHoBe MHbOPMaUUKU, NONYYEHHOWM
npu aHanuse cogepxunmoro IGMP-nakeTos, onpegennTb, Kakne ycTpomncTsa B ceTu

®yHkyusa IGMP Snooping o

YYacCTBYIOT B rpynnax MHOroaZpecHOM paccbliku, U agpecoBaTtb TpadumK Ha COOTBET-

CTBYIOLLME NOPTHI.

. Peannszauua npotokona MLD no3sonseTt ycTpoACTBY MUHUMU3NPOBATb MHOI0a/-

®yHkyusa MLD Snooping . . P yerp 4 P A

pecHbiit IPv6-Tpadmk.

®YHKUMA, NO3BONAIOLWAA NepeHanpaBAATb MHOrOaApPecHbl TpaduK M3 O4HOro
®yHkyusa MVR VLAN B apyryto Ha ocHoBaHuMM |IGMP-coobLWEHN, YTO MNO3BONSET YMEHbLUUTb

HarpysKy Ha uplink-nopTy. NMpumeHsaeTca B peweHusax lll-play.

3awyuma om «wmopma»
(Broadcast, multicast,
unknown unicast Storm
Control)

«LTopm» — 3TO pasmHoxKeHue broadcast-, multicast-, unknown unicast-nakeTtos B
KaXK4oM y3/e, KOTopoe NPUBOAUT K NaBUHOOBPA3HOMY POCTYy MX YMCAA U Napanu-
3yeT paboTy ceTn. KomMyTaTopbl UMEOT GYHKLMIO, MO3BONAIOLLLYIO OFPAHUYNTL CKO-
pOCTb Nepeaaym MHOroaAPECHbIX U LUIMPOKOBELLATENbHbIX KaAPOB, MPUHATbIX U Ne-
pefaHHbIX KOMMYTaTOPOM.
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3epKanuposaHue
nopmos
(Port Mirroring)

3epKasMpoBaHMe NOPTOB No3BoaAeT Ayb6anpoBaTb TpaduK HabaoAaeMbIX MOPTOB,
nepecbiiiaa BXogalwme U/Mam ncxogawme nNakeTbl Ha KOHTPOAMPYIOLWMI nopT. Y
Nno/ib30BaTeNA KOMMYTAaTOpPa €CTb BO3MOXHOCTb 334aTb KOHTPO/IMPYIOLLMIA U KOH-
TpoaMpyemble NOpTbl U BbIBpaTb TMN TpadMKa (BXOAAWMA N/UAN NCXOAALLNNI), KO-
TOpbIN ByaeT nepesaH Ha KOHTPOIMPYIOLLMIA NOPT.

U3onayua nopmos
(Protected ports)

JaHHasa GyHKUMA No3BONAET HasHauuTb NopTy ero uplink-nopT, Ha KoTopbli 6es-
ycnoBHo ByaeT nepeHanpaBaaTbcA Becb TpadumK, obecneunsan Tem caMbiM U30NA-
LU0 C APYTMMK MOpPTamu (B Npesenax o4HOro KOMMYTaToPa), HAXOAALLMXCA B STOM
e wupokosewaTesbHom gomeHe (VLAN) B npeaenax o4HOro KommyTaTopa.

Moddepxcka npomokKona
STP (Spanning Tree
Protocol)

Spanning Tree Protocol — ceTeBoil NPOTOKON, OCHOBHOM 3aZa4ei KOTOPOro ABAA-
eTca npueeneHne cetn Ethernet ¢ M36bITOYHBIMU COEANHEHUAMU K APEBOBUAHOM
TONOMOMNK, UCKAoYatoWwen netan. KommyTaTopbl 06meHnBarOTCA KOHOUTYpPaLMOH-
HbIMM COOBLEHNAMM, UCMONb3YA Kagpbl cneunanbHoro popmarta, U BbIBOPOUHO
BK/IIOYAIOT M OTK/IOYAIOT Nepeaady Ha nopTbl.

Moddepxcka npomoKona
RSTP

(IEEE 802.1w Rapid
spanning tree protocol)

Rapid (6bicTpbiit) STP (RSTP) — aBnsieTcA ycoBepLUeHCTBOBAaHMEM NpoToKoa STP, xa-
paKTEPM3YeTCa MEeHbLIMM BpeMeHEM NPUBEAEHWNA CETU K APEBOBUAHOMN TONOAOTMN
M UMeeT 6o/iee BbICOKYH YCTOMYUBOCTD.

Moddepxcka npomokKona
ERPS (Ethernet Ring
Protection Switch)

MNpoTokon npegHasHavyeH 4NA NOBbIWEHUA yCTOVNMBOCTVI M HaaeXHOCTU ceTu ne-
penayvyn AaHHbIX, VIMetOLLI,eVI KO/ibLUEBYHO TOMNO/IOTMIO, 3a CHET CHUXKEHUA BPEMEHN

BOCCTaHOBJ/IEHMA CETU B C/ly4ae aBapun. Bpema BoccTaHOBAEHUA He npeBblwaeT 1
CEeKyHAbl, 4YTO CyLWeCTBEHHO MeéHbLUE BpPEMEHU nepeCTpOVIKM ceTn npn Ncnonb3o-
BaHUU NPOTOKO/10B cemeicTea Spanning tree.

Moddepxcka VLAN

VLAN —3T0 rpynna nopToB KOMMYTaTopa, 06pasyoLmx O4HY LMPOKOBELATENbHYIO
obnactb (momeH). KommyTaTop noaaepuBaeT pasnyHble CpeacTsa Kaaccuduka-
LMW NaKeToB ANA onpeseneHns ux NpuHagnexHocTn K onpegeneHHoro VLAN.

Moddepxcka npomoKona
OAM

(Operation,
Administration and
Maintenance,

IEEE 802.3ah)

Ethernet OAM (Operation, Administration and Maintenance), IEEE 802.3ah — pyHK-
LMW YPOBHA KaHafa nepefayn AaHHbIX, NpeacTasastowme cobolt NPoToKoA MOHU-
TOPWHra COCTOAHMA KaHana. B aTom npoTokone Ansa nepefayun MHGopmaLlmm o co-
CTOSIHUM KaHaNa MeXay HenocpeacTBeHHO MNOAK/AIOYEHHBIMU YCTPOMCTBAMM
Ethernet ncnonb3ytotca 610KM gaHHbIX npoTokona OAM (OAMPDU). O6a ycTpoli-
CTBa A0/1KHbl NogAepKMBaTb cTaHAapT IEEE 802.3ah.

Moddepxcka VLAN Ha
6ase nopmoes
(Port-Based VLAN)

PacnpeaeneHune no rpynnam VLAN BbinoaHAeTCA No BXoAAawMm nopTam. JaHHoe
pelueHne NO3BOAAET UCMNOJIb30BaTb HA KaXA0M NOPTY TONbKO ogHy rpynny VLAN.

Mododeprcka 802.1Q

IEEE 802.1Q — OTKpbITbIA CTaHAAPT, KOTOPbLIN ONUCbIBAET NpoLeAypPY TErMPOBaAHUA
Tpaduka gna nepesaun nHbopmaumm o npuHagnexkHoctn K VLAN. MNMossonset mc-
Nno/sb30BaTb HecKosibko rpynn VLAN Ha ogHOM nopTy.

O6veduHeHUe KaHan08 ¢
ucnonv3zosaHuem LACP

MpoTtokon LACP obecneuvBaeT aBToMatTnyeckoe obbeanHeHe OTAe/bHbIX CBA3EN
MeXay ABYMA YCTPOWCTBAMM (KOMMYTaTOP—KOMMYTAaTOp MAM KOMMYyTaTop—cep-
Bep) B e4MHbIN KaHan nepeaayn AaHHbIX.

B NpoTOKO/e NOCTOAHHO OnpeaensaeTcs BOSMOMXKHOCTb 06begMHEHUA KaHaN0B, U B
C/lyyae OTKasa CoeAUHEHUs, BXOAALLEro B 06beMHEHHDIN KaHan, ero Tpapuk aBTo-
MaTUYeCcKn nepepacnpesenserca No He OTKA3aBWMM KOMMOHEHTaM o0bbeanHeH-
HOro KaHana.

Co3daHue epynn LAG

B ycTpovicTBax nogaepxusaetca yHKLMA CO34aHMA rpynn KaHano.. Arperauns Ka-
Hanos (Link aggregation, trunking) nnu IEEE 802.3ad — TexHos0orMa o6beanHeHUs
HECKOIbKMX GU3NYECKMX KAHANOB B OAMH JIOFMYECKMIA. ITO CNOCOBCTBYET HE TO/IbKO
YBENMYEHMIO NPOMYCKHOM CMOCOBHOCTM MArncTpasibHbIX KaHaioB KOMMyTaTop—
KOMMYTaToOp UMW KOMMyTaTOp—CepBep, HO U MOBbIWEHUI0 UX HaAEeXHOCTU. Bos-
MOXHbI TPW TMNa 6anaHCMPOBKKM — Ha ocHoBaHMK MAC-agpecoB, Ha ocHOBaHWUK |IP-
aZpecoB M Ha 0OCHOBaHWM nopTa (socket) HazHayeHwUs.

lpynna LAG cocTouT U3 NOPTOB C OANHAKOBOM CKOPOCTbIO, PpaboTaloLlwmx B AynaeKc-
HOM peXKnme.
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Mo3BonseT Ha3zHa4aTb BHewHMn VLAN SPVLAN (ServiceProvider's VLAN) Ha ocHoBe
CKOHOUIYpPUPOBAHHbLIX MNpaBua GUAbTPaUUMM MO HoMepam BHYyTpeHHux VLAN
Selective Q-in-Q (Customer VLAN). MpumeHeHune Selective Q-in-Q no3sonseT pa3obpatb Tpadumk
aboHeHTa Ha Heckosibko VLAN, nameHuTb meTKy SPVLAN y nakeTta B oTAEe/NbHOM
yyacTKe ceTu.

1.2.4 ®yHKyuu mpemoe20o yposHa cemesoli moodenu OSI/

B Tabanue 4 npmseaeHbl GyHKUMM TPETbero ypoBHs (ypoBeHb 3 OSI).

Tabnunuya 4 — OnncaHue GyHKUNI TpeTbero ypoBHs (Layer 3)

CmamuyecKue IP- AQMUHUCTPATOP KOMMYTaTOPa MMEET BO3MOMKHOCTb A06aBAATb U yAaNATb CTaTU4e-
mapwpymel CKMe 3anuncy B TabaunLy mapLipyTmsaumm.

Knuenmeoi BootP u

. YcTpoiictBa cnocobHbl aBTOMaTUYeckM nosydvaTb |IP-agpec no npoTokon
DHCP (Dynamic Host P Y ap p \

. . BootP/DHCP.
Configuration Protocol)
lpomokosa ARP ARP — npoTokon conoctaBneHua IP-agpeca n pusundeckoro agpeca ycrpowcrsa. Coot-
(Address Resolution BETCTBME YCTaHaAB/AIMBAETCA HA OCHOBE aHanu3a oTBeTa OT y31a ceTu, agpec y3na 3a-
Protocol) npaLwmMBaeTca B LUMPOKOBELLLATENIbHOM NaKeTe.
®yHryus IGMP proxy IGMP Proxy — ¢yHKLMA YNPOLLEHHOM MapLpyTM3auMM MHOFOaApPEecHbIX AaHHbIX

MeXAy ceTaAmMU. s ynpaBaeHMa mapLlpyTmsauneit ncnonbayetcs npotokon IGMP.

Mpotokon VRRP npegHasHayeH ana pesepsnpoBaHMA MapLLpPyTU3aTOPOB, BbINOAHA-
IOLLMX POAIb LU/IKO3A NO YMOMHYAHUIO. ITO AOCTUrAeTCA NyTéM obbeamHeHun IP-uHTep-
bencoB rpynnbl MapLIpyTM3aToOpOB B OAWNH BUPTYa/bHbII, KOTOPbIN ByaeT ncnosab3o-
BaTbCA KaK LUKO3 MO YMOHAHMIO A/19 KOMMbIOTEPOB B CETH.

lpomokon VRRP

1.2.5 ®yHKyuu QoS

B Tabnnue 5 npuBeaeHbl OCHOBHble GyHKUUM KadecTBa obcnymnsaHus (Quality of Service).

Tabnunuya 5 — OcHoBHble GYHKLUMM KauecTBa 06CaYKMBAHUSA

Moddepicka YCTpoicTBO NogaepKnBaeT npuopuTesaumio ncxoaalero Tpadmka no ovepesam Ha
npuopumemHsix KaXXgom nopty. PacnpeaeneHne nakeTos No oyepenam MOXKET NPOU3BOAUTLCA B pe-
oyepeoeli 3yAbTaTe KnaccudurKaumm NakeTos Mo pasIMYHbIM NONAM B 3aro/1I0BKax NaKeToB.

CraHgapt 802.1p cneumduumpyeT meTos, yKasaHUsa NpMopuTeTa Kagpa M airoputm
MCMNO/Nb30BaHMNA NpUOpPUTETA B LieNAX CBOEBPEMEHHOWM [LOCTAaBKU YYyBCTBUTE/IbHOTO K
BpeMeHHbIM 3agepKKam Tpaduka. CraHgapT 802.1p onpeaensetr BoceMb YPOBHEN
npuoputeToB. KoMmyTaTopbl MOryT MCNONb30BaTb 3Ha4YeHue npuoputeTa 802.1p anAa
pacnpegeneHnsa Kagpos No NPUOPUTETHLIM o4epesam.

lMooddepxcka Knacca
obcnymusaHusa 802.1p

1.2.6 ®yHKyuu obecnevyeHus 6ezonacHocmu

Tabnnuya 6 — PyHKUMKM obecneyeHma 6e3onacHoOCTU

PyHKUMA KOMMYTaTOpPa, NpeAHa3HaYeHHasA Ana 3aWwuTbl OT aTaK C UCMONb30BaHNEM
npotokona DHCP. Ob6ecneumsaer ¢punbTpaumto DHCP-coobuieHnin, NOCTYNMBLLUX C
DHCP snooping HEHaZLeXXHbIX MOPTOB NyTEM MOCTPOEHUA U NoAfepKaHuAa 6a3bl JaHHbLIX NPUBA3KK
DHCP (DHCP snooping binding database). DHCP snooping BbINoO/AHAET AeicTBuA
bpaHaMayspa MeKay HEHaAEKHbIMKU MopTamun 1 cepsepamu DHCP.

Onuus, KoTopas nossonseT npovHdopmupoBaTb DHCP-cepBep 0 TOM, C Kakoro
DHCP-peTpaHcnsaTopa 1 Yepes Kakon NopT npuLlen 3anpoc.

Mo ymonyaHnio KommyTaTop, ucnoabsyowmin ¢pyHkumto DHCP snooping, o6Hapy»Ku-
BaeT 1 oTbpacbiBaeT Ntoboit DHCP-3anpoc coaepkalumii onumio 82, KOTOpbIiA OH Mo-
Nlyunn yepes HeHaaéxHbil (untrusted) nopr.

Onyus 82 npomokKona
DHCP

14 Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx



HELTEX

Dynamic ARP
Inspection (Protection)

PyHKUMA KOMMYTATOpPa, NPeHa3Ha4YeHHAA A/1A 3alUnUTbl OT aTak C UCMO/b30BaHNEM
npoTtokona ARP. CoobuieHune, KOTOpPOe NOCTYNaeT C HEHAAEXKHOTO NoOpTa, Noasepra-
eTcA NpoBepKe — cooTBeTCcTBYET N IP-aapec B Tene npuHatoro ARP-naketa IP-agpecy
oTnpasuTens.

Ecnun agpeca He coBNaAaoT, TO KOMMYyTaTop OTOpackIBaeT nakKer.

L2 -13-1L4 ACL (Access
Control List)

Ha ocHoBe MHpopmauuK, coaeprrallencs B 3arosioBKkax yposHen 2, 3 u 4, y afMUHU-
CTPaTOpa eCcTb BO3MOXKHOCTb HacTpouTb 40 100 npasua, cOrnacHo KOTOpbIM NaKeT by-
net 0bpaboTtaH, NMbo oTbpoLLEH.

IP Source address
Guard

PyHKUMA KOMMYTaTOpa, KOTopas orpaHmMumneaeT IP-Tpaduk, dunbTpys ero Ha OCHoBa-
HUKM TabmLbl cooTBETCTBUI 6asbl faHHbIX NpueA3kn DHCP — DHCP snooping u ctaTtu-
Yecku cKoHdUryprpoBaHHbIX IP-agpecos. PyHKLMA ncnonb3yeTcs aAaa 6opbbbl € noa-
meHoMl IP-agpecos.

1.2.7 ®yHKYuu ynpasaeHuUa KOMMymamopom

Tabnnua 7 — OcHOBHble GYHKLMM YPaBAEHNA KOMMYTaTOPaMM

3azpy3Ka u ebi2py3ka
¢gaiina Hacmpoliiku

MapameTpbl YCTPONCTB COXpaHALOTCA B daiiie HaCTPOIMKKN, KOTOPbLIA COAEPKUT AaH-
Hble KOHPUTYpPaLLMK KaK BCEN CUCTEMbI B LLe/IOM, TaK U onpeaeieHHOro nopTa yCcTpoi-
cTBa.

Mpomokon TFTP (Trivial
File Transfer Protocol)

MpoTtokon TFTP ncnonb3yetca Ana onepauuii 3anmcu u uteHma ¢ainos. NpoTokon oc-
HOBAH Ha TpaHCNOPTHOM npoToKosae UDP.

YCTpoMncTBa NoaaepK1BatoT 3arpysKy U nepegady no AaHHOMY NpoToKony dannos
HaCTPOMKKN 1 06pa3oB NporpammHoro obecneyexus.

MpoTtokon SNMP ncnonb3yetca ANs MOHUTOPUHIA M yNpaBJeHUA CeTeBbIM YCTPOW-

lNpomokon SNMP cTBOM. 12 ynpasaeHUA AOCTYNOM K CMCTEME ONpPeaensaeTca CNMCOK 3anucei coob-
LEeCTBA, KaXK4an U3 KOTOPbIX COAEPKUT NPUBUAETMM AOCTYNA.
YnpasneHne kommyTaTopamu nocpeactsom CLI ocylecTBnfeTca NoKaNbHO Yepes no-
Wumepgpelic cnepoBaTenbHbIM NopT RS-232, nnbo yganeHHo yepes Telnet. UHTepdeiic KomaHa-

KOMaHOHOL cmpoKu
(CLI)

HOW CTPOKM KoHconu (CLI) aBnseTca NPpoMbIWAEHHbIM CTaHAapToOM. MHTepnpeTaTop
CLI npefocTaBsAEeT CNMCOK KOMaHZ M KNHOUEBbIX C/I0B A/1A NOMOLLM NONb30BaTENIO U
COKpaleHnto obbema BBOAUMbIX AaHHbIX.

Syslog — npoTokon, obecneynBatoLLMin Nnepesady coobLEeHNI O MPOUCXOAALLMX B CU-

Syslog .
cTeMe cobbITUAX, @ TaKKe yBeAO0M/IeHUI 06 oWNBKax yaaneHHbIM CEpBEPAM.
SNTP MpoTtokon SNTP — NpOTOKO/I CUHXPOHU3ALUM BPEMEHM CETU, rapaHTUPYeT TOYHOCTb
(Simple Network Time CUHXPOHWU3ALLMN BPEMEHWN CETEBOr0 YCTPOMCTBA C CEPBEPOM A0 MUASIUCEKYHADI.
Protocol)
Traceroute — cnyxebHas GyHKLMA, NpegHa3HAYeHHaA ANs onpeAeneHns MapLIpyToB
Traceroute y yHKUWA, Npea A pes pwpy
nepeaayun gaHHbIx B IP-ceTax.
YnpaeneHue A .
MWHUCTPATOP MOKET OnpeaeInTb YPOBHU NPUBUAETUI A0CTyNa ANs NONb30BaTe-
KOHMponupyemeoim 'D'v E) P PeA yp P Aoctyna A -
Nlelt YCTPOWCTBA U XapaKTEPUCTUKM ANA KaXKA0ro YpoBHA NpUBUAErnii (ToNbKo ans
docmynom — ypoeHu .
. yTeHuns — 1 ypoBeHb, MOAHbIN A0CTyn — 15 ypoBeHb).
npusuneauu
KommyTaTop cnocobeH ycTaHaBAMBaTb 3anpeT AOCTyna K Kaxaomy uHTepdency
npasneHuna (SNMP, CLI). 3anpeT moxeT 6bITb YCTAHOBAEH OTAENbHO ANA KaXKAoro
B10KUpOBKa ynp ( , CLI) p y A A il
mepdeiica TMNa gocTyna:
UH .
p e Telnet (CLI over Telnet Session);
ynpassneHus o SNMP:
e SSH.
JloKanbHasA [Ona nokanbHOW ayTeHTUPUKALMKM NoanepKMBaeTCca XpaHeHMe naponen B 6ase gaH-
aymeHmudguKayus HbIX KOMMYyTaTOpa.
dunempayus IP- Joctyn no SNMP paspewaetca ana onpegeneHHbix |IP-agpecos, ABnAlOWMXCA Yne-
adpecos 013 SNMP Hamun SNMP-coobuiecTsa.
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®yHKyuu DHCP-
cepsepa

DHCP-cepBep ocyuiectsaseT LEeHTpaAn30BaHHOE yrnpaBAeHUe CeTEBbIMM agpecamm
M COOTBETCTBYIOLLMMU KOHPUIYPaLMOHHBbIMM NapaMeTpamm, aBTOMaTUIYECKW npeao-
CTaB/AA UX KIMEHTaM.

' |  ®dyHKuMA nogaepKuBaeTca TONbKO Ha moaenax MES2424, MES2424B,

H MES2424FB, MES2424P, MES2448, MES2448B, MES2448P,
MES2420-48P, MES2411X, MES3400-24, MES3400-24F, MES3400-48,
MES3710P.

Knuenm RADIUS

Mpotokon RADIUS ncnonb3yetca ana ayteHTMdMKaLmm, aBTopusaumm n yyeta. Cep-
Bep RADIUS ncnonb3yeT 6a3y AaHHbIX NO/b30BaTeei, KOTOPAA COAEPKUT AaHHbIe
NPOBEPKM NOAJIMHHOCTU ANA KAaXA0ro nosb3osatensa. KOMmyTaTopbl coaepKaTt Kam-
E€HTCKYo YacTb npoTokona RADIUS.

TACACS+
(Terminal Access
Controller Access
Control System)

YCTpoMncTBO NpenocTaBnsfeT NoAAEPKKY NPOBEPKM NOANTMHHOCTU KIMEHTOB Nocpes-
ctBom npoTtokona TACACS+. MpoTtokon TACACS+ obecneymBaeT LEeHTPaIM30BaHHYO
cuctemy 6e30mMacHOCTM A/1A MPOBEPKM MO/Ib30BATENEN, MOyYaloWwmMX [OCTyn K
YCTPOMCTBY, @ TaKMKe LEeHTPA/sIM30BaHHYIO CUCTEMY YNpaBaeHUs npu cobnaoaeHuu
cosmectumocTtun ¢ RADIUS n gpyrummn npoueccamm npoBepKu NOAJANHHOCTU.

1.2.8 [onoaHumesnbHble hyHKYuu

B Tabamue 8 npuseaeHbl AONOHUTEIbHbIE GYHKLMN YCTPONCTBA.

Tabnnua 8 — lononHuTenbHble GYHKLUKU YCTPOMCTBA

BupmyaneHoe CeTeBble KOMMYTATOPbI UMEIOT B CBOEM COCTaBe NPOrpamMmMHble U annapaTHble cpes-
mecmupoeaHue Kabesas | cTBa, NO3BONAKOLME BbINONHATL QYHKLMM BUPTYyaNnbHOro Tectepa kabensa — VCT. Te-
(VCT) CTep No3BO/AET ONpPeAenTb COCTOAHNE MeAHOro Kabena ceasu.
AuazHocmuka YCTpoiCcTBO NO3BOIAET TECTUPOBATb ONTUYECKUI TpaHcuBep. MNpyK TecTMpoBaHMK OT-
onmuYyecKoz0 CNEXUBAIOTCA TaKMe MapaMeTpbl, KaK TOK M HanpsXXeHue NUTaHuA, TemnepaTypa
mpaHcusepa TpaHcueepa. [lna peanvsaumm TpebyeTtcsa nogaepKa sTux GyHKUMI B TpaHCcUBepe.
UDLD (Unidirectional MpOTOKON BTOPOrO YPOBHA, CO34aHHbIN A4 aBTOMAaTUYECKOro 06HapyXeHua notepu
Link Detection) OBYXCTOPOHHEN KOMMYHMKAUMM Ha ONTUYECKUX IMHUAX CBA3M.
KommyTaTop 061afaeT Bcemn He0bX0AMMbIMM XapaKTepUCTUKaMmn ana paboTbl ¢
npotokonamum MMS, GOOSE, SV:
Coomeemcmeue e Manas BeanumHa 3agepkkn GOOSE-cooblieHmA Npu nepesade;
e  YmeHue pacnosHaBaTb Ethertype GOOSE-coobuieHuns;
cmaHdapmy M3K P P 8 W
61850 o  YmeHue paboTaTb C TEFOM BUPTyasibHOM CETU 1 Terom npuopuTeTa IEEE
802.1Q GOOSE-coobLeHuns;
o [opaep:kka nepegaym multicast-coobLieHnin 1 BO3MOXKHOCTb paboTbl ¢
onpeaeneHHbiM ctaHgapTom M3K 61850 gmManasoHoM rpynn BeLLaHuA.

1.3 OcCHOBHbIE TEXHUUYECKNE XapaKTePUCTUKHU

OCHOBHble TEXHUYECKMe napameTpbl KOMMYTAaTOpPOB NpuBeaEHbI B Ta6m4u,e 9.

Ta6n|/|u,a 9 — OCHOBHble TeXHU4YecKkue XapPaKTePUCTUKHU

O6wme napameTpbl

24 x 10/100BASE-TX (RJ-45)
MES1428 4 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
WkTepberichi 1 x KoHconbHbI nopT RS-232 (RJ-45)
MES2408 8 x 10/100/1000BASE-T (RJ-45)
MES2408B 2 x 100BASE-FX/1000BASE-X (SFP)
1 x KoHconbHbI nopTt RS-232 (RJ-45)
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8 x 10/100/1000BASE-T (RJ-45)

MES2408C 2 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
1 x KoHconbHbIM nopT RS-232 (RJ-45)
8 x 10/100/1000BASE-T (PoE/PoE+)

MES2408CP 2 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)

1 x KoHconbHbIM nopt RS-232 (RJ-45)

MES2408IP DC1

8 x 10/100/1000BASE-T (PoE/PoE+)

MES2408P 2 x 100BASE-FX/1000BASE-X (SFP)
MES2408PL 1 x KoHconbHbIM nopTt RS-232 (RJ-45)
MES3708P
8 x 10/100/1000BASE-T (PoE/PoE+)
MES3710P 4 x 100BASE-FX/1000BASE-X (SFP)
1 x KoHconbHbIN nopTt RS-232 (RJ-45)
MES2428 24 x 10/100/1000BASE-T (RJ-45)
MES24288 4 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
1 x KoHconbHbIN nopTt RS-232 (RJ-45)
24 x 10/100/1000BASE-T (RJ-45)
4 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
MES2428T o
1 x KoHconbHbIN nopTt RS-232 (RJ-45)
4 napbl BXOAHbIX CYXMX KOHTAKTOB
24 x 10/100/1000BASE-T (PoE/PoE+)
MES2428P 4 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
1 x KoHconbHbIN nopTt RS-232 (RJ-45)
MES2424 24 x 10/100/1000BASE-T (RJ-45)
MES24248 4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIM nopTt RS-232 (RJ-45)
24 x 100BASE-FX/1000BASE-X (SFP)
MES2424FB 4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIV nopT RS-232 (RJ-45)
24 x 10/100/1000BASE-T (PoE/PoE+)
MES2424P 4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIM nopT RS-232 (RJ-45)
48 x 10/100/1000BASE-T (RJ-45)
mgg;zz:; ¢ 4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIV nopT RS-232 (RJ-45)
MES2448P 48 x 10/100/1000BASE-T (PoE/PoE+)

MES2420-48P

4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

8 x 10/100/1000BASE-T (RJ-45)

MES2411X 11 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIM nopT RS-232 (RJ-45)
24 x 10/100/1000BASE-T (RJ-45)
MES3400-24 4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)

1 x KoHconbHbIV nopT RS-232 (RJ-45)

MES3400-24F

24 x 1000BASE-X/100BASE-FX (SFP)
4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIV nopT RS-232 (RJ-45)

48 x 10/100/1000BASE-T (RJ-45)

MES3400-48 4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIM nopTt RS-232 (RJ-45)
MES1428 12,8 Iéut/c

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx
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MponyckHas cnocob-
HOCTb

MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES3708P

20 réut/c

MES3710P

24 Téut/c

MES2428

MES2428P
MES2428B
MES2428T

56 Ireut/c

MES2424
MES2424B
MES2424FB
MES2424P
MES3400-24
MES3400-24F

128 réut/c

MES2420-48P
MES2448 DC
MES2448B
MES2448P
MES3400-48

176 Téut/c

MES2411X

236 Iéut/c

Mpoussogutens-
HOCTb Ha MaKeTax
ANnHOW 64 Baiital

MES1428

9 MPPS

MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES3708P

14,88 MPPS

MES3710P

17,8 MPPS

MES2428

MES2428P
MES2428B
MES2428T

41,658 MPPS

MES2424
MES2424B
MES2424FB
MES2424pP
MES3400-24
MES3400-24F

95,2 MPPS

MES2420-48P
MES2448 DC
MES2448B
MES2448P
MES3400-48

130,95 MPPS

1 3HaueHun yKa3aHbl ANA OAHOCTOPOHHEN nepeaayn
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MES2411X

175,5 MPPS

O6bem bydepHom
namaATu

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

512 K6aut

MES2424
MES2424B
MES2424FB
MES2424pP

1,5 Mbant

MES2420-48P
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3710P
MES3400-24
MES3400-24F
MES3400-48

2 Mbaunt

0O6bem O3Y
(DDR3)

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

256 Mbaunt

MES2424
MES2424B
MES2424FB
MES2424P
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3710P

512 M6aunt

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx
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MES2420-48P
MES3400-24
MES3400-24F
MES3400-48

1 réamr

O6vem N3Y
(SPI Flash)

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

32 Mbaunt

MES2424
MES2424B
MES2424FB
MES2424pP
MES2420-48P
MES2448 DC
MES2448B
MES2448pP
MES2411X
MES3400-24
MES3400-24F
MES3400-48
MES3710P

64 M6aunt

Tabnmua MAC-
agpecos

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

8192

MES2424
MES2424B
MES2424FB
MES2424pP

16384
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MES2420-48P
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3400-24
MES3400-24F
MES3400-48
MES3710P

32768

Konunyectso ARP-3anucei

1000

MNopaeprka VLAN

cornacHo 802.1Q go 4094 aktusHbix VLAN

Koaunyectso rpynn
L2 Multicast
(IGMP snooping)

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

509

MES2424
MES2424B
MES2424FB
MES2424pP

1023

MES2420-48P
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3400-24
MES3400-24F
MES3400-48
MES3710P

4094

KonunuecTso rpynn
L3 Multicast
(IGMP proxy)

MES2424
MES2424B
MES2424P

512

MES2420-48P
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3400-24
MES3400-24F
MES3400-48
MES3710P

2048

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx
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MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P 128 Ha ntoboe KonnyecTso MHTepdelicos
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
Konunuyectso npasun | MES3708P

MAC-based VLAN MES2424
MES2424B
MES2424FB
MES2424P

1024*

MES2420-48P
MES2448 DC
MES2448B
MES2448P
MES2411X 2048*
MES3400-24
MES3400-24F
MES3400-48
MES3710P

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P 100"
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

Konunyectso npasun
Protocol-based VLAN

! lobaBneHne NpaBuna Ha KaxkabIl NOPT pacxoayeT annapaTtHble pecypcbl obuiero nyna.
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MES2424
MES2424B
MES2424FB
MES2424P
MES2420-48P
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3400-24
MES3400-24F
MES3400-48
MES3710P

8 Ha ntoboe KonyecTso MHTepdencos

Konnyectso npasun
sSQinQ

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

128 (ingress), 256 (egress)

MES2424
MES24248B
MES2424FB
MES2424P

1024 (ingress?), 512 (egress)

MES2420-48P
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3400-24
MES3400-24F
MES3400-48
MES3710P

2048 (ingress'), 1024 (egress)

! Mac-based vlan 1 SQinQ ncnonb3ytoT obLime annapaTHble pecypcbl.
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Konunyectso npasun
ACL

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

MAC-381
IPv4/IPv6 —219/128

MES2424
MES2424B
MES2424FB
MES2424P

MAC — 509
IPv4/IPv6 — 384/192

MES2420-48P
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3400-24
MES3400-24F
MES3400-48
MES3710P

MAC - 766
IPv4/IPv6 — 640/320

Konunuyectso npasmn ACL B ogHom ACL

Konunyectso mapu-
pyTos L3 IPv4
Unicast

MES2424
MES2424B
MES2424FB
MES2424pP

496

MES2420-48P
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3400-24
MES3400-24F
MES3400-48
MES3710P

2048

Konunyectso
mapupyTtos L3 IPve
Unicast

MES2424
MES2424B
MES2424FB
MES2424pP

124

MES2420-48P
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3400-24
MES3400-24F
MES3400-48
MES3710P

512
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Konunyectso VRRP-
MapLIpyTU3aTOPOB

MES2420-48P
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3400-24
MES3400-24F
MES3400-48
MES3710P

32

Konnyectso L3-nH-
Tepdeiicos

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

20 vlan, go 5 IPv4-agpecos B Kaxxgom vian, oo 300 IPv6 GUA cym-
MapHo ana Bcex vlan

MES2424
MES2424B
MES2424FB
MES2424P

20 vlan, go 5 IPv4-agpecoB B Kaxaom vlan, o 124 IPv6 GUA cym-
MapHO as1Aa Bcex vlian

MES2420-48P
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3400-24
MES3400-24F
MES3400-48
MES3710P

20 vlan, po 5 IPv4-agpecos B Kaxxgom vilan, oo 512 IPv6 GUA cym-
MapHo ana Bcex vlan

KonunuecTtBo BUpTYanbHbix Loopback-mH-

Tepdeicos

10

Arperauma KaHanos
(LAG)

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

8 rpynn, o 8 noptos B ogHomM LAG
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MES2424
MES2424B
MES2424FB
MES2424pP
MES2420-48P
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3400-24
MES3400-24F
MES3400-48
MES3710P

24 rpynnbl, 40 8 nopTos B ogHOM LAG

Konnyectso aksemnasapos MSTP

64

Konnuectso DHCP pool*

5

Konnyectso aapecos, BblgaBaemMbIxX

DHCP-cepsepom?

4096

Konnyectso cratnuyeckmx 3anmncet DHCP-

cepsepa’

512, BK/tOYAA BCe CTaTUYECKMe 3annucu aaa ogHoro
naeHTudmMKaTopa

KauecTBo obcnykmnsaHusa QoS

npuopuTnsaumns TpadpuKa, 8 yposHemn
8 BbIXOAHbIX oyepeaeit C pasHbIMU NPUOPUTETAMU ANA KaXKA0ro
nopra

CBepxa/IHHbIe

Kagpbl
(jumboframes)

MES1428
MES2408
MES2408B
MES2408C
MES2408CP

MES2408IP DC1

MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

MaKCMManbHbI pasmep naketos 10000 6aiT

MES2424
MES2424B
MES2424FB
MES2424pP
MES2420-48P
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3400-24
MES3400-24F
MES3400-48
MES3710P

MaKCUMManbHbI pasmep naketos 12288 6anT

1 DyHKUMA NnoanepKMBaeTca TobKO Ha mogenax MES2424, MES2424B, MES2424FB, MES2424P, MES2420-48P,
MES2448, MES2448B, MES2448P, MES2411X, MES3400-24, MES3400-24F, MES3400-48, MES3710P.
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CooTtBeTcTBME CTAHAA pTam

IEEE 802.3 10BASE-T Ethernet

IEEE 802.3u 100BASE-T Fast Ethernet

IEEE 802.3ab 1000BASE-T Gigabit Ethernet

IEEE 802.3z Fiber Gigabit Ethernet

IEEE 802.3x Full Duplex, Flow Control

IEEE 802.3ad Link Aggregation (LACP)

IEEE 802.1p Traffic Class

IEEE 802.1g VLAN

IEEE 802.1v

IEEE 802.3ac

IEEE 802.1d Spanning Tree Protocol (STP)

IEEE 802.1w Rapid Spanning Tree Protocol (RSTP)

IEEE 802.1s Multiple Spanning Tree Protocol (MSTP)

IEEE 802.3af PoE, IEEE 802.3at PoE+ (Tonbko MES2408CP,
MES2408IP DC1, MES2408P, MES2408PL, MES2424P, MES2428P,
MES2420-48P, MES2448P, MES3708P, MES3710P)

M3K 61850

YnpasneHue

JloKanbHOe ynpasneHue

Console

YpaneHHoe ynpasaeHue

SNMP, Telnet, SSH, Web

du3nyecKkre XxapaKTEPUCTUKUN U YCNOBUA OKPY>KaloLWwen cpeabl

MNCTOYHUKMU
nuTaHusa

MES2408C

MES2408CP ceTb nepemeHHoro Toka: 110-250 B, 50-60 Iy,
MES2408PL

mgzg;‘g;ﬁ ceTb nepemeHHoro Toka: 100-240 B, 50-60 Iy,
MES1428

MES2408 ceTb nepemeHHoro Toka: 110-250 B, 50-60 Iy,
MES2428 CeTb NOCTOAHHOIO TOKa: 18-72 B

MES2428T

MES2424 ceTb nepemeHHoro Toka: 100-240 B, 50-60 Iy,

CeTb MOCTOAHHOrO TOKa: 18-72 B

MES2408IP DC1
MES2448 DC

CeTb MOCTOAHHOrO TOKa: 36—72 B

MES2424P

ceTb NnepemeHHOro Toka: 176—264 B, 50-60 Iy,

MES2420-48P

ceTb nepemeHHoro Toka: 100-240 B, 50-60 Iy,

CeTb NOCTOAHHOrO TOKa: 36-72 B

BapuaHTbl NUTAaHUA:

- O4UH UCTOYHUK NUTAHNA NOCTOAHHOIO U NepemMeHHOro TOKa,

- ABa UCTOYHUKA NMUTAHUA NOCTOAHHOIO UIN NepemMeHHOro Toka C
BO3MOXHOCTbIO ropaYeit 3ameHbl

ceTb NnepemeHHOro Toka: 176—264 B, 50-60 Iy,
BapWaHTbI NUTaHWA:

MES2448P - OAVH NUCTOYHUK MUTAaHUA NOCTOAHHOIO MW NepemMeHHOro TOKa;
- ABa UCTOYHWUKA NUTAaHWUA NOCTOAHHOIO UM MEPEMEHHOTO TOKa C
BO3MOXHOCTbIO ropaYein 3aMeHbl

MES2408P ceTb nepemeHHoOro Toka: 176—250 B, 50-60 Iy,
CeTb NOCTOSAHHOrO TOKa: 36—-72 B

MES2428P ceTb NnepemeHHOro Toka: 176—264 B, 50-60 Iy,
CeTb NOCTOSAHHOTO TOKa: 36—-72 B

MES3400-24
CeTb nepemeHHoro Toka: 100-240 B, 50-60 Iy,

MES3400-24F CeTb NOCTOSAHHOTO TOKa: 36—-72 B

MES3400-48 '
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CeTb MNOCTOAHHOTIO TOKaA:

MES3710P C BK/ItOYEHHOM ¢yHKumnen PoE: 48-57 B
C BblKAtoYeHHOM yHKuUmel PoE: 18-57 B
ceTb nepemeHHoro Toka: 100—-240 B, 50-60 I'y,
aKKymynaTopHas 6atapes: 12 B DC
XapaKTepUCTMKM 3apAAHOr0 yCTPOMCTBA:
- TOK 3apsaga:
1,6£0.1 A — MES2424B, MES2424FB, MES2428B;
MES2424B - HanpaxeHne cpabaTbiBaHNA pacLEenmTena Harpyskm —
MES2424FB 10-10,5 B;
MES2428B - NOPOroBoe HanpAMKeHne NHAMKaLUN HU3Koro 3apada — 11 B
V CeueHue npoeoga anAa nogknoueHna AKB He me-
Hee 1,5 mm. [Ona MES2424B, MES2424FB,
MES2428B pekomeHayetca ucnonb3osatb AKb
€MKOCTblo He meHee 12 Ah.
CceTb nepemeHHoOro Toka: 110-250 B, 50-60 I'y,
aKKymynaTopHas 6atapes: 12 B DC
XapaKTepUCTUKM 3apaLHOro YCTPOMUCTBA:
- TOK 3apsaga:
1,6+0.1 A — MES2408B;
1+0.1 A — MES2448B;
MES2408B - HanpsXeHue cpabaTbiBaHWUS pacUEnuTens Harpyskn —
MES2448B 10-10,5 B;
- NOPOroBoe HanpaAXeHue MHAMKaLMM HU3Koro 3apaga — 11 B
V CeueHue nposopga gna nogknioueHnsa AKb He me-
Hee 1,5 mm. ina MES2408B pekomeHayeTca uc-
nonb3oBatb AKb emKocTbio He meHee 12 Ah, ana
MES2448B pekomeHayetca ucnonb3osatb AKb
€MKOCTbIo He meHee 9 Ah.
MES1428 AC
MES2408C 108
MES1428 DC 11 Bt
MES2408 AC 7 Bt
MES2408 DC 8,6 BT
MES2408B 33 Bt
MES3708P 150 BT (c yueTom Harpysku PoE)
MES2408CP 150 BT (c yueTom Harpysku PoE)
MES2408IP DC1 135 BT (c yueTom Harpy3sku PoE)
MakcmansHas MES2408P AC 275 BT (c y4eTtom Harpysku PoE)
nortpebnsemas MES3710P
MOLLHOCTb MES2408P DC 280 BT (c y4yeTom Harpysku PoE)
MES2408PL 80 BT (c yueTom Harpysku PoE)
MES2428
MES2428T 18 Br
MES2428B 45 Bt
MES2428P AC 420 BT (c yueTom Harpysku PoE)
MES2428P DC 450 BT (c yueTom Harpysku PoE)
MES2424 AC 25 Bt
MES2424 DC 26 Bt
MES2424B 49 Bt
MES2424FB 75 Bt
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MES2424pP 420 BT (c yueTom Harpysku PoE)
MES2420-48P 1600 BT (c yueTom Harpy3ku PoE)
MES2448 DC 48 Bt
MES2448B 66 BT
MES2448P 820 BT (c yueTom Harpysku PoE)
MES2411X 35BT1
MES3400-24 37 Bt
MES3400-24F 55 BTt
MES3400-48 52 Bt

MakcmmanbHasn

notpebnaemas

MOLLIHOCTb 6e3 MES3710P 20 Bt

yyeTa Harpysku

PoE
MES2408B 7 BT
MES2424B 25 Bt

MakKcumanbHas

notpeeaAeman |\ \eco o arp 60 BT

MOLLHOCTb 6e3

y4&ra sapaaa ARb MES2428B 20 Bt
MES2448B 48 Bt
MES2408CP
MES2408IP DC1 120 Bt
MES3708P
MES2408P
MES3710P 240 Br

broAxer Pok MES2408PL 65 BT
MES2424P
MES2428P 370 BT
MES2420-48P 1450 Bt
MES2448P 720 Bt
MES1428 AC 10 Bt
MES1428 DC 11 Bt
MES2408 AC 7 BT
MES2408 DC 8,6 BT
MES2408B 11 Bt
MES2408C 10 Bt
MES2408CP 30 Bt
MES2408IP DC1 15 Bt
MES2408P AC 35 BT

Tennosblae- MES2408P ACW 30 BT

NeHune MES2408P DC
MES3710P 40 BT
MES2408PL 15 Bt
MES2411X 35 BT
MES2424 AC 25 BTt
MES2424 DC 26 BT
MES2424B 27 BT
MES2424FB 62 BT
MES2424pP 50 Bt
MES2428 18 BT

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx
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MES2428B

23 Bt

MES2428P AC

50 Bt

MES2428P DC

80 Bt

MES2428T

18 Bt

MES2420-48P

160 Bt

MES2448 DC

48 Bt

MES2448B

53 Bt

MES2448P

100 Bt

MES3708P

30 Bt

MES3400-24

37 Bt

MES3400-24F

55 Bt

MES3400-48

52 Bt

AnnapartHas
nogaeprkka
Dying Gasp

MES1428 AC
MES2408C
MES2408CP
MES2428 AC
MES2428T AC
MES2428P AC
MES2424
MES2424pP
MES2448B

eCTb

MES1428 DC
MES2408
MES2408B
MES2408IP DC1
MES2408P
MES2408PL
MES2428 DC
MES2428T DC
MES2428B
MES2428P DC
MES24248B
MES2424FB
MES2420-48P
MES2448 DC
MES2448P
MES2411X
MES3708P
MES3710P
MES3400-24
MES3400-24F
MES3400-48

HeT

MES2420-48P
MES2448P

o1 -10 pgo +50 °C

30

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx




HELTEX

UHTepBan
paboumnx
Temnepartyp

MES1428
MES2408 DC
MES2408B
MES2408C
MES2408P
MES2408PL
MES2424 DC
MES2424pP
MES2428
MES2428B
MES2428P
MES2428T
MES2448 DC
MES2448B
MES2411X

ot -20 go +50 °C

MES2424 AC
MES2424B
MES2424FB

ot -20 go +50 °C
7 Mpun aKkcnayatauum yCcTpoiicTs Nnpu TemnepaTtype Bbille
V 45 °C Heob6X0AMMO UCNONb30BATb UHAYCTPUANbHDBIE SFP+
TPaHCUBeEpbI.

MES2408CP
MES2408P DC

ot -20 go +50 °C
7 TMpu akcnayatauum ycTpoiicTe Npu TemnepaTtype Bbille
V 45 °C Heob6Xx0AMMO MCNONbB30BATb MHAYCTPUANbHbIE SFP
TpaHcusepbl.

MES2408 AC o1 -20 go +60 °C
MESIORPOCL | o 1 g
MES3400-24
MES3400-24F oT-10 go +45 °C
MES3400-48
MES3710P o7 -40 po +70 °C

NHTepBan TemnepaTypbl XpaHEHUA

ot -40 po +70°C
(ot -50 po +85 °C — ans MES3708P, MES3710P)

OTHOCUTE/IbHaA BAIa*KHOCTb NPK
aKcnayaTauuu (6e3 obpasosaHua

KOHAeHcaTa)

He 6onee 80 %
(He 6onee 90 % — ana MES3708P, ana MES3710P)

OTHOCUTENIbHAA BAAMKHOCTb NpK
XpaHeHuu (6e3 obpasoBaHuA

KOHAeHcaTa)

ot 10 % 0o 95 %
(o1 5% 0o 95 % — ansa MES3710P)

abaputHble
pasmepbl
(lWxBxT)

MES1428
MES2408IP DC1
MES2408P
MES2428
MES2428B
MES2428T

430 x 44 x 178 mm

MES2408
MES2408B
MES2408C
MES2408CP
MES2408PL

310 x 44 x 177 mm

MES2428P AC

430 x 44 x 204 mm

MES2428P DC

430 x 44 x 305 mm
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MES2424
MES24248 430 x 44 x 203 MM
MES2411X
MES2424FB 430 x 44 x 243 MM
MES2424P 430 x 44 x 225 mm
MES2420-48P 440 x 44 x 490 Mm
MES3708P 152 x 517 x 85 MM
MES3710P 85 x 175 x 115 mm
MES2448 DC
MES2448B 440 x 44 x 280 mm
MES2448P 440 x 44 x 447 mm
MES3400-24
MES3400-24F 430 x 44 x 275 mm
MES3400-48 440 x 44 x 330 MM
MES1428 2,26 Kr
MES2424 AC 2,44 Kr
MES2424 DC 2,42 Kr
MES24248 2,54 Kr
MES2424FB 2,69 Kr
MES2424P 3,36 kr
MES2408 1,72 kr
MES2408B 1,78 Kr
MES2408C
MES3710P 1,77 kr
MES2408CP 2,16 Kr
MES2408IP DC1 2,38 Kr
MES2408P 2,69 Kr

Macca MES2408PL 1,9 kr
MES2428P 3,27 kr
MES2428
MES2428B 2,35 Kt
MES2428T 2,37 Kr
MES2420-48P 9,55 Kr
MES3708P 4,2 Kr
MES2448 DC
MES2448B 3,98 kr
MES2448P 7,46 Kr
MES2411X 2,57 Kr
MES3400-24 4,63 kr
MES3400-24F 4,69 kr
MES3400-48 5,6 Kr

CpOK cnyxo6bl

He meHee 15 net

Tun NUTaHUA YCTPOCTBa onpeaenseTca Npy 3aKase.
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1.4 KoHCTpyKTMBHOE UCNONHEHUe

B naHHOM pa3gene onuUcaHo KOHCTPYKTUBHOE UCMOJIHEHME YCTPOCTB. MpeactaBaeHbl N30bpaxkeHus
nepeaHemn, 3agHeit 1 6OKOBbLIX NaHeNen YyCTPOMCTBA, ONUCaHbI Pa3bembl, CBETOANOAHbIE MHANKATOPbI U Op-
raHbl ynpasaeHumA.

Ethernet-kommyTaTopbl cepmnin MES14xx, MES24xx, MES34xx BbINOJIHEHbI B METAN/IMYECKOM KOP-
nyce c BO3MOXHOCTbIO YCTaHOBKM B 19” KapKac, BbicoTa Kopnyca 1U.

MpombiwneHHbI Ethernet-kommyTtatop MES3708P BbINOAHEH B METANIMYECKOM KOPMYCE C BO3-
MOXHOCTbIO MOABELIMBAHUA HA WUTAHTY TO/WMHON He 6onee 8 mm. CTeneHb 3awmTbl Kopnyca IP55.

Ethernet-kommyTtaTop MES3710P BbiNOAHEH B METANIMYECKOM KOpRyce gas KpenaeHua Ha DIN-
pemnky.

1.4.1 BHewHuli sud u onucaHue nepedHeli naHeau ycmpoiicme

BHewHM BuA, nepegHeit naHenn MES1428 nokasaH Ha pucyHke 1.

110-250 VAC 60/50Hz max 1A A s, 2 27 AELTEX MES1428

LasmR oavic

1 3 s 7 9 1 13 15 17 19 21 2
wmmm mmmm mmmm TIT | st
o IOMASE PXf10000MEX
1] Console
] 1]
o -/ Power O
— wm0 S S S S Sy s o S Sy Py Sy [
|—'—| 2 a 6 8 10 2 1 1 ) 0 ) 2%

IR E—

1 2 3 4 5 6 7

PucyHok 1 —lMepeaHasa naHenb MES1428

B Tabnmue 10 npuBeaeH nepeyeHb pasbemos, CBETOANOAHbIX MHANKATOPOB M OPraHOB yrnpas/ieHus,
PacnooXKEeHHbIX Ha NepeaHeit NaHean KoMmmyTaTopa.

Tabnunua 10 — OnucaHne pasbemoB, MHAMKATOPOB M OPraHOB ynpasaeHus nepegHen naHenn MES1428

dnemeHT nepegHen

Ne OnucaHue
naHenu
1 ~110-250VAC, 60/50Hz max | Pasbem O/19 MOAKAOYEHUA K UCTOUHMKY 3S/1IEKTPOMUTAHUA MepeMeHHOro
1A TOKa.
Power MHAMKATOp NUTaHMA YCTPOMCTBA.
2
Alarm MHanKaTop neperpesa.

KOHCO/IbHbIM NOPT 415 NOKANbHOTO YPaBieHUA YCTPONCTBOM.
PacnuHoBKa pasbema cneaytouian:

He ucnonb3yerca

He Ucnonb3yerca

RX

GND

GND

TX

He ucnonb3yerca

He ucnonb3yerca

He ucnonb3yerca

Pacnaitka KOHCONbHOrO Kabena npusegeHa B NPUAOKEHUU A.

3 Console

O 0O NOULDS WN P
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dyHKLMOHaNbHAA KHOMKA AN Nepes3arpysku yCTpoicTea U cbpoca K 3aBoa-
CKMM HaCTpoOMnKam:

- MPUY HaXKaTUM Ha KHOMKY SAUTEeNbHOCTbIO meHee 10 ¢ nponcxoguT nepesa-

F
rpy3Ka yCTpoicTBa;
- NPW HaXKaTUKW Ha KHOMKY A/JuTenbHocTblo 6onee 10 ¢ nponcxogut cbpoc
HACTPOEK YCTPOMCTBA A0 3aBOACKOM KOHOUIrypauum.

[1-24] MopTbl 10/100BASE-TX (RJ-45).

25, 26, 27, 28

Combo-nopTbl: noptbl 10/100/1000BASE-T (RJ-45).

25, 26, 27, 28

Combo-nopTbl: CNOTbl ANA YCTaHOBKM TpaHcuBepoe 1000BASE-X Combo.
LNK/SPD — cBeToBasi MHAMKALMA COCTOAHNA ONTUYECKUX MHTEPPEINCOB.

BHewHM BUA nepeaHen naHenn yctponcts cepnm MES2408 nokasaH Ha pucyHKax 2—10.

110-250 VAC 60/50Hz max 0.5A

O (era)

ik oance 1 3 s 7 AeLTex Mes2408
O Lo O Lo O T O L] 50
cese | L] ] ] L]
F
ks 7 (b b G B
Alarm O O 70 o0 O 7o O 1o
—_ L2 4 6 3

9 10
i o i
| | |

3 4 5 6 7

PucyHok 2 —NepeaHas naHenb MES2408 AC

wioewes AELTEX MES2408

1 3 H 7
P
Console
9 10
o] Owx
o Oseo
L J

3 4 5 6 7

L
PucyHok 3 — MNepeaHaa naHens MES2408 DC

110-250 VAC 60/50Hz max 1A

2V0E e 24
F

AN JELTEX MES24088

1 3 5 7
1.8 - 10/100/ 1000BASE-T
OO0 OO O RO OO 510 00mase-x/ 10008as-x
Power O Console

Alarm Q) 9 10

-

- ® @

e e
T Oy 70 oy 7o o 1o o 7o [llol[]]os
L 2 4 6 8

3 4 6 7

PucyHok 4 — MNepepHaa naHens MES2408B

110-250 VAC 60/50Hz max 0.5A

AN s SVELTEX MES2408C
M

1 3 5 7
(= e =) 9,10 10/100/10008ASE.T
or 100BASE-FX/1000BASE-X
Console

. 9 10
I inero i @ @ @ @ IEM_MEJ FTqOF?qOLNK
Alarm SPD

O DZEIEIQDDbEIDaEI 19 o o]
IL

S)
I

3 4 5| 6 6.1 7.1

PucyHok 5 — lNMepeaHaa naHenb MES2408C
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9 AELTEX MEs2408cP
o4 o

10250V GU/SOAS ok 2A A\ usieice 1 3 5 7
\ (= =] O o Lo ol 1o m 9,10 - 10/100/10008ASE-T
Or 100BASE-FX/1000BASE-X
@ PoE Console I

D ) 1357 — £ L] 10
Power O D000 o [0 © =] Owmx
@ e el TR il Bl i
2468 L2 4 (] 311 1L !

1 2 3 31 45 6 6.1 A

PucyHok 6 — NepeaHas naHenb MES2408CP

A usiSie 1 3 s 7 AELTEX MEs24081P
%672V0C max 10 = —— ELTEX
T S o
1 3.8 2 F
=, 2 (B BESS
nwmO, 0000 2 =
l::' L 2 4 13 8 1

PucyHok 7 — lNMepeaHas naHenb MES2408IP DC1

176-250 VAC 60/50Hz max 24

Power O

Lm0,

AELTEX MES2408P

1 3 5 7
Tone] (o] L] ]|
mmmm
z 4 3 8,
T

3.1 4 5 6 7

36-72 VDC max 10A

JLELTEX MES2408P
o

w023
1008ASE.FX/10008ASE X

1 3 5 7
o Con] m) ]|

&l | il
2.|2 C|i 3.1 4 5‘ 6 7

PucyHok 9 — NepeaHAaa naHenb MES2408P DC

110-250 VAC 60/50Hz max 1A

AELTEX MES2408PL

1 3 5 7

® [(24)) e
® =4 gog B T bidndd il
1 2 3 3.1 4 5 6 7

PucyHok 10 — NepeaHasa naHenb MES2408PL

B Tabaunue 11 npuseaeH nepeyeHb Pa3bemMoB, CBETOAMOAHbIX MHANKATOPOB M OPraHOB yNpaBaeHus,
pacnonoXeHHbIX Ha nepegHeln naHenn KommyTtaTtopos cepun MES2408.

Tabnvua 11 — OnMcaHne pa3bemMoB, MHONKATOPOB M OPraHOB yNpaB/eHUA NepeaHen NnaHe M KoMMmyTaTo-
pos cepun MES2408

dnemeHT nepeaHel naHenn

OnucaHue

1 Knemma 3azemnenuns

—_— o
= Knemma g 3a3emneHuns ycTpoicTea.

1A

~110-250VAC, 60/50Hz max

TOKa.

Pasbem gnA NOAKNOYEHUA K UCTOYHWUKY IN1EKTPOMNUTaHMA NepemMeHHOro

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx
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2.1

18-72 VDC max 10A

Pasbem pgna NOAKNKOYEHMA K UCTOYHWUKY INEKTPOMNUTAHUA MOCTOAHHONO
TOKa.

2.2

36-72 VDC max 1A/10A

Pasbem anA nogKntoveHMA K MUCTOYHWUKY SEKTPONUTAHMA MOCTOAHHOrO
TOKa.

2.3

12VDC max 2A

Pasbem gna NoAKAOYEHUA K aKKYMYNATOPHOM 6aTapeu.

Power

NHAMKaTOp NUTaHWUA YCTPOMCTBA.

Alarm

MHAMKaTop neperpesa.

Battery (ona MES2408B)

NHAanKaTop paboTbl akKyMynaTopHoi HaTapen.

31

PoE 1-8

NHankaTopbl cocToaHnA PoE-nopTos.

Console

KOHCONbHbIM NOPT ANA NOKANbHOIO YNpaB/ieHNa YCTPONCTBOM.
PacnuHoBKa pasbema cneaytouian:

He ncnonb3yeTcs

He ncnonb3yeTcs

RX

GND

GND

X

He ncnonb3syerca

He ncnonb3syerca

He Ucnonb3yetcs

Pacnalika KOHCONIbHOTO Kabens npuseaeHa B NPUIOKEHUM A.

OCOoONOOULLDE, WN P

PyHKUMOHaNbHAA KHOMKa ANA nepesarpysku ycTpoicTea U cbpoca K 3aBoj-
CKMM HacTpoMKam:

- NPV HaXaTWM Ha KHOMKY AIMTENbHOCTbIO MeHee 10 ¢ npoucxoauT nepesa-
rpy3Ka ycTpoicTBa;

- NPWU Ha)aTUKM Ha KHOMKY AauTenbHOCTbio 6onee 10 ¢ npoucxoamT cbpoc
HaCTPOEK YCTPOMCTBA 4,0 3aBOACKON KOHbUTrypauuu.

(1-8]

MopTbl 10/100/1000BASE-T (RI-45).

6.1

9,10

Combo-nopTbl: nopTbl 10/100/1000BASE-T (RJ-45).

9, 10, LNK/SPD

CNoTbl NS YyCTAHOBKM ONTMYECKMX TpaHcueepoB 100BASE-FX/1000BASE-X
(SFP).
LNK/SPD — cBeTOBast MHAMKaLMNA COCTOAHUA ONTUHECKUX MHTEPENCOB.

7.1

9, 10, LNK/SPD

Combo-nopTbl: cnoTbl AnA ycTaHOBKM TpaHcmuepoB 1000BASE-X Combo.
LNK/SPD — cBeToBas MHAMKALIMA COCTOAHUA ONTUYECKUX UHTEPhENCOoB.

BHelwHW BUA, nepeaHelt naHenn ycTpoincts cepmum MES2428 nokasaH Ha pucyHKax 11-16.

110-250 VAC 60/50Hz max 1A A s

]

i
— hwerg

2 Aelrex Mes2428

1 3 5 7 9 11 13 15 17 19 21 23 25
(] (o] ] (] mmmm@m@m il

BS80S0 000000

5 6 7

PucyHok 11 — NMepeaHaa naHenb MES2428 AC
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AELTEX

JELTEX MES2428

n A€LTEX MEs24288
. .

[
It

power O

= Marm O

= od| =S

170-264 VAC 60/50Hz max 3A

WHW

@®00000

AELTEX MEs2428p

3672 VDC max 15A 120 10/100/1000BASET, 802.3at Pok+
-+

1.2 2
110-250 VAC 60/50Hz man 1A A\ uiteia 1 3 5 7 9 1 13 15 7 18 21 2 2 27 ELTEX MES2428T
- 1 1 - 1 - 1 1 | .
]
] Ju}
Power O
Marm O
| IS

PucyHok 16 — NepeaHaa naHeno MES2428T

B Ta6m4u,e 12 npmuseeaeH nepevyeHb pa3bemos, CBETOANOAHbLIX UHOAWMKATOPOB U OPraHOB ynpas/1eHUA,

pacnonoXeHHbIX Ha NepegHeln naHean KommyTaTtopos cepun MES2428.

Tabnnuya 12 — OnucaHWe pasbemMoB, MHAWMKATOPOB M OPraHOB yNpaB/ieHMsA nepegHein naHean KOMMyTaTo-
pos cepun MES2428

~110-250VAC, 60/50Hz max

1 1A Pasbem gnA NOOKAOYEHMA K UCTOYHWUKY 3SNEKTPOMUTAHUA NEepemMeHHOoro
(170-264 VAC 60/50 Hz max | Toka.
3A ana MES2428P)
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1.1 | 12VDC max 2A Pasbem gnsa NoAKNOYEeHUA K aKKymynaTopHou 6aTapeu.

18-72 VDC max 2A
1.2 | (36-72 VDC max 15A ann Paszbem Ana NnoAKNOYEHNA K UCTOYHWUKY 3/IEKTPONUTAHMA NOCTOAHHOIO TOKA.
MES2428P DC)

Power NHAMKaTOp NUTaHMA YCTPOMCTBA.
Alarm UHpuKaTop neperpesa.
2 PoE NHamkaTop paboTbl PoOE.
Battery (ans MES2428B) NHamKaTop paboTbl akKymynsaTopHon baTapewu.

KOHCO/bHbIM NOPT ANA IOKANBHOTO YNPaB/iEHUA YCTPOMUCTBOM.
PacnuHoBKa pasbema cnegytolan:

He UCno/sib3yeTca
He UCnosib3yeTca
He UCno/sib3yeTca
Pacnalika KOHCO/IbHOTO Kabens npuMBeAeHa B NPUNOKEHUM A,

1 Hewucnonb3syercs
2 He ucnonb3yetca
3 RX
4 GND
3 Console 5 GND
6 TX
7
8
9

dPyHKUMOHANbHAsA KHOMKa ANA nepes3arpysku yCcTpoicTea 1 cbpoca K 3aBoa-
CKMM HaCTpoMKam:
- NPW HaXKaTUM Ha KHOMKY ANTENbHOCTbI0 MeHee 10 ¢ npoucxoamT nepesa-

4 |F
rpy3Ka ycTponcTBa;
- NPY HaKaTUM Ha KHOMKY AauTenbHOCTbio 6onee 10 ¢ npoucxoaut cbpoc
HaCTPOEK YCTPOMCTBA /10 3aBOACKON KOHPUrypaLmu,

5 [1-24] MopTtbl 10/100/1000BASE-T (RJ-45).

6 25, 26, 27, 28 Combo-nopTbi: noptbl 10/100/1000BASE-T (RJ-45).

Combo-nopTbl: cNoTbl Ans ycTaHOBKM TpaHcmBepos 1000BASE-X Combo.

7 25, 26, 27, 28, LNK, SPD .
LNK/SPD — cBeToBas MHAMKALMA COCTOAHUA ONTUYECKMX MHTEPhENCOoB.

8 T1 4 napbl BXOAHbIX CyXMX KOHTaKTOB.

BHewHMn BMA, nepegHeln naHenu yctpoicte MES2424, MES2424B, MES2424P, MES2420-48P,
MES2448 DC, MES2448B, MES2448P, MES2411X, MES3400-24, MES3400-48 noKa3aH Ha pUcyHKax 17-26.

=

i

110-250 VAC 60/S0Hz max 1A 124 10/100/10008ASE-T
- 61364 - J000RASE-X/10GRASER (1t |

%3
power QOO

PucyHok 18 — NepeaHasa naHeno MES2424B
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170-264 V AC 50-60 He 1.24 - 10/100/10008ASE
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PucyHok 24 — MepeaHaa naHenb MES2411X
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PucyHok 25 — lMNepeaHaa naHens MES3400-24
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PucyHok 26 — MepeaHaa naHenb MES3400-48

B Tabavue 13 npuBeneH nepeyeHb pasbeMoB, CBETOANOAHbIX UHAMKATOPOB MU OPraHOB ynpaBaeHus,
pPacnofoXKeHHbIX Ha nepegHel naHenn kommytatopos MES2424, MES2424B, MES2424P, MES2420-48P,
MES2448 DC, MES2448B, MES2448P, MES2411X, MES3400-24, MES3400-48.

Tabaunuya 13 — OnucaHue pasbemoB, MHAMKATOPOB M OPraHOB YNpPaBAeHMA NepeaHei naHeAn KOMMYTaTo-
pos MES2424, MES2424B, MES2424P, MES2420-48P, MES2448 DC, MES2448B, MES2448P, MES2411X,

MES3400-24, MES3400-48

dnemeHT nepepHei
naHenu

Ne

OnucaHue

~110-250VAC, 60/50Hz max
1A

Paszbem AnAa NoAKNKYEHUNA K UCTOYHUKY INEKTPOMUTAHUA NMEPEMEHHOTO
TOKa.

1.1 | 12vDC max 2A

Pasbem 18 NOAKAIOYEHMA K aKKYMYNATOPHOW BaTapew.

Power

NHAMKaTOp NUTaHMA yCTPOWMCTBA.

PS1 (pnn MES2448P)

MHAMKaTOp COCTOAHMA NepBoro 6/10Ka NUTaHus.

PS2 (a7 MES2448P)

MHLI,VIKaTOp COCTOAHMA BTOPOTO 6/10Ka NUTaHUA.

Status (ans MES2420-48P)

MNHAMKaTop cTaTyca yCTPOMCTBa.

2 Alarm UHpuKaTop neperpesa.
Master MHAanKaTop peskuma paboTbl ycTpoiicTea (Beaylumit/segombii).
Fan NHamKaTop paboTbl BEHTUAATOPOB.
RPS MHAMKaTOp pe3epBHOro 31eKTPONUTAHUA.

Battery (ons MES24248B,
MES2448B)

MHanKkatop paboTbl akkymynaTopHol 6atapen.

3 Unit ID

MHamKaTop HOMepa yCTPOICTBa B CTEKe.

4 Console

KOHCONbHbII NOPT ANA NOKANbHOIO YNpaB/ieHNUsa YyCTPOMCTBOM.
PacnuHoBKa pasbema cnegytolasn:

He Ucnoab3yeTca
He UCnosb3yeTca
He UCnosib3yetca
Pacnalika KOHCO/IbHOTO Kabenn npuveegeHa B NpUNOKeHUn A.

1 Hewucnonb3syetca
2 He ucnosb3yeTcA
3 RX

4 GND

5 GND

6 TX

7

8

9

PyHKLMOHaNbHAA KHOMKA ANA NepesarpysKku ycTpoictea 1 cbpoca K 3aBoa-
CKMM HaCTpoOMnKam:

- NPW HaXKaTUKM Ha KHOMKY AANTENbHOCTbI0 MeHee 10 ¢ nponcxoauT nepesa-
rpy3Ka yCcTpoMCTBa;

- NPW HaXaTUW Ha KHOMKY AAuTenbHocTblo 6osee 10 ¢ npoucxoaut cbpoc
HaCTPOEK YCTPOMCTBA A0 3aBOACKOW KOHOUrypaLuuu.
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[1-8], [1-24], [1-48]

MopTbl 10/100/1000BASE-T (RJ-45).

[XG1—XG4], [XG1 - XG11]

Cnotbl gna yctaHoBKM TpaHcueepos 1000BASE-X (SFP)/10GBASE-R (SFP+).
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SELTEX

MES3400-24F

PucyHok 28 — lNMepegHaa naHenb MES3400-24F

Tabnvua 14 — OnucaHue pasbemMoB, MHAMKATOPOB MU OPraHOB ynpaB/ieHUA nepegHeln NnaHean KOMMyTaTo-

pos MES2424FB, MES3400-24F

dnemeHT nepegHen
Ne e OnucaHue
naHenm
P M 417 MOAKNIOYEHMA K UCTOYHUK KTPOMWUTaHMA MepemMeHHor
1 ~110-250V AC, 50-60 Hz asbem Ana noakaoye cTO Yy 3NeKkTponuTa epemeHHOoro
TOKa.
2 12v DC Pazbem AN NoAKAUYEHUA aKKYMYyATOpPHOM H6aTapen 12V.
Power MHAMKATOp NUTaHMA YCTPOMUCTBA.
Alarm MHanKaTop aBapuu.
Master NHAanKaTop pexxmnma paboTsbl ycTpoicTea (BeayLumii/segombiii).
3
Battery NHAanKaTop paboTbl akKyMynsaTopHoOM baTapen.
Fan NHauKaTop paboTbl BEHTUAATOPOB.
RPS NHAMKaATOp pe3epBHOro 31EeKTPONUTaHUA.
4 UnitID MHAMKaTOp HOMepa YCTPOMCTBA B CTEKE.
KOHCONbHbIM NOPT A5 NOKANBbHOFO YNpaB/eHUA YCTPOUCTBOM.
PacnuHoBKa pa3bema cnegytowan:
1 Hewncnonb3yetcA
2 He ncnonbsyetcA
3 RX
4 GND
5 Console
5 GND
6 TX
7  He ucnosb3syeTca
8 He ucnonblyerca
9  He ucnonb3yerca
Pacnalika KoHCONbHOTO Kabena npuseaeHa B NPUAOKEHUM A.

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx 41




HELTEX

dyHKLMOHaNbHAA KHOMKA A/1a nepe3arpysku ycTpoicTea U cbpoca K 3aBo-
OCKMM HacTPOMKaMm:

- NPW HAXXaTUM HA KHOMKY A/MTEeNbHOCTbIO MeHee 10 ¢ nponcxoguT nepe-
3arpyska ycTpoWncTBa;

- NPW HAXKaTUW Ha KHOMKY AnuTenbHocTbio 6onee 10 ¢ nponcxogut cbpoc
HACTPOEK YCTPOMCTBA A0 3aBOACKOM KOHbUIypaLmu.

[1-24]

CnoTbl ANA YCTAHOBKM ONTUYECKMX TpaHcusepos 100BASE-FX/1000BASE-X
(SFP).

[XG1-XG4]

CnoTbl 4NA ycTaHoBKM TpaHcneepos 1000BASE-X (SFP)/10GBASE-R (SFP+).

BHewHW BUA nepeaHen naHenn yctponcrea cepum MES3710P nokasaH Ha pucyHKe 29.

— MES3710P
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1..8 - 10/100/1000BASE-T PoE+
9..12 - 100BASE-FX / 1000BASE-X

PucyHok 29 — lNepeaHaa naHenb MES3710P

Tabaunya 15 — OnucaHune pasbemoB, MHANKATOPOB M OPraHoOB ynpasBaeHus nepeaHen naHenn MES3710P

n -
Ne dnemeHT nepegHen Onucanme
naHenu
1 [1-8] MopTtbl 10/100/1000BASE-T (RJ-45).
2 [1-8] CeeToBasa nHAMKauuA PoE.
CnoTbl ANA YCTAHOBKM ONTUYECKUX TPAHCUBEPOB
3 9, 10, 11, 12, LNK/SPD 100BASE-FX/1000BASE-X (SFP).
LNK/SPD — cBeToBas MHAMKALMA COCTOAHUA ONTUYECKMX MHTEpPEICOB.
PWR1, PWR2 NHAWKaTopbl NUTAaHUA YCTPOICTBA.
4 Alarm NHOuKaTop aBapuu.
Temp NHOuKaTop TemnepaTypsl.
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PyHKUMOHaNbHAA KHOMKa ANA nepesarpysKku ycTponcTea u cbpoca K 3a-
BOACKMM HaCTpOMKam:
- NPW HaXKaTUM Ha KHOMKY A/MTeNbHOCTbIO MeHee 10 c. nponcxoauT ne-

5 F o
pesarpyska ycTponcTBa;
- NPW HaXKaTMM Ha KHOMKY AauTenbHoCTbio 6onee 10 c. npoucxoauT
cbpocC HacTpoeK yCTPOICTBA A0 3aBOACKON KOHUrypaumm.

6 Console KOHCONbHbIM NOPT ANA NOKANbHOIO YNpaB/ieHNa yCTPONCTBOM.

1.4.2 3adHAs u 8epxHAA naHeau ycmpolicme

BHewWwHM BUA 3agHel naHenn KommytatopoB MES14xx, MES24x, MES34xx npuBefeH Ha pUCyHKax

HUXKe.
o T
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PucyHok 30 — 3agHana naHenb MES1428, MES2428, MES2428T, MES2428B, MES2408IP DC1, MES2408P,

MES2424 v MES2424B
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PucyHok 32 —3agHaa naHenb MES2424P, MES2428P
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PucyHok 33 — 3aaHAaa naHenb MES2448 DC

PucyHok 34 — 3aagHaa naHenb MES2448B
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PucyHok 38 — 3aaHAaa naHenb MES2424FB
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PucyHok 40 — 3agHaa naHenb MES3400-24F

B Tabsmuax 16 u 17 npuBeaeH nepevyeHb pPasbemoB, PACMONOKEHHbIX HA 334HEN NaHean KoMmy-
TaTOpPOB.
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Tabnvua 16 — OnucaHWe pasbemoB 3afHel naHennm kommyTtatoposB MES1428, MES2428, MES2428T,
MES2428B, MES2408IP DC1, MES2408P, MES2424 n MES2424B

—_— o
1 Knemma 3aszemneHuna = Knemma gna 3asemsieHuna ycTpomcTsa.

Tabnnua 17 — OnucaHne pa3beMoB 3agHen naHenn KommyTtatopa MES2424FB, MES2424P, MES2428P,
MES2448 DC, MES2448B, MES2448P, MES2420-48P, MES2411X, MES3400-24, MES3400-24F, MES3400-48

1 BeHTUAATOPbI 418 OXNAXKAEHUA YCTPOWCTBA.

—— v
2 Knemma 3aszemneHuna = Knemma gna 3asemsieHna ycTpomcTsa.

Pasbem A NOAKNKYEeHUA K UCTOYHUKY INEeKTPONMUTaHUA NOCTOAHHOIO
3 |36-72vVDC ANA oA y P

TOKa.
4 ~110-250VAC, 60/50Hz max Pasbem Ana NOAKNOYEHUA K UCTOYHWUKY SNEKTPONUTAHMA NepemMeHHOro
1A TOKa.
4.1 | 12vDC max 5A Pasbem gns NnogKntoyYeHMa K akKymynaTopHon batapee.
5 CNOTbI ANA yCTaHOBKM 6710- CnoT AnA ycTaHoBKK pesepBHoro 6s10ka nutaHmna AC unum DC.
6 KOB NnUTaHUA CnoT AN1A YCTaHOBKM OCHOBHOTO 6710Ka nuTaHua AC uawm DC.

BHewHW BUA BepxHel naHenn kommyTtaTtopa MES3710P npuseseH Ha pucyHke 41.

000!
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00660600,
066600066600600
5660001

oo
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PWR1 PWR2

NC-COM-NO]
Dry contact

PucyHok 41 — BepxHAaa naHenb MES3710P

B Tabnunue 18 npuBeneH nepeyeHb pa3beMoB, PAaCMONOXKEHHbIX Ha 3aAHel NaHenn KommytaTopa
MES3710P.

Tabnnuya 18 — OnuncaHme pasbemoB BepxHel naHean kommyTtatopa MES3710P

e o
1 Knemma 3aszemneHua = Knemma gna 3asemneHuna ycTpomcrea.

Pasbembl gna NOAKNIOYEHUA K UCTOYHMKAM SN1EKTPONUTAHUA NOCTO-

2 48 (45~ 57) VDC
AHHOTO TOKa.

3 12VDC max 5A PeneiHbI Bbixog aBapuiiHOM curHanmsaummn: 1 A 24 V DC.
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1.4.3 bokoevle naHesau ycmpolicmea
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PucyHok 42 — MNpasas 6okoBan naHenb Ethernet-kommyTtatopos
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PucyHok 43 — /leBan 6oKoBas naHenb Ethernet-kommytatopos

Ha 60KOBbIX MaHeNAX YCTPOMNCTBa PACMO/OMKEHbl BEHTUAALMOHHbIE PELLIETKMN, KOTOPblE CAyXKaT Aa
oTBoAa Tenna. He 3akpbiBaiiTe BEHTUAAUMOHHbIE OTBEPCTUA MOCTOPOHHUMMMK MpeameTamu. ITO MOXKeT
NPUBECTU K NeperpeBy KOMMOHEHTOB YCTPOMCTBA M Bbi3BaTb HapylleHWsA B ero paboTte. PekomeHaaumm no
YCTaHOBKe YCTPOMICTBA Pacno/ioxeHbl B pasaene «YCTaHOBKa M NMOAKAOYEHMEY.,

1.4.4 KoHcmpykmueHoe ucrnosHeHue Kommymamopa MES3708P

B AaHHOM pasgenie onncaHo KOHCTPYKTUBHOE UcnonHeHue Ethernet-kommyTtaTtopa MES3708P.

YCTpOACTBO COCTOUT M3 OCHOBHOM NJ1aThl, NaaTbl 610Ka NUTaHUA U Moaynen 3awmTbl nopTos Ethernet
10/100/1000BASE-T oT nepeHanpsa»keHnit. MnaTtbl pacnofioxeHbl B METa/IJIMYECKOM Kopryce.

[na KpenneHus yCTPOMCTBA HA Kopnyce NpPeasycMOTPEeH MEeTa/l/IMYeckuin Kpiok. KpenneHue
NOABECHOE, Ha LWTaHry TOMWMHOM He 6onee 8 mm. MoaKNoYeHUE NMUTAHUA M CeTEBbIX WHTepdelicos
NPOM3BOAMTCA K pa3bemMam, PacnosIoKeHHbIM BHYTPU Kopnyca. BbiBo4 NpoBOAOB Hapy»Ky BbINOJHAETCA
yepes NpesHasHayeHHble 419 3TOro OTBEPCTMA B KOpryce.
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Ha pucyHKe 44 noKasaHbl OCHOBHblE KOMMOHEHTbI U pa3bembl MES3708P.
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PucyHoK 44 — OCHOBHble KOMMNOHEHTbI U pasbembl MES3708P
B Tabnnue 18 npnBeaeHO onncaHMe OCHOBHbIX KOMMNOHEHTOB U pa3bemos MES3708P.

Tabanuya 19 — OnucaHme OCHOBHbIX KOMMNOHEHTOB M pasbemos MES3708P

Pasbembl 415 yCTaHOBKM ONTUYECKUX TpaHcuBepos 100BASE-FX/1000BASE-X (SFP).

OcHoBHan niara yCTpoucTBa.

MnaTa 6/10Ka NUTaHMA.

Pasbem 414 NoAKAOYEHUA K UCTOYHUKY 31IeKTPONUTAHMUA NepemMeHHOro ToKa.

Pasbembl 415 MOAKAOYEHNA Moaynelt 3awmTbl noptos Ethernet 10/100/1000BASE-T oT nepeHanpaxeHnit.

Mogaynu 3awmTtbl noptos Ethernet 10/100/1000BASE-T oT nepeHanpsKeHuii.

Knemma ana 3asemneHun yCTpOﬁCTBa.

0 | N || u bW |N|EFL

Pasbembl AN NOAKNIOUYEHUA YCTPOWCTB IoKanbHOM ceTn Ethernet.
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9 lepmoBBo4 ANA Kabena 3/1eKTPONUTaHMA.

10 | TepmoBBOA ANt MEAHbIX M ONTUYECKUX Kabenel nokanbHoi cetn Ethernet.

11 | Pa3bem Ans NOAKAOYEHUA K KOHCO/IM YCTPOCTBA Yepes uHTepdeiic RS-232.

1.4.5 Ceemoesasn uHoukayusa

CoctonaHue nHtepdeicos Ethernet nHanLMpyeTCcA ABYMA CBETOAMOAHbIMU NHANKaTOpamu, LINK/ACT
3eneHoro useta u SPEED aHTapHoro useTa. PacnonoeHue cBeTtoanmoa0oB NOKa3aHO Ha pUCYHKax 47, 45, 46.

() LINK
() sPD

PucyHOK 47 — BHelHWI1 BUA, 0aMHApHOro pasbema SFP/SFP+

SPEED

PucyHoK 48 — BHewwHWI BUA, CABOEHHOro pasbema SFP/SFP+

SPEED

PucyHoK 49 — BHelwwHuWiA Bug, pasbema RJ-45

Tabnuua 20 — CeeToBas UHAMKaUMA cocToAHNA Ethernet-noptos 10/100/1000BASE-T

BbikntoueH BbikntoyeH MopT BbIKAKOYEH UK COEANHEHME HE YCTAaHOBNEHO.
BbIK/IoueH FOpHT NOCTOAHHO YcTaHOB/IEHO coeanHeHue Ha ckopoctn 10 M6uTt/c nnm
100 M6wuT/c.
[opwnT NoCcToAHHO [opuT NOCTOAHHO YcTaHoOB/IEHO coeamHeHne Ha ckopocTi 1000 M6uT/c.
X Mwuranne NpoeT nepefaya AaHHbIX.
48 Ethernet-kommymamopesl cepuli MES14xx, MES24xx, MES3400-xx, MES37xx
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Tabnuua 21 — CeBeToBaa MHAMKALMA cocToAHMUA XG-NOpPTOB

CBeyeHMe MHAMKaTOpaA

CBeyeHMe MHAMKaTOpaA

CoctosiHne nHtepdeica Ethernet

SPEED LINK/ACT
BbikntoueH BbikntoueH MopT BbIKNOYEH MW COeANHEHUE HE YCTaHOBAEHO.
BbikntoyeH lopuT nocToAHHO YcTaHOB/IeHO coeauHeHue Ha ckopoctu 1 Iéut/c.

[opuT NOCTOAHHO

[opuT NnoCcToOAHHO

YcTaHoBEHO coeanHeHne Ha ckopoctu 10 Méut/c.

X

MwuraHune

MpoeT nepepaya gaHHbIX.

CuctemHble MHauKatopbl (Power, Alarm) cnyxaTt paa onpeaeneHua coctoaHusa paboTbl y3nos
KommyTaTtopos cepun MES14xx, MES24xx, MES34xx.

Tabnuua 22 — CeBeToBan MHAMKALMA CUCTEMHbIX MHAMKATOPOB

HassaHue PyHKUUA o
CocTosHMe MHAUKaTopa CocTosiHWe ycTpoicTBa
MHAMKKaTopa WHAMKATOopa
BbikntoyeH MuTaHWe BbIKAOYEHO.
o MuTaHWe BKAOYEHO, HOPMasibHanA
3eneHbliA, ropuT NOCTOAHHO o
paboTa ycTpolicTea.
. CamoTecTMpoBaHMe yCTPOMCTBA NPK
CocroaHune 3eneHbin, mepuaet
Power crapte (POST).
WUCTOYHWKOB NUTAHUA
OTcyTCTBME NEPBUYHOIO NUTAHUA
o OCHOBHOIO UCTOYHMKA (NpW NUTaHWUU
KpacHbIN, ropnt NOCTOAHHO .
YCTPOICTBA OT Pe3epBHOro MCTOYHMKA)
WAW aBapuA BTOPUYHOTO UCTOYHMKA.
Al CocTosiHMe BbikntoyeH HopmanbHasa paboTa ycTpoicTea.
arm . "
yCTpOMCTBA KpacHbli, ropuT noctoAHHO | Meperpes Man aBapua BEHTUAATOPOB.
o MoakntoyeH notpedbutens PoE (roput
NHankaTop 3eneHbll, ropuUT NOCTOAHHO N
WMHOMKATOP, COOTBETCTBYIOLWMI NOPTY).
PoE coctoaHuA PoE- =
nopToB KpacHbiin, roput noctosHHo | Owwnbka PoE Ha nopry.
BbikntoyeH MNotpebutens PoE He nogKkatoueH.
Mpu3HakK seayuiero
Master yCTPOKCTBa Npw BbikntoueH PeXnm CTEKMPOBAHUA HE NOAAEPKAH.
paboTe B cTeke
Y 1
WHamkaTop 3eneHbln, rOpUT NOCTOAHHO AKB nogkntoyeHa.
Battery COCTOAHUA KpacHbIi1, ropuT noctosHHO | HU3KMit ypoBeHb 3apaga AKB.
AKKYMYNATOPHOM
6aTtapen BbikatoueH?! AKB oTKAloueHa.
o Pe3epBHbIN UCTOYHUK MOAK/IOYEH U
3eneHbli, ropuT NOCTOAHHO
paboTaeT HopmMasbHO.
Pexum paboTbl OTcyTCTBME NEPBUYHOrO NUTAHUA
RPS pe3epBHOro unc- KpacHbIi, ropuT NOCTOAHHO | Pe3epBHOr0 MCTOYMHWUKA UK ero
TOYHUKA NUTAHUA HEencnpaBHoOCTb.
BbikntoueH Pe3epBHbIi UCTOYHUK HE NOAK/OYEH.
3eneHblii, FOPUT NOCTOAHHO | BeHTUAATOPbI paboTaloT HOPManbHO.
NHaukaTop paboTol
FAN BEHTU/IATOPOB
P KpacHbIi, ropuT NOCTOAHHO | HencnpaBHOCTb BEHTMAATOPA.

%

Ecan nuaukartop Alarm u uHankatop PoE 04HOBPEMEHHO rOpAT KPACcHbIM LLBETOM, — 3TO
CUrHanusmupyeT o KpuTUUecKon owmnbKe PoE.

! Mpu nogknoueHnn AKB BO3MOXHA 3a4epKa CMeHbl MHAMKaLUUN A0 5 MUHYT

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx
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1.5 KomnnekTt nocrtaBKu

B 6a30BbIli KOMNAEKT NOCTABKM BXO4AT:

KommytaTtop Ethernet;

KomMnieKT Kpenerka B CTOMNKY;

WHyp nutaHua EeBpoBunka-Cl3, 1.8m (Tonbko gns MES2408C, MES2408CP, MES2408PL,
MES2428B, MES2408B, MES1428 AC, MES2408 AC, MES2428 AC, MES2428T AC, MES2408P AC,
MES2428P AC, MES3708P, MES2424 AC, MES2424P, MES2424B, MES2424FB, MES2448B,
MES2411X);

LLHyp nuTaHua MNBC 2x1.5, 2m (Tonbko ana moaeneit MES2408I1P DC1, MES1428 DC, MES2408
DC, MES2428 DC, MES2428T DC, MES2408P DC, MES2428P DC, MES2424 DC, MES2448 DC,
MES3710P);

MamATKa 0 4OKYMEHTaLNK;

CeptuduKat/aeknapaumns cCOOTBETCTBUSA;

Macnopr.

Mo 3aKa3y NoKynaTena B KOMMNJIEKT NOCTaBKM ONUNOHAIbHO MOTYT ObITb BKAIOYEHDI:

PykoBoAacTBO No 3Kcnayataunm Ha CD-gucke;

Moaynb nuTtaHma PM160-220/12 (gna MES3400-24, MES3400-24F, MES3400-48),
PM380-220/56 (gna MES2448P) unn PM950-220/56 (ana MES2420-48P);

WHyp nwutanma EspoBunka-Cl3, 1.8m (B cnayyae KOMMAEKTaUMM MOAYNAEM NUTAHUA
PM160-220/12, PM380-220/56 unn PM950-220/56);

Mogaynb nutanma PM100-48/12 (ana MES3400-24, MES3400-24F, MES3400-48) wau
PM950-48/56 (ans MES2420-48P);

LWHyp nuTaHma NBC 2x1.5, 2m (B ciydae KOMNaeKTaumm moaynem nutaHna PM100-48/12 nau
PM950-48/56);

KoHcosbHbIM Kabenb;

SFP/SFP+ TpaHcuBepbl.
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2 YCTAHOBKA U NOAKNIOYEHUE

B ngaHHOM pasaene onucaHbl NpoLeaypbl YCTAaHOBKM 060pyA0BaHMA B CTOMKY M NOAKAOUYEHUSA K NK-
Talowen cetu.

2.1 KpenneHue KPpOHLWTENHOB

B KOMMNAEKT MOCTAaBKM YCTPOMCTBA BXOAAT KPOHLITEMHbI 418 YCTAHOBKMU B CTOMKY M BUHTbI A1A Kpen-
JIEHMA KPOHLUTEMHOB K KOPNyCy yCTPOoMCTBa. [11A YCTAaHOBKN KPOHLITENHOB:

PucyHok 50 — KpenneHune KpoHLITENHOB

1. CoBmecTuTe YeTblpe OTBEPCTUA A/1A BUHTOB Ha KPOHLUTEMHE C TAaKMMW XKe OTBEPCTUAMM Ha
H60KOBOI NaHe M yCTPOCTBa.

2. CnomoLLblo OTBEPTKM NPUKPENUTE KPOHLUTEMH BUHTAMM K KOPMYyCY.

3. MMosTopute aericteusa 1, 2 AnA BTOPOro KPOHLUTEMHaA.

2.2 YCTaHOBKA YCTPOMCTBA B CTOMKY

[N yCTaHOBKM YCTPOMCTBA B CTOMKY:

1. TpunoxKnTe yCTPOMCTBO K BEPTUKAbHBIM HAaNpPaBAAIOLWMM CTONKMN.

2. CoBMecTUTEe OTBEPCTUA KPOHLUTEMHOB C OTBEPCTMAMM HA HaNpaBAAIOLWMX CTOMKMK. Mcnonb-
3yiTe OTBEepCTVA B HaMPaBAAOWMX HAa OAHOM YpPOBHe C 06enx CTOPOH CTOMKM, AN TOro
4TO6bl YCTPOMCTBO PACNONaraaocb ropu3oHTaAbHO.

3. C nomoLLbto OTBEPTKM MPUKPENUTE KOMMYTATOP K CTOMKE BUHTaMMU.
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PucyHoK 51 — YcTaHOBKa yCTPOIACTBA B CTOMKY

Ha pucyHke 52 npusegeH npumep pasmewieHna kommytatopos MES14xx, MES24xx n MES34xx B
CTOWKe.

o MES14xx/MES24xx N1 (o]
o KabenbHbIn opraHansep o
o|  MES14xxMES24xx N2 o
o KabenbHbIn opraHainsep o
o  MES14xxMES24xx N3 o
(o] KabenbHbIii opraHansep o
o  MES1xwMES24xx N4 o
o KabenbHelin opraHanaep (o}
o ) MES14xx/MES24xx N5 o
o KabeneHhlin opraHanaep (]

PucyHok 52 — PasmeleHne KommyTtaTopoB MES14xx, MES24xx n MES34xx B cTOlKe

52 Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx



A ELTEX

.‘

.‘

.‘

.‘

.‘

v

He 3aKpbiBaiiTe BEHTUNALUOHHbIE OTBEPCTUA, a TaKXKe BEHTUNATOPbI, PACNO/IO}KEHHbIE Ha
3aAHell naHean, NOCTOPOHHUMU NpeameTamu Bo M3berkaHMe neperpeBa KOMMNOHEHTOB
KOMMYTaTOpa M HapyLeHuA ero paboTbl.

2.3 YcrtaHoBKa ycTpoiicte MES3710P, MES3708P Ha DIN-peiky

KommyTatop MES3710P, MES3708P ycTaHaB/MBaeTCA BEPTUKANIbHO, TaK Kak 60KoBble Na-
Henu obecneunBaloT TENN00TBOA,

[ns yctaHoBKK ycTpolicTBa Ha DIN-peliky:

1. MpuUnoxutb KpenaeHue Ha 3agHeN CTeHKe KommyTaTopa nosepx DIN-peiku.

2. ToTAHYTb KOMMYTATOP BHM3 A0 ynopa.
3. HapasuTb Ha HUXKHIOK YacTb KOMMYTATOPA A0 3alLe/IKNBaHUA.

2.4 TMopaKnioueHue NUTaOLWEN ceTn

1. MMpexae, 4em K yCTpOWCTBY ByAeT NoAKAloYeHA NUTAlOLWLAn CeTb, HEOBX0AMMO 3a3eM/IUTb

KOpnyc ycTponcTBa. 3azemsieHne HeobxoAMMO BbIMOJIHATb M30JIMPOBAHHbIM MHOTOXWb-
HbIM MPOBOLOM. YCTPOMCTBO 3a3eMJIEHMA U CeYEHME 3a3eMIAIOLLENO NPOBOAA AOJIKHbI CO-
OTBETCTBOBATbL TpeboBaHMaAMM Y3,

MoaknoueHne JO0MKHO OCYLLLEeCTBAATLCA KBanM(I)VIU,MpOBaHHbIM cneynanncTtom.

2. Ecam npegnonaraeTtca nogknrw4yeHMe KomnbrotTepa Uan UHOro O60py,CI,OBaHMﬂ K KOHCOJb-

HOMY NOPTY KOMMYTATOpPa, 3TO 060PYA0BaAHME TaKKE AOMKHO ObITb HAJEHKHO 3a3EMJIEHO.

3. TloaxntounTe K ycTpoictay Kabesb NuTaHMA. B 3aBMCMMOCTM OT KOMM/IEKTaLMM YCTPOUCTBA,

MUTaHNE MOXET OCYLLECTBAATLCA OT CeTU MepeMeHHOro ToKa, MB60 OT ceTM NOCTOAHHOro
TOKa. MpuU NOAKNIOYEHNM CETU NEPEMEHHOTO TOKa CeyeT MCNoNb30BaTh Kabesb, BXOAALLMA
B KOMMNIEKT YCTPOMCTBA. [INA NOAKNIOYEHUA K CETU NOCTOAHHOIO TOKa UCNO/b3yiiTe NPoBoA,
ceyeHnem He meHee 1 Mmm?2.

Bo usberkaHne BO3HUKHOBEHUA KOPOTKOro 3amMblKaHUA nNpu nogxKkaryYeHUn K cetu
NMOCTOAHHOIO TOKa peKomeHAyeTCA Npon3secTtu 3a4nUCTKy NnposoAaad Ha AJIUHY 9 mm.

Lienb NUTaHUA NOCTOAHHbIM TOKOM A0/IXKHA COAEPKATb YCTPOACTBO OTK/IIOUEHUSA NMUTAHUA C
du3smnyeckum pasbeguHeHnem coeguHeHUA (BbiKalOUaTe b, pa3bemM, KOHTAaKTOpP, aBTOMATU-
YeCKuii BbIKAKOYaTeNb U T.M.).

4. BKOYMTE NMUTAHME YCTPOMCTBA U ybeanuTech B OTCYTCTBMM aBapuid MO COCTOSIHUIO MHAMKATO-
pOB Ha NepeaHen naHenu.

Ona nogknoueHna K MES3708P nutatowieit ceTu He06X0AMMO CHATb KPbILWKY YCTPOMCTBA,
OTKPYTUB OTBEPTKOI1 18 BUHTOB, PAcMONOXKEHHbIX NO KPpasm.
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2.5 YcraHoBKa u yaaneHue SFP-TpaHcuBepos

ﬁ YcTaHOBKa ONTUYECKMX MOAYNeli MOXKET NPOU3BOAMUTLCA KaK NMPU BbIK/IIOYEHHOM, TaK U Npu
= BK/IIOYEHHOM YCTpPOiicTBE.

ﬁ PekomeHpgyeTca pa3genbHoe noakntoueHue SFP-TpaHcuBepa M ONTUUYECKOro NaTty-Kopaa B
e CNoT.

1. BcTaBbTe BepXxHUt SFP-Moay b B C1IOT OTKPLITOM YacCTblo pa3bema BHU3, a HUKHWUI SFP-mo-
OYNb OTKPbLITON YacTblOo pa3bema BBEPX.

PucyHok 53 —YcraHoBka SFP-TpaHcuBepos

2. HapgasuTe Ha moaynb. Koraa oH BCTaHET Ha MECTO, Bbl YC/bILWLNTE XapaKTEPHbIN LLLE/TYOK.

PucyHok 54 —YcTtaHoBneHHble SFP-TpaHcmBepbl

[nAa yaaneHua TpaHcueepa:

1. OTKpoiTe 3aLLenKy moaynsa.

PucyHok 55 — OTKpbITHe 3awenku SFP-TpaHcuBepos
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2. W3BnekuTe moaynb U3 coTa.

PucyHok 56 — U3BneveHune SFP-TpaHcmBepos
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3 HAYA/IbHAA HACTPOMKA KOMMYTATOPA

3.1 Tlopauue Knasuwm

CoyeTaHue KnaBuLl OnucaHue
Ctrl+A BepHyTbCcA K Hayany CTPOKMW.
Ctrl+E BepHyTbCA K KOHLLY CTPOKM.
Ctrl+F MNpoaBuHYTLCA BNepea Ha OAWH CUMBOA.
Ctrl+B MpoaBUHYTbCA HAa3aA4 Ha OAWMH CUMBOJI.
Ctrl+D Yaanutb AaHHbIN CUMBOJI.
Ctrl+U,X Yanutb Hayano CTPOKKU A0 CMMBOAA.
Ctrl+K YAannTb KOHeL, CTPOKM nocae CMmBona.
Ctrl+wW Ypaanutb npegblayliee cnoso.
Ctrl+T MepemecTuTb NpeablayLmnin CUMBO.
Ctrl+P MepelTu K NpeablayLLel CTPOKE B UCTOPUMN KOMAHA,
Ctrl+N MepelTu K cneaytoLLeit CTPOKe B UCTOPUMN KOMAHA,
Ctrl+z BosspaT K KopHeBomy pexumy CLI.

3.2 Hactpoiika TepmuHana

Ha KomnbloTepe 3anycTuTb Nporpammy amynsumm TepmuHana (HyperTerminal, TeraTerm, Minicom)

M NPOUN3BECTU C/ieAytoLIMe HAaCTPOMKMN:

— BblbpaTb COOTBETCTBYIOLWMI NOCAEA0BaTENbHbIN NOPT;

—  YCTaHOBWTb CKOPOCTb Nepeaayn aaHHbix — 115200 604,

— 3a4aTtb dopmaT AaHHbIX: 8 6UT AaHHbIX, 1 cTONOBbLIN 6UT, 6€3 KOHTPOAA YETHOCTY;

—  OTKNKYUTb annapaTHOE U NporpamMmmHoe ynpasaeHme NOTOKOM AaHHbIX;

— 33JaTb PeXUM 3MynauuMu TepmuHana VT100 (MHOrMe TepmMMHaNbHble MPOrPaMMbl
NCMO/b3YIOT AaHHbIA PEXUM SMYAALNN TEPMUHANE B KAYECTBE PeXKMMa No YMOYaHUIO).

3.3 BkaKOUYeHue yCcTPoMCTBa

YCTaHOBUTb COeiMHEHNE KOHCOIM KOMMYTaTopa (nopT «console») ¢ pasbemom nocse0BaTeIbHOro
nHTepdeiica KoOMNbloTepa, Ha KOTOPOM YCTaHOBAEHO NPOrpammMmHoe obecneyeHne amynaLUM TepMUHaNa.

BKkAlounTb  ycTponcTBo. [lpM  KaxkKAOM  BKAKOYEHMM  KOMMyTaTopa

3anyCKaeTca npouecc

WMHUUMANM3ALMM YCTPOICTBA, MOC/AE KOTOPOM HeobxoAMMO MpOMTM npoueaypy asTopu3aumMu Ans

AanbHelwwe paboTbl C KOMMYTAaTOPOM:

ISS login:admin
Password: ****xx* (admin)
console#
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3.4 3arpy3o4yHoe MeHIo

Ona BXxoda B 3arpy3oyHoe MeHlo ciedyeT NOAKAOUYUTLCA K YCTPOMCTBY Yyepes uHTepdeic RS-232,

nepesarpysutb YCTPOMCTBO M BBECTM Maposib A/ 3arPy304HOro MEHI0 B TeyeHue 3-X CeKyHZ, nocse
MOABNEHUA CTPOK:

U-Boot 2011.12.(2.1.5.67086) (Feb 18 2019 - 06:43:17)

CPU:500MHz LXB:200MHz MEM:300MHz

DRAM: 256 MB

SPI-F: 1x32 MB

Loading 65536B env. variables from offset 0x110000
chip index= 23

Switch Model: MES2428 board (Port Count: 28)

KA A A AR AR AR A A A A AR A A A A A A AN A A A A A A AR A AR A A AR A A Ak A A kA kK

Now External 8218B

KA KK A AR AR A AR A A A AR A A A A AR AR A A A A A A AR A A AR A A A A A kA A Ak kK

Now Internal PHY

KA KA K A AR AR AR A AR AR A AR A A A AR A AR A AR AR AR AR A A AR A A kA Ax Kk

Now External 8218B
khkkhkkhkhkhkhkkhkkhkhkhkhhkhkhkhrhhkkhkhkhkhhkhkhkhkhkhkkhhkhkhrhkkhkhkhrhkhkkhkkhhrhkkhhhxhkhkh*k
Now External 8214FC

Net: Net Initialization Skipped

Autobootin 3 seconds..

Maponb OT 3arpy304HOro MEHI0 N0 YMOJIYaHUIO A1 BCeX YCTPOIcTB «eltex».

Bupg, 3arpy3o4yHoro meHto:

Startup Menu

1] Restore Factory Defaults

2] Boot password

3] Password Recovery Procedure

5] Serial bandwidth

[
[
[
[4] Image menu
[
E

nter your choice or press 'ESC' to exit:

Tabnunua 23 — PyHKUMK MHTepdelica 3arpy304HOro MeHIO

DyHKYUA OnucaHue
Restore Factory Defaults BoccTaHOBUTL 3aBOACKME HACTPOMKM.
Boot password M3meHeHue naponsa Ha 3arpy3o4Hoe MeHIo.

Password Pecovery Procedure BoccTaHoBneHWe yTpayeHHoOro napons. Mpu cnepytowen 3a-

rpyske ocHosHoro MO nonb3oBaTenb Cpasy NOMajeT B PEKUM
Privileged EXEC 6e3 BBOAa napons.

Image menu Bbi6paTb akTMBHbIV 06pa3 cuctemHoro MO. Ecan HOBbIN 3arpy-

KeHHbI ¢dann cuctemHoro MO He BbIGpaH aKTUBHbLIM, TO
YCTPOWCTBO BbINOAHUT 3arpy3Ky C UCMO/Jb30BaHMEM TeKYLLEro
aKTMBHOrO obpasa.

Image menu
[1] Show current image —npocmoTp akKTMBHOTO cnoTa c obpasom
Mno;
[2] Set current image —BbI6Op aKTUBHOTO c/10Ta cucTemHoro MO;
[3] Back.

Serial bandwidth BbI6Op CKOPOCTU NocneaoBaTeNIbHOro MHTepdeiica.

na sbixoga u3 3arpy3o4yHOro MmeHw " nNpoaoIKeHnA 3arpyakm oCHOBHOIo o6pa3a no HGO6XO,£I,VIMO

HaXaTb <Esc>.

]

tadRCl)

Ecnm B TedeHUe 1 MUHYTbI He BbiIGPaH HM OAUH U3 NYHKTOB MEHI0, 3arpy3Ka ycTpoiictea npo-
BOBKUTCA.
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3.5 HacTtpoika pyHKUMIA KOMMyTaTOpa

®YHKUMM NO HAYaNIbHOMY KOHOUIYPUPOBAHMIO YCTPOMCTBA MOXKHO Pas3genunTb Ha ABa TUna:

— ba3oBas HacTpoiiKka — BK/toYaeT B ceba onpegenerHne 6a30BbIx GyHKUUI KOHOUIYpaLmm U
HACTPOMKY AnHammyeckumx IP-agpecos.

— Hactpoiika napameTpoB cuctembl 6€30NacHOCTM — BK/AOYAET YMpaB/ieHUe CUCTEMOM
6e3onacHOCTM Ha ocHoBe mexaHn3ma AAA (Authentication, Authorization, Accounting).

/’- Mpwu nepesarpysKe ycTpoiicTBa BCce HeCOXpaHeHHble AaHHble 6yAyT yTepAHbl. QA coxpaHe-
HUA NO6bIX BHECEHHDbIX U3MEHEHWUIA B HAaCTPOIMKY KOMMYTaToOpa UCNONb3yeTca C/ieayioLas
KOMaHAa:

console# write startup-config

3.5.1 Asmomamuyeckasa Hacmpolika napamempoe Kommymamopa
(Zero Touch Provisioning)

B LenAx aBTOMAaTM3aLMM YNpaBAeHUA KOMMYTaTOPOM Ha YCTpoMcTBe noaaepykaHa ¢yHKumsa ZTP

(Zero Touch Provisioning). [lJaHHaa ¢yHKLMA NO3BOAAET NOAYYUTb HACTPOMKY HEKOTOPbIX onunin oT DHCP-
cepBepa Ha 3Tane NoAKAYeHNA ycTpoicTBa. o ymonyaHuto ZTP BKAKOUYEH aBTOMATUYECKW.

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

Bua 3anpoca KOMaHZAHOW CTPOKM peXkmnma rnobanbHol KoOHPUrypauuu:
console (config) #

Tabnunua 24 — KomaHabl perknma rnobanbHo KoHpUrypaumm

3Ha4yeHue/3Ha4veHue no "
KomaHoa / Aelicmeue
YMOAYAHUIO

ztp enable BKAtounTb paboTty dyHKumMm ZTP.

V Mo ymonuaHuio ZTP nogpepiKusaer nepeaayy on-
uui1 43, 66, 67. Nogonuuun ana 43 onuuu:

-/BKAOYEHO, 3anmycKaeTca -1-image
BHayane ctapTa NPOLMBKU - 2 —bootfile
- 3 — config-file
- 4 — tftpserver
ztp disable OTKAoUNTL paboTy dyHKumMm ZTP.

3.5.2 baszoeasa Hacmpoliika Kommymamopa

[na Hayana KoHPUrypauum ycTpomncTea HEOBX0AMMO NOAKAOUUTL YCTPOMCTBO K KOMMbIOTEPY Yepes
nocnenoBaTebHbIA NOPT. 3anNyCcTUTb Ha KOMMbIOTEPE NPOrPaMMy SMYAALMU TEPMUHANG COTNACHO MYHKTY
3.2 «HacTtpoika TepMmuHana».

Bo Bpema HayaNbHOM HACTPOWMKM MOXKHO ONpeaennTb MHTepdeiic, KoTopblii ByaeT MCNoNb30BaTbCA
AN1A NOAKNIOYEHUSA K YCTPOWUCTBY yAa/IeHHO.

basoBas HaCTDOﬁKa BK/IIOYHaET cneayrouee:

1. 3apgaHue naponsa ana nonb3osaTtens «admin» (c ypoBHem npusuaernin — 15).
2. CospgaHue HOBbIX NOJib30BaTENEN.

3. Hactpoiika ctatuuyeckoro IP-aapeca, Mackvm NoAceTH M LWK03a MO YMOYAHUIO.
4. HacTtpolika napameTpoBs npoTokosa SNMP.
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3.5.2.1 3adaHue naponsa 0aa nonvzoeamena «admin» u co30aHue HoBbIX Nosb3oeamesneli

[Ona obecneueHuns 3aWMULLEHHOrO BXO4a B CUCTeMY HEO6X04MMO Ha3HAUMTb NApPo/ib NPUBMK-
e NlerupoBaHHOMY NoJib3oBaTento «adminy».

MmAa nonb3oBatena WM naponb BBOAUTCA MNpPU  BXOoZe B CUCTEMYy BO BpPema CeaHCoB
AAMUHUCTPUPOBAHUA yCTpOﬁCTBa. [na co3gaHnA HOBOro Nosib30BaTeNA CUCTEMbI UK HaCTpOl\/‘IKM noboro
M3 NapameTpoB — UMEHU NOS1Ib30BaTeENA, MAaPO0/1Ad, YPOBHA anvaerMﬁ, MCNONb3YHOTCA KOMaHAbI:

console# configure terminal
console (config)# username name password password privilege {1-15}

V YposeHb npusuaerunii ¢ 1 no 14 paspeluaer 4octyn K yCTPOMUCTBY, HO 3anpeLl,aeT HaCTPoiiKy.
YposeHb npuBuaernii 15 paspeluaer Kak A0CTyn, TaK U HACTPOMKY YCTPOICTBA.

Mpumep KoMaHa, 4N 3a4aHuns nosib3osaTento «admin» napons «Eltex_1» 1 cosgaHua nonb3osaTens
«operator» c naposiem «Pass_2» 1 ypoBHem npusuaernii 1:

console# configure terminal

console (config) # username admin password Eltex 1

console (config) # username operator password Pass 2 privilege I
console (config) # exit

console#
/’ MHbOopMauUA O NIOKANbHBIX YYETHBIX 3aMUCAX XPAaHUTCA B IHEProHe3aBUCMMON NaMATU U
MoOXeT 6bITb oumLLeHa KomaHaoi 'delete startup-config'.
’ HeobxogMmo 6paTb B KaBbIYKU MMEHA YUYETHbIX 3anu1ceil U Napou, cogepiallme cneLcum-
N BOJIbI.

3.5.2.2 Hacmpoiika cmamuyeckozo IP-adpeca, Macku noocemu u wsaro3d 1o ymon4aHuto

[na BO3MOXHOCTU yrNpaBNeHUA KOMMYTaTOPOM M3 CETU HeobXoAMMO HasHauuTb ycTponctsy IP-
agpec, MacKy NoOACeTU U, B C/lyvae ynpasiaeHUs M3 APYroi cetu, W3 No ymondaHuto. IP-agpec MoXKHO
Ha3HaunTb nHTepdelicy VLAN (no ymonyaHuio Ha nHTepoeice VLAN 1 HasHaveH IP-agpec 192.168.1.239,
Macka 255.255.255.0). IP-agpec wo3a QO/MKEH MpUHASIEeXKaTb K TOW Ke MoACeTH, YTo U oauH un3 |IP-
MHTepdelncoB yCTPoOKCTBa.

V’ IP-agpec 192.168.1.239 cywecTByeT A0 Tex Nop, NoKa Ha nobom mMHTepdeice cTaTUuecKu
unm no DHCP He co3gaH gpyroii IP-agpec. Mpu aTom Ha interface vlan 1 gonKeH 6bITb BK/IO-
yeH dhcp-KnueHr.

V’ Mpu yganeHun Bcex IP-agpecoB KommyTaTopa A0CTYN K Hemy 6yaeT ocyw,ecTBnaTbca no IP-

appecy 192.168.1.239/24. Npu atom Ha interface vlan 1 gonxeH 6biTb BKAoueH dhcp-knu-
€HT.

[Mpumep KomaHO HacmpolKu IP-adpeca 018 uHmepgelica VLAN 1

MapameTpbl MHTepdeica:

IP-adpec, HazHayaembili 0na uHmepegpelica VLAN 1 —192.168.16.144
Macka nodcemu — 255.255.255.0
IP-adpec wnro3a no-ymonyaHuro —192.168.1.1

console# configure terminal
console (config)# interface vlan !
console (config-if) # ip address 192.168.16.144 255.255.255.0
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console (config-if)# exit
console (config) #ip route 0.0.0.0 0.0.0.0 192.168.16.1

[na Toro ytobbl yoeauTbea, 4to agpec bbia HazHavyeH MHTepdeiicy, BBeAMTE KOMaHAy:

console# show ip interface

vlanl is up, line protocol is up
Internet Address is 192.168.16.144/24
Broadcast Address 192.168.16.255
Vlan counters disabled

3.5.2.3 Hacmpolika napamempos npomokosaa SNMP 0aa docmyna K ycmpoiicmeay

KommyTaTopbl N03BONAIOT HAaCTPOUTb paboTy npotokona SNMP anda yaaneHHOro MOHUTOPUHIA U
ynpaB/iEHMA YCTPOMCTBOM. YCTPOMCTBO NoanepKnusaeT npotokobl Bepcnin SNMPv1, SNMPv2, SNMPv3.

[Na BO3MOMKHOCTM agAMUHUCTPUPOBAHMA YCTPOMCTBA NOCpeAcTBOM npoTokona SNMP, Heobxoanmo
€o34aTb XOTs 6bl OAHY CTPOKY coobLlecTBa.

B KayectBe npumepa byaem mcnosnb3osBaTtb Bepcuto snmpv2c. Cosgagmm nonb3osatens USER,
npuHagnexauwero rpynne GROUP. [aHHbIli Nosb3oBaTeNb AOMKEH MMETb BO3MOMXKHOCTb MCNONb30BaTb
community NETMAN, kotopon npucsoum wuHaekc 1. Fpynne GROUP 6yper paspeweH AocTtyn Ha
yteHue/3anncb/noaydeHme snmp-trap no obbekTam, nNpuMHagnexawmm viewiso. O6bEKTbI, 418 KOTOPbIX
paspelleHa oTnpaBKa TPANoB, AO/KHbI NPUHAA/IEeKaTb Ter-nucty TAG, oTNpaBAATbLCA HA Fpynny agpecos
ADDR, B koTOpyto BxoguT IP-agpec 192.168.1.1. MapameTpbl OTNPaBKM yKa3sbiBatoTcA B targetparam TRAPS,
onpeaensemom gna noab3osatena USER.

console (config) #snmp user USER

console (config) #snmp community index 1 name NETMAN security USER

console (config) #snmp group GROUP user USER security-model vZc

console (config) #snmp access GROUP vZc read iso write iso notify iso
console (config) #snmp view iso 1 included

console (config) #snmp targetaddr ADDR param TRAPS 192.168.1.1 taglist TAG
console (config) #snmp targetparams TRAPS user USER security-model vZ2c
message-processing vZc

console (config) #snmp notify USER tag TAG type Trap

3.5.3 Hacmpoiika napamempos cucmemoi 6e3onacHocmu

Ona obecneyeHns 6e30MaCHOCTM CUCTEMbI MCMOAb3YETCA MexaHusm AAA (ayTeHTUOUKaumS,
aBTopu3aums, ydet). Ans wndpoBaHUA AaHHbIX UCNONb3YETCA MexaHuU3M SSH.

— Authentication (ayTeHTUdUKauma) — conocTaBieHMe 3anpoca CYLECTBYIOWEN YYETHOM
3anucu B cucteme 6e3onacHoCTU.

— Authorization (aBTopr3aLms, NPOBEPKa YPOBHA A0OCTyNa) — CONOCTaBAeHMNE YYETHOM 3anncu
B cMcTeme (npoweawei ayTeHTUOMKALMIO) U onpeaenEHHbIX MOJTHOMOUYNNA.

— Accounting (y4éT) — cnexeHue 3a noTpebneHMem pecypcoB No/b30BaTeNeM.

HpM VICIIOJIBE3OBAHMM HACTPOEK yCTpOIZCTBa 10 YMOJIUaHMIO MMA II0JIB30BaATEJId — admin,
napojie — admin.
/ Monb3osaTtenb no ymonuyaHuio (admin/admin) cywecteyer 40 Tex nop, NOKa He CO3A4aH /io-
60i1 ppyroii nonb3oBaTtenb C ypoBHEeM nNpusunerui 15.
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V Bcerpa A0MKeH cylecTBOBaTb N0Nb30BaTe b C yPOBHEM npuBunernii 15.

3.5.3.1 Hacmpoliika docmyna Ao cepeepos RADIUS u TACACS+

Ons ncnonbsosanusa Radius n TACACS+ cepBepoB HEOH6XOAMMO BbINOJIHUTL CeaytoLlyne HacTpomn-
KM Ha KOMMyTaTope:

— Hactpourtb IP-agpec cepsepa;

— HacTpouTb KAkoY A0CTyNa, 3a4aHHbI ANA HacTpaeBaemoro cepeepa (npu Haauuuu).

[Mpumep kKomaHO 0sa Hacmpoliku RADIUS u TACACS+ cepsepos:

console# configure terminal
console (config)# radius-server host 192.168.16.3 key KEY
console (config)# tacacs-server host 192.168.16.3 key KEY

3.5.3.2 Hacmpoiika AAA 011 pa3HbiX NPOMOKO0s08 ynpaeneHus
HacTtpouTtb cnucok AAA no ymonyanuio. Cnucok AAA No YyMOYaHUIO MPUMEHAETCA KO BCEM JIMHUAM

(console, telnet, SSH), ecnu ana ykasaHHOW IMHUM He YKa3aHO MHOTO. B NpMBeaeHHOM Npumepe 418 AMHUN
console gocTyn 6yAeT ocyLecTBAATLCA TO/IbKO Yepes /IoKaNbHY0 6a3y AaHHbIX.

[Mpumep KoMaHO 018 Hacmpoliku AAA:

console (config)# aaa authentication default radius tacacs local
console (config) # aaa authentication user-defined cons local
console (config)# line console

console (config-line)# aaa authentication login cons

console (config-line)# aaa authentication enable cons
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4 YNPABNEHUE YCTPOMUCTBOM. MUHTEP®EMUC KOMAHAHON CTPOKU

[NA KOHPUrypaLMM HacTPOeK KOMMYTaTOpa UCMO/Ib3YETC HECKOJIbKO PEXKMMOB. B KaxKaoM pexkume
[AOCTyrneH onpeaeseHHbl CMUMCOK KOMaH4,. BBog cMMBOMa «?» CAYKUT ANA NpocmoTpa Habopa KomaHa,
OOCTYMHbIX B KaXXA0M M3 PEKMMOB.

[na nepexoda U3 OA4HOrO pe)KMma B APYrol UCMONb3YIOTCA cneumanbHble KomaHabl. MepevyeHb
CYLLECTBYIOLMX PEXMMOB M KOMaH/, BXO4A B PEXKMUM:

KomaHOdHbiii pexcum (EXEC), naHHbIA pexXMm AOCTyNeH cpasy noc/se yCcnewHon 3arpy3km KommyTa-
TOpa M BBOAA MMEHM NONb30BaATENA U NAPOAs (41a HENPUBMAETMPOBAHHOTO NoAb30BaTens). MpurnaweHue
CUCTEMbI B 3TOM PEXMME COCTOUT U3 UMEHM ycTpoicTea (host name) u cumsona “>”.

console>

Mpusune2upoeaHHbIii KOMaHOHbIl pexcum (privileged EXEC), naHHbIN peXUm AOCTyneH cpasy no-
C/le YCNeLHOoM 3arpy3kM KOMMyTaTopa, BBOAA MMeHW No/b3oBaTena M napona. MpurnalweHue cucTembl B
3TOM peXXMMe COCTOMT U3 UMeHM ycTpolicTBa (host name) u cumBona “#”.

console#

Pexcum 2nobanbHoli KoHgpuypayuu (global configuration), naHHbIN peXxum npeaHa3HavyeH aaa 3a-
AaHuA 06LWKMX HacTpoek KommyTaTtopa. KomaHabl pexmma rnobanbHon KOHGUIypauum A0CTYMHbI U3 Jio-
6oro nogpexnma KoHpuUrypaumun. Bxoa B pexknmm ocyLLecTBaseTca KoMaHaon configure terminal.

console# configure terminal
console (config) #

Pexcum koHguaypayuu mepmunHand (line configuration), naHHbIN pexnm npegHasHavyeH ANA KOH-
burypaumm, cBasaHHoM ¢ paboTon TepmMuHana. Bxos B pexMm OCyLLeCTBAAETCA U3 perrMma rnobanbHOM
KOHOUIypaumm KomaHaoM line console.

console (config)# line console
console (config-line) #

4.1 ba3oBble KOMaHAbI

KomaHOowb! pexcuma EXEC

3anpoc KoMaHAHOW CTPOKM B pexkume EXEC nmeet cnegyowmin Bua:

console>

Tabnunua 25 — ba3oBble KOMaHAbl, AOCTYMHble B pexkmme EXEC

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no yMmoan4YaHuto
enable [priv] priv: (1..15)/15 MepekntounTbeA B NPUBUNETUPOBAHHDBIN PEXUM (€CIU 3HaYEHUe
He YKa3aHo — To ypoBeHb npusunerunii 15).
logout - 3aBepLueHue TEKYLLEW CECCUM U CMEHa NO/Ib30BaTeN .
exit - 3aKpbITb aKTUBHYIO TEPMUHAJbHYIO CECCUIO.
help 3anpoc cnpaBo4YHON WMHPpopmaumm o paboTe uHTepdenca Ko-
) MaHZHOW CTPOKM
show privilege - MNoKas3aTb ypoBEHb NPUBUIETMI TEKYLLLETO NO/Ib30BaTENA
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KomaHObI pexcuma Privileged EXEC

3anpoc KoOMaHAHOM CTPOKU MMeeT caeayowmii BUa;:

console#

Tabnunua 26 — basoBble KOMaHAbI, AOCTYNHbIe B pexkume Privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuwo

Aelicmeue

disable [priv]

priv: (1, 7, 15)/1

BepHyTbCA B HOPMAbHbIV PEXKUM U3 MPUBUNETUPOBAHHOTO.

configure terminal

MepeiTn B pexxum KoHPUrypawumm.

KomaHOb1, docmyrniHbie 80 8cex perumMmax KoOHgu2ypauuu

3anpoc KOMaH,D,HOﬁ CTPOKU UMEET O4NH U3 cnegyrownx sBsngos:

console#

console (config) #

console (config-line)#

Tabnnua 27 — ba3oBble KOMaHAbI, 4OCTYMHbIE BO BCEX peXUMax KOHOUTypaLmm

Komanda 3HayeHue/3HayeHue Neiicmeue
o ymoa4aHuio

exit ) BbIliTv M3 ntoboro pexnma KOHPUrypaLmm Ha ypoBeHb Bbllle B
nepapxmm Komang CLI.

end BobIiTn U3 ntoboro perxkmma KoOHOUTypaLum B KOMaHAHbIN pexrum

i (Privileged EXEC).

do ) BbINO/NHWUTL KOMaHAY KomaHaHoro yposHA (EXEC) us ntoboro pe-
KMMa KOHOUrypaumm.

help - BbIBECTM CNPaBKY MO UCMO/Ib3yeMbIM KOMaHAAM.

4.2 dunbTpayma coobieHnit KoOMaHAHOMN CTPOKMU

®dunbTpaums coobLeHni N03BOAAET YMEHbLINTL 06BeM 0TOBpakaemMblx AaHHbIX B OTBET Ha 3anpochl
nosib3oBaTens U 06aerynTb NOUCK Heobxoanmon nHpopmaumu. Ana dunbTpaumm Tpebyerca nob6asuTh B
KOHeLl, KOMaHAHOW CTPOKU CMMBOA « |» M UCNOJIb30BaTb OAHY M3 ONUMIA GUALTPALUK, NEPEYNCIEHHDBIX B
Tabanue 26. PuabTpauua paboTaeT ToNbKO 4nA show-KomaHg,

KomaHOwbl pexcuma Privileged EXEC

3anpoc KoOMaHAHOM CTPOKU MMEEeT Caeayiolmii BUA,:

console#

Tabnunua 28 — ba3oBble KOMaHAbl, AOCTYMHble B pexume Privileged EXEC

KomaHda

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

Aelicmeue

grep

BbiBecTn Bce CTPOKMU, cogepKaiue WabnoH.

grep-v

BbiBECTW BCe CTPOKM, He copepXxallme WabnoH.

grep -c "regexp"

BbIBECTU BCE CTPOKM, COAEPIKALLME PErYAAPHbIE BbIPAXKEHUSA:

. — COOTBETCTBYET 060MY OTAE/IbHOMY CUMBOY;

* — npeablaywmii cumeon cootseTcTeyeT O uam 6onee pas;

A — cooTBeTcBYeT Npobeny B Hayane CTPOKM;

\b — cooTBetcTByeT npobeny B KOHLE CNOB3;

[] — BbIBOAUT BCE CTPOKM, B KOTOPbIX COAEPMKATCA CMMBOJIbI U3
KBaApaTHbIX CKOBOK;

\ — UTHOPWUTYET CMMBON, CNEAYIOLWMNIA 33 PETYNAPHbIM Bbipae-
Huem.
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4.3 HacTpoiiKa MaKpOKOMaHp,

[daHHas QyHKLMA NO3BONSET CO34aBaTb YHUPUUMPOBaAHHbIE HabOPbl KOMaHA — MaKPOChI, KOTOpble
MOXXHO BMOC/eACTBUMN NPUMEHATb B NpoLecce KoHOUrypaumm. MakcMmanbHOe KoNMYecTBO MaKpoCoB —
15.

KomaHObI pexcuma 2a06aa6HolU KOHu2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM peXxnma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabnunuya 29 — KomaHabl perknma rnobanbHo KoHPUrypaumm

3HayeHue/3HayeH
KomaHoa ue no Aelicmeue
yMOAYaHUIO
macro name word Co3AaTb HOBbIM HAabOP KOMaHA, ecn HAabop € TaKUM UMEHEM
cyliecTByeT —nepesanucatb ero. Habop KomaHg BBOAUTCA NO-
CTPOYHO. 3aKOHUYMTb MAKPOC MOMKHO C MOMOLLbIO CMMBO/A
word: (1..32) “
@”. MakcMmanbHaa aanHa makpoca — 510 cumonos. B Tene
cMmBonoB MaKpOCa MOYHO MCMONb30BaTb A0 TPEX NEPEMEHHbIX B KOH-
durypauum.
no macro name word YAanuTb yKasaHHbI Makpoc.
macro apply word MpUMeHNTb YKa3aHHbIA MaKpoc.
[patternl valuel] [pattern2 word: (1..32) - pattern — wWabnoH, COCTOALMA N3 0OBABNEHUA, HAaNpUmep
value2] [pattern3 value3] CMMBOJ/I0B cumBona "%", n nepemMeHHON, HanMcaHHbIX CIMTHO;
- value — nepemeHHas KoHoUrypauuu.
macro trace word OT06pa3unTb NpoLECC BbINOAHEHUS MAKpoca.
[patternl valuel] [pattern2 word: (1..32) - pattern — wWabnoH, COCTOALWMIA U3 0OBABNEHUA, HAaNpUMep
value2] [pattern3 value3] CMMBOJ/I0B cumBona "%", n nepemMeHHON, HanMcaHHbIX CIMTHO;
- value — nepemeHHas KoHoUrypauuu.

KomaHOowb! pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKKM pexxnma EXEC:
console#

Tabnvua 30 — KomaHab! pexkuma EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymon4aHuro

macro apply word MpUMeEHUTb YKa3aHHbIM MaKpoc.
[patternl valuel] [pattern2 word: (1..32) - pattern — wabnoH, COCTOALLMI U3 0OBABNEHUS, HAaNpUMep
value2] [pattern3 value3] CMMBO/IOB cumBona "%", u nepemeHHOW, HanUCaHHbIX CIMTHO;

- value — nepemeHHasn KoHdUrypaumu.
macro trace word OT06pa3nTb NpoLEecc BbINOJHEHWA MaKpoca.
[pattern1 valuel] [pattern2 word: (1..32) - pattern — wWabnoH, COCTOALMMN U3 06BABNEHUA, HaNpUMep
value2] [pattern3 value3] CUMBOJI0B cumeona "%", U nepemeHHOM, HanMUCaHHbIX CIMTHO;

- value — nepemeHHasn KoHOUTypaLmu.
show macro OTO6pa3nTb MNapameTpbl HACTPOEHHbIX MaKpPOCOB Ha

i ycTpoiicTse.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

Buza 3anpoca KOMaHAHOW CTPOKM penma KoHoUrypaumm nHtepdeica:

console (config-if) #
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Tabnnua 31 — KomaHabl pexkuma KoHourypauum uHtepdelica

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4aHuro

macro apply word MpUMeEHNTb yKa3aHHbIM MaKpoc.
[pattern1 valuel] [pattern2 word: (1..32) - pattern — wab0OH, COCTOALWMMN U3 06BABNEHUSA, HANPUMEP
value2] [pattern3 value3] CMMBOJI0B cumBona "%", n nepemMeHHON, HanNMCcaHHbIX CIMTHO;

- value — nepemeHHas KoHoUrypauuu.
macro trace word OTO06pPa3nTb NPOLECC BbINONHEHNA MaKpoca.
[patternl valuel] [pattern2 word: (1..32) - pattern — wab0OH, COCTOALWMMN U3 06BABNEHUSA, HANPUMEP
value2] [pattern3 value3] CMMBONOB cumBona "%", v nepemeHHOM, HaMUCaHHbBIX CUTHO;

- value — nepemeHHas KoHoUrypauuu.

[pumep UCNoaAb308AHUA MAKPOKOMAHO:

console (config) #macro name 1234

Enter macro commands, one per line. End with symbol '@'.
conf t

interface gi0/%1

switchport mode access

switchport access vlan %2

description %3

@

consolefmacro apply 1234 %1 6 %2 10 %3 "giO0/6"

4.4 KomaHAapbl ynpaBaeHUa cUCTeMmomn

KomaHOb1 pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console>

Tabanuya 32 — KomaHabl ynpasaeHna cuctemon B pexkume EXEC

3HayeHue/3Ha4yeHue no o
KomaHoa / Aelicmeue
YMOAYAHUIO
ping {A.B.C.D | host | ipv6 KomaHgza cnyuT ans nepegayum 3anpocos (ICMP Echo-Request)
AAAA::BBBB} [size size] npoTtokona ICMP yKkasaHHOMY y3ny ceTu, a TaKXe A/ KOHTpoAA
count count] [timeout noctynatowmx otseTtos (ICMP Echo-Reply).
[. I host: (1..158) cumBonOB; Y W ( PIY)
timeout] . N - A.B.C.D — IPv4-agpec y3na cetu;
size: (36..2080)/64 6aiT;
- AAAA::BBBB — IPv6-agpec y3na cetu;
count: (0..10)/3; host — LomeHHOe MMA y3na ceTu;
timeout: (1..100) ) A Y ! .
- Size — pa3mep NakeTa A/ OTNPaBKK, KONMYECTBO HalT B NaKeTe;
- count — KONIMYECTBO NaKeToB ANA Nepesayu;
- timeout — Bpema 0XMAaHMA OTBETa Ha 3anpoc.
traceroute {A.B.C.D | host | OnpeaenexHve mapLupyTa TpaduKa 40 y3/1a HazHAYEHUA.
ipv6 AAAA::BBBB} [size size] - A.B.C.D — IPv4-appec y3na cetu;
[ttl tt/] [count count] - AAAA::BBBB — IPv6-aapec y3na cetu;
[timeout timeout] host: (1..63) cumBoNOB; - host — pomeHHOe UMA y31a ceTu;
size: (64..1518)/64 6aiit; | - Size — pasmep nakeTa ANA OTNPABKM, KONMYECTBO 6alT B NakeTe;
ttl: (1..255)/30; - tt/ — MaKcMManbHOE KONMYECTBO Y4acTKOB B MapLUpyTe;
count: (1..10)/3; - count — KOAMYECTBO MOMbITOK Mepegadyn MakeTa Ha Kaxgom
timeout: (1..60)/3 c y4acTke;
- timeout — Bpema 0XMAaHMA OTBETA Ha 3anpoc;
OnucaHue oWnU60K NPU BbINOIHEHUM KOMAHA U pe3yb-
V TaTOB NpMBeAEHO B Tabnuue 34.
show users i OT06pa3nTb MHPOPMALMIO O MONb30BATENAX, UCNONb3YIOLWUX pe-
CypCbl YCTPOMCTBaA.
show system information - BbiBOA, cMCTEMHOWN MHPOPMALMK.
show nvram OT06pa3unTb MHbOPMALMIO 06 YCTPOMCTBE B IHEProHe3aBUCUMON
namaTu.
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show tech-support

BbiBOA KOMaHAbI NpeacTaBafeT coboi KoMOMHaALMIO BbIBOAOB
NepeYnceHHbIX HUXKE KOMaHA:

- show clock

- show system information

- show bootvar

- show running-config

- show ip interface

- show ip route

- show ipv6 interface

- show spanning-tree

- show etherchannel summary

- show etherchannel load-balance
- show interfaces status

- show interfaces counters

- show interfaces utilization

- show interfaces

- show ip arp

- show env all

- show mac-address-table count summary
- show fiber-ports optical-transceiver
- show cpu rate limit

- show errdisable interfaces

- show vlan

- show ip igmp snooping groups

- show ip igmp snooping forward

- show ip igmp snooping mrouter
- show ipv6 mld snooping groups

- show ipv6 mld snooping forward
- show ipv6 mld snooping mrouter
- show logging

- show logging filename-one

- show logging filename-two

- show logging filename-three

- show users

- debug show tcam

KomaHOwb! pexcuma Privileged EXEC

3anpoc KomaHAHOM cTPoKK B pexxkmnme Privileged EXEC umeet cnegytowmin sua;:

console#

Tabnuua 33 — KomaHabl ynpasneHusa cuctemoli B pexkume Privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

reload

KomaHZaa cnysKuT ans nepesanycka yCTpoicTaa.

reload at hh:mm:ss [day month]

hh: (0..23);
mm:(0..59);

ss: (0..59);
day: (1...31);
month: (1..12)

YcTaHOBKa BpemeHu nepesarpysku ycTpoicTaa.

reload in {hours minutes}

hours: (0..168);
minutes: (0..59)

YcTaHOBKa BpemMeHHU, yepes KOTopoe NPon3onaeT nepesarpyska
yCTpoOWMcTBa.

reload cancel

OTMeHa OT/I0KEHHOW nepesarpysku.

show reload - MpocMOoTp BpeMeHU, Ha KOTOpoe HasHayeHa nepesa-rpyska.
show env {CPU} - MOHUTOPUHT yTUAK3aLmm CPU.

show env {tasks} - MoHuTOpUHr yTansaunu CPU no npoueccam.

show env {RAM} - MOHUTOPUHT yTUAM3aLmn RAM.

show env {temperature}

MOHUTOPUHI TepMOoaTUmnKa.

show env {flash}

MoHuTopuHr flash-namatu.

show env {power}

MoHUTOPUHr NuTaHnA n AKB.

show env {all}

MOHUTOPUHT BCEX MAPAaMETPOB OKPYKEHUS.
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show env {dry-contacts} -

MOHMTOpMHF TeKyulero CoOCToAHNA CyXnUX KOHTAKTOB.

show env {fan} -

MOHMTOpMHF COCTOAHUA BEHTUNIATOPOB.

show env {fan thresholds}

0OT06pasunTb TabanLy ¢ AONYCTUMbIMKU CKOPOCTAMM BpaLLeHUA
BEHTUIATOPOB.

telnet {A.B.C.D | host |
AAAA::BBBB |

AAAA::BBBB%interface} [-| name] host: (1..63) cumsonos

OTkpbiTve TELNET-ceccumn ans ysna cetu.
- A.B.C.D — IPv4-apgpec y3na cetu;

- AAAA::BBBB — IPv6-aapec y3na cetn

- interface - nHTepdelic;

- name — UMA NoNb30BaTeNA.

show telnet-client -

OTo6pasunTb cTaTyc KAneHTa Telnet 1 K0IMYECTBO aKTUBHbIX cec-
CUNA.

ssh [@]{A.B.C.D | AAAA::BBBB |
AAAA::BBBB%interface} [-l name] -
[-1]-2] [-C] [-v] [command]

OTKpbITMe SSH-ceccun ana ysna cetu.

- A.B.C.D — IPv4-apgpec y3na cetu;

- AAAA::BBBB — IPv6-aapec y3na cetn

- interface — nHTepdeic;

- name — UMA NO/Nb30BaTeNA;

- 1 —wucnonb3osaTb ToNbKO SSH Bepcuu 1;

- 2 —1UCNo/1b30BaTb TONbKO SSH Bepcum 2;

- C—3anpocuTb CKaTue AaHHbIX;

-V —nogpobHo oTobpakaTb NPOLECC NOAKIOYEHMS;

- command — KomaHZa, BbinosHAemas Ha SSH-cepsepe.

show ssh-client -

OT06pa3unTb cTaTyC KAneHTa SSH 1 Ko/IMYecTBO aKTUBHbIX Cec-
cun.

create ssl crypto key rsa [1024 |

CreHepupoBaTb NPMBATHbIV KoY ana SSL-cepBepa Ha KOmMMy-

2048] TaTope.
create ssl cert-req algo rsa sn
[string] - CreHepupoBaTb 3anpoc Ha cepTUdMKaT OT KOMMyTaTopa.

create ssl server-cert -

BkAtounTb perkmm BBoAa cepTudmKaTa.

Mpu BbINOAHEHUN KOMAHAb! t raceroute MOTYT MPOU30NTM OLIMOKK, onucaHne owmnboK npmeegeHo

B Tabanue 34.

Tabnvua 34 — OwKMOKM Npu BbINOJIHEHUN KOMAHAbI traceroute

Cumeon owubku OnucaHue
* TaimayT Npu NonbITKe Nepesayun nakera.
? HewnsBecTHbIV TUM NaKeTa.
A AZMUHUCTPATUBHO HegocTyneH. O6bIYHO NpoucxoanT nNpu 6J10KMPOBAHUN UCXOLALLENO
TpaduKa no npasuaam B Tabanue goctyna ACL.
F TpebyeTcs pparmeHTaums n yctaHoBka 6utos DF.
H Y3en cetn HeJgoOCTyneH.
N CeTb HegOCTYNHa.
P MpoToKoN HepoCTyneH.
Q MCTOYHMK NnoaaBneH.
R McTekno sBpems NoBTOpHOM cbopKM pparmeHTa.
S OwnbKa ncxoaallero mapLupyTa.
U MopT HepocCTyneH.

KomaHObI pexcuma 210baabHol KOHGuU2ypayuu

3anpoc KoMaHAHOW CTPOKM B pexkmnme rnobanbHoin KoHOUTypaumm MMeeT Cieayrowmin Bua;

console (config) #

Tabanua 35 — KomaHapl ynpaB/ieHNa cMCTEMO B pexxmnme rnobanbHoin KoHoUrypaumum

3HayeHue/3HayeHue
no yMmon4aHuwo

KomaHda

Aelicmeue

hostname name

KomaHpaa cny>kuTt anAa 3afaHnA ceTeBoro MMeHu yCTpOVICTBa.
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no hostname name: (1..128) .
BepHyTb ceTeBoe MMA YCTPOCTBA B 3HAYEHME MO YMONHYAHMIO.
CMMBONOB/-
system location name name:(1..255) N
3apaTb MHOOPMALMIO O MECTONOIOKEHUMN YCTPOMCTBA.
CMMBOIOB
system contact name name:(1..255) .
3a4aTb KOHTAKTHYIO MHPOPMaLMIO YCTPOMCTBA.
CMMBONOB
system description name name:(1..255) N
3agaTtb onMcaHue ycTpomcTea
CMMBO/10B
cpu rate limit queue queue YCTaHOBWUTb OrPaHUYEHME CKOPOCTU BXOAALLMX Kagpos (frame) gna
maxrate pps onpegeneHHol oyepeam
- ppS — NAKeTOB B CEKYHAY.
V Peanusyet ¢pyHKuuio CoPP (Control plane protection).
queue: (1-8)

cpu-rate limit queue queue
maxrate 128

-pps: 1..2000/128

V PacnpegeneHue ouepegeii Ana npuHUMaemoro Tpadpmka
Ha CPU npusepgeHo B NMpunoxkeHue B. Ouepepu ana npu-
HMUMmaemoro Ha CPU tpaduka.

BOCCTaHOBUTL 3HauYeHWe pps MO YMOAYAHUIO 417 ONpeseseHHoM
ouepeau.

reset-button {enable | disable
| reset-only}

- enable — npu HaxKaTum KHoNKK F anntenbHocTbio meHee 10 ce-
KyHA, NPOMCXOANT Nepe3arpy3ka yCTPOMCTBA; NPU HaXKaTuK Ha
KHONKy 6onee 10 cekyHA, npomcxoguT cbpoc ycTpoicTea Ao 3a-

-/enable .
BOACKOW KOHUrypaLmu;
- disable — kHonNKa F oTKAlOYEHa (He pearMpyert Ha Ha)KaTue);
- reset-only — TONbKO Nepesarpyska.
set telnet-client enable BKkntounTb paboty TELNET-knneHTa.
- - -/BKNtOYEHO
set telnet-client disable Bbikntountb paboty TELNET-knneHTa.
set ip http enable .
Bkntountb HTTP-cepBep Ha ycTpoMCTBE.
-/BKAKOYEHO
set ip http disable BbIkntounTb HTTP-cepBep Ha ycTpolicTBe.
HasHauutb nopt, npocnywmnsaemobiii HTTP-cepeepom.
ip http port port 80 ’ | Tpebyetca nepesanyck HTTP-cepBepa gna npumeHeHUs
e Hacrpoiiku.
set ssh-client enable BkatounTb paboTty SSH-kAneHTa.
-/BKAKOYEHO

set ssh-client disable

Bbikntountb paboty SSH-knuneHTa.

env dying-gasp enable

env dying-gasp disable

-/BbIK/IIOYEHO

BKAtouMTL OTNPaBKy cooblueHuii dying gasp.
V TonbKo gns ycrpoiictea MES2448B.

V Mpw BKAOYEHUUN OTNPaBKKU cooblieHuit dying-gasp BbiK-
novaetca moHuTopuHr AKB.

BbIKNOUNTL OTNPaBKY coobuweHuii dying gasp.

env battery monitor enable

env battery monitor disable

-/BKNOYEHO

BrntounTtb moHuTOpUHT AKB.
V Tonbko ana ycrpoiictea MES2448B.

Mpun BKAOYEHUU MOHUTOpPUHTa AKB BbiKAtOYaeTca OTn-
V paBKa coobuieHuit dying-gasp.

BbikntounTb MOHUTOPUHT AKB.

env maximum CPU threshold

percentage:1-100/100

HacTpouTb normposaHune o0 NpesbllleHNnn 3aJaHHOTO B NPOoLeHTax

percentage nopora ytunmsauum CPU.

env maximum RAM threshold HacTpouTb fIorMpoBaHue o NpeBbIlEHUN 334aHHOIO B MPOLEHTax
percentage:1-100/100 P P P A oL

percentage nopora ytuaunsaumm RAM.

env maximum flash threshold
percentage

percentage:1-100/100

HacTpouTb siorMpoBaHMe O NPEeBbILEHUN 334aHHOMO B NPOLEHTax
nopora ytunmnsauum flash.

banner exec [string]

no banner exec

-/BbIK/IOYEHO

HacTpouTb npuBeTcTBME AN HEaBTOPM30BaHHbLIX NOJib30BaTENEN
NPy NOAKNIOYEHUM K KOMMYTaTOpY.

string — TEKCT NPUBETCTBUSA AJIMHON A0 256 CMMBOJIOB.

Mpwn BBOAE KOMaHAbl 6€3 nmapameTpa string npuMBeTCTBME MOXKET
uMmeTb AanHy ao 1023 cumsonos. BBog npuBeTcTBUS NpepbiBaeTcs
C NoMOLLbI0 cMmBona "'@".

YpanuTb npuseTcTBME 419 HEAaBTOPM30BAHHbIX nonb3osaTenen.
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banner login [string]

no banner login

-/BbIK/IIOYEHO

HacTpouTb npuBeTCcTBME A4 NOAb30BATENEN NOCAE aBTOPU3ALUU.

string — TEKCT NPUBETCTBUS OANHOM A0 256 cimBO/IOB.

Mpw BBOAE KOMaHAbl 6e3 napameTpa string NpMBETCTBUE MOXKET
mmeTtb annHy ao 1023 cumeonos. BBog npuBeTcTBUA NpepbiBaeTca
C NomolLbio cumeona "@".

Ypanutb npuBeTcTBME AN1A aBTOPU3O0BAHHbIX nosb3osaTesniei.

logging events reload

no logging events reload

-/BKAOYEHO

BKAtOUUTL OTNPaBKY snmp Tpanos u syslog coobuieHnit npu nepe-
3arpysKe ycTponcTea no KomaHge «reload» nnm yepes SNMP.

BbIKNHOUYMTL OTNPABKY SNMp TpanoBs U syslog coobLueHnii npu nepe-
3arpy3Ke ycTponctea no KomaHge «reload» nnm yepes SNMP.

ip http secure server

no ip http secure server

-/BbIK/IIOYEHO

Bkntountb HTTPS-cepBep Ha ycTpoicTBe.

OTkAtounTb HTTPS-cepBep Ha ycTpoiicTBe.

Tabnnuya 36 — KomaHabl pexkmma Privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

clear cpu rate limit counters

OumnCTUTL cYeTUMKM rate limit Ha CPU.

show cpu rate limit

OTobparkeHune cyeTymKos rate limit Ha CPU.

set cli pagination on

BK/IIOUMTb NOCTPAHWUYHDIN BbIBOA KOHOUTYpaLmu.

set cli prompt off

— -/on ,
set cli pagination off OTKNOUYUTL NOCTPAHUYHBIN BbIBOA, KOHbUIYpauuu.
. BKAIOUUTL NOATBEPXKAEHME nepes BbINOJHEHUEM HEKOTOPbIX KO-
set cli prompt on ATBEPHA PeA P
MaHa,.
-/on

OTKNOUYUTL NOATBEPNKAEHME Nepes, BbINOJHEHUEM HEKOTOPbIX KO-
MaHZ.

4.5 KomaHabl ANA HAaCTPOMKKU NapameTpoB ANA 3a4aHUA naponei

[aHHbI pa3aen npegHasHayeH ANA HACTPOMKM 3aflaHnA naposielt Ana nonb3osartenei.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

3anpoc KOMaHAHOM CTPOKM B pexkume rnobanbHoM KOHOUTypaLMmn MMeET CeayoWwmin BUA:

console (confiqg) #

Tabnuua 37 — KomaHAbl ynpaBieHUsA CUCTEMON B pexxnme rnobanbHo KoHOUrypaLumm

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

HAelicmeue

password validate char
[lowercase | numbers |
symbols | uppercasel]

no password validate

-/BbIK/IIOYEHO

BKNOUMUTL MeXaHM3M NPOBEPKU Naposiei.

- lowercase — naponb AOMKEH COAepKaTb CUMBOJIbI HUXKHETO perun-
cTpa;

- numbers — Napo/b JONKEH COAepHKaTb XOTA 6bl 04HY LndpPY;

- symbols — naponb AO/IXKEH COXKepKaTb XOTA 6bl O4UH CUMBOJT;

- uppercase — Napo/b OO/MXKEH COAEPHKATb CUMBO/IbI BEPXHErO pe-
rmcTpa.

OTKNHOYUTE MEXaHU3M NPOBEPKM Naponei.

password validate length
length

no password validate

length: (0..20)/0

3apaTb MWHUMANbHYIO AIMHY NapOoaA.

YCTaHOBUTb 3HaYeHMe N0 YMOHaHWIO.

3anpoc KomaHgHoM cTpoKu B pexkume Privileged EXEC nmeeT cneayowmin sua;

console#

Tabnunua 38 — KomaHabl ans pabotbl ¢ paiinamm B pexkume Privileged EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymoa4YaHuro

Aelicmeue

show password validate rules

MpocMOTp TeKyLLelt HACTPOMKN MeXaHM3Ma NPOBEPKM Naponel.
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4.6 Pa6orta c pannamu

4.6.1 OnucaHue ap2ymeHmMoO8 KOMAaHO

Mpun ocyuwecTBaeHnn onepaumin Hag dannamm, B Ka4ecTBe apryMeHTOB KOMaH/, BbICTYNatoT ajapeca
URL — onpegenutenn MecTOHaxoxgeHua pecypca. OnucaHue KAK4YeBbIX C/I0B, WMCNOAb3YEMbIX B
onepauusx, npuseaeHo B Tabauue 37.

Tabnnua 39 — CnnCcoK KAtoUYeBbiX CNOB U UX ONUCaHKUe

Knroueeoe cnoso OnucaHue

McxoaHbli agpec uav agpec Mecta HasHavyeHua Aa SHeProHe3aBUCMMON NamsaTU. DHeproHesasu-
CMMan NamATb UCMO/Ib3yeTca No ymondaHuio, ecam agpec URL onpeaeneH 6e3 npedukca (npedmk-
camu ssnstoTcs: flash:, tftp:, scp:...).

flash://

running-config daiin TekyLLet KoHOUrypaumm.

startup-config ®aitn nepBoHa4YanbHON KOHGUTypauuu.

active-image daiin c akTMBHbIM 0bpasom.

inactive-image ®aiin c HeakTMBHbIM 06pasom.

UcxogHbI agpec nnv agpec mecta HasHadyeHua ana TFTP-cepsepa.

CuHTakcuc: tftp://host/[directory]/ filename.

tftp:// - host — IPv4-agpec nau ceTeBoe MMA YCTPOCTBA;
- directory — kaTanor;
- filename — ums daiina.

logging ®aiin c uctopmein KomaHa,

4.6.2 KomaHObI 0na pabomei ¢ palinamu

3anpoc KomaHAHOM cTpoKK B pexxkume Privileged EXEC nmeeT cneayowmin BuAa;

console#

Tabnunua 40 — KomaHabl ans paboTbl ¢ parinamm B

pexknme Privileged EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

copy source_url
destination_url image

copy startup-config
destination_url

copy source_url boot

source_url: (1..160)
CUMBO/IOB;
destination_url: (1..160)
CUMBOJI0B

KonuposaHue daita N3 MecTononoXeHna UCTOYHNKA B MecTono-
NOMKEHME HazHayeHus.

- source_url — mectononoxeHune Konvpyemoro ¢aiina;

- destination_url — appec mecta Ha3HauyeHus, Kyaa ¢alin byaer cko-
nMpOBaH.

CoxpaHeHue nepBoHaYaibHON KOHUrypaLumm Ha cepsepe.

KOHMpOBaHMe cbai;ma Ha4a/IbHOro 3arpys4ymka n3 mectononoxeHua
MCTOYHUKa B CUCTEMY.

dir [flash:path | dir_name]

OT06pa3unTb CNUCOK dalinoB B yKasaHHOM KaTasnore.

more [flash:path | file_name]

OTob6pa3unTb cogeprknumoe dainna.

pwd

OT06pa3zunTb NyTb A0 TEKYLLEN AUPEKTOPUMN.

cd [flash:path | dir_name]

N3MeHWUTb AMPEKTOPUIO Ha YKa3aHHY!Ho.

mkdir [flash:path | dir_name]

Co3patb ANPEKTOPUIO C YKa3aHHbIM Ha3sBaHUEM.

rmdir [flash:path | dir_name]

Yaanutb ANPEKTOPUIO C YKa3aHHbIM Ha3BaHUEM.

erase [flash_url]

Ypanute daiin

erase startup-config

Ypanutb baitn nepsoHaYanbHoOM KoHdUrypaumu.

erase nvram:

CbpocuTb A0 AedONTHOW 3HEPrOHE3ABUCHMYIO MAMATD.

erase flash:/LogDir/filename

Yaanutb $ain 3anmcy aBapuiiHbIX M OTNAL04HbIX COOBLLEHWIA.

boot system inactive

3arpysuTbCca ¢ HeaKTUBHOrO 06pasa MO.

boot system active

3arpy3unTbca c akTMBHOro obpasa MNO.

delete startup-config

Ypanute dpaiin nepBoHa4yabHON KOHOUIYypaLMM BMECTE C O4MCTKOM
rno6anbHbIX HACTPOEK NVram W yaaneHnem nosb3oBaTtesiei.
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show running-config
[interface {fastethernet
fa_port | gigabitethernet
gi_port |tengigabitethernet
te_port | port-channel group
| vlan vian_id][module]

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11);
group: (1..24);
vlan: (2..4094);
module: (igs, la, stp..

~

OT106pasutb copepxumoe
(running-config).

- interface — KoHdUrypauma nHTepdeicoB KoMmmyTaTopa - pusnye-
CKux MHTepdeicos, rpynn uHtepdericos (port-channel), VLAN-uH-
Tepdeiicos, MHTepdeiica 3amblKaHUA Ha cebs;

- igs — IGMP snooping;

- la —link-aggregation;

- stp — spanning-tree.

dana  Tekywen KoHobUrypauum

show startup-config

OTob6pasuTb cogeprMmoe dalina nepBoOHaYaNbHOW KOHOUrypa-
unm.

show bootvar

MoKasaTb aKTMBHbIN ¢dann cuctemHoro MO, KOTopbI YCTPONCTBO
3arpy»kaeT npu 3anycke.

write {startup-config | url}

CoxpaHuUTb TEKYLLYIO KOHOUTypauuto B palin nepBoHa4abHOM KOH-
durypauum.

replace running-config
[flash:path]

3ameHuTb running-config KoHburypauueit us daina.

clear running-config

OumnCTUTb TEKYLLYIO KOHOUTYpaumio (running-config).

diff [flash:path] [flash:path]

CpaBHUTb ABe KOHOUrypauuu.

Cepsep TFTP He moeT 6bITb aApecom UCTOHHUKOM U a4 pPecoM HasHa4YeHUA ANA OAHOM
P KOMaHAbl KONUPOBaHUA.

MpocMOTp aKTUBHOIO M HEAKTUBHOIO obpasa gocyTneH ns u-boot. 111 3TOro B KOMaHAHOW CTPOKE U-

boot Heobxoamumo BBecTH:

MES2428# bootimg print

KomaHaa ana cmeHbl akTMBHOTO obpasa 13 u-boot:

MES24284# bootimg inactive

KomaHaa «bootimg inactive» npumeHsaetca 6e3 oXkugaHua noaTsepXKaeHuUA.

Mpwu 3arpysKe ¢aina KoHPUrypauum c yganeHHoro cepsepa B «startup-config» B Hauane
daitna Heobxogumo [06aBUTb CTPOKY C CUMBOIOM «I».

daiin KoHpUrypauum JonxKeH umeTtb paclumpeHume «.confr».

4.6.3 KomaHOblI 0na pe3epsuposaHua KOHguU2ypayuu

B AaHHOM pasaene onucaHbl KOMaHAbl, NO3BO/IAOLLIME PE3EePBUPOBATb KOHOUIYpPaLMIO Ha cepBep.
[ns pesepBMpoBaHnA KOHOUIypaLmMn HeobXo0AMMO YKa3aTb agpec cepeepa.

KomaHObI pexcuma 2a06anb6Hol KoOHguU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKUME r106anbHON KOHPUTYpaLLMK:

console (config) #

Tabnnua 41 — KomaHabl pexkmuma rnobanbHo KoHpUrypaumm

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

backup server dest_url

no backup server

YKa3aTb agpec cepBepa, Ha KOTopblit byaeT Npon3BoAUTLCA pe-
3epBMpoBaHMe KoHUrypauuu. CTpoka B popmate
«tftp:/ /XXX XXX XXX XXX ».

Ypanutb agpec cepsepa.

backup path path

YKaszaTb NyTb pacnosioskeHus daiina Ha cepsepe ¢ npeduxkcom
nmeHnu daina. Npu coxpaHeHnn K npedukcy byaert nobasneHa Te-
Kylasn faTta v Bpems B popmaTte rrrrmmaay4ymmcc.
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no backup path YoanuTb NyTb oNA pe3epBupoBaHuA.
backup auto BK/1lO4MTbL aBTOMATUYECKOE pe3epBMpPOBaHME KOHOUIYpaLmK.
no backup auto BbIK/IOYNTb aBTOMATMYECKOE pe3epBUpOBaHNE KOHUTypaumn.
backup history enable BKOUNTL COXPaHEHWe NCTOPUM pPe3epPBHbIX KOMWUNA.
no backup history enable BbIKNHOYMTL COXPaHEHWE UCTOPUU Pe3epPBHbIX KONWUA.
backup time-period timer . YKasaTb NPOMEXKYTOK BpeMeHW, NO UCTeyeHun KoToporo byaet
timer: OCYLLECTBNATLCA aBTOMATUYECKOe pe3epBMpOBaHuMe KOHdUrypa-
(1..35791394)/720 mu-
Lun.
. . HYT
no backup time-period YCTaHOBWTb 3HAYEHME MO YMOIYAHUIO.
backup write-memory Bk/itoyeHWe pe3epBMPOBAHMA KOHOUIYpaLMWU MpPU COXpaHeHUu
-/BbIKNIOYEHO nonb3osaTenem KoHdurypaumumn Ha flash-HakonuTenso.
no backup write-memory YCTaHOBWTb 3Ha4Y€HNE NO YMOAYAHUIO.

KomaHObI pexcuma Privileged EXEC

3anpoc KomaHAHOM cTpoKK B pexxkume Privileged EXEC nmeeT cneayowmin BuAa;

console#

Tabnunua 42 — KomaHabl pexkmuma Privileged EXEC

3HayeHue/3Ha4yeHue .
KomaHoa / Aeiicmeue
no ymon4aHuro

backup running-config - Co3aaTb pe3epBHYI0 KONUIO KOHOUIYPaLLMIO Ha cepBepe.

4.7 HacTpoiKa CUCTEMHOro BpeMeHMU
/ Mo ymonuyaHuio aBTOMATUYECKUiIA Nepexopn, Ha ieTHee Bpems OCYLLEeCTBAAeTCA B COOTBeT-
cTBUM co cTaHgapTamu CLUA n Esponbl. B KoHpurypauum moryT 6biTb 3agaHbl tobble gata

1 Bpemsa ANA nepexoAa Ha fieTHee BpemMa 1 0bpaTHo.

KomaHObi pexcuma Privileged EXEC

3anpoc KomaHAHOM cTpoKu B pexxkume Privileged EXEC nmeeT cneayowmin BuAa;

console#

Tabnunua 43 — KomaHabl HACTPOMKM CUCTEMHOTO BpemeHu B pexknume Privileged EXEC

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no yMmoaYaHuro
clock set hh:mm:ss day month hh: (0..23); PyyHana ycTaHOBKAa CMCTEMHOrO BpeMeHM (KomaHaa [AOCTynHa
year mm: (0..59); TONIbKO 1A NPUBUIETMPOBAHHOIO NO/b30BATENSA).
ss: (0..59); - hh —4acbl, MM — MUHYTbI, SS — CEKYHAbI;
day: (1..31); - day — peHb; month — mecs,; year — rog.
month: (Jan..Dec);
year: (2000..2037)

KomaHObI pexcuma EXEC

3anpoc KomaHAHOM cTpoKK B pexkume EXEC umeeT cnegyowmin BUA;

console#
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Tabnunua 44 — KomaHabl pexkmuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuio

Aelicmesue

show clock

MokasaTb cMcTeMHOe Bpems 1 AaTy.

show clock properties

OTob6pa3mnTb CBOWMCTBA.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

3anpoc KOMaHAHOM CTPOKM B pexXume rnobanbHoOM KOHOUTYpPaLMN MMEET CAeayoLni BuA,;

console (confiqg) #

Tabanua 45 — CnMCoK KOMaHA A5 HACTPOMKM CUCTEMHOIO BPEMEHM B peXxnme rnobanbHom KoHbuUrypa-
uum

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuio

Aeiicmeue

clock time source ntp

no clock time source

YCTaHOBUTb SNtp-cepBep WCTOYHMKOM CUHXPOHM3ALUWU BPEMEHMU
ONA yCTPOWCTBa.

YCTaHOBUTb 3HAYeHMe No YMONYaHUIO.

clock utc-offset utc

no clock utc-offset

utc: (+00:00..+14:00)

YCTaHOBUTb YacoBOE CMeLLLeHMe OTHOCUTENIbHO HY1eBOro Mepuam-
aHa.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

KomaHObI pexcuma KoHguaypayuu SNTP

[na nepexona B pexum KoHourypaumm SNTP Heob6X0AMMO MCMONb30BaTb KOMAHAY:

console (config) #sntp

3anpoc KOMaHAHOM CTPOKM B peXXMMe KOHPUrypauum nHtepdenica UMeeT caeayowmin Bua;:

console (config-sntp) #

Tabnuua 46 — CNMCOK KOMaHA AN HAaCTPOMKM CUCTEMHOMO BPEMEHU B PeXkMMe KoHpUrypaumm sntp

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

set sntp unicast-server auto-
discovery enabled

set sntp unicast-server auto-
discovery disabled

-/disabled

BKAtOUNTL aBTOMATMYECKMI NOUCK shtp-cepBepa B pexume
unicast.

BbIKNOYMTb aBTOMATUYECKMIA NOUCK Sntp-cepBepa B pexkume
unicast.

set sntp unicast-server {ipv4 |
ipv6 | host} ip_addr [priority
priority] [version version] [port
udp_port]

no sntp unicast-server {ipv4 |
ipv6} ip_addr

MoskeT 6bITb 3a4aHO A0
4 cepsepoB
priority: (1..15);
port: (1025..36564);
version: (3..4);
host: (1..63) cumBonos

YKasaTb ip-agpec SNTP-cepBepa.

Yaanutb ip-agpec SNTP-cepBepa.

set sntp client enable

set sntp client disable

-/disabled

BkntoumTb paboty SNTP-KnmeHTa.

BbIkntounTb paboTy SNTP-KkAMeHTa.

set sntp client addressing-
mode unicast

-/unicast

YKazaTb pexxum pabotbl SNTP-kaneHTa.

set sntp client authentication-
key key md5 parametrs

key: (0..65535)

YcTaHOBUTb KAty ayTeHTUdMKaumm ana SNTP-knneHTa.

set sntp client clock-format
{ampm | hours}

-/hours

YctaHoBUTbL popmat yacos gna SNTP.

set sntp client port port_num

port_num: (123, 1025-
65535)

YcTaHoBWTb udp-nopT ANs sntp-KAneHTa.

set sntp client time-zone zone

zone: (+00:00 to
+14:00)

3apaTb 3Ha4YeHWe 4acoBoro nosca.

set sntp client version version

version: (v1,,v4)

3afaTb BepCUto MPOTOKONA A paboTbl sntp-KaAneHTa.
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Tabnunua 47 — KomaHabl pexkmuma Privileged EXEC

KomaHoa 3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

show sntp statistics -

[MokasaTb CTaTUCTMKY NpoTokona SNTP.

show sntp status -

Mokasatb ctatyc npoTokona SNTP.

KomaHObI pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM B pexxkume Privileged EXEC:

console#

[Mpumep Hacmpoliku SNTP-knueHma 0118 cepgepa 192.168.1.1:

console
console
console
console
console
console

config) # sntp

config-sntp) # exit
config) #clock time source ntp

~ o~ o~~~ —~

config-sntp) # set sntp client enabled
config-sntp) # set sntp client addressing-mode unicast
config-sntp) # set sntp unicast-server ipv4 192.168.1.1

4.8 KoHdurypauusa nitepdeiicos u VLAN

4.8.1 Mapamempeoi Ethernet-unmepdgbelicos, Port-Channel u Loopback-unmepdgelicos

KomaHObI pexcuma KoHgpu2ypayuu uHmepgelica (Quana3zoHa uHmepgelicos)

console# configure terminal

console (config)# interface { fastethernet fa port | gigabitethernet
gi port |tengigabitethernet te port | port-channel group | range {..} |

loopback Ioopback id }
console (config-if) #

[aHHbIN peXxnm A0CTyNeH U3 pexkMma KoHOUIypauum U npeaHasHayeH Ans 3a4aHua NapameTpos
KOHUrypaumm uHTepdeiica (nopTa KomMmyTaTtopa WAM Fpynnbl NOPTOB, PaboTaloWMX B pexRMmMme
pasgeneHusa Harpysku) 1Mbo ananasoHa MHTephencos.

Bbibop nHTepdelica ocyLwecTBAAETCA NPU NOMOLLM KOMaHZ NpUBeAEHHbIX B Tabnuue 48:

Tabnunua 48 — KomaHzbl Bbibopa nHTepdeiica gns MES14xx, MES24xx, MES37xx

KomaHda

Ha3HayeHue

interface fastethernet fa_port

[na HacTpolikn nHtepoericos Fast Ethernet.

interface gigabitethernet gi_port

[na HacTponkun 1G-uHTepdencos.

Interface tengigabitethernet te_port

Ons HacTpolikn 10G-uHTepdencos.

interface port-channel group

[N HacTPOWKM rpynn KaHanoB.

interface loopback /oopback_id

[ns HaCTPOIKM BUPTYaNbHbIX MHTEPhENCOB.

roe:

— fa_port — nopaaxosbiii Homep 100MB-uHTepdeiica, 3agaetca B suae: 0/1;

— gi_port —nopaakosbiii Homep 1G-nuHtepdeiica, 3agaetca 8 suge: 0/1;

— te_port — nopaaxosbiii Homep 10G-nHTepdeiica, 3agaerca s suae 0/1;

— group — nopsAAKoBbI HOMEP rpynmnbl, obLiee KOAMYECTBO COMIACcHO Tabamue 9 (cTpoKa «Arperaums

KaHanos (LAG)»);

— loopback_id — nopsakoBbiii HOMep BUPTYaibHOIo MHTepdelica, obliee KOANYECTBO COrAcHO Tab-
nvue 9 (cTpoKa «Konunuectso BUpTyanbHbix Loopback-nuHtepdericos»).
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KomaHabl, BBeAeHHble B peMme KOoHdUrypauuum wuHTepdelica, NPUMEHAITCA K BblbpaHHOMY

nHTepdelicy.

Tabnnua 49 — KomaHabl pexkuma KoHourypauum nHtepdeiicos Ethernet u Port-Channel

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmesue

shutdown

no shutdown

-/BKAOYEHO

BbIKNHOUYNTL
channel).

KoHoUurypupyembiii  uHTepdeiic (Ethernet, port-

BKNOUUTL KOHOUTYpPUPYEMBIN UHTEpdEIC.

description description

description: (1..128)

[o6asuTb onucaHne nHtepdeica (Ethernet, port-channel).

— cMMBONOB/HET
no description onMcaHus Yaanutb onucanue uHtepdeiica.
speed mode mode: (10, 100, 1000, 3a4aTb CKOPOCTb Nepeaayn aaHHbix (Ethernet).
no speed 10000) YCTaHOBWTb 3HA4YEHME MO YMONYAHMIO.

duplex mode

mode: (full, half)/full

3apaTb pexum gynaekca uHtepdeica (nonHoaynnekcHoe coeau-
HeHue, nonyaynaekcHoe coeguHenune, Ethernet).

no duplex YCTaHOBWTb 3HAYEHME MO YMONYAHMIO.
negotiation [capl BK/touaeT aBTOCOr/1IacoBaHMe A1 CKOPOCTM M AynjieKca Ha HacT-
[cap2...cap5]] pavBaemMom uHTepdence. MoKHO yKa3aTb onpeaeneHHble COBMe-

no negotiation

cap: (10f, 10h, 100f,
100h, 1000f)

v/

CTMMOCTM MapameTpa aBTocornacoBaHua. Ecam napametpsl He 3a-
AaHbl, TO NOAAEPNKMBAKOTCA BCE COBMECTUMOCTY.
ABTOCOrnacoBaHue HacTpamBaeTCsA TONIbKO Ha MHTepdeii-
cax Ethernet.

BbIK/NlOYAET aBTOCOI/NacoBaHWe AN CKOPOCTM M Ayniekca Ha
HacTpanBaemom MHTepodeiice.

flowcontrol on

flowcontrol off

mode: (on, off)/off

3apaTb pexuMm ynpassieHua notokom flowcontrol (BkaounTh, OT-
KNOYUTb UM aBTOCOrNacoBaHue). AstocornacosaHue flowcontrol
paboTaeT TONbKO B C/Ay4yae, €CIM PeXMM aBTOCOI/1aCcoOBaHMA
negotiation BK/AOYeH Ha HacTpauMBaemom UHTepodeice (Ethernet,
port-channel).

OTKAIOYUTDL PEXUM ynpaBaeHUA NOTOKOM.

media-type { force-fiber |
force-copper | prefer-fiber }

-/prefer-fiber

Bbi6op TMNa KOMbO-NoOpTa B Ka4ecTBe OCHOBHOIO HOCUTENA.

- force-fiber — paspelweHa aKTMBHOCTb TONILKO ONTUYECKOM YacTu
KOMb0-nopTa;

- force-cooper — paspelueHa aKTUBHOCTb TONbKO MeAHOW 4acTu
KOMb0-nopTa;

- prefer-fiber — npenmyLLecTBO ONTUYECKOTO IMHKA.

mtu size YcTaHOBUTb 3HaYeHne maximum transmission unit (MTU) gns uH-
Tepdelica
- size — pasmep nakema (Konuyecmeso 6aiim 8 nakeme)
’ KomaHga goctynHa TonbKo gnsa ycrpoicts MES2424,
. MES2424B, MES2424FB, MES2424P, MES2448, MIES2448B,
MES2448P, MES2420-48P, MES2411X, MES3400-24,
size: (128..12288)/ MES3400-24F, MES3400-48, MES3710P.
12288 Gaitr , Ecnun Ethernet-untepdeiic Bxoaut B coctas Port-Channel,
. TO Ha HEeM HeNb3A U3MEHATb 3HaYeHne MTU.
’ DedonTtHoe 3HaueHne MTU pna Ethernet n Port-Channel
H MHTepdeiicoB paBHO 3HA4YeHUIO 33JaHHOMY KOMaH-
Aou system mtu B pexkume rnobanbHoii KOHGUrypaumu.
no mtu YCTaHOBWTb 3HaYEHME NO YMOYAHMIO.
MapameTp HacTPOMKM ANA NapaMeTPOB rX-4acTh ONTUYECKUX UH-
Tepdeicos.
hardware serdes rx leq value
value: 0-31/8 ! KomaHga AOCTynHa TONbKO Ana ycrpoiicts MES2424,

no hardware serdes rx leq

BepHyTb HAaCTPOIKM MO YMONYAHUIO NAaPaMEeTPOB rx-4acTu onTuye-
CKUX UHTepdelcoB.
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KomaHObI pexcuma 210b6aabHol KOHGuU2ypayuu

Buz 3anpoca KoMaHAHOM CTPOKM B peXxnume rnobanbHoN KoHdUrypaumm:

console (config) #

Tabaunuya 50 — KomaHzabl perknuma rnobanbHom KoHPUrypaumm

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aeiicmeue

errdisable recovery interval
interval

no errdisable recovery
interval

interval: (30..86400)/300

YCTaHOBWUTb BPEMEHHONM MHTepBan ANA aBTOMaTUYeCcKoro
NMOBTOPHOIO BKJOYEHUA UHTepdeica. Mpu cmeHe UHTep-
Bana Talmep ob6HOBAAETCA ANa BCeX 3abNOKMPOBAHHbIX
MOPTOB, Ha KOTOPbIX BKIOYEHO aBTOCO/1aCOBaHME.
YCTaHOBWTb 3HAYEHME NO YMOYAHUIO.

errdisable recovery cause

{storm-control | loopback-

detection | udid | port-se-
curity}

no errdisable recovery
cause {storm-control|loop-
back-detection | udld

| port-security}

-/3anpeuyeHo

BK/OUMNTL aBTOMATUUECKYIO aKTUMBALMIO UHTEpdelica nocne
€ero OTKNKYeHUA B cnegyrouwmx cnydyanax:

- loopback-detection — o6Hapy:keHue neTens;

- udld — akTnBauus 3awmtol UDLD;

- storm-control — WKpPOKOBELATENbHbIN LUTOPM;

- port-security — HapylweHue 6e3onacHocTu gaa port
security.

YCTaHOBUTb 3HaYeHME N0 YMOYAHMUIO.

system mtu size

no system mtu

size: (128..10000)/10000 6aiit
size: (128..12288)/12288 6ait
(Tonbko gnsa MES2424,
MES2424B, MES2424FB,
MES2424P, MES2448,
MES2448B, MES2448P,
MES2420-48P, MES2411X,
MES3400-24, MES3400-24F,
MES3400-48, MES3710P)

YCTaHOBUTb 3HauyeHMe CUCTEMHOro maximum transmission
unit (MTU)

- size — paamep nakeTa (KosmMyecTBo 6anT B Nakete).
YCTaHOBWUTb 3HAYEHME MO YMOYAHUIO.

default interface [range]
{fastethernet fa_port | giga-
bitethernet gi_port | tengi-

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11);

Cbpoc HacTpoek nHTepderica nam rpynnbl MHTEPPencoB Ha
3HaYeHUs, YCTAaHOB/IEHHbIE MO YMONYAHUIO.
’ Bo Bpems BbiNONHEHMA KOMaHAbI MHTepdeiic by-

gabitethernet te port | aroup: (1..24); - BT OTKAIOYEH.
port-channel group | vlan .
] vlan_id: (1..4094);
vlan_id | loopback /oop- loopback_id: (1..10)
back_id } phack_ic: {L..
KomaHOb!I pexcuma EXEC
Bupa 3anpoca KOMaHAHOM CTPOKM B perknme EXEC:
console#
Tabnnuya 51 — KomaHabl pexkmma EXEC
3HavyeHue/3HavyeHue .
KomaHoa / Aelicmeue

no ymon4aHuro

clear counters

Cbpoc cTaTUCTUKKM AN BCexX MHTepdeincos.

clear counters { fastethernet
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group }

fa_port: (0/1..24);

gi_port: (0/1..48);

te_port: (0/1..11);
group: (1..24)

C6poc CTaTUCTUKKM ANnsA uHTepdelica.

show interfaces { fastethernet
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group }

fa_port: (0/1..24);

gi_port: (0/1..48);

te_port: (0/1..11);
group: (1..24)

MNokasaTb cBOAHYIO MHd)OpMaLI,VII-O O COCTOAHUMN, HaCTpOVIKe N CcTatn-
CTUKe nopTa.
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show interfaces status

MokasaTb cocToAHWe BCex nHTepdeicos.

show interfaces description

Moka3aTb onncaHus Bcex UHTepdeiicos.

show interfaces counters

MoKasaTb CTaTUCTUKY ANA BCeX UHTepdelicoB.

show interfaces counters {
fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group | vlan
vlan_id }

fa_port: (0/1..24);

gi_port: (0/1..48);

te_port: (0/1..11);
group: (1..24);
vlan: (1..4094)

MoKasaTb cTaTUCTUKY Ana nHTepdelica.

show errdisable interfaces {
fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port }

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

MoKasaTb NPUYMHY OTKAKOYEHMA NOPTa, FPYNnbl NOPTOB, 3ab6N0KK-
pOBaHHblE MNOPTbI.

show errdisable recovery

MoKa3aTb HAaCTPOMKM A/1A aBTOMATUYECKOM MOBTOPHOM aKTUBaLMK
nopra.

set interface active {
fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port }

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

AKTMBUpPOBaTb MHTepdeiic nocne errdisable.

show interfaces utilization {
fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port }
{interval interval}

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11);

interval: (5, 60, 300) cek

MoKa3aTb CTAaTUCTUKY NO Harpyske Ansa nHTepodelica.
- Interval — uHTepBan B cekyHaax.

4.8.2 Hacmpolika VLAN u pexcumoe Kommymayuu uHmepgpelicoe

KomaHObI pexcuma 2a0baab6HoU KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU B pexknume r1ob6asibHON KoHdUrypaumm:

console (config) #

Tabnuua 52 — KomaHab! pexxknma rnobanbHoN KoHGuUrypaumm

3HaveHue/3Ha4eHue ”
KomaHoa / Aelicmeue
no ymon4aHuro
vlan vian_id vlan_id: (2..4094) MepenTn B peXMM KOHOUIYpMpPOBaHUA yKasaHHoro VLAN

map protocol {ip | other}
{enet-v2 | licOther | snap} pro-
tocols-group group-id

no map protocol {ip | other}
{enet-v2| licOther | snap}

group-id:
(1..2147483647)/-

HacTpouTb rpynny npoToKonoB, No KoTopbim 6yaeT npousso-
ANTbCA KnaccudmKauma Kagpos. B oaHy rpynny MoxKHo obbeau-
HUTb HECKOJIbKO MPOTOKO/IOB, YKa3blBasA AN HUX OAWH W TOT XKe
Group ID. Homep NpOTOKO/Ia MOXHO BblIbpaTb M3 CNMUCKa npea-
YCTaHOB/IEHHbIX 3HAYEHUIN MK 334aTb BPYYHYIO Yepes napamerp
other B popmaTte XX:XX. PacnonokeHve nons c HOMepPom nNpoTo-
KONa 3aBMUCUT OT TMNa L2-3aronosKa U MHKaNCynaumm:

- enet-v2 — Kagp c 3arososkom Ethernet I, npoTokon onpepens-
etca no noato EtherType. Mpu Hannumm VLAN-Teros Bbibupaetcs
camblii nocneaHuit EtherType, c Hanbonbwmm oddceTom.

- licOther — kaap popmata RFC1042 (IEEE 802). AByx6aiTHbIN HO-
Mep npoTokona cootseTtcTByeT nonam DSAP:SSAP B LLC-3aro-
noBKe.

- snap — Kagp ¢ LLC/SNAP-uHkancynsaumeir. Homep npotokona co-
oTBeTcTBYeT nonto Protocol ID 8 SNAP-3aronoske.

Ypansert protocol-group c KommyTaTtopa.

map mac {host | mac-address
mask} macs-group group-id

group-id:
(1..2147483647)/-

HactpowuTb granasoH MAC-agpecos, No KOTopbim ByaeT nponsso-
AuTbca Knaccuoukauma. Ana pasHbix MAC-agpecoB MOXKHO Bbl-
6paTb OAHY M Ty XKe rpynny.

no map mac {host | mac-ad-
dress}

YaanuTb yKasaHHbii MAC-agpec n3 macs-group.
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shutdown garp OTKNtoYUTL paboTy moayna GARP Ha ycTpoicTae.
' JAaHHaA KomaHpa oTkAouyaeT paboty moayna GARP c
H 6e3803BpaTHbIM yAaNeHUEeM BCeX HacTpoek 6noka

-/BbIKNIOYEHO GARP.
no shutdown garp Bkntounte moaynb npotokona GARP.
Ona pabotbl moayna GARP pesepsupyerca 15 M6aiit

. onepaTMBHOW NamATU.

gvrp enable BKatounTb npotokon GVRP rnobansHo.

- -/BbIKNOYEHO
gvrp disable BbIkntounTb NpoTokon GVRP rnobanbHo.

voice vlan id vian_id YctaHoBUTb ngeHtuoukatop VLAN ana Voice VLAN
no voice vlan id Yaanutb naeHtndpuratop VLAN ana Voice VLAN
voice vlan oui-table {add PaspewwnTb pegakTMposatb Tabanuy OUI.
. ) word:(1..32) ) .
oui | remove oui} - oui — neps.ble 3 6aiTa MAC-agpeca;
L. CMMBONOB .
[descriprion word] - word — onuncaHue oui.

vlan_id:(1..4094)

KomaHObI pexcuma KoHgpuaypayuu VLAN (duanasoH VLAN o08)

console# configure terminal
console (config)# vlan 1,3,7
console (config-vlan-range) #

Tabnunuya 53 — KomaHabl pexkuma KoHourypaumm VLAN

Komanoa 3Ha4yeHue/3HayeHue Neiicmeue
no yMoaYaHuro
vlan active - AkTMBMpPOBaThL Vlan nau rpynny vian’os.
set unicast-mac learning BKOUNTB/BbIKNOYMTL 3ydeHne MAC-agpecos a5 VLAN.
{enable | disable}
set unicast-mac learning - YCTaHOBWTb 3HAYEHME MO YMONYAHUIO.
default

KomaHObI pexcuma KoHgu2ypauyuu uHmepgelica (duanaszoHa uHmepageticos) Ethernet, uHmep-

gelica e2pynnsl nopmos

Bua 3anpoca KOMaHAHOWM CTPOKU B pexknume KoHourypaumum uHtepdelica Ethernet, untepdeliica
rpynnbl NOpPTOB:

console# configure terminal

console (config)# interface { fastethernet fa port | gigabitethernet
gi port | tengigabitethernet te port | port-channel group}

console (config-if) #

[aHHbIA peXMm A0CTYyNeH M3 peuma KoHOUrypauuu v npefHasHadyeH ANs 33aHus NapameTpos
KOHbUrypaumm nHtepoeica.

MopT MOXKeT paboTaTb B YETbIPEX PEXKMMAX:

— access — MHTepdelic AocTyna — HETErMPOBaAHHbIM MHTepdeiic ana ogHoro VLAN;

— trunk — nHTepdeinc, NpMHUMatOLWNI TONIbKO TErMPOBAHHbIN TPpaduUK, 38 UCKIOYEHNEM O4-
Horo VLAN, KoTopblii MOXKeT ObITb f06aB/ieH C NOMOLLbIO KOMaHAbl switchport trunk
native vlan,

— general — uHTepdelic c nonHon nogaep:xkon 802.1q, NPUHMMAET KaK TErMPOBAHHbIN, TaK U
HeTernmpoBaHHbIN TpaduK;

Tabnunua 54 — KomaHabl pexknuma KoHourypaumm nHtepdelica Ethernet

3HavyeHue/3HayeHue .
KomaHda / Aeiicmeue
no ymoa4aHuro
switchport mode {access 3azaTb perkmMm paboTtbl nopta B VLAN.
mode: (access, trunk,
|trunk | general}
- general)/general
no switchport mode YCTaHOBWUTb 3HAYEHME MO YMONYAHUIO.
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switchport access vlan vian_id

no switchport access vlan

vlan_id: (1..4094)/1

[o6asutb VLAN ana nHtepdeiica goctyna.
- vlan_id — vaeHTnduKaumoHHbI Homep VLAN.

YCTaHOBWUTb 3HAYeHME NO YMOI4aHUIO.

switchport dotlq tunnel

MNepeBecTy NOpT pexknum paboTbl c BHewHUM VLAN-Terom. KomaHga
ncnonb3yeTca ANA HacTPonKkn dyHKuumn Q-in-Q.

switchport trunk native vlan
vlan_id

no switchport trunk native
vian

vlan_id: (1..4094)/1

Lo6aeutb Homep VLAN B KayecTBe Default VLAN gns gaHHOro vH-
Tepdelica. Becb HeTermpoBaHHbIl TpaduK, NOCTyNaoOWMIA Ha AaH-
HbIV NOPT, onpegenseTca B AaHHbIN VLAN.

- vlan_id — vpeHTuduKkaumoHHbIn Homep VLAN.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

switchport general allowed
vlan add vian_list [untagged]

switchport general allowed
vlan remove vian_list

vlan_list: (2..4094)

Lo6aeutb cnucok VLAN gns nntepdelica.

- vlan_list — cnucok VLAN ID. AnanasoH VLAN MoKHO 3agaTb nepe-
yncneHmem 4yepes 3anaTyl0 WAM YKasaTb HayasbHOE U KOHeYyHoe
3HayeHuA gmanasoHa Yepes gedpuc "-".

Yaanutb cnucok VLAN gns nntepdelica.

switchport general pvid
vlan_id

no switchport general pvid

vlan_id: (1..4094)/1 —
ecnu yctaHosneH VLAN
No YMONYAHUIO

LNo6asutb ngeHtuomkatop VLAN nopta (PVID) gns oCHOBHOrO MH-
Tepdelica.
- vlan_id —npeHTndurKaumoHHbIi Homep VLAN nopra.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

switchport ingress-filter

BkAtounTb GUAbTPaLMIO BXOAALMX NAaKETOB HAa OCHOBE MPUCBOEH-
Horo um 3HayeHua VLAN ID. Ecnu dunbTpauna BkAOYEHA, U NakeT

-/dunbTpauma He BxoguT B rpynny VLAN ¢ npucBoeHHbIM nakeTy 3HavyeHnem VLAN
BKJIlOYEHA ID, To naKkeT oTbpacbiBaeTcs.
no switchport ingress-filter BbIKNOUNTb GUNLTPALMIO BXOAALLMX NAKETOB HA OCHOBE NPUCBOEH-
HOro um 3HayeHua VLAN ID.
switchport acceptable-frame- - untaggedAndPrioritytagged — Ha nopTy paspelaeTca npvem
type {tagged | all Jall TO/MIbKO HETermpoBaHHbIX Kaapos (frame);

| untaggedAndPrioritytagged}

- tagged — TO/IbKO TEMMPOBAHHbIX;
- all — nobbix Kagpos (frame).

switchport forbidden vlan add
vlan_list

switchport forbidden vian
remove vian_list

vlan_list: (2..4094,
all)/sce VLAN
paspelueHbl NopTy

3anpetutb gobasneHune ykazaHHomy VLAN-nopTy.

- vlan_list — cnucok VLAN ID. Anana3oH VLAN MoKHO 3agaTb nepe-
yncneHMem yepes 3anATYO WKW yKasaTb Haya/lbHOE U KOHe4YHoe
3Ha4YeHMA AnanasoHa vepes geduc "-".

PaspewunTtb gobasneHne ykazaHHomy VLAN-nopTy.

switchport forbidden default-
vlan

no switchport forbidden
default-vlan

Mo ymonyaHuio
YNIEHCTBO B AedONTHOM
VLAN paspelueHo

3anpetutb gobasneHune gedontHomy VLAN-nopTy.

YCTaHOBUTb 3HAYEHMe Mo YMOI4aHUIO.

switchport protected

no switchport protected

I'IepeBeCTM NopT B PEXUM U30NALNKN BHYTPU rpynnbl NOPTOB.

BoccTtaHOBUTL 3HaYeHWe nNo YMON4YaHUIO.

port-isolation { fastethernet
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group }

fa_port: (0/1..24);

gi_port: (0/1..48);

te_port: (0/1..11);
group: (1..24)

Co34aTb UK NepesanmcaTh CYLLECTBYHOLLMIA CMIMCOK NOPTOB Ha YKa-
3aHHbIN HOBbIN.

port-isolation {add | remove} {
fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port |

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11);

[06aBuTb yKasaHHbIe NMOPTbI K YK CYLLECTBYIOWEMY CMUCKY UK
YA3NUTb CMUCOK.

port-channel group} group: (1..24)

switchport default-vlan tagged YCTaHOBWTb NOPT Kak Ternpytowmii 8 aepontHomy VLAN.

no switchport default-vlan - YCTaHOBWTb 3HaYEHME MO YMONUYAHUIO.

tagged

switchport map protocols- group_id: Ha3Hauntb VLAN ID nakeTtam, nonagatowmm B ykasaHHyto Group ID

group group-id vlan vian-id

no switchport map protocols-
group group-id

(1..2147483647);
vlan_id: (1..4094)/no
ymonyaHuto PBV
BK/IIOYEH Ha BCex
nopTax

Ha 9TOM NopTy. PasHble NOPTbI OAHOI 1 TOM Ke rPynnbl MOryT COOT-
BETCTBOBATb pa3Hbim VLAN.

BbikntounTb PBV Ha nopry.

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx 79




HELTEX

switchport map macs-group
group-id vlan vian-id

no switchport map macs-
group group-id

vlan_id: (1..4094)/-
group-id:
(1..2147483647)/-

OcyuiectBuTbHa3HauyeHue vlan-id ans macs-group.

OTMeHuTb HasHayeHue vlan-id ana macs-group.

gvrp enable

gvrp disable

-/BbIK/IIOYEHO

BkntoumTb npoTokon GVRP Ha nHTepdelice.

Bbikntountb npotokon GVRP Ha nHTepodeiice.

vlan restricted enable

vlan restricted disable

-/BbIK/IIOYEHO

BKOUMTL 3anpeT Ha u3ydyeHue vlan-aTpubyToB, MOAyYeHHbIX OT
npoTtokona GVRP, Ha nHTepodeiice.

BbIK/IOYUMTb 3anpeT Ha usyyeHue vlan-aTpmbyTOB, MOAYYEHHbIX OT
npoTtokona GVRP, Ha nHTepdeiice.

set garp timer {join | leave |
leaveall}

join: msec/200
leave: msec/600
leaveall: msec/10000

YcTaHOBUTL 3HavyeHus Tanmepos GVRP Ha nHtepdeiice.

switchport unicast-mac
learning enable

BkntounTb nsyyeHne MAC-agpecoB Ha UHTepodeiice.

- - -/BK/IOYEHO
switchport unicast-mac o
. . Bbikntountb n3yvyeHne MAC-agpecos Ha nHTepdeiice.

learning disable

switchport egress-filter BkntoyaeT dunbTpaumio mcxogawmx kKagpos (frame) Ha ocHoBe
npucBoeHHoro um 3HayeHusa VLAN ID. Ecnv dunbTpauma BKAOYEH],
W NaKeT He BXOAMT B rpynny pa3peLleHHblX Ha nHTepdeice VLAN ID,

-/BKAOYEHO TO naKkeT oTbpacbiBaeTcA.

no switchport egress-filter

BbIKNOUNTD dUAbTPaUMIO Ucxoaawmx Kagpos (frame) Ha ocHose
NPUCBOEHHOro nm 3HaveHma VLAN ID.

switchport egress TPID-type
{portbased | vlanbased}

3agatb TPID ana ncxoaAwmx Kagpos.

switchport voice vlan [vian_id]

no switchport voice vlan

vlan_id: (1..4094)

Bkatoumntb Voice VLAN ansa nopra.
- vlan_id — yctaHoBuTb ngeHtndmkatop VLAN ana nopra.

OTkntoumTb Voice VLAN gns nopTa.

voice vlan authentication
bypass

no voice vlan authentication
bypass

-/BbIK/OYEHO

PaspewunTb Tpaduky Voice VLAN UrHopupoBaTb ayTEHTUDUKALMIO
802.1x.

3anpetutb Tpaduky Voice VLAN urHopmpoBaTtb ayTeHTUDMKALMIO
802.1x.

' | Npu coBmecTHOW paboTe port-isolation u port-protected aonKHO coboaaTbca NpaBuo:

ANA 3aLWULEHHOrO ingress NOPTa, B CNUCKe pa3peLléHHbIX, KOMaHAabl port-

isolation, He moeT 6bITb 4PYroro 3awULLEHHOrO NOpTa. 3TO NoApasymeBaeT
BO3MOXHOCTb AenaTtb 3alWULEHHBIMU egress NOPTbl B U30AALUU UAM ingress NopT, HO He
ingress 1 egress NOpPTbl 0AHOBPEMEHHO.

Mpumep HacTpoiku Q-in-Q ¢ gobasneHnem metkm 99 VLAN:

console#configure terminal

console (config)# interface gi 0/1

console (config-if)# switchport mode access

console (config-if)# switchport access vlan 99
console (config-if) # switchport dotlqg tunnel
(
(

console (config) # interface gi 0/2

console (config-if) # switchport mode trunk

’ KnueHTtckuia nopt gna pabotbl Q-in-Q o6a3arenbHO foAXKeH BbITb B pexXume access.
.
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KomaHObI pexcuma 2a06asab6Hol KoHgu2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHon KoHbuUrypaumm:

console (confiqg) #

Tabanuya 55 — KomaHabl pexkmma rnobanbHoM KoHPUrypaumum

KomaHda

3HayeHue/3Ha4yeHue

no ymon4aHuro

Aeilicmeue

mac-address-table static
unicast mac_add vlan vian_id
interface [fastethernet fa_port
| gigabitethernet gi_port |
tengigabitethernet te_port]
status [deleteOnReset |
deleteOnTimeout | perma-
nent | secure]

no mac-address-table static
unicast mac_add vlan vian_id

vlan_id: (1..4094);
fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

Oo6asutb ucxogHbii MAC-agpec B Tabauuy.

- Permanent — gaHHbI MAC-aapec octaeTca B Tabauue agpeca-
LMK Nocne NepeknoYeHns ctatyca nHtepodeica;

- Deleteonreset — aaHHbI agpec yaanuTca nocse nepesarpysku
YCTPOWCTBA;

- Deleteontimeout — fgaHHbIV agpec yaanmTca no Takm-ayTy.

Ypanute MAC-agpec 13 Tabauupi.

KomaHOb1 pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOWM CTPOKK pexnma Privileged EXEC:

console#

Tabnunua 56 — KomaHabl pexkmuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoa4aHuo

Aelicmeue

show mac-address-table
address mac_addr [interface
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port }]

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

MNpocmoTp Bcent Tabaunuybl MAC-agpecos.

show mac-address-table count

MokasaTb KoMyecTBo 3anucet B Tabanue MAC-agpecos.

show mac-address-table count
summary

MokasaTb CcymmapHyto CTaTUCTMKY no Tabamue MAC-agpecos.

show mac-address-table
dynamic unicast [vlan vian_id]
[address mac_add] [interface
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port }]

vlan_id: (1..4094);
fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

MNokasaTtb Tabanuy ¢ auHamuyeckummn MAC-agpecamu.

clear mac-address-table
dynamic [interface
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port }]
[vlan vian_id]

vlan_id: (1..4094);
fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

YaanuTtb AMHamuyeckue 3anucu 13 Tabamubl MAC-agpecos.

show mac-address-table
secure

MokasaTtb Tabanuy ¢ 3awmiieHHbimM MAC-agpecamu.

show mac-address-table
secure recovery-file

XpaHATCA Npu Nepesarpyske.

show mac-address-table
secure [vlan vian_id] [address
mac_add] [interface
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port}]

vlan_id: (1..4094);
fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

Horo nHTepdelica.
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show mac-address-table ad-
dress mac_add [interface
{fastethernet fa_port | giga-
bitethernet gi_port | tengiga-
bitethernet te_port}]

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11

MokasaTb Tabanuy MAC-afpecoB 419 yKa3aHHOTO MHTepdeiica.

clear mac-address-table secure
[interface

{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port} ]

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

YpanuTe 3awmieHHble MAC-agpeca 13 Tabaunubl Ha MHTepdeiice.

show mac-address-table static
unicast [vlan vian_id] [address
mac_add] [interface
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port}]

vlan_id: (1..4094);
fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

MoKkasaTb Tabanuy co ctatuyeckummn MAC-agpecamu.

show mac-address-table [vlan
vlan_id] [address mac_add]
[interface {fastethernet
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port}]

vlan_id: (1..4094);
fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

Mokasatb Tabanuy MAC-agpecoB ana ykasaHHoro VLAN.

show garp timer [port
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group}]

vlan_id: (1..4094);
fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)
group: (1..24)

OT106pa3unTb 3HaueHus Tarimepos GVRP Ha nHTepdeicax.

show gvrp statistics [port
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group}]

fa_port: (0/1..24);

gi_port: (0/1..48);

te_port: (0/1..11)
group: (1..24)

OTo6pa3unTb CTaTUCTMKY NpoTokona GVRP.

clear garp counters{all | port
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group}]

fa_port: (0/1..24);

gi_port: (0/1..48);

te_port: (0/1..11)
group: (1..24)

OumnCcTUTb CTAaTUCTMKY NpoToKona GARP.

show vlan

MokasaTtb nHpopmaumio o Bcex VLAN.

show vlan id vian_id

vlan_id: (1..4094)

Moka3saTb nHdopmaLmio No KoHkpeTHomy VLAN.

show vlan protocols-group

MNokasaTtb VIHCbOpMaLI,MIO O HAaCTPOEHHbIX rpynnax 1 NPOTOKOANaX.

show protocol-vlan

Mokaszatb nHpopmaumio o VLAN, cOOTBETCTBYOLIMX Ipynmnam npo-
TOKO/I0B Ha pa3HbIX NOpTax.

KomaHOowb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perkmuma EXEC:

console#

Tabnunua 57 — KomaHabl pexkuma EXEC

KomaHoa

3HayeHue/3HayeHue

no ymosn4aHurw

Aelicmeue

show interfaces switchport {
fastethernet fa_port/
gigabitethernet gi_port |
tengigabitethernet te_port }

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

Moka3aTb KOHdUrypaLmio NopTa, rpynnbl NOPTOB.
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4.9 Selective Q-in-Q

[JaHHaa ¢yHKUMA NO3BONAET Ha OCHOBE CKOHOUIYPUPOBAHHbLIX NPaBua GUAbTPALUM NO HOMEepam
BHyTpeHHMX VLAN (Customer VLAN) npousBoauTtb aobasneHune BHewHero SPVLAN (Service Provider’s
VLAN), nogmeHaTb Customer VLAN.

[nAa ycTponcTBa co34aeTca CNUCOK NpaBu/l, Ha OCHOBaHMM KOTOPbIX byaeT o6pabaTtbiBaTbcA TpaduK.

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma KoHdurypaumm nHtepdelica KoHdurypaumu:

console# configure terminal
console (config) # interface{fastethernet fa port | gigabitethernet gi port | gi
tengigabitethernet te port| port-channel group|range{..}}

console (config-if) # -

Tabnnua 58 — KomaHabl pexkuma KoHourypauum nHtepdelica (amanasoHa nntepoeiicos) Ethernet

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

selective-qinq list ingress
override-vlan vian_id [ingress-
vlan ingress_vlan_id]

no selective-qing list ingress
[ingress-vlan vian_id]

vlan_id: (1..4094)
ingress_vlan_id:
(1..4094)

Co3aaTb NpaBuiO, Ha OCHOBAHWUM KOTOPOFO BHELLHAS METKa
ingress_vlan_id Bxopsawero nakeTta byaeT 3ameHaTbea Ha vlan_id.

Ypanutb yKasaHHoe npasuno selective gqing ana BxogAalwmx nake-
TOB.

selective-qinq list egress
override-vlan vian_id ingress-
vlan ingress_vilan_id

no selective-qinq list egress
[ingress-vlan vian_id]

vlan_id(1..4094);
ingress_vlan_id:
(1..4094)

Co34aTb NPaBMIO, Ha OCHOBAHMM KOTOPOTO BHELLHAA MeTKa
ingress_vlan_id ncxopgawero nakeTta 6yaeT 3ameHaTbea Ha vlan_id.

YpanuTtb cnmcok npasun selective ging ga1a ncxoAawmMx NakeTos.

selective-qinq list ingress add-
vlan vlan_id [ingress-vlan
ingress_vlan_id]

no selective-qing list ingress
[ingress-vlan vian_id]

vlan_id: (1..4094);

ingress_vlan_id:
(1..4094)

Co3gaTb NpaBuIo, Ha OCHOBAHUM KOTOPOTO ANA TpaduKa C BHeL-
HeW meTKol ingress_vilan_id byaet nobaenatbca meTka ¢ vlan_id.

Ypanutb yKkasaHHoe npasuno selective gqing ana Bxogawmx nake-
TOB.

selective-qinq list ingress
{deny | permit} [ingress-vlan
ingress_vlan_id]

no selective-qinq list ingress
[ingress-vlan ingress_vian_id]

vlan_id (1..4094);
ingress_vlan_id:
(1..4094)

Co34aTb NpaBu/Io, Ha OCHOBAHMM KOTOPOTO TPadUK C BHELLHEN MeT-
KoM ingress_vlan_id nponyckaetcs 6e3 usmeHeHU uan otbpachbl-
Baetca. Ecam ingress_vlan_id He yKka3aH, TO NponycKaTbCa Uau oT-
bpacbiBaTbcsa byaeT Becb TpaduK.

- deny — 3anpeLLaeT NPOXOXKAEHNE NAKETOB C YKa3aHOM BHELIHEN
METKOM;

- permit — paspeLaeT NPOXoXKAeHWe NAKETOB C YKa3saHHOW BHelLU-
Hell MeTKOW.

YpanuTb ykasaHHoe npasuno selective ging ana sxogawmx nake-
TOB.

KomaHObI pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnuya 59 — KomaHabl pexkmma EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuwo

HAelicmeue

show selective-ging
[fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group]

OTo6pa3unTb cnUcok npasun selective sqing.
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4.10 Storm Control ana pasnunuHoro Tpaduka (broadcast, multicast, unknown
unicast)

«LlUTopm» BO3HMKaeT BCAeACTBME 4Ype3MepHOro KosuyectBa broadcast-, multicast-, unknown
unicast-coobLeHnin, 04HOBPEMEHHO NepeaaBaeMbix MO CETM Yepes OA4MH NOPT, YTO NPUBOAUT K Meperpyske
PECYPCOB CETU U MOABMEHMUIO 3a4ePKeEK. «LLUITOpM» MOXKET BO3SHUKHYTb NPU HaZIMYUWN «3aKO/bLOBAHHbIX»
cermeHToB B ceTu Ethernet.

KommyTatop wu3mepAeT CKOPOCTb MNPUHMMAEMOrO LWKMPOKOBELWATeNbHOro, MHOFOAApPEeCcHoro u
HensBeCTHOro oaHoagpecHoro Tpadwu(a AnAa NopToB C BK/JKOYEHHbIM KOHTPOJZIEM WNPOKOBELLATE/IbHOIO
«wTopma» m OT6paCbIBaeT NaKeTbl, €eC21I CKOPOCTb NpesbillaeT 3a4aHHOE MaKCMMa/IbHOE 3Ha4YeHUe.

KomaHObI pexcuma 2106aabHOU KOHU2ypayuu

Buz 3anpoca KoMaHAHOM CTPOKM B peXxnume rnobanbHoN KoHdUrypaumm:

console (config) #

Tabnunuya 60 — KomaHabl perknma rnobanbHo KoHGUrypauum

Komanda 3HavyeHue/3Ha4yeHue Neiicmeue
o yMoA4YaHUuto
storm-control mode {kbps | YCTaHOBUTb N106a/1bHO Kakne eanHULbI U3MepeHna Heobxoaumo
pps} / MCNONb30BaTb.
/pps - pps — 06bem TpaduKa NaKETOB B CEKYHAY;
- kbps — 06bem TpaduKka KOUT B CEKYHAY.

KomaHObI pexcuma KoHgpu2ypayuu uHmepgetica Ethernet

Bupa, 3anpoca KomaHAHOW CTPOKM B pexume KoHourypaumum mHtepdeiica Ethernet, nnrepdeiica
rpynnbl NOPTOB:

console (config-if) #

Tabanua 61 — KomaHgpl pexnma KoHdurypaumm nHtepdeliica Ethernet

Komanda 3HayeHue/3HayeHue Neiicmeue
o ymMmon4aHuro
storm-control multicast level BKNIOUMTL KOHTPOIb MHOFOAAPECHOTO TpaduKa:
{pps | kbps} - pps — 0b6bem TpadurKa NAKeToB B CEKYHAY;
- kbps — ob6bem Tpaduka KOUT B cekyHAy.
pps: (1..262142); Mpw 06HapyKeHnn mHoroaapecHoro TpaduKka MHTepdenc moxer
kbps: (16..4194272) 6b1Tb oTKNtOUeH (shutdown) nnn gobasneHa 3anuck B }KypHan co-
obueHwuii (trap).
no storm-control multicast BbIKNHOUMTb KOHTPOIb MHOTOaAPecHOro TpaduKa.
level {pps | kbps}
storm-control dif level {pps | BKAtOUYNTL KOHTPOIb HEM3BECTHOrO OAHOAAPECHOrO TpadmKa.
kbps} - pps — 06bem TpaduKa NAKeToB B CEKYHAY;
- kbps — o6bem TpadurKa KOUT B ceKyHAY.
pps: (1..262142); Mpyn 06HapyXeHNU HeM3BECTHOrO O4HOAAPECHOro TpadUKa UHTEp-
kbps: (16..4194272) deiic moxeT 6bITb oTKAoYeH (shutdown) nnmn gobasneHa 3anuch B
YKYpHan coobuieHnit (trap).
no storm-control dif level BbIKNHOUYMTb KOHTPOIb OAHOAAPecHOro TpaduKa.
{pps | kbps}
storm-control broadcast level BK/IIOUMTL KOHTPO/Ib LUMPOKOBELLLATEIbHOTO TpadumKa.
{pps | kbps} - pps — 0bbem TpadurKa NaKeToB B CEKYHAY;
pps: (1..262142); - kbps — o6bem Tpaduka KOUT B cekyHAy.
kbps: (16..4194272) Mpun 06HapyKeHMM LWMPOKOBeLLATEIbHOTO TpaduKa HTepdeic mo-
eT 6bITb oTKAtoYeH (shutdown) nnn gobasneHa 3anuch B KypHan
coobuieHui (trap).
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no storm-control broadcast BbIKOUMTL KOHTPOJIb LWIMPOKOBELLATENbHOTO TPaduKa.

level {pps | kbps}

storm-control {multicast | dif | OTKNOUNTb UHTEPdENC NPY OBHAPYKEHUM MHOTOAAPECHOTO, HEU3-

broadcast} action shutdown BECTHOrO OAHOAAPECHOTO MK LIMPOKOBELLATeNIbHOTo TpaduKa.

no storm-control {multicast | - OTMEeHUTb OTK/ItoYEHUE UHTepdelica NpY 06HapyKeHNU MHOroaa-

dif | broadcast} action pPecHoro, HeM3BeCcTHOro 04HOAAPECHOMO UM LWMPOKOBELLATEIbHOMO
TpaduKa.

KomaHOowbl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunuya 62 — KomaHabl pexkmma EXEC

3HayeHue/3HavyeHue .
KomaHoa / Aelicmeue
no ymon4aHuro

show interface [fastethernet
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group]
storm-control

MoKasaTb KOHOUTYpaunio GYHKLMM KOHTPOAA LMPOKOBELLATE Tb-

fa_port: (0/1..24);
HOTO «LITOPMa» AN yKa3aHHOro nopta, M60 BCex NOPTOB.

gi_port: (0/1..48);
te_port: (0/1..11);
group: (1..24)

show storm-control - OTobparkaeT TEKYLLYIO HACTPOWKY eAUNHUL, U3MEePEHUA.

4.11 Tpynnbi arperayumu KaHanos — Link Aggregation Group (LAG)

KommyTaTopbl obecneynsaloT NogaepXKy rpynn arperaumm KaHanos LAG B KonMyecTBe COrnacHoO
Tabnnue 9 (ctpoKa «Arperaums kaHanos (LAG)»). Kaxkgana rpynna nopTos AOKHA COCTOATb U3 HTepdelicos
Ethernet c oAMHAKOBOW CKOPOCTbIO, paboTaroLLmMX B AyNaeKCHOM pexunume. O6beamMHeHMe NOPTOB B rpynny
YBE/IMUMBAET MPOMNYCKHYHO CMNOCOBHOCTb KaHafa MeXay B3aMMOAENCTBYOWMMN YCTPOUCTBAMU U
NOBbILLIAET OTKA30yCTOMYNBOCTL. [pPynna NopToB ABAAETCA 418 KOMMYTATOPa OAHUM JIOTUYECKMM NOPTOM.

YCTpOWCTBO NoadeprKMBaeT ABa pemma paboTbl rpynnbl NOPTOB — CTaTMYeCKasa rpynna u rpynna,
paborTatowas no npotokony LACP. PaboTta no npotokosny LACP onucaHa B COOTBETCTBYIOLIEM pa3gene
KOHUrypauum.

/ Ecan ana nurepdeiica npousseaeHbl HACTPOIAKK, TO AnA Ao6aBaeHUA ero B rpynny caeayet
BEPHYTb HACTPOMKU NO YMONHAHMUIO.

[JobasneHne nHTepdeicos B rpynny arperalmm KaHano0B AOCTYNHO TO/IbKO B peXUMe KOHPUrypaumum
nHTepdelica Ethernet.

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHPuUrypaumnm nHtepdelica Ethernet:

console (config-if) #
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Tabnunuya 63 — KomaHabl perkmuma KoHourypaumm nHtepdelica Ethernet

3HayeHue/3Ha4yeHue
no ymon4yaHuro

KomaHoa

Aelicmeue

channel-group group mode {on
| active | passive}

group: (1..24);
mode: (on, active,
passive)

no channel-group

LOo6asuTtb Ethernet-nHtepdeiic B rpynny nopTos.

- On — 0o6aBuTb UHTEPDENC B CTATUYECKYIO FPYNMy NOPTOB;

- Active — no6aBuTb MHTepdeic B rpynny NopToB, paboTatoLmx
no npotokoay LACP, npu atom otnpaska PDU ocywiectsnaetca
BCeraa;

- Passive — go6aBuTb MHTEepdeENic B rpynny NopToB, paboTaroLmx
no npotokony LACP, npu atom otnpaska PDU ocyuwecTtBnaerca
TONIbKO B TOM C/ly4ae, ec/iv ycTponcteo nosayyaet PDU oT cocep-
HEero ycTpomcTaa.

’ Ecnu 3HaueHne MTU pns Ethernet u Port-Channel un-
H TepdeicoB oTAnuaTCA, To 406aBUTb AaHHbIN
Ethernet-uHtepdeiic B rpynny noptos Henb3s.

Ypnanute Ethernet-untepdeltic ns rpynnbsl nopTos.

KomaHObI pexcuma 2n106as1bHoU KOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM pekuma rnobanbHOM KOHPUrypaLmm:

console# configure terminal
console (config) #

Tabaunua 64 — KomaHabl perknma rnobanbHOM KoHGUrypaumm

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

shutdown port-channel

-/BKNOYEHO

no shutdown port-channel

OTKAtouMTb paboTy moayna port-channel Ha ycTpoicTse.
' JaHHaA KomaHAa oTKAtovaeT paboTty moayna port-
- channel c 6e3Bo3BpaTHbIM yaaneHUEM BCceX HAaCTPOEK
6n0Ka LAG.

BKkntounTb paboTy moayna port-channel Ha ycTpoiicTse.

port-channel load-balance
{src-dest-mac-ip | src-dest-mac
| src-dest-ip |
src-dest-mac-ip-port |
dest-mac | dest-ip | src-mac |
src-ip}

-/src-dest-mac

3apaTb MmexaHn3m 6anaHCcMpPoBKKU Harpysku ans ctpaternm ECMP
M ANA Tpynnbl arpernpoBaHHbIX NOPTOB.

- src-dest-mac-ip — mexaHu3m 6anaHCUPOBKM OCHOBbIBAETCA Ha
MAC-agpece u IP-agpece UCTOYHWKA U1 NONyYaTens;

- src-dest-mac — mexaHun3m 6anaHCMPOBKM OCHOBbIBAETCA HA
MAC-agpece UCTOYHMKA M Nony4vaTens;

- src-dest-ip — mexaHM3m 6anaHCMpPOBKM OCHOBbLIBAETCA Ha IP-aa-
pece UCTOYHUKA U NosyyaTens;

- src-dest-mac-ip-port — mexaH1M3m 6anaHCMpPOBKM OCHOBbIBA-
eTca Ha MAC-agpece, IP-agpece UCTOYHMKA M NonyYaTens, a
Takke TCP-nopTe Ha3HayeHus;

- dest-mac — mexaHM3m H6anaHCMpPOBKM OCHOBbLIBaeTcs Ha MAC-
agpece nony4yatens;

- dest-ip — mexaHn3m 6anaHCMpPOBKKM OCHOBbIBaeTcA Ha IP-ag-
pece nonyyartens;

- Src-mac — mexaHu3m 6anaHCMpPOBKK OCHOBbIBaeTcA Ha MAC-
agpece UCTOYHUKA;

- src-ip — mexaHu3m 6anaHCcMpPOBKM OCHOBbLIBaeTcA Ha IP-agpece
NCTOYHMKA.

set port-channel enable

BkntoumTb paboTty LAG rnobanbHO Ha KOMMyTaTope.

set port-channel disable

BbikntounTb paboTy LAG rnob6anbHoO Ha KommyTaTope.

set port-channel independent-

-/OTKNOYEHO
mode enable

BKNHOUMTL aBTOHOMHbIN pexknm paboTbl LAG.

set port-channel independent-

mode disable

BbIKNHOUYNTL @aBTOHOMHbIW pexxnm paboTbl LAG.

/
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Ha ycrpoictBax MES2424 n MES2448 Bbl6paHHbIA aAroputm 6a1aHCUPOBKU
6yaet paboTaTb TONbKO Ana TpadukKa c obyueHHbIM agpecom B MAC-Tabnuue.
Ecnn MAC-aapec HasHaueHUA TpaduKa oTcyTcTBYeT B Tabaunue, 6anaHcMpoBKa
6yaeT NnponsBoaUTbCA NO METOAAM:

— L2-tpaduk — src-dest-mac;

— L3-tpaduk(IPv4/IPv6) — src-dest-ip.

4.11.1 Cmamuyeckue 2pynnel azpe2ayuu KaHan1086

dyHKumen ctatudeckux rpynn LAG asnaetca o6benHeHNEe HECKOIbKMX GU3NYECKUX KAHANOB B OAMH,
YTO MO3BOAAET YBE/NMUYNTb MPONYCKHY CNOCOBHOCTb KaHafla U MOBbICUTb €r0 0TKa3oycToMYMBOCTb. A
CTAaTUYECKUX FPynn NPUOPUTET UCMONb30BAHWUA KaHAIOB B 00beANHEHHOM MyYKe He 3ajaeTcA.

DOna sBknoueHua paboTbl nHTepdeiica B cocTaBe CTaTUUECKOW rpynnbl MCNOb3YyUTEe KOMaHAY
channel-group {group} mode on B pexxume KOHGUrypaumnm cooTBeTCcTBYlOLEro MHTepdeiica.

4.11.2 lMpomokon azpe2ayuu KaHanoe LACP

dyHKumen npotokona Link Aggregation Control Protocol (LACP) sBnsietca 06beanHEHNE HECKONbKUX
dU3NYECKMX KaHaNoB B OAMH. ArperMpoBaHME KaHafoB MCMOAb3yeTcA AN YBEMYEHMS MNPOMYCKHOW
CNOCOBHOCTM KaHafa M NOBbIWEHUA ero oTkasoyctomumeocTu. LACP nossonseT nepegasatb TpaduK no
06begNHEHHbBIM KaHanam B COOTBETCTBUM C 3a4aHHbIMU MPUOPUTETAMU.

V‘ Ona BKawueHua pabotbl uHTepdeiica no nportokoay LACP wucnonb3yinte KomaHAy
channel-group {group} mode active/passive B pexume KoHUrypaumum coOOTBETCTBYIOLLErO
uMHTepdeinca.

KomaHObI pexcuma 2a06ana6HolU KOHpuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHOM KOHOUIypaLmm:

console (confiqg) #

Tabnuua 65 — KomaHab! pexxkmma rnobanbHON KoHGUrypaumm

3HayeHue/3Ha4yeHue o
KomaHoa / Aelicmeue
o ymMmon4aHuro

lacp system-priority value YCTaHOBWUTb MPUOPMUTET CUCTEMDI.

— value: (0..65535)/1
no lacp system-priority YCTaHOBWTb 3HAaYEHNE NO YMONYAHUIO.
lacp system-identifier YcTaHoBuUTb id yuacTHMKa lacp.
mac_addr -
no lacp system-identifier Ypanutb id yyacTtHuKa lacp.

KomaHObI pexcuma KoHgu2ypayuu uHmepapelica Ethernet

BuAa 3anpoca KoMaHAHOM CTPOKM B pexume KoHpurypaumum nHtepdelica Ethernet:

console (config-if)#

Tabnnua 66 — KomaHabl pexkmma KoHourypauum nHtepdelica Ethernet

3Ha4yeHue/3HayeHue ”
KomaHda / Aelicmeue
no ymon4aHuio
lacp timeout {long | short} YCTaHOBUTb aAMUHUCTPATUBHbIV TaliMayT npoTokoa LACP:
/ - long — pantenbHoe Bpemsa TalimayTa;
-/lon o
& - short — manoe Bpems TalimayTa.
no lacp timeout YCTaHOBWTb 3HaYEeHME MO YMONYAHMUIO.
lacp port-priority value YcTaHoBUTb NpuopuTeT nHTepdelica Ethernet.
—— value: (1..65535)/1
no lacp port-priority YCTaHOBWTb 3HaYEHME MO YMONYAHMUIO.
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KomaHObI pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma EXEC:
console#

Tabnnua 67 — KomaHapl pexkuma EXEC
3Ha4yeHue/3HayeHue
o ymon4aHuro

KomaHoa Aeiicmeue

show lacp {port_chanel_id} MNokaszaTb UHbOpMauuto o npoTtokone LACP.
{neighbor [detail]| counters}
show etherchannel summary -
show etherchannel detail -
show etherchannel load-
balance

MpocmoTp MHbopmaumm o LAG.

MpocmoTp noapobHoi Hpopmaumm o LAG.

MpocmoTp anroputma 6anaHcMposku LAG.

show etherchannel protocol - MpocmoTp npoTokona LAG.

show etherchannel port - MpocmoTp nHGopmaumm o noptax B coctase LAG.

show etherchannel port- MpocmoTp nHbopmaumm o LAG.

channel

Mpumep HaCTPOMKU:

console (config) # set port-channel enable

console (config)# interface port-channel I

console (config-if) # no shutdown

console (config-if)# exit

console (config) # interface range gi 0/1-2

console (config-if-range)# no shutdown

console (config-if-range) # channel-group 1 mode active

4.12 Hacrpoiika IPv4-agpecauyum

B paHHOM pasgene onucaHbl KOMaHAbl A8 HAacTPOMKKM CTaTUYEeCKUX mapameTtpos IP-agpecaumu,
Takux Kak IP-agpec, macka noaceTtu, W03 MO YMOAYAHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica VLAN

Bupa 3anpoca KOMaHAHOM CTPOKM B perknme KoHourypaumm nutepdeinca VLAN:
console (config-if) #

Tabnunua 68 — KomaHabl perknuma KoHourypaumm nHtepdeiica

3Ha4yeHue/3HayeHue

Aeiicmeue
o yMmon4aHuro

KomaHoa

ip address ip_address
{ip_mask

[prefix_length} [secondary
{ip_address {ip_mask
|prefix_length} }]

no ip address [ip_address]

HasHayeHue 3agaHHOMy nHTepdelicy IP-aapeca n macku nogceTu.
- secondary — no3Bo/IAET HACTPOUTL AOMNONAHUTENbHblE IPV4-
agpeca Ha Tekywwmit interface vlan. ns HacTpoliku TpebyeTca
Hasnumne ocHoBHoro IPv4-agpeca Ha nHTepdeiice.

Yaanenue IP-agpeca nHtepdelica.

ip management outer-vlan
vlan_id

vlan_id: (1...4094)

BkntoueHne ob6paboTkn QinQ-Tpadumka ynpasneHuns Ha CPU. MNapa-
meTp vlan-id HasHavaeT BHewHUI Ter 802.1Q.

’ [OnAa KoppeKkTHOU paboTbl GyHKLMU HEO6X0AUMO Hanm-

- yue aKTuBHoro vlan_id Ha KommyTaTtope. Mpu 3Tom one-
paTuBHOe cocTosHue interface vlan, Ha KoTopom HacTpauBaeTca
$YHKLMA, AOMNKHO BbITb UP.

l [laHHble HaCTPOUKKM BLINOAHAIOTCA Ha UHTepdeiice C-

. VLAN.
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no ip management outer-vlan BbikntoueHne 06paboTkn QinQ-Tpaduka ynpasneHmsa Ha CPU.
ip address dhcp [client-id NonyyeHwne IP-appeca ot DHCP-cepsepa. YcTaHOBKa onumin 12 n
{fastethernet fa_port | 61.

vlan_id: (1-4094);
fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11);

gigabitethernet gi_port

| tengigabitethernet te_port |
vlan vian_id}] [hosthame
name]

name: (1..32) cumBona
3anpeT ncnosb3oBaHUA npotokona DHCP gnsa nonyyeHus IP-

apapeca ot DHCP-cepsepa.

no ip address dhcp

ip dhcp client vendor- YcTaHOBUTb 3HaYeHue onuum 60.
specific string string:(1..256)/moaens

no ip dhcp client vendor- KommyTaTopa YCTaHOBUTb 3HAY€HME N0 YMOJYaHUIO.
specific

No-ymonuaHuio, uHtepgeiicbl Vlan Haxopatca B coctoaHnmn Admin down. NMpusectu B co-
. ctrosiHue Admin Up nx moxkHo komaHaoi no shutdown.

Mpumep HacTpolikn 06paboTku TpaduKa c S-vlan 10, C-vlan 20 Ha CPU:

console# !
console (config)# interface wvlan 20
console (config-vlan)# ip management outer-vlan 10

KomaHOb1 pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHONM CTPOKK B pexume privileged EXEC:
console#

Tabanuya 69 — KomaHgbl pexkmuma privileged EXEC
3Ha4yeHue/3HayeHue
no ymon4aHuro

KomaHda Aeiicmeue

renew dhcp vlan vlan_id OTtnpasuTb 3anpoc kK DHCP-cepeepy Ha o6HoBNeHMe IP-agpeca.

vlan_id: (1..4094)

MokasaTb KoHOUrypaumio IP-aapecaumm gns yKasaHHOro UHTEpP-
deiica.

show ip interface vlan vian_id vian_id: (1..4094)

4.13 Hacrpoiika IPv6-agpecauum

4.13.1 lpomokon IPv6

KommyTaTopbl noaaepKMBatoT paboTy no npoTokony IPv6, 4To ABaseTcA 601bLNM NPEUMYLLLECTBOM,
T.K. NpoToKo IPv6 paspaboTaH ans Toro, YTobbl B 6yAyLLeM NOJHOCTbIO 3aMEHUTb agpecaLmio NPoToKoa
IPv4. Mo cpaBHeHuUto ¢ IPv4 npoTokon IPv6 uMmeeT pacluMpeHHOE agpecHoe NpocTpaHcTBo — 128 6UT BmecTo
32. Agpec IPv6 npeacTtasnneT coboit 8 6/10K0B, pasaenieHHbIX ABOETOYMEM, B KarKaom 610Ke 16 6ur,
3anNMCaHHbIX B BUAE YeTbipex WecTHaAuaTepPUYHbIX Ymcen.

MOMUMO YyBEAMYEHMA aAPEeCcHOro MPOCTPAHCTBA MPOTOKOA IPV6 MMeeT MepapXuUyecKylo cxemy
agpecaumn, obecneuymBaeT arperauqio MaplUpyToB, ynpolwaeT Tabavuy Mapuwpytvsaumu, npyv 3TOM
addeKTMBHOCTb PaboTbl MapLIPYTU3aTOPa NOBbIWAETCA 33 CYET MEXAHM3MA 0BHaPYKEHNA COCEAHMX Y3/10B.

V Ecnu 3HayeHue rpynnbl U/IM HECKOJIbKUX FPYNN Noapaa, B agpece npoTtokona IPvé paBHO Hyto
— 0000, TO paHHble Trpynnbl  MmoryT ©6biTb  onyuweHbl. Hanpumep, agpec
FE40:0000:0000:0000:0000:0000:AD21:FE43 moxeT 6bITb cOKpaleH go FE40::AD21:FE43. Co-
KpalieHUto He MoryT 6bITb NoABeprHyTbl 2 paspeneHHble HyeBble Fpynnbl U3-3a BOSHUKHO-

BEHUA HeoAHO3HAYHOCTU. CoOKpawaeTca camana 60nbluas HyeBas rpynna.
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v/

EUI-64 — 310 naeHtuduKatop, cospgaHHbli Ha 6ase MAC-agpeca uHTepdeica, asnarowmiica
64 mnagwummn 6utamm IPve-agpeca. MAC-agpec pasbusaerca Ha ABe yactTu no 24 6ura,

MeXKay KoTopbimu aobasnserca KoHcTaHTa FFFE.

4.13.2 Hacmpoiiku npomokona IPv6

KomaHObI pexcuma 2n0bas1bHoU KoOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM peXxnma rnobasbHoM KOHPUrypaLumm:

console (config) #

Tabnunuya 70 — KomaHabl perknma rnobanbHo KoHpUrypaumm

KomaHda

3Ha4yeHue/3HayeHue
o ymMon4aHuto

Aelicmeue

ipv6 unicast-routing

no ipv6 unicast-routing

-/BKIOYEHO

BK/IIOUMTL MapLLpyTU3aLMIO MeXAY ipve-npedukcamm.

OTKAOUUTD MapLLPYTU3ALMIO MEXAY ipve-npedukcamm.

ipv6 neighbor ipv6_address
vlan vian_id MAC-address

no ipv6 neighbor ipv6_address
vlan vian_id MAC-address

ipv6_address:
XXXX:: XXXX;
vlan_id: (0...4094);
MAC-address:
XX XXXX XX XX XX/ -

Co3aaTb cTaTMYECKyIo 3anuchk ipvb neighbor.

Y4anuTb CTaTMYECKYHO 3anuch ipv6 neighbor.

ipv6 route ipv6_address prefix-
length {vlan vian_id |
next_hop_ipv6_address}
[administrative_distance]
[{unicast | anycast}] | next-
hop-ipv6-address}

no ipv6 route ipv6_address
prefix-length {vlan vian_id |
next_hop_ipv6_address}
[administrative_distance]
[unicast | anycast]

ipv6_address:
XXXX:XXXX;
prefix-length: (0-128);
vlan_id: (1..4094);
next_hop_ipv6_address:
XXXX::XXXX:
administrative_distance:
(1-255)

HacTpouTb cTaTyecknii mapLupyT A0 yKa3aHHoro ipv6-npedukca.

YAanuTb CTaTUYECKUI MapLipyT A0 YKazaHHOro npedukca.

KomaHObI pexcuma KoHguaypauuu uHmepagetica VLAN

Bua 3anpoca KOMaHAHOM CTPOKM B perKnme KoHourypaumm nutepdeinca VLAN:

console (config-if) #

Tabnunua 71 — KomaHAabl pexknuma KoHourypaumm nHtepdelica

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ipv6 enable

no ipv6 enable

-/BbIKNtOYEHO

BkntounTb paboTy npoTokona IPv6 Ha nHTepdeliice. FeHepupyeT
ipv6 link-local agpec Ha gaHHOM UHTepdelice.

OTKAtoYMTb paboTy NnpoTokona IPv6 Ha nHTepdelice.

ipv6 address ipv6_address
prefix-length link-local cga

no ipv6 address ipv6_address
prefix-length link-loca

ipv6_address:
XXXX::XXXX;
prefix-length: (0-128)

YctaHoBuUTb ipv6 link-local agpec Ha aaHHOM MHTepdelice.

Yaanuts ipv6 link-local agpec Ha faHHOM MHTepdeiice.

ipv6 address ipv6_address
prefix-length [unicast |
anycast | eui64]

no ipv6 address ipv6_address
prefix-length [unicast | anycast
| eui6d]

ipv6_address:
XXXX::XXXX;
prefix-length: (0-128)/-

HacTpouTb yKasaHHbIV ipv6-aapec Ha nHTepdeiice.
- eui64 — ucnonb3osaTb anroputm EUI-64 ans reHepaumm agpeca.

YpanuTb yKasaHHbIi agpec ¢ uHtepderica.
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KomaHOowbl pexcuma EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 72 — KomaHabl pexkmma EXEC

3HayeHue/3Ha4yeHue
no ymon4yaHuro

KomaHoa Aelicmesue

show ipv6 interface [vlan
vlan]

OTO6pPa3nTb COCTOAHME N HAaCTPOWKK IPV6-nHTEpdecoB.

show ipv6 route
[connected | static | -
summary | ipvé6-prefix]

OT06pasunTb Tabnunuy mapwpytnsaumm gna IPve.

show ipvé6 traffic [interface
vlan {vlan-id/vfi-id}] [hc]

OT06pasnTb CTAaTUCTUKY MO MPUHATLIM M OTMNPABAEHHbIM
IPv6-nakeTtam.

4.14 HacTpoiiKa NPOTOKON0B

4.14.1 Hacmpolika npomokKona ARP

ARP (Address Resolution Protocol — npoTokon paspelweHus aapecoB) — NPOTOKON KaHa/bHOro
YPOBHS, BbINOAHAOWMIA GyHKUMIO onpeaeneHna MAC-agpeca Ha OCHOBaHMM COAEpPXKALLErocs B 3anpoce
IP-agpeca.

KomaHObI pexcuma 2a06ana6Hol KOHguU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKMUMe r106anbHON KOHPUrypaunm:

console (config) #

Tabnunua 73 — KomaHabl pexkmuma rnobanbHo KoHPUrypaumm

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aeiicmeue

arp ip_addr hw_addr [vlan
vlan_id]

no arp ip_addr

dopmar ip_addr:
A.B.C.D;
dopmat hw_address:
H.H.H
H:H:H:H:H:H
H-H-H-H-H-H;
vlan_id: (1..4094)

[06aBUTb cTaTUUecKyto 3anncb cootsetcTeus IP- u MAC-agpecos
B Tabanuy ARP ans ykasaHHow VLAN.

- ip_address — IP-aapec;

- hw_address — MAC-agpec.

Ypanutb cTaTUYecKyto 3anucb cootseTtcTaua IP- n MAC-agpecos
13 Tabnuubl ARP ans ykasaHHoro B KomaHge IP-agpeca.

arp gratuitous interval seconds

no arp gratuitous interval

seconds:
(15..86400)/150 cerkyHA,

YCTaHOBUTb MHTEPBAN MEXK Ay OTNPaBKoW gratuitous arp cooblue-
HUN.

YCTaHOBUTb 3HaYeHMe N0 YMOTHAHUIO.

arp timeout seconds

no arp timeout

seconds: (30..86400)
cek

HacTpouTb Bpems }KU3HU SUHaMUYECKuX 3anuceli B Tabanue ARP
(cek).

YCTaHOBUTb 3HaYeHMeE N0 YMOHAHUIO.
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KomaHObI pexcuma KoHgu2ypayuu uHmepgelica VLAN

Buza 3anpoca KOoMaHAHOWM CTPOKM B pexnme KoHdUrypaumm nutepoeica VLAN:

console (config-if) #

Tabnunua 74 — KomaHabl perknuma KoHourypaumm nHtepdelica

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

ip arp gratuitous periodic

no ip arp gratuitous periodic

-/BKAOYEHO

BK/1tOUMTb OTNPaBKy gratuitous arp-coobuieHui.

BbIKNOUYMTb OTNPABKY gratuitous arp-coobLueHuit.

KomaHObi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM cTPOKM B pexxkume Privileged EXEC:

console#

Tabnunua 75 — KomaHabl perkmuma Privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymoa4yaHuro

Aelicmeue

show ip arp [ip-address
ip_address] [mac-address
mac_addres] [vlan vian_id]

dopmart ip_address:
A.B.C.D
dopmaT mac_address:
H.H.H van H:H:H:H:H:H
nam H-H-H-H-H-H;
vlan: (1..4094)

MokasaTtb 3anucu ARP-Tabanupl: Bce 3anucu, puabTtp no IP-agpecy;
dunbTp no MAC-aapecy; duabTp No UHTepdeiicy.

- ip_address — IP-agpec;

- mac_address — MAC-agpec.

show ip arp statistics

MoKasaTb TEKYLLYH CTaTUCTUKY MPOTOKOIA arp.

clear ip arp

YpanuTb Bce AMHamu4yeckune sanucu 3 ARP-tabanubl.

4.14.2 MexaHu3m obHapyxceHusa nemens (loopback-detection)

JaHHbIN MmexaHM3M NO3BOAET YCTPOWMCTBY OTC/IEXKMBATb 3aKO/bLLOBAHHbIE NopTbl. [eTna Ha nopTy
0bHapy:KMBaeTCA NYTEM OTCbIIKM KOMMYTATOPOM Kagpa (frame) c agpecom HasHaYeHUs, COBMAAAIOLMM C
oaHum 13 MAC-aapecos yCcTpoiCTBa.

KomaHObI pexcuma 2n106as1bHoU KOHpuU2ypayuu

Buz 3anpoca KoMaHAHOM CTPOKM B peXXume rnobasbHon KoHduUrypaumm:

console (confiqg) #

Tabnvua 76 — KomaHabl pexxnma rnobanbHon KoHPUrypawmm

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aeilicmeue

shutdown loopback-detection

no shutdown loopback-
detection

-/BKNtOYEHO

OTkAtoumTb paboty moayna loopback-detection Ha ycTpoiicTse.

, [aHHas KomaHga oTKA4YaeT paboty mogyns loopback-

L detection c 6e3B03BpaTHbIM yAa/ieHUEM BCEX HACTPOEK
6n0kKa LBD.

BkntounTb paboty moayns loopback-detection Ha ycTpolicTse.

loopback-detection enable

loopback-detection disable

-/BbIK/IOYEHO

BKIOUMTL MeXaHM3M 06Hapy)KeHWil neTenb 413 KOMMYTATOpPa.

BoccTaHOBUTL 3HaYeHMe no YMONYaHULO.

loopback-detection interval
seconds

no loopback-detection interval

seconds: (1..60)/30
CeKyHA,

YcTaHOBUTbL MHTepBaa mexay loopback-kagpamu.
- seconds — UHTepBan BpemeHn mexay LBD-kagpamu.

BoccTaHOBUTL 3HaYeHMe no YMONYaHULO.
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loopback-detection Onpepenntb MAC-agpec HazHayeHuWA, YyKasaHHbIV B LDB-Kkagpe.
destination-address aiRiHiRiHiH V Mo ymonuyauuio MAC-agpec HasHaYeHUA LWMPOKOBELLA-
mac_address Te/NbHbIN.

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (QuanasoHa uHmepgelicos) Ethernet, uHmep-
¢elica 2pynnbl Nopmos

Bug, 3anpoca KOMaHAHOMW CTPOKKU B pexume KoHdurypauum uHtepdeica Ethernet, nHTepdeiica
rpynnbl NOPTOB:

console# configure terminal

console (config) # interface { fastethernet fa port | gigabitethernet
gi port | tengigabitethernet te port | port-channel group}

console (config-if) #

Tabnunua 77 — KomaHabl pexkuma KoHourypauum nHtepdelica Ethernet

3HavyeHue/3Ha4yeHue "
KomaHoa / Aelicmeue
Mo yMmoan4YaHuo
loopback-detection enable BKNIOUNUTL MexaHM3M 0BHapYKeHUA NeTenb Ha NOpPTy.
" . -/BbIKNIOYEHO
loopback-detection disable BoccTaHOBWTL 3HaYEHWE MO YMOHAHMIO.
KomaHOb! pexcuma EXEC
Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:
console#
Tabnnua 78 — KomaHabl pexkuma EXEC
3HaveHue/3Ha4yeHue ”
KomaHoa / Aelicmeue

110 yMOAYAHUIO

show loopback-detection OTob6pa3mnTb cocTosaHne mexaHM3ma loopback-detection.
[fastethernet fa_port |
gigabitethernet gi_port |

tengigabitethernet te_port |

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

statistics]
debug loopback-detection [all BKAtounTb 0TNpaBKy coobuieHmni no cobbitnam loopback-detec-
| buffer-alloc | control | -/OTKAOYEHO tion.

critical | pkt-dump | pkt-flow ]

4.14.3 Cemelicmeo npomokKonoe STP (STP, RSTP, MSTP)

OcHoBHoW 3agayelt npotokona STP (Spanning Tree Protocol) aBnsetcsa npusegeHune cetn Ethernet ¢
MHOKECTBEHHbIMM CBA3AMM K APEBOBUAHOM TOMOOMMU, UCKAIOYAIOWEN LMKAbI NMakeToB. KommyTaTopbl
06MeHMBatOTC KOHQUIrypaLMOHHBIMM COOBLLEHUAMM, UCMOb3YA Kagpbl cneuuanbHoro dopmara, U
BbIOOPOYHO BKIHOYAIOT M OTKOYAIOT Nepeaady Ha nopTbl.

Rapid (6bicTpbiit) STP (RSTP) ABnseTca ycoBeplleHCTBOBaHMEM MpoToKosa STP, xapaKkTepusyetca
MEHbLWMM BpPEMEHEM MNPUBEAEHUA CEeTU K APEBOBMAHOM TOMoMOTMW U uMeeT 6osiee BbICOKYHO
YCTONYMBOCTD.

MpoTtokon Multiple STP (MSTP) saBnaetca Hambonee coBpemeHHoOM peanusauueinn STP,
nogfep:kmeatolleli ucnonb3osaHne VLAN. MSTP npeanonaraer KoHourypauuio Heobxoammoro
KOJIMYECTBA SK3EMMNSPOB CBA3YIOWErO AepeBa (spanning tree) BHe 3aBUcMMOCTHM OT uncaa rpynn VLAN Ha
KommyTaTope. Kaxabi 3K3eMNAAp MOXKET coaepKaTb HecKonbKo rpynn VLAN. HegoctaTkom npoToKona
MSTP aBnsieTcA To, UTO Ha BCEX KOMMYyTaTopax, B3anmoaencreyroumx no MSTP, 4onXKHbI 6bITb 0AMHAKOBO
cKOHuUrypuposaHbl rpynnbl VLAN.
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V MakcumanbHO aonycTtumoe Konmyectso aksemnaapos MSTP — 64.

4.14.3.1 Hacmpoiika npomokona STP, RSTP

KomaHObI pexcuma 2106aabHOU KOHGPU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM pekmuma rnobanbHOM KOHPUrypaLmm:

console (config) #

Tabnnuya 79 — KomaHabl pexkmma rnobanbHol KoHurypaumm

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

shutdown spanning-tree

OTKAtoYNUTL paboTy moayna STP Ha ycTpoiicTae.
JaHHaA KomaHAa oTKAtovaeT paboty moayns STP c 6e3-

. BO3BPATHbIM yAa/ieHMeM BCeX HacTpoek 610ka STP.
-/BKAKOYEHO " K
l Mopaynb STP BkatouyaeTca KomaHAo0M spanning-tree.
.
spanning-tree /BKnIO4eHO Pa3spewnTtb ncnosb3oBaHMe KOMMYTAaTOPOM NpoTokona STP.
no spanning-tree 3anpeTnTb MCNOb30BaHME KOMMYTAaTOPOM NpoTokona STP.
spanning-tree mode { rst | YCTaHOBUTb peXum paboTbl NpoTokona STP:
mst - rst — |[EEE 802.1W Rapid Spanning Tree Protocol;
! -/MSTP pId Spanning

no spanning-tree mode

- mst — |EEE 802.1S Multiple Spanning Tree Protocol.

YCTaHOBWTb 3HaYeHMe N0 YMOYAHWUIO.

spanning-tree forward-time
seconds

no spanning-tree
forward-time

seconds: (4..30)/15 cek

YCTaHOBUTb MHTEPBAN BPEMEHM, 3aTPaYMBaEMbIil Ha NPOCAYLIMBa-
HME U M3ydeHMe COCTOAHMWI nepes Nepek/loHeHMemM B COCTOAHME
nepegaun.

YCTaHOBUTb 3HAYEHMe Nno YMOI4aHUIO.

spanning-tree hello-time
seconds

no spanning-tree hello-time

seconds: (1..2)/2 cek

YCTaHOBUTb MHTEPBA BPEMEHWN MEXKAY Nepedadamm LWMPOKoBeLLa-
TeNbHbIX coobuweHunit «Hello» K B3aMmoaencTBYOWMM KOMMYTaTO-
pam.

YCTaHOBUTb 3HAYE€HME MO YMOIYAHMIO.

spanning-tree max-age
seconds

no spanning-tree max-age

seconds: (6..40)/20 cek

YCTaHOBUTb BPeMA KMU3HM cBA3ytoLwero aepesa STP.

YCTaHOBWTb 3HaYeHMEe N0 YMOYAHUIO.

spanning-tree priority
prior_val

no spanning-tree priority

prior_val:
(0..61440)/32768

HacTpouTb npuopuTeT yCTPOIMCTBA B cBA3Ytowem aepese STP.
3HayeHne NpuopuTeTa A0KHO ObITb KpaTHO 4096.

YCTaHOBUTb 3HAYE€HME MO YMOYAHMIO.

spanning-tree pathcost
dynamic [lag-speed]

no spanning-tree pathcost

-/BbIKNIOYEHO

BKntounTb AMHammMYecKoe onpegeneHue LeHHOCTU NyTu.
- lag-speed — onpeaeneHve LeHHOCTM NyTU ByAeT BbIYUCAATLCA
npu usmeHeHuun ckopoctn LAG.

YCTaHOBUTb 3HAYEHME MO YMOYAHMIO.

spanning-tree pathcost
method {long|short}

YCTaHOBUTbL METOZ ONpeaeneHus LLEHHOCTHU NyTu.
- long — 3HaueHMe LeHHocTM B gnanasoHe 1..200000000;

-/long - short — 3HaueHue LeHHOCTM B AMana3oHe 1..65535.
no spanning-tree pathcost YCTaHOBWTb 3HaYEHUE N0 YMONYAHUIO.
method
spanning-tree compatibility Bepcusa coBmectumocTu STP.
mst | rst | st
{ I | stp} -/BKNtOYEHO

no spanning-tree
compatibility

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

spanning-tree flush-
indication-threshold value

no spanning-tree flush-
indication-threshold

value: (0..65535)

Moporosoe konnyectso TCN BPDU, npu KOTOPOM 3anycKaeTca Tau-
Mep, KOTOpbI paBeH 3HayeHuto flush-interval.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

spanning-tree flush-interval
interval

no spanning-tree flush-
interval

interval: (0..500)/0

YCTaHOBUTb 3HayYeHWe MHTepBasa, MOC/ie KOTOPOro npou3onaér
ouncTka MAC-Tabaunupl nocge nonydeHms TCN BPDU.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.
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spanning-tree transmit
hold-count count

3T0 3HaYeHWe yKa3biBaeT MaKCMMabHOE KOIMYECTBO NaKeToB, KO-
Topble MOTyT 6biTb OTNPaB/ieHbl B 33afaHHbIN MHTEPBAN BPEMEHMU

count: (1..10)/6 hello-time.

no spanning-tree transmit
hold-count

YCTaHOBWUTb 3HAYEeHME NO YMONYaHUIO.

Mpu 3agaHun STP napametpos forward-time, hello-time, max-age Heo6xogumo BbinoNHEHUe
e ycnosusa: 2*(Forward-Delay - 1) >= Max-Age >= 2*(Hello-Time + 1).

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, uHmepdgelica epynnsl nopmos

Bua 3anpoca KOMaHAHOW CTPOKU B pexume KoHourypaumm mHtepdeinca Ethernet, nntepdeitca
rpynnbl NOPTOB:

console (config-if) #

Tabnnua 80 — KomaHabl pexkmma KoHourypauum uHtepdelica Ethernet, rpynnsi noptos

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmesue

spanning-tree disable

3anpeTutb paboTy npotokona STP Ha KoOHOUrypupyemom UHTep-
delice.

-/paspeLwweHo

no spanning-tree disable /pasp Paspewntb paboTy npotokona STP Ha KOHPUIYpPUPYEMOM UHTEp-

deiice.
spanning-tree cost cost cost: YCTaHOBUTb LLEHHOCTb NYTU Yepes AaHHbIN MHTepdeic.
) - COSt — LLeHHOCTb NyTH.
i (1..200000000)/cm. 4 y

no spanning-tree cost YCTaHOBWUTb 3HAyeHWe, OMNpeaesiemMoe Ha OCHOBAHWW CKOPOCTU

Tabnnuy 78

nopTa ¥ MeToAa onpeaeneHna LeHHOCTU NyTH, cM.Tabanuy 78

spanning-tree port-priority
priority

no spanning-tree port-priority

priority: (0..240)/128

YcTaHOBUTL NpuopuTeT MHTepdeica B cBasytollem aepese STP.

V 3HaueHue NpuopUTETa AONXKHO 6bITb KPaTHO 16.

YCTaHOBUTb 3HAYEHMe Nno YMOI4aHUIO.

spanning-tree portfast

no spanning-tree portfast

BKOUYNTL PEXKMM, B KOTOPOM NOPT NPY NOAHATUM HA HEM JIMHKA
Cpasy CTaHOBWUTCA B COCTOAHME MEpPesayu, He AOXKMUAAACh UcTeye-
HUA Talimepa.

BbIkntounTL PEXNUM MOMEHTA/IbHOIO nepexoaa B COCTOAHUE nepe-
Aa41 N0 NOAHATUIO KJIMHKa».

spanning-tree loop-guard

no spanning-tree loop-guard

-/3anpeleHo

Pa3pelunTb Ha nHTepdelice LONOAHUTENbHYIO 3aLLUTY OT NeTensb. B
cnyyae, ecnn UHTepdenc HaxoaUTCA B COCTOSIHMM, OTJIMYHOM OT
Designated u npu aTom nepecTaeT nonyyatb BPDU, nHtepdeiic 610-
Kunpyertcs.

3anpeTnTb AONONHUTENbHYIO 3aLWMTY OT BOSHUKHOBEHUA NeTeNb.

spanning-tree guard {root |
loop | none}

no spanning-tree guard

-/vcnonb3oBaHue
rnobanbHoOM HaCcTPOIKK

BKNOUMTDL 3aWUTY KKOPHA» ANA BCEX CBA3YIOLWMX AepeBbeB STP Bbl-
6paHHOro nopra.

- root — 3anpelyaet nHTepdeicy ObiTb KOPHEBLIM MOPTOM KOMMY-
TaTopa;

- loop — BKNtOYaeT Ha MHTepdelice [ONONHUTENBHYIO 3aLWMTY OT
netenb. B cnyyae, ecnm nHtepdeiic HaxoanTCs B COCTOAHUMU, OTINY-
Hom oT Designated 1 npu aTom nepectaer noay4yato BPDU, uHTep-
deic bnokupyercs;

- none — oTK/Ato4aeT Bce Guard-pyHKLMM Ha MHTepdeice.

Mcnonb3oBath r106asbHYH0 HAaCTPOMKY.

spanning-tree bpduguard
{enable [admin-down |
disable-discarding] | disable |
none}

no spanning-tree bpduguard

-/BbIK/IOYEHO

PaspewnTb 3aWmMTy, BbIKAOYAOLWYHO MHTEPdENC Npu Nnpuéme nake-
TO08B BPDU.

3anpeTuTb 3aWmTY, BbIKAHOYAOLWYO MHTEpdENC Npy Npuéme nake-
TO08 BPDU.

spanning-tree link-type
{point-to-point | shared}

no spanning-tree link-type

-/pna pynnexkcHoro
nopTa «TOYKa-TOYKa,
AN NONYAYNNEKCHOTo

— «Pa3BETB/IEHHbIN»

YctaHoBuTb NnpoTokon RSTP B nepepaatollee coctoaHue n onpeae-
NTb TUN CBA3W A/ BbIGPAHHOrO NopTa:

- point-to-point — To4Ka-TouKa;

- shared — pa3BeTBNEHHDIN.

YCTaHOBWTb 3HaYE€HMeE N0 YMOIHAHWIO.
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spanning-tree restricted-tcn

no spanning-tree restricted-tcn

-/BbIK/IOYEHO

3anpetutb npuem BPDU ¢ pnarom TCN.

Paspewwntb nprem BPDU ¢ ¢pnarom TCN.

spanning-tree bpdufilter

3anpetutb/paspewnTts Npuém m nepegady STP BDPU Ha uHTep-

{disable | enable } -/disabled deiice.
no spanning-tree bpdufilter YCTaHOBUTb 3HaYEHUE NO YMONYAHWUIO.
spanning-tree auto-edge /BKntoueHo BK/IIOYNTb aBTOMATUHECKOE ONpeaeneHne KANEHTCKMX NopToB..
no spanning-tree auto-edge BbIK/IIOYNTb aBTOMATHHECKOE ONpeaeeHNe KINEHTCKUX NMOPTOB.
spanning-tree {bpdu-receive | BKIOUMTL pexkum Npuéma u/uam nepesaun Ha uHTepodeiice.
bpdu-transmit} enable

-/BKAOYEHO

spanning-tree {bpdu-receive |
bpdu-transmit} disable

BbIK/MOUNTL peXnM NprUéma 1/unu nepesadn Ha nHTepdeice.

spanning-tree pseudoRootld
priority priority mac-address
mac_add

no spanning-tree
pseudoRootld

priority: (0..61440)

HacTtpoutb npuoputet ana pseudoRoot Ha nHTepdelice.

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

spanning-tree {restricted-role
| restricted-tcn}

no spanning-tree {restricted-
role | restricted-tcn}

BKAtOUMTb Ha MHTepdelice GYHKUMIO 3aWmUTbl OT aTak.

OTKNOUMTL Ha UHTepdelice GYHKUMIO 3aLMTbl OT aTak.

Tabnnua 81 — CToMMOCTb NYTK, YCTAHOBAEHHAA MO YMOAYaHUIO (spanning-tree cost)

Memod onpedeneHus yeHHocmu nymu

Unmepdpeiic Long Short

10M 2000000 100

100M 200000 19

1G 20000 4

10G 2000 2

LAG 10M 999900 56

LAG 100M 99900 12

LAG 1G 9900 3

LAG 10G 900 2

/' CToMmoCTb NyTU ANA rpynnbl KaHaNoB No metoay long no ymonuaHuio onpegenserca
AeneHnem CToumocTn uHtepdeiica Ha KoaMYecTBO IMHKOB B rpynne -100. 3HayeHue
cost ana LAG npuBeAeHO C Y4ETOM U/I€HCTBA B HEM 2 pU3UYECKUX MHTepdEeNCcoB.

KomaHOwbi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM pexknma Privileged EXEC:

console#

96

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx




HELTEX

Tabnuua 82 — KomaHabl pexkmma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuo

Aelicmeue

show spanning-tree interface
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port/
port-channel group}
[bpduguard | cost | detail |
inconsistency | portfast |
priority | restricted-role |
restricted-tcn | rootcost |
state | stats]

fa_port: (0/1..24);

gi_port: (0/1..48);

te_port: (0/1..11);
group: (1..24)

MNMokasaTbcocTosAHMe NpoTokona STP Ha nHTepdelice.

show spanning-tree detail

MokasaTb NoAPO6HYI0 MHPOPMaLMIO O HACTPOIMKAX NPOTOKONA
STP.

show spanning-tree active
[detail]

MNMoKa3aTb MHPOPMaLUIO O COCTOSIHMM O HAacTPOMKax STP Ha akTUB-
HbIX NOpTaXx.

show spanning-tree bridge

[address | detail | forward-
time| hello-time | id | max-
age | priority | protocol]

OTo6pa3unTb HacTpoikKu STP Ha bridge.

show spanning-tree pathcost
method

0OT06pasnTb MHPOPMaLMIO O METOAE ONpeaeseHNs CTOMMOCTU
nyTu.

show spanning-tree root
[address| cost | detail |
forward-time | id | max-ege |
port | priority]

OT06pa3nTb MHGopmaLmio o root B Tonosorum STP.

show spanning-tree summary

OT06pa3nTb COCTOAHME NPOTOKONA STP OTHOCUTENIbHO MHTEpPbEN-
COB.

4.14.3.2 Hacmpolika npomokona MSTP

KomaHObI pexcuma 2a06anab6Hol KOHpuU2ypayuu

Bupg, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHom KOHPUrypaumm:

console (config) #

Tabnuua 83 — KomaHab! pexxkmma rnobanbHoN KoHGuUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

spanning-tree mst instance_id
priority priority

no spanning-tree mst
instance_id priority

instance_id: (1..63);
priority:
(0..61440)/32768

YCTaHOBUTb NPUOPUTET AR AAaHHOrO KOMMYTaTopa nepes, ocTab-
HbIMU, UCMONb3YOLWMMM 06WWMIA 3K3emnaap MSTP.

- instance_id — ak3emnnap MST;

- priority — npnopuTeT KOMMyTaTopa.

V 3HaueHuMe NnpuopuTeTa A0MKHO 6bITb KpaTHO 4096.

YCTaHOBUTb 3HAYEHME MO YMONYAHUIO.

spanning-tree mst instance_id
flush-indication-
threshold threshold

instance_id: (1..63);
threshold: (0..65535)/0

YcTtaHoBuTb Nnoporosoe 3HavyeHne TCN BPDU ana aksemnnapa MST,
npv KOTOPOM 3anycKaeTcs Takimep.

spanning-tree mst max-hops
hop_count

no spanning-tree mst
max-hops

hop_count: (6..40)/20

YCTaHOBUTb MaKCMMa/ibHOE KOIMYECTBO TPAH3UTHbIX Y4aCTKOB AN
naketa BPDU, Heobxoanmbix gasa GopMmMpoBaHMA gepesa U yaep-
KaHuA MHbOpPMaLMm o ero cTpoeHun. Ecav naket yxke npoluen mak-
CMMaNbHOE KOIMYECTBO TPAH3UTHbIX Y4aCTKOB, TO Ha ceayloLLem
y4yacTKke OH oTbpacbiBaeTca.

- hop_count — maKcMManbHOE KONMYECTBO TPAH3UTHbIX Y4acTKOB
ans naketa BPDU.

YCTaHOBWTb 3HaYeHMeE N0 YMOTHAHWIO.
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spanning-tree mst
configuration

Bxog, B pexxum KoHbuUrypauumn npotokosna MSTP.

KomaHObI pexcuma KoHgpuaypayuu npomokosaa MSTP

Buz 3anpoca KoMaHAHOM CTPOKM B pexnume KOHPUrypaumnm npotokona MSTP:

console# configure terminal

console
console

(config)# spanning-tree mst configuration
(config-mst) #

Tabnunuya 84 — KomaHabl perknuma KoHourypaumm npotokona MSTP

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuro

Aelicmeue

instance instance_id vlan
vlan_range

no instance instance_id vlan

instance_id:(1..63);
vlan_range: (1..4094)

Co3paTtb COOTBETCTBME MENKAY IK3emnaAapom npoTtokona MSTP u
rpynnamu VLAN.

- instance-id — ngeHTUdMKaTOpP 3K3emnaapa npoTokosaa MSTP;

- vlan-range — Homep rpynnbl VLAN.

YpanuTb COOTBETCTBUE MEXKAY IK3eMNAAPOM npoTokosa MSTP u

vlan_range rpynnamu VLAN.

name string 3agaTb MMA KoHpUrypaumm MST.
string: (1..32) cumBona | - string — vma KoHourypauum MST.

no name Yaanutb uma KoHourypaumm MST.

revision value

no revision

value: (0..65535)/0

3apaTb HOMep peBM3nK KoHourypaumm MST.
- value — Homep peBu3un KoHoUrypaumm MST.

YCTaHOBUTbL 3HaYyeHue no ymondauuio (value).

exit

Bbixoa M3 peuma KoHodurypaumm npotokona MSTP c coxpaHe-
HUeM KOHdUrypaumu.

KomaHObI pexcuma KoHgpu2ypayuu uHmepagetica Ethernet, uHmepagelica 2pynnsi NopmMos

Bua 3anpoca KOMaHAHOM CTPOKU B pexume KoHourypaumum uHtepdelica Ethernet, untepdeliica

rpynnbl NOPTOB:

console (config-if) #

Tabanua 85 — KomaHgpbl pexknma KoHpurypaumm nHtepoeiica Ethernet, rpynnel noptos

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

spanning-tree guard root

no spanning-tree guard

-/3au.|,v1Ta BbIK/1lO4YEHa

BK/IIOUNTD 3aLLLUTY KKOPHA» 1A BCEX CBA3YIOLLMX AepeBbeB STP Bbl-
6paHHoOro nopra. [aHHaa 3awmTa 3anpewaer uHTepdency ObiTb
KOPHEBbIM MOPTOM KOMMYTaTOpa.

YCTaHOBWUTb 3HaYeHue no YMONYaHUIO.

port-priority priority

spanning-tree mst instance_id

no spanning-tree mst
instance_id port-priority

instance_id: (1..63);
priority: (0..240)/128

YCcTaHOBWUTL NpUopUTET UHTEpdelica B 3k3emnaape MSTP.
- instance-id — vaeHTUdMKaTOp s3K3emnaspa npotokona MSTP;
- priority — npuopuTeT nHTepdelica.

V 3HaueHue NpuopuUTETa AONXKHO 6bITb KPaTHO 16.

YcTaHaBAMBaeT 3HAYEHKWe no YMONYaHULO.

cost cost

spanning-tree mst instance_id

no spanning-tree mst
instance_id cost

instance_id: (1..63);
cost: (1..200000000)

YCTaHOBUTb LEHHOCTb NyTWM 4Yepe3 BblbpaHHbIN WHTepdelic ans
onpeaeneHHOro aksemnasapa npotokona MSTP.

- instance-id — naeHTUOUKATOP 3K3emMNAApa NpoTokona MSTP.

- coSst — LLleHHOCTb NyTW.

YCTaHOBUTbL 3HauyeHue, onpeaensiemoe Ha OCHOBAaHWWM CKOPOCTU
nopTa U metoAa onpeaeneHusa LeHHOCTU NyTu, CMm. Tabauuy 78.

spanning-tree port-priority
priority

no spanning-tree port-priority

priority: (0..240)/128

YCTaHOBUTb NpUOPUTET UHTEpPdEeiica B KOPHEBOM CBA3YIOLLEM Ae-
pese MSTP.

V 3HauyeHuMe npuopuTeTa AO0/MKHO 6bITb KPaTHO 16.

YCTaHOBUTbL 3HaYeHue no YMONYaHUIO.
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spanning-tree mst instance_id YcTaHOBUTb NpuopuTeT pseudoroot B aksemnnspe MSTP.
pseudoRootid priority priority

instance_id: (1..63);
mac-address mac_add

priority: (0..240)/128

no spanning-tree mst YCTaHOBWTb 3HaYEHME N0 YMOYAHMIO.

instance_id pseudoRootid

spanning-tree mst instance_id instance_id: (1..63); BKNIIOUUTL MU OTKAOUKUTL spanning-tree Root Guard B ykazaHHOM
guard {root/none} -/none aksemnnsape MST.

KomaHObl pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKKM pexnma Privileged EXEC:
console#

Tabanua 86 — KomaHabl pexkmma Privileged EXEC

KomaHoa 3HavyeHue/3Ha4yeHue no Aelicmeue
YMOAYAHUIO

show spanning-tree Mokas3aTb KoHbUrypaumo npoTokona STP.
interface {fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group}
[bpduguard | cost | detail |
inconsistency | portfast | priority
| restricted-role | restricted-tcn |
rootcost | state | stats]

fa_port: (0/1..24);

gi_port: (0/1..48);

te_port: (0/1..11);
group: (1..24)

MNMokasaTb NogpobHY0 MHPOPMALUIO O
HacTpolike npoTokona STP.

show spanning-tree mst

instance_id [detail] instance_id: (1..63)

show spanning-tree mst MokasaTb MHPOPMALMIO O CKOHOUTYPUPOBAHHbBIX
configuration ak3emnnapax MSTP.
clear spanning-tree mst OumncTKa cyeTynkos STP.

Instance_id: (1..63);
fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11);

group: (1..24)

instance_id counters {interface
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port| port-
channel group}}

4.14.4 Hacmpolika ¢pyHkyuu Layer 2 Protocol Tunneling (L2PT)

®yHKuusa Layer 2 Protocol Tunneling (L2PT) no3sonseT nponyckaTb cayXebHble NakeTbl Pas/INyHbIX
L2-npoTokonos (PDU) yepes ceTb NpoBaitaepa, YTo NO3BOJIAET «NPO3PaAYHO» CBA3ATb KIMEHTCKME CETMEHTbI
cetun.

L2PT wmHkancyampyetr PDU Ha rpaHMYHOM KOMMyTaTope, nepesaeT MX Ha LPYro rpaHWYHbIN
KOMMYTaTOp, KOTOPbI OXUAAET creunanbHble MHKANCYIMPOBAHHbIE Kaapbl, @ 3aTeM AeKancyampyeT ux,
YTO NO3BO/IAET NOJ/Ib30BATENAM NepeaaBaTb MHPOPMALMIO 2-F0 YPOBHA Yepes ceTb Nposanaepa.

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobanbHoOM KOHGUrypaumm:

console (config) #

Tabnnuya 87 — KomaHabl pexkmma rnobanbHoM KoHpUrypaumum

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
lacp-tunnel-address multicast-mac-address/ | YcTaHOBUTb aipec HasHaYeHUA ANA MHKAMNCY/IMPOBaHHbIX Kaapos
multicast-mac-address 01:00:0c:cd:cd:d4 (frame) cooTBeTcTBYIOLLErO NPOTOKONA.
stp-tunnel-address multicast-mac-address/ | YcTaHOBUTb afpec Ha3HAYeHWUA ANA MHKANCYIMPOBAHHbLIX Kapos
multicast-mac-address 01:00:0c:cd:cd:d0 (frame) cooTBeTCTBYIOLLErO NPOTOKONA.
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lidp-tunnel-address multicast-mac-address/ | YcTaHOBUTb agpec HasHayYeHUa 41A MHKaMNCYy/IMPOBaHHbIX Kaapos
multicast-mac-address 01:00:0c:cd:cd:d8 (frame) cooTBeTCTBYIOLLErO NPOTOKONA.
isis-I1-tunnel-address multicast-mac-address/ | YcTaHOBUTL afpec HasHa4YeHUa A7 UHKaANCyIMPOBaHHbIX Kagpos
multicast-mac-address 01:00:0c:cd:cd:dc (frame) cooTBeTcTBYHOLLETO NPOTOKOAA.
isis-12-tunnel-address multicast-mac-address/ | YcTaHOBWTb agpec HasHauYeHUA A48 MHKaANCY/IMPOBaHHbIX Kaapos
multicast-mac-address 01:00:0c:cd:cd:dd (frame) cooTBeTcTBYyHOLLETO NPOTOKOAA.
pvst-tunnel-address multicast-mac-address/ | YcTaHOBUTL afpec HasHa4YeHUa A7 UHKANCyIMPOBaHHbIX Kagpos
multicast-mac-address 01:00:0c:cd:cd:df (frame) cooTBeTCTBYIOLLErO NPOTOKONA.
vtp-tunnel-address multicast-mac-address/ | YcTaHOBUTL afpec HasHauYeHUa A7 UHKANCyIMPOBaHHbIX Kagpos
multicast-mac-address 01:00:0c:cd:cd:e0 (frame) cooTBeTcTBYHOLLETO NPOTOKOAA.
ospf-tunnel-address multicast-mac-address/ | YcTaHOBUTb agpec HasHaYeHUA A8 MHKaANCY/MPOBaHHbIX Kaapos
multicast-mac-address 01:00:0c:cd:cd:el (frame) cooTBeTcTBYHOLLETO NPOTOKOAA.
rip-tunnel-address multicast-mac-address/ | YcTaHOBWUTb agpec HasHaYeHUA A8 MHKANCY/IMPOBaHHbIX Kaapos
multicast-mac-address 01:00:0c:cd:cd:e2 (frame) cooTBeTCTBYIOLLErO NPOTOKONA.
fctl-12-tunnel-address multicast-mac-address/ | YcTaHOBUTL afpec HasHa4YeHUa A7 UHKANCyIMPOBaHHbIX Kagpos
multicast-mac-address 01:00:0c:cd:cd:de (frame) cooTBeTCTBYIOLLErO NPOTOKONA.
igmp-tunnel-address multicast-mac-address/ | YcTaHOBUTL agpec Ha3Ha4YeHUa 417 UHKANCyMPOBaHHbIX Kagpos
multicast-mac-address 01:00:0c:cd:cd:db (frame) cooTBeTcTBYOLLErO NPOTOKOA.
vrrp-tunnel-address multicast-mac-address/ | YcTaHOBUTb afpec HasHaYeHUa 4A UHKaNCY/IMPOBaHHbLIX KaapoBs

multicast-mac-address

01:00:0c:cd:cd:e3

(frame) cooTBeTCTBYIOLLErO NPOTOKOA.

KomaHObI pexcuma KoHgpu2ypayuu uHmepgeticos Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM B pexMme KoHdurypauumn nHtepdeiicos Ethernet:

console (config-if) #

Tabnnua 88 — KomaHapl pexkuma KoHourypauum nHtepdeiicos Ethernet

KomaHoa

3HayeHue/3HayeHue
Mo yMoA4YaHuo

Aelicmeue

12protocol-tunnel {stp | lacp |
lidp | isis-I1 | isis-12 | fctl |
ospf | rip | vtp | pvst | igmp |
vrrp}

no I2protocol-tunnel {stp |
lacp | lldp | isis-11 | isis-12 |
fctl | ospf | rip | vtp | pvst |
igmp | vrrp}

-/BbIKNIOYEHO

BKtounTb pexkmm nHkancynaumm PDU.

BbIKNtoUNTb pexkmm nHKancynauum PDU.

Mpun BKAOYeHUU UHKacnyaauuu ana VTP nHKancyampoBartbca byaeT Bca rpynna npoToKo-

KomaHOwbi pexcuma Privileged EXEC

nos ¢ MAC-agpecamu HasHauyeHusa 01:00:0C:CC:CC:CC.

Bua 3anpoca KomaHAHOM CTPOKM pexknma Privileged EXEC:

console#

Tabnnua 89 — KomaHabl perkmma Privileged EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show I2protocol-tunnel
[interface {fastethernet
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port port-channel group}] |
[summary] | [vlan vian_id]

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11);
vlan_id: (1..4094);
group: (1..24)

OT06pa3nTb KoHOUrypauuto L2PT cymmapHO M No OTAENbHbIM UH-

Tepoeiicam.

show I2protocol tunnel-mac-
address

OT06pa3VITb ajipeca Ha3dHa4YeHnA ANAa MHKANCyAMPOBaHHbIX KaapoB

(frame).
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4.14.5 Hacmpoliika npomokKosna LLDP

OcHoBHoW ¢yHKuUMen npoTtokona Link Layer Discovery Protocol (LLDP) aBnsetca obmeH mexagy
CETEBbIMW YCTPOICTBAMM O CBOEM COCTOAHUM U XapaKTepucTukax. MHpopmauma, cobpaHHasa nocpeacTBom
npoTtoKona LLDP, HaKan/MBaeTcsa B YCTPOMCTBAX M MOXKeT ObITb 3anpoLleHa ynpasastowmMm KOMNbIOTEPOM
no npotokony SNMP. Takum o6pa3om, Ha OCHOBaHWM COBpPAHHOM MHPOPMALMKU, Ha YMNPaABASAIOLLEM
KOMMNbtoTEPE MOXKET BbITb CMOAENMPOBAHA TONONOTUSA CETU.

KommyTaTtopbl noaaeprKMBalOT nepeaady Kak CTaHAAPTHbIX NMapameTpoB, TaK M OMUMOHAbHbIX,

TaKUX KaK:

—  WMA YCTPOMCTBA M ero onuncaHue;
—  MMA NOpTa U1 ero onucaHue;
—  uHdbopmauma o MAC/PHY;

- UT.A.

KomaHObI pexcuma 2a06ana6HolU KOHguU2ypayuu

BunA 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHOM KOHOUrypaLmm:

console (config) #

Tabanuya 90 — KomaHabl pexkmma rnobanbHoM KoHpUrypaumum

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aelicmeue

shutdown lidp

no shutdown lidp

-/BKNIOYEHO

OTKAtouNTbL paboTy moayns LLDP Ha ycTpolicTee.
JaHHaa KomaHAa oTKAloYaeT paboty moaynsa LLDP ¢
. 6e3803BpaTHbIM yAaneHMem Bcex HacTpoek 610Ka
LLDP.

BKatounTb paboty moayns LLDP Ha ycTpoiicTse.

set lidp enable

set lidp disable

-/BbIK/IIOYEHO

PaspewmnTb KOMMyTaTOpPYy MCNONb30BaHWe NpoToKona LLDP.

3anpeTnTb KOMMYTATOPY MCMO/Ib30BaHWe NpoToKoaa LLDP.

set lldp-med enable

set lldp-med disable

-/BbIK/OYEHO

Bkntountb otnpasky LLDP-MED.

OTKntounTb oTnpasky LLDP-MED.

lidp lldpdu filtering

set lldp version {v1 | v2} -/vl 3apaTtb Bepcuto npoTtokona LLDP.
lldp mac_address YKkazatb MAC-agpec, Ha KoTopbiit ByayT otcbinatecs lldp-Kkagpol.
- Ildp-Kagpbl Tak ke 6yayT Ay6AamMpoBaTbca Ha cTaHAapTHbIN MAC-aa-
pec.
lidp lldpdu flooding ffiltering YCTaHOBUTb pexxum ¢puabTpaumm naketos LLDP BPDU.

YCTaHOBWTb 3HaYeHue no YMOI4aHUIO.

lidp chassis-id-subtype
{chassis-comp string | if-alias |
if-name | local string | nw-
addr | port-comp string}

lldp chassis-id-subtype mac-
addr

string: (1..255)
CUMBO/IOB;
-/mac-address

3agatb chassis-id-subtype ans lldp-kagpa.

BepHyTb K 3HAaYeHUIO N0 YMOYaHUIO.

lldp reinitialization-delay
delay

delay: (1..10)/2

YCTaHOBUTb 3a4epXKKy MOBTOPHOW WMHMUMANM3aumu (Bpems 3a-
OEPXKKU, BbinosHAemoe LLDP ans noBTOPHON MHMUMANU3aLMM Ha
ntobom nHTepdelice).
V Y106bl OTMEHUTb HACTPOIKY Heo6XoAMMO BbICTaBUTb
3HaYeHue No YMOIYaHuUIO.

lldp transmit-interval interval

interval: (5-32768)/30

YcTaHOBWTbL MHTepBan nepeaauu lldp-kagpos.
/! UTo6bl OTMEHUTb HACTPOiKYy Heob6X0AMMO BbICTaBUTb
3HauYeHne No YMONYAHMIO.

lldp notification-interval
seconds

seconds: (5-3600)/5

YCTaHOBUTb MaKCMMasIbHYH CKOpoCTb nepegauu lldp-kagpos.
Seconds — neprog, BpeMeHu B TeYEHUU KOTOPOTO YCTPOMCTBO MO-
KeT oTnpaBuTb He 6onee ogHoro Kaapa (frame).
V YT106bl OTMEHUTb HACTPONKY HEeobXxoauMO BbICTaBUTb
3HauYeHne No YMONYAHMIO.
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lidp tx-delay value

value: (8192)/2

YCTaHOBUTb MUHUMANbHYIO AJUTENBHOCTb 334EPXKKN, Mexay no-
cneposaTtenibHbIMKU Kagpamu LLDP.
Y106bl OTMEHUTb HACTPOIIKY HEeo6XoAMMO BbICTAaBUTb
V 3HaYeHUe No YyMON4YaHHUIo.

lidp txCreditMax value

YctaHoBUTb 3HayeHMe Credit Max (MakcMManibHOE KONMYECTBO no-

value: (1..10) cneposatenbHbix LLDPDU, KoTopble MoryT 6biTb NepesaHbl B Jito-
6oe Bpems).
lidp txFastlnit value value: (1.8) YCTaHOBUTb YMCNO MAKeTOB, KOTOpoe ByayT OTNpaBAATbCA B ne-

puog fast init.

KomaHObI pexcuma KoHpu2ypayuu uHmepagelicos Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM B pexMme KoHdurypaummn nHtepdelicos Ethernet:

console (config-if) #

Tabnunuya 91 — KomaHabl perkuma KoHourypaumm nHtepdelica Ethernet

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aeiicmeue

lldp dest-mac mac_address

no lidp dest-mac
mac_address

-/BbIK/IIOYEHO

3apgatb MAC-agpec, Ha KoTopbln 6yayT oTcbinaTteea lldp-Kagpsbi.

Yaanutb MAC-agpec, Ha KoTopbl 6yayT oTcbinatees lldp-kaapbl.

lidp transmit [mac-address
mac_addr]

no lidp transmit [mac-
address mac_addr]

-/BKNIOYEHO

Pa3spewaeTt nepepayy naketos no npotokony LLDP Ha uHTep-
deiice.

3anpeTnTtb Nepepadvyy nNaketoB No NpoTokony LLDP Ha uHTep-
deiice.

lldp med-app-type type
{none | vlan {untagged|
vlan-id vian_id}} {priority
priority | dscp dscp}

no lldp med-app-type type

type: (guestVoice, guestVi-
oceSignaling, softPhone-
Voice, streamingVideo, vid-
eoconferencing, voice,
voiceSignaling);
vlan_id: (1..4094);
priority: (0-7);
dscp: (0-63)

HasHauutb npasuno network-policy faHHOMy MHTepdeicy.

Ypanute npasuno.

lidp med-location {civic-
location | coordinate-
location | elin-location}
location-id {coordinate
civic_address_data |
elin_data}

no lldp med-location {civic-
location | coordinate-
location | elin-location}

-/BbIK/OYEHO

3a4aTb MecTONoN0KeHne yCTpoicTBa Ana npotokona LLDP (3Ha-
YyeHue napametpa location npotokona LLDP MED).

- coordinate — agpec B cucteme KOOpAUHaT;

- civic_address_data — agM1UHMCTPaTUBHbIN afpec yCTPOMCTBa;

- elin_data — agpec 8 dpopmare, onpenenerHHom ANSI/TIA 1057.

YOanutb mectononoxeHue.

lldp med-tiv-select {ex-
power-via-mdi | inventory-
management | location-id |
med-capability | network-
policy}

no lildp med-tlv-select {ex-
power-via-mdi | inventory-
management | location-id |
med-capability | network-
policy}

-/BbIK/OYEHO

CroHourypumposaTb TLV LLDP-MED Ha aaHHOM nHTepdeiice.

Ypanutb HacTpoiky TLV LLDP-MED Ha nHTepdeiice.

lidp notification {mis-
configuration | remote-
table-chg} [mac-address
mac_addr]

no lldp notification

BK/tOYMTbL OTNPaBKy TPanos no cobbitusam LLDP.

OTK/IIOYNTbL OTNPABKY TPanos no cobbitusm LLDP.

lidp port-id-subtype
{if-alias, if-name, mac-addr,
local string}

no lldp port-id-subtype

string: (1..255);
-/ if-name

3agatb ID Port Subtype gns kagpa LLDP.

YCTaHOBUTb 3HaYeHME N0 YMOHAHWUIO.
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lidp receive [mac-address
mac_addr]

no lldp receive [mac-address
mac_addr]

-/BKAtOYEHO

PaspewunTtb nHTepdelicy npuHMmaThb Kagpsl LLDP.

3anpetuTb MHTepdency NpUHMMaTb Kagpbl LLDP.

lidp tlv-select basic-tlv tiv_list

no lidp tlv-select basic-tlv

tlv_list: (port-descr, sys-
capab, sys-descr, sys-name)

OnpefennTtb Kakue 6asosble onuuoHanbHble TLV-nons 6yayt
BKJ/ILOYEHbI YCTPOMCTBOM B Nepegasaemsiii LLDP-nakerT.

YCTaHOBWUTb 3Ha4YeHME N0 YMOJIYAHMUIO.

lidp tlv-select {dot1tlv |
dot3tlv} tiv_list

no lidp tlv-select {dot1tlv |
dot3tlv}

tlv_list: (link-aggregation,
macphy-config, max-
framesize)

OnpepennTb Kakue cneumanbHble onumMoHanbHble TLV-nona 6y-
OYT BK/IIOYEHbI YCTPOMUCTBOM B Nepesasaemblit LLDP-nakerT.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

v/
v/

nopT rpynnbi.

KomaHOwbI pexcuma Privileged EXEC

Maketbl LLDP, npuHATble Yyepes3 rpynny NOpPTOB, 3aNOMMUHAIOTCA UHAMBUAYA/NIbHO NOPTamMuU
rpynnbl, NPUHABWMMM coobweHunsa. LLDP oTnpasnsfeT pasniMuHble cOOBLEHUA HA KaXKAbli

PaboTta npotoKona LLDP He 3aBUCUT OT COCTOAHMA NpoToKona STP Ha nopTy, naketbl LLDP or-
NpaBAAIOTCA U NPUHUMALIOTCA HA 3a610KMPOBaAHHbIX NPOTOKo/I0M STP-nopTax.

Bug 3anpoca KomaHAHOM CTpoKK pexkuma Privileged EXEC:

console#

Tabanua 92 — KomaHgbl pexkmuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show lldp local
[gigabitethernet gi_port |
tengigabitethernet te_port]
[mgmt-addr]

MNokasaTtb LLDP-nHdpopmaumio, KOTOPYH aHOHCUMPYIOT MNOPTbI.

show lidp neighbors [detail]

MokasaTb MHbOPMALMIO O COCEAHMX YCTPOMCTBAX, Ha KOTOPbIX pa-
6oTaeT npoTokon LLDP.

show lldp statistics

MNokasaTtb cTaTUCcTUKy LLDP.

Tabanuya 93 — OnucaHue pesynbTaTos
Mone OnucaHue
Timer OnpegenseT, Kak YacTo ycTpolicTeo weT LLDP-o6HOBNEHMA.
Onpeaenset BennynHy Bpemenu (TTL, Time-To-Live) gns npuHMMatoLero ycTponcTea,
Hold Multiplier B TEYEHME KOTOPOTO HYXKHO yAepKMBaTb NpuHMMaemble nakeTbl LLDP nepep, nx cbpo-
com: TTL = Timer * Hold Multiplier.
Reinit dela OnpeaensetT MUHUMaNbHOE BPEMSA, B TEHEHWE KOTOPOro NopT ByAeT oxXunaaTte nepes
4 nocbinkol cneaytowero LLDP-coobuieHus.
Tx dela Onpenenset 3afepXKy Mexay nocneayolmmm nepegadamu LLDP-kagpos, nHuumnn-
¥ POBAHHbIX U3MEHEHUAMM 3HaYEeHUI Anbo cTaTyca.
Port Homep noprta.
State Pexxum paboTbl nopTa gnsa npoTtokoaa LLDP.

Optional TLVs

TLV-onuumn, KoTopble nepegaroTca

Bo3MoOKHble 3HaYeHUA:
PD — OnucaHue nopta;
SN — CuctemHoe nms;

SD — OnuncaHne cnctemel;

SC — BO3MOXHOCTM CUCTEMDI.

Address

AZpec ycTpoicTBa, KoTopblit nepeaaetcs B LLDP-coobuieHuaAx.
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Notifications

YKa3sblBaeT, pa3peLleHbl nam 3anpeweHbl ysegomneHna LLDP.

_|

abnvua 94 — OnuncaHue pesynbTaToB
lMone OnucaHue
Port Homep nopTa.
Device ID Nma nnn MAC-agpec cocegHero ycTpomncrsa.
Port ID NpeHTMdMKaTOp NopTa coceagHEero ycTpomncraa.

System name

CuctemHoe MMA yCTPOMCTBa.

Capabilities

[aHHoe none onucbiBaeT TMN yCTPoOMCTBa:
B — Mocr (Bridge);
R — MapuwpyTtunsatop (Router);

W — TouKa goctyna WI-FI (WLAN Access Point);
T-TenedoH (Telephone);
D — DOCSIS-ycTpoticto (DOCSIS cable device);

H — CeTeBoe ycTpolicTBo (Host);
r — NoBTopuTens (Repeater);
O — Tun HeunssecTteH (Other).

System description

OnucaHue cocegHero ycTpoicTaa.

Port description

OnwucaHue nopTta cocefHero ycTpoicTaa.

Management address

Appec ynpasneHus ycTponcTeom.

Auto-negotiation support

OnpegendeT, nogaep1BaeTca M aBTOMaTUYECKOe onpeaenieHne pexmma nopra.

Auto-negotiation status

OnpegenAeTt, BKAOYEHA M NOAAEPKKA aBTOMATUYECKOTro onpeaeneHma pexxmma

nopra.

Auto-negotiation
Advertised Capabilities

Onpegaenset pekumbl, NogaepKuBaemble QyHKLUMENR aBTOMATUYECKOTO OnpeaesieHus

nopTa.

Operational MAU type

Pabouunii MAU-TUN ycTpoWcTea.

Mpumep HacTpoikm TLV-onumit Ha nHtepodeiice Gigabitethernet 0/1:

console

config)# set 1lldp enable

port-descr

sys-name

sys-descr

sys-capab

mgmt-addr ipv4 10.0.0.1
port-vlan-id
protocol-vlan-id all
macphy-config
link-aggregation

(
console (config) # interface gigabitethernet 0/1
console (config-if)# 1lldp tlv-select basic-tlv
console (config-if)# 1lldp tlv-select basic-tlv
console (config-if) # 1lldp tlv-select basic-tlv
console (config-if) # 1lldp tlv-select basic-tlv
console (config-if)# 1lldp tlv-select basic-tlv
console (config-if)# 1l1ldp tlv-select dotltlv
console (config-if)# 11ldp tlv-select dotltlv
console (config-if) # 1lldp tlv-select dot3tlwv
console (config-if) # 1lldp tlv-select dot3tlwv
console (config-if)# 11ldp tlv-select dot3tlv

4.14.6 Hacmpoiika npomokona G.8032v2 (ERPS)

max-framesize

MpoTokon ERPS (Ethernet Ring Protection Switching) npeaHasHayeH AnA NOBbILWEHMA YCTONYMBOCTH
W HAOEXHOCTU CeTU nepefayun AaHHbIX, UMeIOLWEen KOMbLEBYO TOMO/IOTUIO, 33 CYET CHUXKEHUA BPEMEHM
BOCCTAaHOB/IEHMA CETM B C/ly4ae aBapuu. Bpema BocCcTaHOBAEHMA He MpeBbiwaeT 1 CeKyHAbl, YTO Cylie-
CTBEHHO MEHbLUE BPEMEHMW NePEeCTPOMNKM CETU NPU UCMOJIb30BAHNKN NMPOTOKO/IOB CEMEICTBA spanning tree.

ERPS noppep)xaH Tonbko Ha mopenax MES2424, MES2424B, MES2424FB, MES2424P,
MES2448, MES2448B, MES2448P, MES2420-48P, MES2411X, MES3400-24, MES3400-24F,
MES3400-48, MES3710P.
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KomaHObI pexcuma 2a06asab6Hol KoHgu2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM pexnma rnobasbHoM KOHPUrypaumm:

console (config) #

Tabnunuya 95 — KomaHabl pexkmma rnobanbHoM KoHpUrypaumm

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

shutdown aps ring

no shutdown aps ring

-/BbIKOYEHO

OTKntounTb paboty moayna ERPS Ha ycTpoii-
cTBe.
JaHHaA KomaHAa OTKAoYaeT paboty
.’ mopyna ERPS c 6e3Bo3BpaTHbIM yaa-
NeHueMm Bcex HacTpoek 6noka ERPS.

Paszpewntb paboty moayna ERPS Ha ycTpoit-
cTBE.

aps ring enable

no aps ring enable

-/BbIK/IIOYEHO

Pa3spewntb paboTy npoTtokona ERPS.

3anpeTtutb paboTy npoTtoKona ERPS.

aps ring vlan-group-manager {erps |
mstp}

-/mstp

Bbibop meHeaepa rpynnupoBKuM vian.

aps ring group ring_id

no aps ring group ring_id

ring_id: (1..4294967295)

Co3patb ERPS-Kko/bLLO.

Ypanutbe ERPS-konbLO.

aps group name name ring group
ring_id

name: (1..35) cumBosios
ring_id: (1..4294967295)

3af4aTb MMS KOAbLy.

aps ring notification enable

no aps ring notification enable

-/BKNOYEHO

BKkntounTb cobbiTmaA paboTbl Konbua ERPS.

OTKAoYUTL cobbITMA paboTbl Konbua ERPS.

aps ring map vlan-group vian-group-id
{add | remove} vian_list

no aps ring vlan-group vian-group-id

vlan-group-id: (0..64)
vlan_list: (1..4094)

Cospgartb vlan-rpynny ¢ sobasneHune unm yaane-
Huem vian.

Ypanutb vlan-rpynny.

aps ring proprietaryClearFS {enable |
disable}

-/BKAOYEHO

N3MEeHUTb peXxmnm BOCCTaHOB/IEHWA KOJbLia Npu
ounctke forced switch.

KomaHObI pexcuma KoHguaypauuu npomokona ERPS

Bupg 3anpoca KOMaHAHOM CTPOKK B pexxnume KoHpurypaumm konbua ERPS:

console# configure terminal

console
console

(config) # aps ring group 1
(config-ring) #

Tabanua 96 — KomaHAabl pexkuma KoHourypaumm Konabua ERPS:

3Ha4yeHue/3HayeHue no

KomaHoa Aeiicmeue
YMOAYAHUIO
aps clear Ypanutb HacTpoitku force/manual switch.
! TonbKo ana sBepcun v2.
aps compatible version {v1 | v2} 2 BbibOp peskMma COBMECTMMOCTM C APYrMmMu

BepcMAMM nNpoToKona G.8032.

aps force {gigabitethernet gi_port |
tengigabitethernet te_port | port-
channel po}

no aps force

gi_port: (0/1..48);
te_port: (0/1..11);
po: (1..24);
-/BbIK/OYEH

Bkntountb perkmum force switch ¢ 610KupoBKoW
yKasaHHoro nopra.

OTKAtounTb pexkum force switch.

! TonbKo ana sepcum vl.

aps manual {gigabitethernet gi_port |
tengigabitethernet te_port | port-
channel po}

no aps manual

gi_port: (0/1..48);
te_port: (0/1..11);
po: (1..24);
/BblKNIOYEH

BkatounTb pexknum manual switch ¢ 610kmMposKoit
YKa3aHHOro nopra.

BbIkNtounTb pexkum manual switch ¢ 610Kknpos-
KOW yKasaHHOro nopra.
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! Tonbko ana sepcum v1.

aps main ring id ring-id

ring-id: (1..4294967295)

YKa3aTb OCHOBHOE KO/bLO AR OAHHOTO NoA-
Ko/bLA.

aps map vlan-group vian-group-id

vlan-group-id: (0..64)

MpuBaAsaTb vlan-rpynny K KonbLy.

’ TonbKo gna pexxuma service-based.
o

aps neighbor {gigabitethernet gi_port

| tengigabitethernet te_port | port-
channel po}

no aps neighbor

gi_port: (0/1..48);
te_port: (0/1..11);
po: (1..24);
/OTKAOUYEHO

Hactpouts ponb coceaa ana rpl-nopra.

CbpocuTtb ponsb rpl-nopra.

aps owner {gigabitethernet gi_port |
tengigabitethernet te_port | port-
channel po}

Nno aps owner

gi_port: (0/1..48);
te_port: (0/1..11);
po: (1..24);
/OTKAOUYEHO

HacTpouTb ponb Bnagensua rpl-nopra.

CbpocuTtb ponsb rpl-nopra.

aps propagate-tc [status {enable |
disable} | ring-ids ring_id]

no aps propagate-tc

ring_id: (1..4294967295)
/OTKNOUYEHO

BKAOYMTb OTNpaBKy curHana ouuctkm MAC-
TabAunupbl B OCHOBHOE KOJbLLO MPU NepecTpoeHnmn
noAKo/bLa.

OTKNIOYUTL OTMNPaBKY CurHana ounctkm MAC-
TabAnupbl B OCHOBHOE KOJbLLO MPU NepecTpoeHnmn
nogKonbLa.

aps protection-type {port-based |
service-based}

-/port-based

MN3MeHWTb TN 3aWuTbl KoNbLa

- port-based — PaboTaeT T0/1bKO C Hyn1eBOM
vlan-rpynnoi;

- service-based — Mcnonb3yeTca ¢ KOHKPETHbIMM
vlan-rpynnamm.

aps revert Bbi6op pexunma paboTbl KosbLa.
-/BKNOYEHO
no aps revert
aps subring-without-virtualchannel . OTKAtounTb virtualchannel 8 pabote ¢ sub-ring.
. -/disable
{enable | disable}
aps group active AKTMBaLMA KONbLA.
no aps group active -/OTKAOYEHO OTKAlOYEeHUE KobLa.

aps timers guard value {hours |
milliseconds | minutes | seconds}

value (0..24) yacos
(0..86400000) mc
(0..1440) munyT
(0..86400) cekyHz /500 mc

YcTaHOBKa Taimepa 610KMpytoLLero yctapeswime
R-APS coobuieHusn.

aps timers hold-off value {hours |
milliseconds | minutes | seconds}

value (0..24) yacos
(0..86400000) mc
(0..1440) munyT
(0..86400) cekyHg, /0 mc

YcTaHOBKa TallMepa 3aflepXKM peakuum Kom-
MYTaTopa Ha U3MeHeHWe B COCTOSHUM.

aps timers periodic value {hours |
milliseconds | minutes | seconds}

value (0..24) yacos
(0..86400000) mc
(0..1440) munyT
(0..86400) cekyHa /5000 mc

YcTaHOBKa MHTepBana nepegaym RAPS pdu.

aps timers wtb value {hours |
milliseconds | minutes | seconds}

value (0..24) yacos
(0..86400000) mc
(0..1440) munyT
(0..86400) cexkyHa, /5500 mc

YcTaHOBKa Talimepa 3a4epiKKM Mocie OYMCTKM
cocrosaHua force/manual switch.

aps timers wtr value {hours |
milliseconds | minutes | seconds}

Value (0..24) yacos
(0..86400000) mc
(0..1440) munyT
(0..86400) cexkyHz /300 ¢

YcTaHOBKa Talimepa, KOTOPbI 3amnyckaeTca Ha
RPL Owner kommyTaTope B revertive-pexxmme.
Mcnonb3yetcA AnAa nNpefoTBPALLLEHMA  YaCTbIX
3aLMTHBIX NEepeK/loYeHUn U3-3a CUrHaNoB O
HenCcnpaBHOCTAX.

aps working level level

no aps working level

level: (0..7)/0

HacTtpoiika yposHs Maintenance domain (MD).

Yaanutb gomeH Maintenance domain (MD).

aps working west {gigabitethernet
gi_port | tengigabitethernet te_port |
port-channel po} east {gigabitethernet
gi_port | tengigabitethernet te_port |

port-channel po} vlan vian-id

gi_port: (0/1..48);
te_port: (0/1..11);
po: (1..24);
vlan-id: (1..4094)

HacTpoitka west, east MoOpTOB € yKasaHuem
cnyebHoro vlan (R-APS VLAN). B nepsyto
oyepesnb 3agaeTcA west-nopt, 3aTem east-nopr.
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KomaHOwbi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOW CTPOKK pexxkunma Privileged EXEC:
console#

Tabnnua 97 — KomaHab! pexkmuma Privileged EXEC

Komanda 3Ha4yeHue/3HayeHue o Leiicmeue
YMOAYAHUIO
show aps ring BbiBOA MHOOPMaL MK 06 obuem coctosHuM ERPS
i N COCTOAHWUM BCEX HAaCTPOEHHbIX KOJeLL,.
show aps ring configuration - BbiBOA MHOOPMaUMKM O KOHOUIPYyaLMK KobLa.
show aps ring global info - BbiBOA MHOOPMaUuK o cocTosiHMM moaynsa ERPS.
show aps ring group ring id id: (1..4294967295) BbiBoA, MHGOPMALMM O COCTOAHMU KOHKPETHOTO
Ko/bLA.
show aps ring statistics - BbIBOA, CTAaTUCTUKM ANA BCEX KO/bLEBbIX MOPTOB.
show aps ring timers - BbiBOA MHOOPMaUum o Bcex Talimepax ERPS.
show aps ring vlan-group {vian-group- vlan-group-id: (0..64) BbiBoa MHOOpMauuu o vian B vlan-rpynne.
id}

[pumep Hacmpoliku ERPS

HacTpounTb KonbLo ¢ naeHTMdrKaTopom 1. [1na npoxoxaeHUs cnyebHoro erps-Tpaduka B KOAbLLE UCMOSb-
3yetca vlan 1000 (r-aps vlan), vlan 1-999 3awmuieHHble (protected) go6asneHsi 8 1 vian-rpynny. MNoptte0/1
ABnseTca west-noptom, east-nopt te0/2, rpl-owner te0/1.

console (config) #vlan 2-1000

console (config-vlan) #vlan active

console (config-vlan) #exit

console (config) #no shutdown aps ring

console (config) #aps ring enable

console (config) #aps ring vlan-group-manager erps
console (config) #aps ring map vlan-group 1 add 1-1000
console (config) #aps ring group 1

console (config-ring) #aps working west tengigabitethernet 0/1 east
tengigabitethernet 0/2 vlan 1000

console (config-ring) #aps owner tengigabitethernet 0/1
console (config-ring) #aps protection-type service-based
console (config-ring) #aps map vlan-group 1

console (config-ring) #aps group active

4.15 Hacrtpoiika npotokona OAM

Ethernet OAM (Operation, Administration and Maintenance), |IEEE 802.3ah — ¢yHKUMKM ypOBHA
KaHafa nepefayu OaHHbIX NPeACTaBAAOT COOOM MPOTOKO/A MOHUTOPUMHIA COCTOAHMA KaHana. B atom
NpPoTOKO/1e ANA Nnepefaydn MHPOPMaLMKM O COCTOAHMUM KaHana Mexay HenocpeaCcTBEHHO NOAKAYEHHbIMU
ycTpoictBammu Ethernet ucnonbayioTca 610KM AaHHbIX npoTokona OAM (OAMPDU). O6a ycTtpoictsa
OO/IXKHbI noaaep*knBatb cTaHaapT IEEE 802.3ah.

KomaHObI pexcuma KoHguypayuu uHmepageticos Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKU B perxnume KoHdurypaumm nHtepdeicos Ethernet:

console (config-if)#

V HacTtpoitka Ethernet OAM TpebyeTtca anAa oTnpaBkuM snmp-trap no cobbiTuio Dying Gasp.
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Tabnunua 98 — KomaHabl perkmuma KoHourypaumm nHtepdeiica Ethernet

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

shutdown ethernet-oam

OTkAtounTb paboty moaynsa Ethernet OAM Ha ycTpolicTse.
[laHHaA KomaHAaa oTKAtoyaeT paboty moayna Ethernet

-/BKAKOYEHO OAM c 6e3B03BpaTHbIM yZAa/NeHMEM BCEX HACTPOEK
6noka OAM.
no shutdown ethernet-oam Bkatountb paboty moayns Ethernet OAM Ha ycTpoiicTse.
shutdown fault-management OTKNtoUNTb paboTy moayna Fault-management Ha ycTpoiicTse.
[laHHaA KomaHAa oTKAlovaeT pabory mopynsa Fault-
' management ¢ 6e3B03BpaTHbIM yZaNeHUEM BCEX Hac-
-/BKAKOYEHO .

no shutdown fault-
management

Tpoek 6n10kKa Fault-management.

BkatounTb paboTy moaynsa Fault-management Ha ycTpoicTae.

ethernet-oam enable

ethernet-oam disable

-/BbIKNOYEHO

PaspewunTtb paboty OAM.

3anpetutb paboty OAM.

ethernet oam link-monitor
frame threshold count

no ethernet-oam link-monitor
frame threshold

count: (1..900)/1

YCTaHOBWUTbL MOPOr KOMIMYECTBA OWMOOK 3a YKa3aHHbIN Nepuog,
(nepnog, ycTaHaBanBaeTca KomaHgoi ethernet oam link-monitor
frame window).

BoccTaHOBUTL 3HaYeHMe nNo YMONYaHULO.

ethernet-oam link-monitor
frame window window

no ethernet-oam link-monitor
frame window

window: (10..600)/100 mc

YCTaHOBUTb BPEMEHHOW NPOMENKYTOK A/1A NnogcyeTa KoandyecTea
owmnboK.

BoccTaHOBUTL 3HaYeHMe No YMONYaHULO.

ethernet-oam link-monitor
frame-period threshold count

no ethernet-oam link-monitor
frame-period threshold

count: (1..900)/1

YcTaHOBUTbL nopor ana cobbitua «frame-period» (nepuog, ycra-
HaB/iMBaeTcs KomaHaow ethernet-oam link-monitor frame-pe-
riod window).

BoccTaHOBUTL 3HaYeHMe No YMONYaHULO.

ethernet-oam link-monitor
frame-period window window

no ethernet-oam link-monitor
frame-period window

window:
(OxFfff../123456..)

YCTaHOBWUTb BPEMEHHOM NPOMEXYTOK Ana cobbitna «frame-
period».

BoccTaHOBUTL 3HaYeHWe NO YMOYAHMUIO.

ethernet oam link-monitor
frame-sec-summary threshold
count

no ethernet-oam link-monitor
frame-sec-summary threshold

count: (1..900)/1

YcTaHoBUTL Nopor A4ns cobbitna «frame-sec-summary» (nepuog,
ycTaHaBAuBaeTca komaHgol Ethernet-oam link-monitor frame-
sec-summary window), B cekyHzax.

BoccTaHOBUTL 3HaYeHMe N0 YMOYAHMUIO.

ethernet-oam link-monitor
frame-sec-summary window
window

window: (100..9000)/100

YCTaHOBWUTb BPEMEHHOM NPOMeXYTOK AnA cobbitua «frame-sec-
summary».

no ethernet-oam link-monitor me BOCCTaHOBMTb 3HaYEHME MO YMOYAHMIO.

frame-seconds window

ethernet-oam mode YCTaHOBUTL pernMm paboTbl npoTokona OAM:

{active| passive} Jactive - active — KOMMyTaTOp NOCTOAHHO oTnpasaseT OAM PDU;

- passive — KOmMyTaTop HauymMHaeT otnpasnaTe OAM PDU TonbKo
npu Hananyunm OAM PDU co BCTPEYHOM CTOPOHbI.

ethernet oam
remote-loopback {deny |
disable | enable | permit}

-/BbIK/NOYEHO

KomaHga ansa ynpasneHvsa noaaepikkon GyHKLMMU 3aBopoTa Tpa-
duka.

- deny — urHopupyet KomaHgbl loopback;

- disable — 6nokupyet loopback;

- enable — BkatoYaeT KOHTpoNb ana loopback;

- permit — Bk/touaeT 06paboTKy loopback.

ethernet-oam uni-directional
detection

no ethernet-oam
uni-directional detection

-/BbIKNIOYEHO

BKAOUNTE GYHKLMIO OBHapYKeHWs OLHOHANpPaB/ieHHbIX CBA3el
Ha 6a3e npoToKona Ethernet OAM.

BoccTaHaBnvBaeT 3HaueHMe No YMOTYaHWIO.
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ethernet-oam uni-directional
detection action
{log|errdisable}

-/log

no ethernet-oam
uni-directional detection
action

OnpepennTb peakuuio KOMMyTaTtopa Ha OZAHOHANpPaB/ieHHYIO
CBA3b:

- log — 3anuco B XKypHan;

- errdisable — nepesog nopta B coctosHue «error-disable», 3a-
NUCb B XXypHan n otnpaska SNMP trap.

BoccTaHOBUTL 3HaYeHWe N0 YMOHAHMUIO.

ethernet-oam uni-directional
detection agressive

-/BbIK/IIOYEHO

no ethernet-oam
uni-directional detection
aggressive

BK/OYNTbL arpeccuBHbI pexnm onpepeneHna ogHoOHanpaBaeH-
HoW cBA3W. Ecnm OT cocegHero yCcTpoiicTBa nepecTatoT NPUXoAnNTb
Ethernet OAM-co0bLeHNsA — IMHK MOMeYaeTcs Kak 04HOHAaNpaB-
NIEHHbIN.

BoccTaHOBMTL 3HaUYeHMe no YMONYaHUIO.

ethernet oam uni-directional
detection discovery-time time
no ethernet-oam
uni-directional detection
discovery-time

time: (5..300)/5 cek

YCTaHOBUTb BPEMEHHOW UHTEPBa ANA oNpeaesieHna TUMa ceA3n
Ha nopTy.

BoccTaHOBMTL 3HaUYeHMe no YMONYaHUIO.

KomaHObI pexcuma 2106aab6Hol KOHuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHom KoOHOUrypaumm:

console (config) #

Tabanuya 99 — KomaHabl pexkmma rnobanbHoM KOHPUrypaumm

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmesue

set ethernet-oam

{enable|disable} -/disable

BkatounTb/BbIKAOUUTL OAM B cucTeme.

set ethernet-oam oui oui oui: (aa:aa:aa)

3apgatb OUI gna OAM.

KomaHOb1 pexcuma Privileged EXEC

Bce KOMaHAb! AOCTYNHbI 418 NPUBUAETMPOBAHHOIO Noab3oBaTend. Bua 3anpoca KOMaHAHOM CTPOKM

perkunma Privileged EXEC:

console#

Tabnnua 100 — KomaHgb! pexkuma Privileged EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

show port ethernet-oam -

OT06pas3unTb MHGOPMALMIO O TEKYLLLEM COCTOAHUM 0am.

show port ethernet-
oam{fastethernet fa_port |
gigabitethernet gi_port

fa_port: (0/1..
gi_port: (0/1..

24);
48);

OT06pasnTb UHGOPMALIMIO O TEKYLLEM COCTOAHWM 0am AN KOH-
KpeTHoro uHTepodeiica.

| tengigabitethernet te_port]
statistics

te_port: (0/1..11).

| tengigabitethernet te_port} te_port: (0/1..11).

show port ethernet- OT06pa3unTb COCTOSHME COCEACTBYIOLLEN KOHOUTYypaunuu.
oamlfastethernet fa_port | fa_port: (0/1..24);

gigabitethernet gi_port gi_port: (0/1..48);

| tengigabitethernet te_port] te_port: (0/1..11).

neighbor

show port ethernet- OT06pasuTb ctatuctky OAM ana uHTepdeincoB/KOHKPETHOTO MH-
oam|fastethernet fa_port | fa_port: (0/1..24); Tepdeiica.

gigabitethernet gi_port gi_port: (0/1..48);
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show port ethernet-oam{ OT1o6pasnTb OAM HacTpoiiKkK nopTa.
fastethernet fa_port | fa_port: (0/1..24);
gigabitethernet gi_port gi_port: (0/1..48);
| tengigabitethernet te_port } te_port: (0/1..11).
event-notifications

show ethernet-oam global OT06pa3unTb rnobanbHble HaCTPOKKM 610ka OAM.
information

Mpumep HacTpolikun Ethernet OAM:

console (config)# set ethernet-oam enable
console (config) # interface gigabitethernet 0/1
console (config-if)# ethernet-oam enable

4.16 Mpynnosasa agpecauua

4.16.1 ®dyHKyusa nocpedHuka npomokona IGMP (IGMP Snooping)

OyHKumnAa IGMP Snooping Mcnonb3yeTcs B CeTAX rpynnoBon paccbiiku. OcHoBHOM 3agaver IGMP
Snooping ABnAeTCcA NpefocTaBleHMe MHOroagpecHoro TpaduKa TONbKO A1A Tex MNopToB, KOTOpble
3anpocuau ero.

V Moapep:xkusatotca sepcuun nporokona IGMP — IGMPv1, IGMPv2, IGMPv3.

l ®dyHKuua rpynnosoii punbtpaumm «bridge multicast filtering» BkntouyeHa no ymonuaHuio.
CadRl
PacnosHaBaHMe NOPTOB, K KOTOPbIM NOAKAOYEHBI MHOrOAAPECHbIE MAPLLIPYTU3aTOPbl, OCHOBAHO Ha
cnefyowmx cobbITusX:

— IGMP-3anpocbl NPUHATBI HA NOPTY;

— naketbl npoToKona Protocol Independent Multicast (PIM/PIMv2) npuHATLI Ha NopTy;

— NaKeTbl NPOTOKO/1A MHOroaapecHoi mapwpyTtusaymm Distance Vector Multicast Routing Protocol
(DVMRP) npuHATbI Ha nopTy;

— nakeTtbl npotokona MRDISC npunHATbI Ha NOpTY;

— naketbl npoTokosa Multicast Open Shortest Path First (MOSPF) npuHAaTbl Ha nopTy.

KomaHObI pexcuma 2n10b6as1bHoU KOHpuU2ypayuu

Buz 3anpoca KOMaHAHOM CTPOKM pexnma rinobanbHoM KoOHbUrypauum:
console (config) #

Tabnuua 101 — KomaHapbl pexkmuma rnobanbHomn KoHdUrypaumum

3HaveHue/3Ha4eHue ”
KomaHoa / Aelicmeue
no ymosn4YaHuro
shutdown snooping OTKtouNTb paboTy moayns IGMP/MLD Snooping Ha ycTpoiicTse.
l [aHHaa KomaHpa oTkalovaer pabory  moaynA
-/BKNIOYEHO b IGMP/MLD Snooping ¢ 6e3B03BpaTHbIM yAaneHuMem
BCex HacTpoeK 6;10ka IGMP/MLD Snooping.
no shutdown snooping Brtountb paboTy moayns IGMP/MLD Snooping Ha ycTpoicTse.
ip igmp snooping PaspewunTtb ucnonbsosaHme dyHkuun IGMP Snooping kKommyTa-
TOpOM.
— - -/BbIKNIOYEHO .
no ip igmp snooping 3anpetuTb Ucnosnb3osaHue ¢yHKumMmM IGMP Snooping kKommyTaTo-
pom.
ip igmp snooping vlan vian_id vian_id: (1..4094)/sbi- PaspewunTtb ucnonb3oBaHme d?‘yHKLI,I/II/I IGMP Snooping KommyTa-
K OYEHO TOpPOM ANA AaHHoro uHtepderica VLAN.
- vlan_id — npeHTUdMKaunoHHbI Homep VLAN.
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no ip igmp snooping vlan
vlan_id

3anpeTtutb ncnonb3osaHue ¢yHKLMM IGMP Snooping KommyTaTo-
pom ans gaHHoro nHtepdeiica VLAN.

snooping authentication

no snooping authentication

-/BbIK/IIOYEHO

BkntounTb aBTopusaumto IGMP join rnobanbHo.

BbIkntounTb aBTopm3aumto IGMP join rnobanbHo.

snooping authentication
cache-time timeout

no snooping authentication
cache-time

timeout: (20-10000)
/600

HactpowuTb TalimayT ans cache-tabanubl IGMP-aBTopusaumu.

BepHyTb 3Ha4YEHME N0 YMONYaHUIO.

ip igmp snooping vlan vian_id
mrouter {fastethernet fa_port
| gigabitethernet gi_port |
tengigabitethernet te_port
port-channel group}

no ip igmp snooping vian
vlan_id mrouter interface {
fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port
port-channel group}

fa_port: (0/1..24);

gi_port: (0/1..48);

te_port: (0/1..11);
group: (1..24);

Onpenenntb NOpPT, K KOTOPOMY MOAK/AOYEH MapLlupyTusaTtop
MHOroaZpecHom paccblikm ans 3agaHHoro VLAN.
- vlan_id — vpeHTndukaumoHHbIN Homep VLAN.

YKasaTb, 4TO K MOPTY He NOAKIOYEH MApLIPYTU3aTOP MHOroas-
PECHOW pPacCbIIKK.

ip igmp snooping vlan vian_id
fast-leave

no ip igmp snooping vlan
vlan_id fast-leave

vlan_id: (1..4094);
-/BbIKNOYEHO

BkatounTs npouecc IGMP Snooping Immediate-Leave Ha Tekywemn
VLAN. O3HayaeT, 4To NopT A0/IKEH ObITb HEMEeANIEHHO YAa/eH U3
rpynnel IGMP nocne nonyyeHuns coobuweHma IGMP leave.

OTkAtounTb nNpouecc IGMP Snooping Immediate-Leave Ha Teky-
wei VLAN.

ip igmp snooping vlan vian_id
replace source-ip ip_addr

vlan_id: (1..4094)/8bi-

BKAtOUNTL NOAMEHY KOMMYTAaTOPOM apeca UCTOYHMKA Ha 3a4aH-
HbIl IP-agpec B nakeTax IGMP-report B ykazaHHom VLAN.
- ip_addr — IP-agpec, KoTopbili ByaeT ncnonb3oBaTbcsa A5 Noa-
MeHbI.

NoameHa Ha 3apaHHbIA agpec ANA TPAH3UTHOrO Tpa-

! ¢$uKa NpoMcXo4uT NpU BKAKOYEHHOM ip igmp shooping.

KNIIO4EHO NopameHa Ha 3agaHHbIA agpec ana TpaduKa, ucxoan-
wero ¢ CPU KommyTaTopa, — Npu BKAOYEHHOM ip igmp
snooping u ip igmp snooping proxy-reporting.

no ip igmp snooping vlan BbIKNOUMTb MOAMEHY KOMMYTaTOPOM agpeca UCTOYHWMKA Ha 3a-
vlan_id replace source-ip AaHHbIN IP-aapec B nakeTax IGMP-report.
ip igmp snooping group-query- YCTaHOBUTbL MHTEpBan BpPeMEeHUM B CEKyHAaX, Nocne KOoToporo
interval value YCTPOWMCTBO OTNpPaBAAET group-query Ha mrouter.

value: (2..5)

ip igmp snooping group-query-
interval

YCTaHOBWTb 3HaYeHue no YMO4aHMUIO.

ip igmp snooping port-purge-
interval value

no ip igmp snooping port-
purge-interval

value: (130..1225)

YCTaHOBUTb MHTEPBAN BPEMEHW B CEKYHAAX, MO UCTEYEHUMU KOTO-
poro mrouter yganaetca, ecam He noay4vaet IGMP reports.

OTKNOYUTD HACTPOMKY.

ip igmp snooping query-
forward all-ports

ip igmp snooping query-
forward non-router

-/non-router

BKAIOUMTbL OTNPaBKY query BO BCE MOPTbI.

BKAOUMTbL OTNPaBKY query B non-router-nopTbl.

ip igmp snooping report-
suppression-interval value

no ip igmp snooping report-
suppression-interval

value: (1..25)/5

3apaTb UHTEpBan (B cekyHAaax), ana kotoporo IGMPv2 report gnn
OZHOM M TOM e rpynnbl He byayT nepeHanpaBaeHbl.

YCTaHOBUTb 3HaYeHMe N0 YMOTHAHUIO.

ip igmp snooping retry-count
value

no ip igmp snooping retry-
count

value: (1..5)

MaKcumanbHoe KONMYeCcTBO query, OTHOCALUMXCA K rpynne, oT-
npaB/aeHHbIX Ha mrouter.

OTKNOUUTb HACTPOMKY.

ip igmp snooping send-query
enable

ip igmp snooping send-query
disable

Pa3pelwunTtb Nepesayy query-nakeToB Ha YCTPOMCTBE.

3anpeTnTb Nepeaayy query-nakeTos Ha yCcTpoicTBe.

ip igmp snooping source-only
learning age-timer interval

interval: (130..1225)

YCTaHOBWTb MHTEPBan (B CEKYHAAX), NOC/IE KOTOPOro NOPT yAans-
etca, ecnn IGMP reports He noay4eHbl.
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no ip igmp snooping source-
only learning age-timer

OTKNOYUTb Talimep.

ip igmp snooping filter

no ip igmp snooping filter

-/BbIKNOYEHO

PaspewunTtb ucnonb3oBaHue ¢yHKUMin dunbTpaumm IGMP Ha UH-
Tepdelicax.

3anpetTuTb ncnonb3oBaHne GpyHKkunin dunbTpauumn IGMP Ha uk-
Tepdelicax.

KomaHObI pexcuma KoHgpuaypayuu VLAN (duanasoH VLAN o08)

console# configure terminal

console
console

(config)# vlan 1,3,7
(config-vlan-range) #

Tabanuya 102 — KomaHabl pexkmma KoHourypaumm VLAN

KomaHda

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

ip igmp snooping replace
source-ip ip_addr

BKAOUMTL NOAMEHY KOMMYTaTOPOM agpeca UCTOYHMKA Ha 3a-
OaHHbIN IP-agpec B nakeTax IGMP-report.
-ip_addr — |P-agpec, KOTopblit byaeT UCNoNb30BaTbCA ANA NOA-
MeHbI
NoameHa Ha 3apaHHbIA agpec ANA TPAH3UTHOTO Tpa-
! duka npoucxoauT nNpu  BKAOYEHHOM ip igmp
snooping. NMoameHa Ha 3agaHHbIA agpec AnA Tpa-
¢uKa, ncxogawero c CPU kommyrtatopa, — npu BK/IO-
YyeHHOM ip igmp snooping u ip igmp snooping proxy-
reporting.

no ip igmp snooping replace
source-ip

BbIKNOUNTE NOAMEHY KOMMYTAaTOPOM aApeca UCTOYHMKA Ha 3a-
LaHHbIN IP-agpec B nakeTax IGMP-report.

ip igmp snooping cos cos

YcTaHOBUTL 3HayeHue 802.1p ans IGMP-nakeToB, KoTopble 6y-
OYT UCNOb30BaTbCA KOMMYTAaTOPOM Ha MHTepdelice VLAN.

ip igmp snooping

no ip igmp snooping cos cos: (0..7)/- Ypanaet 3HadeHne meTkn 802.1p ana IGMP-nakeToB Ha UHTep-
delice VLAN.

ip igmp snooping version {v1 | YcTaHOBUTb Bepcuio npoTtokona IGMP B VLAN.

v2 | v3} -/v3

YCTaHOBUTb 3HaYeHMEe N0 YMONYAHMUIO.

ip igmp snooping fast-leave

no ip igmp snooping fast-leave

-/BbIK/IIOYEHO

BkntoyaeT ¢pyHKumio fast-leave ans VLAN.

BbikntovaeT pyHKumio fast-leave ana VLAN.

ip igmp snooping max-
response-code value

no ip igmp snooping max-
response-code

value: (0..255)

YCTaHOBUTbL MaKCMMasibHOE BPeMs OTBETa Ha 3anpoc, 3ajatoLue-
ecs B KoJe, rae ofHa eaMHMLA KoAa paBHa OAHOMN AecATou ce-
KYHZbI.

YCTaHOBUTb 3HaYeHMe NO YMOYAHMUIO.

ip igmp snooping mrouter
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port}
[time-out time]

no ip igmp snooping mrouter-
port {fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port}

fa_port: (0/1..24);

gi_port: (0/1..48);

te_port: (0/1..11);
time: (60..600)

CraTMyecKn HaCTpoMTb NOPTbl mapwpyTusaTtopa ana VLAN.
- time-out — HTEpPBaN 0XMAAHUA A0 OYMCTKM NOPTa MAPLLPYTH-
3aTopa gna uHTepdeica VLAN.

YpanuTb ykasaHHble NopTbl mapLlupyTtmnsatopa gna VLAN.

ip igmp snooping mrouter-port
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port }
version {v1 | v2 | v3}

no ip igmp snooping mrouter
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port}
version

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

Hactpoutb Bepcuio IGMP ana nopta mapuwpyTtunsaTtopa ana VLAN.
-vl —IGMP snooping Version 1;
-v2 — IGMP snooping Version 2;
-v3 — IGMP snooping Version 3.

YcTaHOBUTb BEPCUIO NO YMONYAHMUIO.

ip igmp snooping multicast-vlan
profile index

index: (1..4294967295)

MpueasaTb multicast-npodunb ¢ 3agaHHbIM MHAEKCOM K VLAN.
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no ip igmp snooping multicast-
vlan profile

Ypanutb npusasky K VLAN.

ip igmp snooping querier

no ip igmp snooping querier

-/BbIKIOYEHO

BKAtOUNTL NOAAEPXKY BblAAUYM 3aMpOCOB igmp-query KommyTa-
Topom Bo VLAN.

BbIKNOUMTb NOAAEPHKKY BblAAUM 3aMPOCOB igMp-query KoMmyTa-
TOopom BO VLAN.

ip igmp snooping query-interval
interval

no ip igmp snooping query-
interval

interval:
(60..600)/BbIKAIOYEHO

YCTaHOBWTb TaimayT, MO KOTOPOMY CMCTEMA OTMPABAAET OCHOB-
Hble 3anpoCcbl BCEM YYaCTHMKaM rpynnbl MHOrOa4pecHomn nepe-
4auv ANA NPOBEPKM UX aKTUBHOCTH.

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

ip igmp snooping sparse-mode
enable

ip igmp snooping sparse-mode
disable

-/BbIKOYEHO

BK/OUMTL pexnm GUALTPALMKU HEe3aperncTpMpoBaHHOTO Tpa-
¢uKka B VLAN.

OTKNIOUNUTD PeUM GUAbTPaLUKN HE3aPErMCTPUPOBAHHOIO Tpa-
¢duka B VLAN.

ip igmp snooping static-group
ip_addr [ports ports]

no ip igmp snooping static-
group ip_addr

Co34aTb CTaTUYECKYIO 3annCb B Tabanue rpynnosoi agpecauuu.

Y4anutb CTaTUYecKyto 3anucb M3 Tabauubl rpynnosoi agpeca-
umu.

ip igmp snooping blocked-
router {fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port
port-channel group}

no ip igmp snooping blocked-
router {fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port
port-channel group}

fa_port: (0/1..24);

gi_port: (0/1..48);

te_port: (0/1..11);
group: (1..24)

BKntounTb oTbpacbiBaHMe Query Ha MHTepdeiice.

BbikntounTb 0TOpacbiBaHne Query Ha UHTepdelice.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OuanasoHa uHmepgelicos) Ethernet

Bupg 3anpoca KOMaHAHOM CTPOKU perknma KOHOUrypauum nHtepdeinca:

console (config-if) #

Tabanua 103 — KomaHabl pexkuma KoHourypaumm nHtepdeica Ethernet

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aeiicmeue

switchport multicast-tv vlan
vlan_id [tagged]

no switchport multicast-tv vian

vlan_id: (1..4094)

BkatounTb nepeHanpasneHne IGMP-3anpocoB M3 KIMEHTCKUX
Vlan 8 Multicast Vlan u mynbTukactosoro Tpadumka B KAMEHTCKNE
Vlan B HeTerMpoBaHHOM BUAeE.

- tagged — BkntounTb nepeHanpasieHne IGMP-3anpocoB 13 Kau-
eHTcKux Vlan B Multicast Vlan u mynbTukactoBoro Tpadumka B Kam-
eHTckue Vlan ana nHtepdeiica B TerMpoBaHHOM BUAe.

BbIKNtounTb nepeHanpasaeHne |IGMP-3anpocoB C KIMEHTCKUX
Vlan 8 Multicast Vlan u mynbTukactoBoro TpadmKka B KIMEHTCKMNE
Vlan ansa nHtepdeiica B pexxnume «access».

ip igmp snooping limit groups
limit

no ip igmp snooping limit

-/BbIKNIOYEHO

YCTaHOBWTb OrpaHMYeHUe NO KOMYECTBY TPynn Ha UHTepdeiice.
Ona pabotbl TpebyeTrca KomaHAa ip igmp shooping
e filter.

CHATb OorpaHun4yeHue Ha Koan4ecTso rpynnmn.

ip igmp snooping filter-
profileld filter-id

no ip igmp snooping filter-
profileld

-/BbIKNIOYEHO

Bkntountb dunbTpaumio no filter-id Ha nHtepdeiice.

OTKAtounTb PunbTpaumio no filter-id Ha nHtTepdelice.
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ip igmp snooping leavemode YCTaHOBUTL pexkum leave Ha MHTepdeiice.
{exp-hosttrack | fastleave | - exp-hosttrack — c oTchexxunsaeHue xocTos;
normalleave}

- fastleave — yaaneHue cpasy nocne nonyyexue leave;

- normalleave — peXXum no ymonyaHuto.

[ns paboTbl TpebyeTca KomaHAa snooping leave-process config-
level port.

-/normalleave

ip igmp snooping trusted BKkntounTb pexkum gosepusa IGMP Snooping Ha uHTepdelice.

Ha poBepeHHbIli MHTepdEeNC He pacnpoCTpaHAeTCa AeNCTBUE KO-
-/BbIKAOYEHO MaHz, ip igmp snooping proxy-reporting u ip igmp snooping
replace source-ip.

exception mcast profile

no ip igmp snooping trusted BbIKNHOUNTD peXmMm f0Bepua Ha uHTepdelice.
ip igmp snooping authentica- Bkntountb IGMP-aBToOpMu3aumio Ha nHTepdeiice.
tion radius [required] - required — 3anpetnTb 06paboTKy IGMP join npu HeAOCTyMNHO-
-/BbIK/IIOYEHO ctn RADIUS-cepsepa.
no ip igmp snooping BepHyTb 3HaYeHne No ymoa4yaHuio.
authentication
ip igmp snooping Bkntoumtb onuuto forward-first, npu kotopoit IGMP join 6yayT 06-
authentication forward-first pabaTbiBaTbCA Nepes Ux aBTopU3aLMell Ha cepeepe.
— - -/BbIKOYEHO
no ip igmp snooping BepHyTb 3HaYeHWe No YMONYaHUIO.
authentication forward-first
ip igmp sn authentication Mpueasatb multicast-npoduns ans IGMP-aBTOpM3aUUN Ha MH-
exception mcast profile profile Tepdelic.
no ip igmp sn authentication BepHyTb 3HaYeHWe No ymon4YaHuio.

lpumep Hacmpoliku NOONUCKU HO cmamuYecKue 2pynnbi

console# configure terminal

console (config)# wvlan 10

console (config-vlan)# wvlan active

console (config-vlan)# ip igmp snooping static-group 232.0.0.1
console (config)# ip igmp snooping

console (config)# ip igmp snooping proxy-reporting

Mpumep Hacmpoliku MVR

B npumepe gigabitethernet 0/1 - mrouter-port, fastethernet 0/1 - KAMeHTCKN nopT

console (config)# wvlan 10,100

console (config-vlan)# vlan active

console (config-vlan) # exit

console (config) # ip mcast profile I

console (config-profile)# permit

console (config-profile)# range 232.0.0.1 232.0.0.5

console (config-profile) # profile active

console (config-profile)# exit

console (config) # snooping multicast-forwarding-mode ip

console (config) # ip igmp snooping

console (config) # ip igmp snooping vlan 100

console (config)# ip igmp snooping multicast-vlan enable

console (config) # wvlan 100

console (config-vlan)# ip igmp snooping multicast-vlan profile I
console (config) # interface gigabitethernet 0/1

console (config-if) # switchport mode trunk

console (config-if) # exit
console (config)# interface fastethernet 0/1
console (config-if) # switchport mode access
console (config-if) # switchport access vlan 10
console (config-if)# switchport multicast-tv vlan 100
console (config-if) # exit
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KomaHObl pexcuma EXEC

Bce KomaHAap! AOCTYNHbI TO/IbKO ANA NPpUBUNETMPOBAHHOIO NOJ1b30BaTeNA.

Bua 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console#

Tabnmua 104 — KomaHabl pexkmma EXEC

KomaHoa

3Ha4yeHue/3HayeHue

Aelicmeue
10 yMOAYAHUIO

show ip igmp snooping mrouter

MNMoka3zaTtb MHPopmaLmio 06 U3yyeH-
- HbIX MHOTOA4PECHbIX MApLLIPYTH3a-
TOpax B yKasaHHowu rpynne VLAN.

show ip igmp snooping groups

MNMoka3zaTtb MHPopmaLmio 06 U3yyeH-
HbIX ~ MHOTOAZPECHbIX  rpynnax,
y4yacTBYHOLWMX B rPynnoBoM pac-
CblKe.

clear ip igmp snooping groups [vlan vian-id]

Ounctntb Tabnuuy rpynn nOAHO-

vlan_id: (1..4094) CTblO /M B yKa3aHHOM VLAN.

show ip igmp snooping authentication cache
[interface {fastethernet_fa_port_| gigabitethernet gi_port |
tengigabitethernet te_port | port-channel group}]

fa_port: (0/1..24); IGMP-
gi_port: (0/1..48);
te_port: (0/1..11);

group: (1..24)

MpocmoTp cache-Tabnuubl
aBTOpM3aLMMU.

4.16.2 MNpasuna 2pynnosoli adpecayuu (multicast addressing)

JaHHbIA Knacc KoOMaHA npefHasHadeH AnA 3agaHuA NpaBuA rPynnoBOM ajpecaumm B CETUM Ha
KaHabHOM U ceTeBOM ypoBHAX moaenun OSI.

KomaHObI pexcuma 2a06ana6Hol KOHguU2ypayuu

BunAa 3anpoca KoOMaHAHOM CTPOKM pexxunma rnobanbHoM KoOHbUrypaumm:

console (config) #

Tabnuua 105 — KomaHapl pexkruma rnobanbHom KoHdUrypaumm

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aeiicmeue

ip igmp snooping multicast-
vlan enable

ip igmp snooping multicast-
vlan disable

-/BbIK/IIOYEHO

BkAtounTb GyHKLMIO rpynnoBoi GunbTpaLmm.

BbIkntoUnTb GYHKLMIO rpynnoBov GpuabTpaumnm.

snooping multicast-
forwarding-mode ip

HacTpausaet pexxmm o6paboTkm multicast-tpadmka no IP-agpecy.
B gaHHOM pexxume yactb multicast-tpadpuka nepexsarbi-

-/mac M BaeTca ycTpoicTBom Ha CPU.
snooping multicast- Hactpaunsaet pexum obpaboTkm multicast-tpadpuka no MAC-aa-
forwarding-mode mac pecy.
snooping leave-process config- OnpegenseT ypoBeHb KOHPUIypaumm mexaHn3amoB 0b6paboTku oT-
level port nycka (KoHourypaumm Ha ocHose VLAN nau Ha ocHoBe NopTa).
snooping leave-process config- -Man YCTaHOBWUTb 3HAYEHME MO YMOYAHUIO.
level vlan

snooping report-process
config-level all-ports

snooping report-process
config-level non-router-ports

-/non-router-ports

YKasbIBaeT Ha Kakux noptax obpabartbiBatoTca nosyyeHHble IGMP
report oT xocTa. IGMP report moryT 06pabaTbiBaTbCsl Ha BCEX NOp-
Tax UKW Ha NOPTax, KOTOpble He ABAAOTCA mrouter-noptamu.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.
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4.16.3 MLD snooping — npomoKos1 KOHMpPoaa MHo20a0pecHo20 mpaguka e IPvé

MLD snooping — MeXxaHM3M MHOroafpecHOM PaccbiIKM COOBLEHNA, MO3BOAAOWMNIA MUHUMU-
3MpOoBaTb MHOTOaApecHbIN TpaduK B IPv6-ceTax.

v/

KomaHObI pexcuma 2106aabHOU KOHU2ypayuu

B TeKyuwieii Bepcuu MO He nogaepuBaerca Ha mogenax MES2448B, MES2411X, MES3710P.

Buza 3anpoca KoMaHAHOM CTPOKM peXxnma rnobanbHom KoOHPUrypaumu:

console (config) #

Tabnunuya 106 — KomaHabl r1o6anbHOro pexknma KoHourypaumm

KomaHoa

3Ha4yeHue/3HayeHue
o ymMon4aHuto

Aelicmeue

ipvé6 mid snooping

no ipv6 mld snooping

-/BbIK/IIOYEHO

Bkatountb MLD snooping.

Otkntoumtb MLD snooping.

ipvé6 mld snooping group-
query-interval interval

no ipvé mld snooping group-
query-interval

interval: (2..5)/2

YcTaHOBUTbL TalimayT, N0 KOTOPOMY CUCTEMa OTMPaBAAET OCHOBHbIE
query-3anpocsl.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

ipv6 mld snooping mrouter-
time-out time

no ipvé mld snooping mrouter-
time-out

time: (60..600)

YCTaHOBUTb BPeMA OXWAAHWA OYMCTKM MOpTa OTCAEXKMBalOLWEero
mapLupyTtusatopa MLD, nocne KoToporo nopr yaanaerca, ecin He
nosyyeHbl controlpackets mapwpytusatopom MLD.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

ipv6 mld snooping port-purge-
interval interval

no ipvé mld snooping port-
purge-interval

interval:
(130..1225)/260

3a4aTb MHTEPBaN BPEMEHU OYNCTKM NOPTa oTcaexmsaHna MLD, no-
cne KoToporo nopt yaanaetca, ecnv MLD-reports He nonyyeHbl.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

ipvé mid snooping proxy-
reporting

no ipv6 mld snooping proxy-
reporting

-/BbIK/IIOYEHO

BKAOUNTL GYHKLMIO proxy-report Ha ycTpoicTae.

BbIKNOUNTL GYHKLMIO proxy-report Ha ycTpoicTae.

ipvé mid snooping report-
forward {all-ports | router-
ports}

no ipv6 mld snooping report-
forward

-/router-ports

YKasaTb HanpasneHue IGMP report: Bo Bce noptbl VLAN waun
TOJ/IbKO Ha MOPTbI poyTepa.

YCTaHOBUTb 3HaYeHMe N0 YMOHAHMUIO.

ipv6 mld snooping report-
suppression-interval interval

no ipv6 mld snooping report-
suppression-interval

interval: (1..25)

YCTaHOBWTbL BpEMEHHOM MHTepBan 3anpeTa nepeaayn MLDvSnoop-
ing-reports, B TeueHne KoToporo coobueHma otyetos MLDv1 He 6y-
OyT NepeHanpaBaATbCA Ha MOPTbl MapLIpyTU3aToOpa AN1A TOMU Ke
rpynnoi.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

ipv6 mld snooping retry-count
interval

no ipvé mld snooping retry-
count

interval: (1..5)/2

YCTaHOBWUTb MaKCMMabHOE KOIMYECTBO rpynnoBbIX 3aNpocos, OT-
npasiAeMbIX Ha MOPT NpKU NoaydeHnn coobieHns MLDv.

YCTaHOBUTb 3Ha4YeHME N0 YMOIHAHMUIO.

ipvé mld snooping send-query
enable

ipvé mid snooping send-query
disable

-/disable

BkntounTb PyHKLMIO nepeaayn 3anpocos MLD npu nsmeHeHun To-
nonoruu.

BbIkntounTb PyHKLMIO Nnepepaym 3anpocos MLD npu nameHeHum
TOMONOTUW.
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KomaHObl pexcuma KoHgpuaypayuu VLAN (duanasox VLAN o8)

console# configure terminal
console (config)# vlan 1,3,7
console (config-vlan-range) #

Tabanuya 107 — KomaHab! pexkmma KoHpurypauum VLAN

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymon4aHuro
ipvé mld snooping mrouter { MpunBa3aTb NOPT OTCAEKMBatOLWero mapwpytnsatopa MLD K VLAN.
fastethernet fa_port |
gigabitethernet gi_port | fa_port: (0/1..24);
tengigabitethernet te_port } gi_port: (0/1..48);
No ipv6 mld snooping mrouter te_port: (0/1..11) YAanuTtb NOpT oTCAeXKMBatOWEro mappyTmsatopa MLD 13 VLAN.

{ fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port }

Hactpoutb Bepcuto otcnexkmsanua MLD B VLAN.
-vl — MLD snooping Version 1;
-v2 — MLD snooping Version 2.

ipvé mld snooping version {v1
| v2} -/v2

ipvé mld snooping version YCTaHOBWTb 3HAaYEHNE NO YMONYAHUIO.

KomaHOb1 pexcuma EXEC

Bce KOmaHAb! AOCTYMNHbI TONBKO /1A NPUBUAETMPOBAHHOIO NOJIb30BaTENA.

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabanuya 108 — KomaHgb! pexkmuma EXEC

Komanda 3Ha4yeHue/3Ha4yeHue Neiicmeue
o ymon4aHuio
show ipv6 mid snooping global - OT06pasunTb rnobanbHbie HacTpoku MLD.
show ipv6 mid snooping vlan i OT106pasnTb MHPOpMaLUmio 0 KoHoUrypauum MSD-snooping gna
vlan_id AaHHoW VLAN.

4.16.4 ®yHkyuu ozpaHuveHus multicast-mpaguka

®YHKUMM orpaHnyeHmsa multicast-Tpaduka ncnonbayrotcs gna yaAobHON HACTPOMKM OrpaHMuYeHun
NPOCMOTPa onpeaeneHHbIX rpynn MHOroaApecHo PacCbUIKK.

KomaHObI pexcuma 2a06anab6Hol KoOHpuU2ypayuu

BunAa 3anpoca KoMaHAHOM CTPOKM pexxnma rnobanbHOM KOHOUIypaLumm:

console (config) #

Tabnnua 109 — KomaHabl pexkuma rnobanbHol KoHdurypaumm

Komanoa 3Ha4yeHue/3HayeHue o Leiicmeue
YMOAYAHUIO
ip mcast profile index index: (1..4294967295); Co3patb multicast-npoduab U NepenTn B pexKMm ero KoHPU-
[description] description: (1..128) rypupoBaHus.
no ip mcast profile index cMmeonos Ypanutb multicast-npodunb.
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KomaHObI pexcuma KoHgpu2ypayuu multicast-npoguna

Buza 3anpoca KoMaHAHOM CTPOKM B pexxume KoHurypaunm multicast-npodunsa:

console (config-profile) #

Tabaunua 110 — KomaHabl pexkmma KoHpurypauum multicast-npoduna

Komanda 3HaveHue/3HaveHue Onucanue
no yMoA4YaHuto
range first_group_ip 3apaTtb AManasoH afpecoB-UCTOYHNKOB multicast-Tpaduka.
last_group_ip Ecnn 3apatb TONbKO OAMH agpec, OH CTaHeT eAUHCTBEHHbIM UC-
- TOYHUKOM MY/IbTUKACTa.
no range first_group_ip Ypanutb AManasoH aApecoB-UCTOYHUKOB multicast-Tpaduka.
last_group_ip
permit B cnyyae HecooTBETCTBMS OAHOMY M3 3afaHHbIX AMANasoHOB,
-/deny IGMP-report 6yayT nponyckaTbca.
deny B cnyyae HecooTBETCTBMA OAHOMY M3 3afaHHbIX AManasoHOB,
IGMP-report 6yayT oTbpacbiBaTbCs.
profile active AkTMBMpPOBaTL paboTy npoduns.
no profile active ) [eaktnsnposaTtb paboty npodunsa.

KomaHObI pexcuma KoHguaypayuu VLAN

Buza 3anpoca KoMaHAHOM CTPOKM B pexxume KoHurypaumm VLAN:

console (config-vlan) #

Tabnunua 111 — KomaHabl pexkmma KoHourypauum VLAN

3HayeHue/3Ha4yeHue
KomaHoa / OnucaHue
no ymon4aHuro

ip igmp snooping multicast-
vlan profile profile

MpunBA3aTb YKasaHHbIA Npoduab K VLAN.

index: (1.. 4294967295)

4.16.5 Kongpucypayus IGMP proxy

PyHKUMA MHOroagpecHo MapwpyTtmsaumm IGMP Proxy npeaHasHauyeHa A4aa peanmsaumu
YMNPOLLLEHHOM MapLWpPYTM3aLMM MHOTOAAPECHBIX AAHHbIX MeXAy CeTAMM, YynpaBaseMo Ha OCHOBaHWUM
npotokona IGMP. C nomouwbto IGMP Proxy ycTponcTea, He HaxoaaliMecs B O4HOM CETU C cepBepom
MHOTr0a4pecHOM PACcChIKM, MMEIOT BO3MOXHOCTb NMOAKAOHMATLCA K MHOTOa4peCHbIM rpynmnam.

MapLwpyTm3auma OCYLEeCTBASETCS MeXay MWHTepdeiicom BblwecToawer cetn (uplink) w
uHTepdericamm Huxkectoawmx ceten (downlink). Mpu atom Ha uplink-MHTEepdeiice KommyTaTop BedeT
cebs Kak 0bbluHbIM Nony4yaTenb MHOroagpecHoro Tpaduka (multicast client) u popmupyet cobcTBeHHbIE
coobueHuns npoTtokona IGMP. Ha nHtepdeiicax downlink KommyTaTop BbICTyNaeT B KayecTBe cepBepa
MHOTr0a4pecHOM paccblikn n obpabaTbiBaeT coobweHma NpoTokona IGMP oT ycTpoicTB, NOAKIOYEHHbIX
K 3TUM uHTepdelicam.

' DYHKUMA noafepXKUBAETCA TONbKO Ha moagenax MES2424, MES2424B, MES2424FB,

o MES2424P, MES2448, MES2448B, MES2448P, MES2411X, MES3400-24, MES3400-24F,
MES3400-48, MES3710P.

KomaHObI pexcuma 210b6aabHol KOHuU2ypayuu

Buza 3anpoca KoMaHAHOW CTPOKM peXxnma rnobanbHoM KoHPUrypaumu:

console (confiqg) #
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Tabnunua 112 — KomaHabl pexkuma rnobanbHoi KoHdurypaumm

3HayeHue/3Ha4yeHue no
YMOMYAHUIO

KomaHoa Aeiicmeue

set ip igmp enable Bkatountb mogynb IGMP rnobanbHo.

-/BbIK/IIOYEHO

set ip igmp disable BbikAtounTb Mogynb IGMP rnobanbHo.

ip igmp proxy-service Bktountb dyHKUMIO IGMP proxy rnobanbHo.

-/BbIK/IIOYEHO

no ip igmp proxy-service BbikNtounTb dyHKUMI IGMP proxy rnobanbHo.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelicos VLAN

BuA 3anpoca KoOMaHAHOWM CTPOKM B pexume KoHurypaumm nutepoeiicos VLAN:

console (config-if) #

Tabnunua 113 — KomaHgb! pexkuma KoHdurypaumm nntepoeiicos VLAN

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmesue

set ip igmp enable

set ip igmp disable

-/BbIKNIOYEHO

BKkatountb moaynb IGMP Ha uHTepdelice. UHTepdeic
nonyvaet posb Downstream ana dpyHkumm IGMP proxy.

BbIkAtounTb Mogynb IGMP Ha nHTepdelice.

ip igmp-proxy mrouter

no ip igmp-proxy mrouter

-/BbIKNIOYEHO

Onpepenntb ponb Upstream ana uHtepdeiica IGMP
proxy.

Y6patb ponb Upstream c nutepdelica.

ip igmp-proxy mrouter-version
version

version (1..3)/3

YcraHoBuTb Bepcuto IGMP Ha Upstream-untepodetrice.

ip igmp-proxy mrouter-time-out
timeout

timeout (60...600)c/125

YcTaHOBUTb Taimep mrouter purge, nocne ucredeHus
KoToporo Bepcua IGMP Ha Upstream-unHtepdelice cme-
HUTCA Ha CKOHQUIypUpOBaHHYO KOMaHAOW ip igmp-
proxy mrouter-version. Tailmep nepe3anycKaeTca KaK-
Abli pa3 nocne nonaydeHua Query Ha Upstream-
nHTepodeic.

ip igmp immediate-leave

no Ip igmp immediate-leave

-/BbIKNIOYEHO

Bkntountb ¢yHKumto IGMP fast-leave Ha Downstream-
nHTepbelice.

Bbikntountb PyHKuUMo IGMP fast-leave Ha Downstream-
MHTepodeiice.

ip igmp explicit-tracking

no ip igmp explicit-tracking

-/BbIKNIOYEHO

BKNOUUTL PYHKLMIO OTCAEXKMBAHUA KAMEHTOB A/A
6bICTPOro yaaneHusa NoAnuckU npu nonayveHun IGMP
leave Ha Downstream-uHTepdelice.

BbIKNtOUMTb QYHKUMIO OTCNEXKMBAHUA KAWEHTOB ANA
6bICTPOro yaaneHusa NoAnuckU npu nonayveHun IGMP
leave Ha Downstream-uHTepdeiice.

Ip igmp query-interval interval

no Ip igmp query-interval

interval (30...31744)c/125¢

YcTaHOBUTL MHTepBan otnpasku IGMP General Query
Ha Downstream-uHTepodeiice.

BepHyTb nHTepBan otnpasku IGMP General Query Ha
Downstream-uHTepdeice No ymoayaHuio.

ip igmp last-member-query-
interval value

no ip igmp last-member-query-
interval

value (1-255 )mc/10 mc

YcTaHOBUTL 3HaYeHMe B mc last-member-query-interval
B coobueHunax IGMP group specific query.

BepHyTb 3HaueHue last-member-query-interval 8 coob-
weHuax IGMP group specific query no ymonuanuto.

ip igmp query-max-response-time
value

no ip igmp query-max-response-
time

value (1-255) mc/100 mc

YCTaHOBWTb 3Ha4YeHWe max-response-time B coob0LLe-
Huax IGMP general query.

BepHyTb 3HayeHMe max-response-time B coobLlyeHMAX
IGMP general query no ymonyaHuto.

ip igmp robustness robustness

no ip igmp robustness

robustness (2..7)/2

YCTaHOBMWTb 3HaYeHWe napameTa ycrtoiumsoctn IGMP.

BepHyTb 3Ha4eHwue yctonumsocti IGMP no ymonyaHuio.
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KomaHObI pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma Privileged EXEC:

console#

Tabnnuya 114 — KomaHgb! pexuma Privileged EXEC

KomaHda

3Ha4yeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

show ip igmp-proxy mrouter [vlan

vlan-id: (1..4094)/-

MpocmoTp nHpopmauum o6 Uplink-uHtepdericax.

vlan-id ]
show ip igmp-proxy forwarding- vlan-id: (1..4094) MpocmoTp MHPOpMaUMM O MNOJyY4aemMbiX rpynnax u
database [vlanvi/an-id | group group-ip: multicast ip- HaNNMYUM NOAMUCOK ONA HUX.
group-ip | source source-ip] address
source-ip: unicast ip-
address/-
show ip igmp global-config MpocmoTp MHopMaLmm o rnobanbHOM COCTOSHUN MO-
/- ayna IGMP u ¢yHkumm IGMP proxy.
show ip igmp groups MpocmoTp MHPOPMaLMM 06 aKTUBHbIX NOAMWUCKAX Ha
i rpynneoi.
§how ip igmp interface [vlan vian- vian-id: (1..4094)/- HDOCMOTP MHbopMauum o coctossHUM moayns IGMP Ha
id] nHTepdelicax.
7;]ow ip igmp statistics [vlan vian- vian-id: (1..4094)/- MpocmoTp ctatncTukmM moayna IGMP Ha uHTepdeicax.

4.17 PyHKUMM ynpaBneHuUsa

4.17.1 MexaHu3m AAA

Ona obecneyeHns 6e30MaCHOCTM CUCTEMbI MCMOAb3YeTCA MexaHusm AAA (ayTeHTUdMKauwms,

aBTOpM3auMA, ydeT).

— Authentication (ayTeHTMdUKaALMA) — conocTaBaeHMe 3anpoca CyLLEecTBYOLEeN YYETHON 3a-

nucuK B cucteme 6€30nacHoOCTU.

— Authorization (aBTopv3aums, NPOBEPKa YPOBHA A0OCTyNa) — COMOCTaB/eHMNEe YYETHOMN 3anmncu
B cucTeme (NpoleaLluei ayTeHTMdOUKaLMIO) M onpeaeiEHHbIX NOHOMOYMIA.
— Accounting (y4ét) — cnexeHue 3a notpebieHMem pecypcos No/b30BaTENEM.

Ons wndpoBaHUA AaHHbIX UCNOb3yeTca MexaHuU3m SSH.

KomaHObI pexcuma 2a06anab6HolU KOHpuU2ypayuu

Buz 3anpoca KOMaHAHOM CTPOKM peXxxnma riobanbHoM KOHGUrypaumm:

console (config) #

Tabnnua 115 — KomaHgb! pexuma rnobanbHoin KoHdUrypaumm

3HayeHue/3HayeHue no

no enable [level /evel]
password

KomaHoa Aelicmeue
YMOAYAHUIO
enable password [level YCTaHOBWTb Napo/ib AN KOHTPOAA U3MEHEHUA NpuBUAEruii [o-
level] password CTyna nonb3oBaTtenein.
- level — ypoBeHb npusuneruii;
level: (1..15)/1; !
- password — naposb.
password: (5..20) "
Bkntouatowumii B ceba cneucMmeonbl naponb Tpebyerca
CYMBO/I0B

! YKa3blBaTb B KaBbl4yKax.

Ypanutb naposb ANA COOTBETCTBYHOLWEro YPOBHA I'IpMBMI]EFMVI.
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username name password
password [privilege level]

no username name

name: (1..20) cumB00B;
password: (5..20)
CUMBOJI0B;
level: (1..15)

[06aB1Tb N0/Ib30BaTENA B /IOKA/IbHYIO 6a3y AaHHbIX.
- level — ypoBeHb npusunernii;
- password — naposnb;
Bkatouatowmii B ceba cnewcMmBosibl naponb Tpebyerca
e YKa3biBaTb B KaBbl4KaXx.
- name — MMA Nonb3oBaTeNS.

YaanuTb N0Nb30BaTENA U3 IOKANbHOW 6a3bl AaHHbIX.

aaa authorization
command /evel tacacs
[local]

no aaa authorization
command /evel

level: (1..15)/Bbiknto4eHO

Pa3pelnTb aBTOPU3aLMIO KOMAHA, NONb30BaTeNEN.
- level — ypoBeHb npuBuMnernin nonb3osaTteneu.

/ B Tekywieii Bepcum MO npu NoKanbHOM aBTOPU3aLUU
paspeLueHbl Bce KOMaHAbl.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

aaa authentication mode
{chain | break}

-/chain

YCTaHOBWTb aIFOPUTM OMNPOCa METOA0B ayTeHTUGUKALMN.

- chain — nocne HeygayHol MONLITKM ayTeHTUPUKALMKU NO
nepBoMy MeToAy B CMWUCKE C/iedyeT MonbiTKa ayTeHTUuduKa-
LMK NO cneaytolemy MeToay B LEenoyKe;

- break — nocne HeyaauHoW ayTeHTUGUKALUKM MO NEPBOMY Me-
TOoA4y NpoLecc ayTeHTUPMKaLumn octaHaBnmBaeTcA. AyTeHTUdu-
Kauua no cnegytouemy metogy A0NYyCTUMA TO/IbKO B C/lydae He-
BO3MOYHOCTU ayTEHTUPUKALLMM NO NpeablayLiemy MeToay.

aaa authentication default
{[local | radius | tacacs |
none]}

-/local

HacTpouTb uenesble cepsepbl AAA o5 CNMCKa ayTeHTUdUKaumm
Mo YMONYaHUIO.

aaa authentication user-
defined list {[local | radius
| default | none]}

no aaa authentication list
list

list: (3..32) cumBonos/-

HacTpouTb Nonb3oBaTeNbCKUIA CMMCOK CEPBEPOB AJ1A ayTEHTU-
duKaumm.

YAanuTb N0Nb30BaTENbCKUI CMUCOK CEPBEPOB ANA ayTeHTUdU-
Kauun. CNUCOK Henb3a yaanuTb, €C/IM OH NPUBA3AH K TepMHU-
Hany.

ip http authentication
login list

no ip http authentication
login

list: (3..32)
cumsonos/default

3a4aTb CMUCOK C MEeTOAaMM ayTEHTUPUKALLMM NPU BXOAE Yepes
web.

YCTaHOBUTb 3HaYeHMe no YMONYaHUIO.

aaa authentication dotlx
default {group radius |
local}

no aaa authentication
dotlx default

-/local

YcTaHoBUTL 6a3y AaHHbIX, K KOTOPOI HYXHO 0bpaLaTbcs Npu
ayTeHTUdMKaLmMm KnneHTa dotlx.

YCTaHOBUTb 3HaYeHMe N0 YMOYAHMUIO.

Tabnunua 116 — ATtpmbyTbl coobLieHunii BeaeHMA yyeta npotokona RADIUS ana ceccuit ynpasaeHus

Haau4ue Hanauyue
ampubyma e | ampubyma e
Ampubym pudy pudy OnucaHue
coobweHuu coobweHuu
Start Stop
User-Name (1) Ectb EcTb NaeHTndumKauma nonb3oBaTens.
IP-agpec KommyTaTopa, KOTOPbIA MCNONb3yeTcA
NAS-IP-Address (4) EcTb EcTb AP o y. P P y
ana ceccunin ¢ Radius-cepsepom.
Mpoun3BoAbHOE 3HaYeHWNe, BK/IIOYEHHOE BO BCe CO-
Class (25) Ectb Ectb P .
obLLeHnn yyeTa ceccui.
. IP-agpec KOMMyTaTOpa, UCNO/b3yeMblil ANA cec-
Called-Station-ID (30) EcTb EcTb v,qp Y P ¥ A
CUI ynpaBneHus.
Calling-Station-ID (31) EcTb EcTb IP-agpec nonb3oBaTens.
Acct-Session-ID (44) EcTb EcTb YHWUKaNbHbI MAEHTUPUKATOP yyeTa.
. YKa3blBaeT MeTos, N0 KOTOPOMY KAMEHT A0J/IKEH
Acct-Authentic (45) Ectb Ectb A pomy A
6bITb ayTEHTUOULMPOBAH.
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MoKa3sblBaeT, Kak AOAro Nosb3oBaTenb 6bin Noa-
Acct-Session-Time (46) Het EcTb A A
K/IIOYEH K cucTeme.
Acct-Terminate-Cause (49) | Het Ectb MpuynHa 3aKkpbITUA ceccuu.
Tabnunua 117 — AtpubyTbl coobLeHN BeaeHmaA yueta npoTokona RADIUS gns ceccmin 802.1x
Hanauyue Haau4ue
ampubyma e | ampubyma s
Ampubym pudy pudy OnucaHue
coobweHuu coobweHuu
Start Stop
User-Name (1) EcTb EcTb NaoeHTndukauma nonbsosartens.
IP-agpec KommyTaTopa, KOTOPbIN UCNONb3yeTcs
NAS-IP-Address (4) EcTb Ectb Ap . y. P P ¥
ana ceccuit ¢ Radius-cepsepom.
NAS-Port (5) Ecto Ecrb MopT KOMMyTaTopa, Ha KOTOPOM MOAKIOYMACA
nonb3oBaTeNb.
Mpon3BoNbHOE 3HAaYEeHUE, BKOYEHHOE BO BCE CO-
Class (25) EcTb Ectb P o
obLeHnA yyeTa ceccui.
Called-Station-ID (30) EcTb EcTb IP-apapec kKommyTaTopa.
Calling-Station-ID (31) EcTb EcTb IP-agpec nonb3oBatens.
Acct-Session-ID (44) EcTb Ectb YHUKanbHbIN NaeHTUOMKATOP yyeTa.
. YKa3blBaeT MeTos, No KOTOPOMY KAMEHT LO/IKEH
Acct-Authentic (45) EcTb EcTb A PoMy A
6bITb ayTEHTUPULMPOBAH.
. . Moka3blBaeT, Kak A0Aro Nnosb3oBaTenb Hbin noa-
Acct-Session-Time (46) Het EcTb A A
K/JIOYEH K cucTeme.
Acct-Terminate-Cause (49) | Het Ectb MpuynHa 3aKkpbITUA ceccuu.
Nas-Port-Type (61) EcTb Ectb lMokasbiBaeT TMN NopTa KAMEeHTa.

KomaHObI pexcuma KoHguaypayuu mepmMuHana

Bua 3anpoca KOMaHAHOM CTPOKM B peKMMe KOHOUTypaumm TepMUHana:
console# configure terminal
console (config)# line {console | telnet | ssh}

console (config-line) #

Tabanua 118 — KomaHabl perkuma KoHOUrypauum TepmuHana

3HavyeHue/3HavyeHue .
KomaHoa / Aelicmeue
no ymoa4aHuro
aaa authentication login /ist . 3a4aTb CNUCOK C METOZ4AMM ayTeHTUdMKALMM NpK BXOLE ANA
list: (3..32)
KoHconun, Telnet, SSH.
— - cumeosios/default
no aaa authentication login YCTaHOBWTb 3HaYEHME NO YMOYAHUIO.
aaa authentication enable /ist ist: ) 3a4aTb CNUCOK C METOAAMMU ayTEHTUDUKALLMM NPU NOBbILEHUN
ist: (3..32

YPOBHSA NpuBuUaeruii ana koHconu, Telnet, SSH.

cumsonos/default

no aaa authentication enable YCTaHOBWTb 3HAaYEHME MO YMOIHAHUIO.

aaa authorization command Pa3pewnTb aBTOpU3aLMio KOMaHA Ana KoHconu, Telnet, SSH.
{tacacs | local}

— -/BbIK/IlOYEHO
no aaa authorization YCTaHOBWTb 3HaYEHME MO YMOIYAHMIO.

command

4.17.2 lMpomokon RADIUS

Mpotokon RADIUS ucnonb3yetca ana ayteHTUdMKauumm, asBtopmsaumm u ydeta. Cepsep RADIUS
nucnosibdyetr 6asy AaHHbIX NOMb30BATENEN, KOTOPas COLEPKWUT AaHHble MPOBEPKU MOAJIMHHOCTUM ANA
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Kaxaoro nonb3oBatend. Takmm ob6pasom, ucnonb3oBaHWe npoTtokona RADIUS obecneunBaet
OOMONHUTE/IbHYIO 3aLWUTY NPU AOCTYME K pecypcam CeTH, a TaKKe Npu A0CTyne K CaMoMy KOMMYTaTopy.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKuUme r106anbHON KOHPUrypaumm:

console (confiqg) #

Tabnunua 119 — KomaHabl pexkmma rnobanbHoi KoHdurypaumm

3HaveHue/3HayeHue .
KomaHda / Aeiicmeue
no yMmoA4aHuio

[06aBUTb yKasaHHbIA cepBep B CNUCOK Mcnonbdyembix RADIUS-
cepBepos.

- ip_address — IPv4 unu IPv6-agpec RADIUS-cepBepa;

- hostname — ceteBoe uma RADIUS-cepBepa;

. hostname: (1..158) - timeout — MHTepBan oXKMAaHUA OTBETA OT CepBepa;
radius-server host .
. . CMMBOJIOB; - retries — Ko/iM4ecTBO NONbITOK Nomcka RADIUS-cepsepa;

{ipv4-address | ipv6-address |

. . (0..65535)/1813; - secret_key — Kntou gna ayteHTMPUKauumn n wndposaHUA Bcero
hostname} [timeout timeout] . ’

! . timeout: (1..30) cek; obmeHa aaHHbIMK RADIUS;
[retransmit retries] [key . ..
. . retries: (1..15); - priority — npuopuTeT ucnonbzosaHusa RADIUS-cepBepa (Yem Huke
secret_key] [priority priority]
secret_key: (0..128) 3HayYeHUe, TEM NPUOPUTETHEE CEPBEP);
CMMBOJIOB; - type — T1n ncnonvsosaHma RADIUS-cepsepa;

priority: (0..65535)/0 B cnyyae oTcyTcTBMA B KOMaHAe napamMeTpoB timeout, retries, se-
cret_key pnsa paHHoro RADIUS-cepBepa MCNO/b3yOTCA 3HAYEHUA
HACTPOEHHbIE C MOMOLLLbIO KOMaHZ, YKa3aHHbIX HUKeE.

no radius-server host
{ipv4-address | ipv6-address |
hostname}

YpanuTb yKasaHHbIN cepBep M3 CNucKa ucnosbdyembix RADIUS-
cepBsepos.

KomaHOwbi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK B pexume Privileged EXEC:

console#

Tabnunua 120 — KomaHabl pexkmma Privileged EXEC

Komanda 3HayeHue/3HayeHue Leiicmeue
no ymon4YaHuro
show radius server OT06pa3unTb napameTtpbl HacTpoiiku RADIUS-cepsepoB (KomaHaa
i O0CTYMHA TONIbKO AN1A NPUBUAETMPOBAHHBIX NOb30BaTeNEN).
show radius statistics OTo6pa3unTb CTAaTUCTMKY NpoTokona Radius, MHPopmaLmio o nonb-
) 3oBaTenax, KoHdpurypaumto RADIUS-cepsepa.

4.17.3 lpomokon TACACS+

MpoTtokon TACACS+ obecneumBaeT LEHTPa/M30BaHHYO CUCTEMY 6e30MacHOCTM ANA MPOBEPKU
nosib30BaTeNeN, NOAYYAOLLMX AOCTYN K YCTPOMCTBY, MPU 3TOM NoaaepXuBaa coBmecTMmocTb ¢ RADIUS u
ApyrMmum npoueccamun nposepku noanmHHoctn. TACACS+ npeaocTaBaseT cneaytoume ciy»Kobi:

— Authentication (nposepka nodauHHocmu). ObecneunBaeTca BO BpeMs BX0O4a B CUCTEMY MO
MMeHaM NoNb3oBaTes1el U onpeaeneHHbIM NOb30BaTENSAMM NAPOIAM.

— Authorization (asmopuszayus). ObecneumBaeTcA BO Bpems BxoZa B cucTemy. [locne
3aBepleHMA ceaHCa MNPOBEPKM MOSJAMHHOCTM 3aMyCKAaeTCA CeaHC aBTopuM3auum ¢
NCNO/b30BaHNEM MPOBEPEHHOr0 MMEHW MNO/b30BATENS, TAKXe CepBepoOM MNpPOBepPSIOTCA
nNpMBMUIErMN NONb30BATENS.
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KomaHObI pexcuma 2106aabHoU KoOHpuU2ypayuu

Buz 3anpoca KoMaHAHOM CTPOKM B peXxnume rnobanbHoN KoHdUrypaumm:

console (config) #

Tabanua 121 — KomaHgbl pexuma rnobanbHoi KoHdurypaumm

3HayeHue/3Ha4yeHue
no ymon4YaHuro

KomaHoa

Aeiicmeue

tacacs-server host
{ip_address | hostname}
[single-connection] [port port]
[timeout timeout] [key

secret_key]
hostname: (1..63)

CUMBOJI0B;
port: (0..65535)/49;
timeout: (1..30) cek;
secret_key: (0..128)

[06aBUTb yKasaHHbIA cepBep B CNMUCOK ucnoab3dyembix TACACS
cepBepoB.

- ip_address — IP-appec TACACS-cepBepa;

- hostname — ceteBoe nma TACACS-cepBepa;

- single-connection — B KaXXAbll MOMEHT BpPeMEHU UMEeTb He
6onblue ogHOro coeanHeHnsa ans obmeHa gaHHbiMu ¢ TACACS-cep-
BEPOM;

- port — Homep nopTa Ana obmeHa gaHHbIMK ¢ TACACS-cepBepom;

- timeout — VHTepBan 0XXNOAHWUA OTBETA OT CepPBepa;

- secret_key — knod gns ayTeHTMdMKaLMM U WndpoBaHma Bcero ob-

{ascii | pap }

cMmBonos meHa gaHHbimn TACACS;
Mpu HacTpoike cepsepa: «tacacs-serverhost jp_address key se-
cret_key» aBTOMaTM4YeCKM BKAKOYAETCA accounting.
no tacacs-server host Y[anuTb yKasaHHbI cepBep M3 crnMcKa ucnosibdyembix TACACS-
{ip_address| hostname} cepBepos.
tacacs-server retransmit YKa3aTb KonnyecTBo akTMBHbIX TACACS-cepBepoB, K KOTOpbiM by-
number number: (1..5)/2 OeT nooyepeaHO MOAKNIOYMTLCA KAMEHT, B C/ydyae HeyAayHow
ayTeHTUdMKaLMK.
no tacacs-server retransmit YaanuTb HaCTPOWMKY.
tacacs use-server address
. BbibpaTb cepsep M3 TabauLbl cepepoB Ans Tacacs-KAMeHTa.
{ip_address | hostname} -
no tacacs use-server OTMeHUTb NCNoNb30BaHNE 3alaHHOTO cepBepa.
tacacs authentication type
-/pap Onpefenvtb MeTos ayTeHTUPMKaLMKM C NOMOLLbIO tacacs.

tacacs attributes port {console
| ssh | telnet} identifer
identifer (1..255)
CMMB0/10B/1Wa60HbI
%n %%

no tacacs attributes port
{console | ssh | telnet}

YcTaHOBUTL aTpubyTa port B popmaTte cBoOH6OAHON CTPOKM onpese-
NIeHHON nosib3oBaTesieM. BO3MOXKHO MCMo/Nb30BaHMe WabAoHOB.
- %N — HOMep /IMHWU, COOTBETCTBYHOLMIA BbIBOAY KOMaHAbl show
users;

-%% — cumon %.

YCTaHOBUTb 3HAYeHUA NO YMONYaHULO.

KomaHObi pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM cTPoKM B pexxume Privileged EXEC:

console#

Tabnvua 122 — KomaHgpbl perkmuma Privileged EXEC

3Ha4yeHue/3HayeHue
KomaHoa
Mo ymon4YaHuo

Aelicmeue

show tacacs

OTtobpasnTb napameTpbl HacTpolikm TACACS-cepBepoB, MeToL,
ayTeHTUUKALMM U CTAaTUCTUKY NPOTOKONA (KOMaHZa AOCTynHa
TO/IbKO 1A NPUBKIEIMPOBAHHbBIX NOJIb30BaTENEN).

4.17.4 Cnucku docmyna ACL dna ynpasneHus ycmpolicmeom

B ISS nopnepxunsaetca puabTpauma ynpaBaaowero TpadpuKka ¢ NOMOLLbIO CIMCKA aBTOPU3OBAHHbIX
IP-meHeakepos (IP Authorized Managers). B ¢punbTpe MOXHO 3a4aTb agpec UAM NOACETb MUCTOUYHMKA,
VLAN, nHTepdeinc un cnyxby, c KOTopbix byAeT paspeLleHo ynpaB/ieHne YyCTPOACTBOM.
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KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bupg, 3anpoca KOMaHAHOM CTPOKM peXxnma rnobanbHomM KOHPUrypaLmm:

console (config) #

Tabnunua 123 — KomaHabl pexkmma rnobanbHoi KoHdurypaumm

3HavyeHue/3HayeHue .
KomaHoa / Aelicmeue
10 yMon4aHuio
authorized-manager ip- OrpaHuYnTbL ynpaB/ieHne YCTPOMCTBOM MO 3adaHHOMY ¢uib-
source {ipv4_addr [mask | / TPy AocTyna.

ipv4_prefix] | ipv6_addr
[ipve_prefix]} [interface
interface_list] [vlan vian_list]
[ service snmp | telnet | http
| https | ssh]

no authorized-manager ip- OTMEHUTb OrPaHUYEHMNE HA YNpaB/ieHWe YCTPOMCTBOM.
source {ipv4_addr [mask]| /
ipv4_prefix] | ipv6_addr
[ipv6_prefix]}

ipv4_prefix: (0..32);
ipv6e_prefix: (1..128)
vlan_id: (1..4094)

Ha ycTpoiicTBe MOXXHO cCKOHUrypupoBaTb He 6osblue 100 npasua. Mo ymoayaHuio, ecnm
He 3aZ,aHO HU O4HO NPaBUO, YNpPaBAEeHUE YCTPOMCTBOM AOCTYNHO C N11060ro UCTOUYHUKA.

l | TMocne yKasaHuA xoTAa 6bl ogHoro npasuna authorized-manager gna scex ycrpoiicrs,
= KOTopble UCKAIOYEHbI NpaBuiom, byaeT aeicTBoBaTb Npasuao deny any any.

KomaHObI pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKM pexxnma Privileged EXEC:

console#

Tabnvua 124 — KomaHapl pexkmuma Privileged EXEC

3HayeHue/3Ha4yeHue o
KomaHoa / Aelicmeue
10 ymMon4aHuro
show authorized-managers [ip- MokasaTb CNMCKM A0CTYNa ANA YyNpaBAeHUsA.
source ip_addr]

4.17.5 Hacmpolika npomoKonos ynpassneHus

4.17.5.1 Telnet, SSH

[aHHble KOMaHAbl NpegHa3HayeHbl A48 HACTPOMKM CepBepoB [AOCTyna AAA  ynpasiaeHua
KommyTaTtopom. Moaaeprkka cepseposB TELNET 1 SSH kommyTaTopom no3sondAeT yganeHHO NoOAKA0YaTbCA
K HEMY A1 MOHUTOPUHTa U KoHoUrypaumm. KoHdurypmposaHue yctpoictea Yepes Telnet Ha ycTpoiicTee
pa3peLLeHo No YMOAYAHUIO.

KomaHObI pexcuma 210b6anbHol KoOHu2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexmnma rnobanbHom KoHGUrypaumm:

console (config) #
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Tabnunua 125 — KomaHabl pexkmma rnobanbHoi KoHdurypaumm

Komanoa 3Ha4yeHue/3HayeHue Leiicmeue
no ymon4aHuro

ssh enable PaspewunTb yaaneHHoe KOHPUIrypnpoBaHMe YCTPOIMCTBA Yepes

SSH.
- -/BKAtOYEHO —

ssh disable 3anpetuTb yganeHHoe KOH$UIrypupoBaHuWe ycTpoincTea uyepes
SSH.

ssh server-address ip_addr port port: (1..65535) 3apatb IP-agpec SSH-cepsepa n TCP-nopT, Mcnonb3yemblin SSH-

port cepsepom.

ip ssh mac [hmac-md5 | hmac- _/hmac-shal Bbi6paTb TMN ayTeHTUdUKALMM MO NpoToKoay SSH.

shal]

ip ssh cipher [3des-cbc | aes128- Bbibpath Wwuop ayTeHTUdMKaLMM No npoTokoay SSH.

cbc | aes128-ctr | aes192-cbc

aes:l|92-ctr [ ae52|56-cbc [ ! +/3des-cbe

aes256-ctr | des-chc | all]

crypto key generate rsa ) CreHepupoBaTb Napy Katoyen RSA —yacTHbI U NyBAMYHbIN ann
SSH-cepBuca.

feature telnet PaspewunTb KOHOUTYpUpOBaHKMe ycTpoiicTea Yepes Telnet.

no feature telnet /BKniodeno 3anpeTnTb KOHPUrypupoBaHUue ycTpolicTea Yepes Telnet.

ip ssh authorized-key 3agaTb Koy ssh-aBTopM3aumm, Npu NOMOLLM KOTOPOro MOXKHO
YCTaHOBUTDL 3aLUMLLEHHOE COEMHEHME.

no ip ssh authorized-key i Ypanute Ktod ssh-aBTopusaunm.

ip ssh auth-type {password | 3af4aTb nocnefoBaTebHOCTb METOAO0B aAyTEHTUOUKAUMKM MO

publickey} - /password ssh.

no ip ssh auth-type YCTaHOBUTb 3HAaYEHUE MO YMOIYAHUIO.

KomaHOowb! pexcuma EXEC

KomaHgapl faHHOro pa3gena AOoCTynHbl TO/IbKO AN1A NPUBUAETMPOBAHHbIX NO/b30BaTeNEN.
Buza 3anpoca KomaHAHOM CTPOKKM pexxnma EXEC:
console#

Tabnvua 126 — KomaHapl pexkmma EXEC

3HavyeHue/3Ha4yeHue .
KomaHoa / Aelicmeue
no ymoa4YaHuro
. MokKasaTb KoHbUrypaumio SSH-cepeepa, a TaKKe akTUBHbIE BXO-
show ip ssh - urypay peep
aawme SSH-ceccum.
show telnet server - OTo6pasunTb cTaTyc cepBepa Telnet.
sh ip ssh authorized-keys - OT106pa3nTb CKOHOUTYPUPOBAHHbBIE KHOUMN.

4.17.5.2 Hacmpoiika napamempoe npomokoaa SNMP das docmyna K ycmpolicmey

SNMP — TexHonoOrvs, Npu3BaHHasa obecneuynTb ynpasBiaeHME W KOHTPO/b Hag, YCTPOWCTBaMMK U
NPUNOKEHNAMM B CETU CBA3M NyTéM obmeHa ynpasaalowen uHGopmauuein mexay areHTamw,
PacrnonOMKeHHbIMM Ha CeTeBbIX YCTPOWCTBAX, M MeEHeAKepamMu, Haxo4AWMMMUCA Ha CTaHUMAX
ynpasneHua. SNMP onpegenseT ceTb Kak COBOKYMHOCTb CETEBbIX YNPABAAIOLWMNX CTAHUMIA U 31eMEHTOB
ceTu (rnaBHble MaLMHbI, WO3bl U MapLIPYTU3ATOPbI, TEPMUHA/bHbIE CEPBEPbI), KOTOPbIE COBMECTHO
obecneymBaloT agMMUHUCTPATUBHbIE CBA3M MENKIY CeTEBbIMM YNPaBAAIOWMMM CTaHLUMAMM U CETEBLIMM
areHTamu.

KommyTaTopbl N03BOAAOT HAacTpouTb paboTty npotokona SNMP gns yaaneHHOro MOHUTOPUHIA U
ynpaB/eHMA yCTPOMCTBOM. YCTPOICTBO NoAAepKMBaeT NpoToKo bl Bepcnii SNMPv1, SNMPv2, SNMPv3.

[NnA BO3MOMKHOCTU agMUHUCTPUPOBAHKNA YCTPOMCTBA NOCPEACTBOM NpoTokona SNMP, Heobxoanmo
€034aTb X0TA 6bl 0AHY CTPOKY co0bLLecTBa.
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KomaHObI pexcuma 210b6aab6Hol KOHuU2ypayuu

Bupg, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobanbHoOM KOHPUrypaLmm:

console (config) #

Tabnnua 127 — KomaHab! pexuma rnobanbHomn KoHduUrypaumm

KomaHoa

3HayeHue/3HayeHue no
YMOMYAHUIO

Aelicmesue

snmp notify notify_name tag
tag_name type {trap |
inform}

snmp notify notify_name

notify_name: (1..32)
CMMBONA;
tag_name: (1..32) cumBona
-/BbIKNOYEHO

AKTMBMPOBATb OTNPaBKY Tpanos no cobbiTuio login/logout.

OTKANOUYUTL OTNPABKY TPanos no cobbiTuio login/logout.

snmp-server enable traps
dry-contacts

no snmp-server enable traps
dry-contacts

-/BbIKIOYEHO

AKTVMBMPOBaTbL OTNPABKY TPANos No cobbITUIO 3amblKkaHus/ pas-
MbIKaHUA CyXMX KOHTAKTOB.

OTKNIOYUTL OTNPABKY TPanos Mo cobbITUIO 3aMbIKaHVIﬂ/
Pa3MblKaHUA CYXUX KOHTAKTOB.

snmp enable traps coldstart

AKTMBMpPOBaTb OTNPABKY TPANoB No cobbiTUio “*KecTKol’ nepe-
3arpysku.

no snmp enable traps /BrniodeHO OTKNOYUTL OTNPABKY TPanoBs No cobbITUIO ‘KecTKoi’ nepesa-
coldstart rPY3KM.
snmp enable traps warmstart AKTMBMPOBATb OTNPaBKY TPanos No cobbITMIO Nepe3arpysku
no KomaHae ‘reload’.
-/BKAKOYEHO

no snmp enable traps
warmstart

OTKNOYUTL OTMNPABKY TPANoB Mo cobbITUIO Nepesarpysku no
KomaHge ‘reload’.

snmp user user_name [auth
{md5 | sha} [encrypted]
passwd [priv {DES |
AES_CFB128 [encrypted]
passwd | None}]] {EnginelD
EnginelD}

no snmp user name

user_name: (1..32)
CUMBOJI0B

Cospatb SNMP-nonb3oBsartens.
- auth — HacTpoiika anropuTma ayTeHTMdUKaumK;
- priv — HacTpoWika wudpoBaHuUs;
- EnginelD — naeHtnpukatop SNMP-ycTpoitcTea
Bkatouatowee B cebs cneucMmBoIbl User_name
° TpebyeTca yKasbiBaTb B KaBbI4KaXx.

Ypanntb SNMP-nonb3osaTensa.

snmp community index
index name

[encrypted] name security
user_name [context
name] [transporttag
TransportTagldentifier |
none] [contextengineid
ContextEnginelD]

no snmp community index
index

index: (1..32) cumBonoB;
user_name: (1..32) cumso-
nos;
TransportTagldentifier:
(1..255) cumsonos

MpuBA3aTb COOBLLECTBO C 3aaHHbIM MHAEKCOM K paHee co-
34aHHOMY M0/1b30BaTENIO.
YT106bl paspewnTb MCMoAb3oBaHWE MHOro cneunanbHoro
CMMBO/IA B Ha3BaHWM U MHAEKCe cOObLLEeCTBa, YKaXKUTE ero B
[BOVHbIX KaBblyKax. Ecnn HasBaHWe M MHAEKC coobluecTBa co-
OepXKaT TONIbKO OYKBbI U UMPbI, TOrAa ABOVHbIE KAaBblYKW He
HYKHbI.
' BKatoualouiee B ceba cneL,cMmeosbl community Tpe-
H 6yeTcA yKa3biBaThb B KaBblYKaX.

Yaanute SNMP-coo6LecTBo ¢ yKazaHHbIM MHAEKCOM.

snmp group group_name user
user_name security-model
{v1 | v2c |v3}

no snmp group group_name
user user_name security-
model {v1 | v2c |v3}

user_name: (1..32)
CUMBO/IOB;
group_name: (1..32)
CUMBOJI0B

Co3patb SNMP-rpynny uau Tabnauuy cootsetctenini SNMP-
nonb3osaTenen u npasun obospennin SNMP.

Ypanutb SNMP-rpynny.

snmp access group_name {vl
| v2c |v3} {auth | noauth |
priv}} [read view | none]
[write view | none] [notify
view | none] [context
context)]

no snmp access group_name
{v1 | v2c |v3 {auth | noauth |
priv}}[context <string(32)>]

group_name: (1..32) cum-
BO/IOB;
view: (1..32) cumB010B;
context: (1..32) cumBonos

Paspewuntb SNMP-rpynne A4ocTyn Ha YTeHWe, 3anuncb 1 oT-
NpPaBKy SNMp-TPanos No 06beKkTamM, NPUHAAAENKALLMM
read/write/notify-view.

3anpeTtntb SNMP-rpynne A4ocTyn Ha YTeHue, 3anucb 1 oT-
NpPaBKy SNMP-TPanoB No 06beKkTaM, NPUHAANENKALLUM
read/write/notify-view.
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snmp view view_nameOID
{included | excluded}
snmp view view_name
OIDTree [mask OIDMask]
{included | excluded}

snmp view view_name OID

view_name: (1..32)
CMMBOJI0B

Co3paTb UM pesakTMpoBaTb Npasuao 06o3penHna gna SNMP-
paspeluatoLLee NpaBu/Io MH0 orpaHUYMBaloOLLEE CEPBEPY-
obo3spesaTento goctyn K OID.

- OID — vaeHTndukatopa obekta MIB, NpenCTBNEHHbIV B BUAE
nepesa ASN.1

- included — OID BKnto4eHa B npaBu/o 418 0603peBaHus;

- excluded — OID uckntoyeHa B npaBuo 418 0603peBaHu.

YpanuTe npasuno obospenma ana SNMP.

snmp targetaddr targetAddr
param targetParamlP_addr
taglist taglList

snmp targetaddr target_ad-
dress param param_name
{ucast_addr | IP6Address |
dns_host_name} [timeout
seconds] [retries rRe-
try_Ccount] [taglist tag_Iden-
tifier | none] [port port_num-
ber]

no snmp targetaddr
targetAddr

target_addr: (1..32) cumso-
Nnos;

param_name: (1..32) cum-
BOJIOB;

taglist: (1..255) cumBonos
seconds:

(1..1500) cumBonosB;
retry_count:

(1..3) cumBonos;
port_number:
(1..65535) cumBonoB;
tag_ldentifier: (1..255)
CUMBOJI0B

Co3pgaTb rpynny afpecos, Ha KoTopble ByAyT OTNpaBAATbCA
Tpanbl COrNacHO NapameTpam Ter-aucTa.

YpanuTb rpynny agpecos, Ha KoTopble 6yayT OTNPaBAATLCA
Tpanbl COrNacHoO NapameTpam Ter-aucra.

snmp targetparams tar-
get_param user user_name
param security-model {v1 |
v2c | v3 {auth | noauth |
priv}} message-processing
{v1 | v2c | v3} [filterprofile-
name profile_name]

no snmp targetparams
target_param

user_name: (1..32)
CUMBOJIOB;
target_param: (1..32)
CMMBOJIOB;
profile_name: (1..32)

YKasaTb napameTpbl OTNPaBKK Tpanos, onpegensemble Nonb-
30Baeniem.

Y4anutb napameTpbl OTNPaBKKM TPaANoB, onpeaensemble nosb-
30Baenem.

4.17.5.3 KomaHObl KOHpU2ypayuu mepmuHana

KomaHabl KOHGUrypaLmm TepMUHANa CYXKaT AN HAacTPOMKM NapameTpos paboTbl TEPMUHAMOB.

KomaHObI pexcuma 2106anabHol KOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM peknma rnobanbHoOM KOHPUrypaumm:

console (config) #

Tabnunua 128 — KomaHabl pexmma rnobanbHol KoHdUrypaumm

3HaveHue/3Ha4yeHue .
KomaHoa / Aelicmeue
Mo yMOMYaHUIO
line console - Bxopa B peXkvm COOTBETCTBYIOLLLEro TEpMUHANA.
line telnet - BxopA, B peXXnum coOoTBETCTBYIOLWEro TepMmnHana.

line ssh

Bxoga B peXXnm COOTBETCTBYHOLLETO TEPMUHANA.

KomaHObI pexuma KoHgu2ypayuu mepmuHana

Bua 3anpoca KOMaHAHOM CTPOKM B peKMMe KOHdUrypaumm TepMmmHana:

console# configure terminal

console (config) # line {console |

console (config-line) #

telnet |

ssh}
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Tabnuua 129 — KomaHabl pexmma KoHPurypaumm tTepmmHana

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aeilicmeue

exec-timeout seconds

no exec-timeout

seconds:
(1..18000)/1800 cek

3apatb MHTepBana, B Te4eHMe KOTOPOro CMCTeMa OXXnaaetT BBoAa
OT nonb3osaTtens. Ecam B Te4eHne gaHHOro MHTepBa/sa NONb30-
BaTe/lb HUWYEro He BBOAWUT, TO KOHCOJ/Ib OTK/1IO4aEeTCA.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

speed {4800 | 9600 | 19200 |
38400 | 57600 | 115200}

(4800, 9600, 19200,
38400, 57600, 115200)/
115200 6uT/c

YCTaHOBWUTb CKOPOCTb Mepefayu Ana NocnefoBaTe/IbHOro WH-
Tepdelica.

KomaHOowb! pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 130 — KomaHab! pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aeilicmeue

show line exec-timeout

lMoKa3aTb 3HaYeHUA napameTpa exec-timeout gna scex Tepmu-
HasoB.

show line exec-timeout
current

MoKas3aTb 3HaYeHUs NapameTpa exec-timeout ans TekyLlel cec-
cun.

4.18 YXypHan aBapwii, npotokon SYSLOG

CuctemHble KYPHabl NO3BONAKOT BECTU NUCTOPULIO CO6bITMﬁ, npounsouwealwunx Ha YCTpOVICTBe, a TaKXXe
KOHTPO/IMPOBAaTb nponsoweauine cobbiTMA B peasnbHOM BpemeHW. B XypHan 3aHocATCA cobbITMA BOCbMMU
TUNOB: qpesablqal‘/’lele, CUrHanbl TpeBorn, KpUTn4eCkne U He Kputn4deckume OLLIMGKM, npeaynpexaeHua,
yBeaomneHwums, VIHd)OpMaLl,MOHHbIe M OTNnago4Hble.

KomaHObI pexcuma 2a06anab6Hol KOHpuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B pPeXKMUME rN106anbHOM KOHPUrypaLmm:

console (config) #

Tabnnua 131 — KomaHabl pexkuma rnobanbHom KoHdurypaumm

KomaHoa

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

HAelicmeue

logging on

no logging on

-/perncTpaumsa BKaOYeHa

BKNOUMTD perncTpaumio oT1agouHbIX coobueHnin n coobuye-
HUI 06 olwmbKax.

BbIKNOUNTb PErMCTPALLMIO OTNAL0UYHBIX COODLLEHNI 1 coobLe-
HUI 06 olnbKax.
7 Mpw BbIKNIOYEHHOI permcTpaLumnm oTaaAouHble co06-

logging-server facility
{facility} severity {severity}
{ipva | ipv6 | host}
ip_address

host: (1..63) cumsonos,
facility:(localO...local7),
severity:(0...7),
ipv4_address A.B.C.D,
ipv6_address:
XXX XXX XX /-

weHMa U cooblieHna o6 ownbkax 6yayTr nepepa-
BaTbCA HA KOHCO/b.
BKAOUMTL nepesady aBapuiHbIX U OTNAA0YHbIX COObLEeHMM
Ha yaaneHHblli SYSLOG-cepsep.
- ip_address — IPv4- unu IPv6-agpec SYSLOG-cepBepa;
Ecnn KomaHaa BBegeHa 6e3 ykasaHnus facility, To
V 6yAeT UCNONIb30BaH TEKYLUNIT HACTPOEHHDI
facility.
Ecan KomaHpa BBeaeHa 6e3 ykazaHusA severity, TO
6yayT yKasaHbl Bce severity, Kpome debugging.
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no logging-server facility
{facility} severity {severity}
{ipv4 | ipv6} ip_address

Y8anuTb BbIOPaHHbIN cepBep U3 CNMUCKA UCNOb3yeMblX
SYSLOG-cepBepoB.
Ecnn KomaHga BBeaeHa 6e3 yKasaHua facility, To
V 6ypet yKkasaH Tekywmi facility.
Ecan KomaHpa BBeaeHa 6e3 ykasaHusA severity, TO
6yAyT Mcnonb3oBaHbI BCe severity, BKAoYasn
debugging.

logging console

BK/IlOUMTL Nepesady aBapmitHbIX UM OTAALOUHBIX COOBLLEHUI
Ha KOHCO/Ib.

no logging buffered

no logging console /Brmovero BbIKNOUMTL Nepesaydy aBapuiiHbIX UM OTNAL0UHBIX coobLue-
HWIM Ha KOHCONb.
logging buffered size MN3MeHNUTb KONMYecTBO COObLLLEHMI, 3aNOMUHAEMbIX BO BHYT-
. peHHem bydepe. HoBoe 3HayeHMe pasmepa bydepa npume-
size: (1..200)50

HWUTCA Nocne nepesarpysku yCTponcTBa.

YCTaHOBWUTb 3HAYeHME NO YMO/IHaHUIO.

syslog file {1 | 2 | 3} filename

filename: (1..32)/-

Co3aaTtb paiin 3anncK aBapuiiHbIX M OTNAAA04HbIX COOBLLLEHWNA.

no logging-file [facility]
[severity] file {1 | 2 | 3}

logging-file [facility] [severity]
file{1]2]3}

facility:(localO...local7),
severity:(0...7)

BbIK/IOYUMTbL Nepeaayvy aBapuitHbIX UM OTNaL04HbIX coobLue-
HUI B Galin KypHana.
Ecnn KomaHaa BBegeHa 6e3 ykasaHnus facility, To
V 6yaeT yKasaH Tekywumii facility.
Ecnv KomaHaa BBegeHa 6e3 yKasaHuA severity, To
6yayT ucnonb3oBaHbl Bce severity, BKAluYas
debugging.

BKAtoUNTL Nepesady aBapuiiHbIX UAN OTAAL0UHbIX COOBLLEHUI
BbIOPaHHOro YPOBHSA Ba*KHOCTM B YKa3aHHbIM Galin KypHana.
Ecnu KomaHpa BBegeHa 6e3 yKasaHua facility, To
6ypet yKkasaH Tekywui facility.
Ecnu KomaHaa BBeaeHa 6e3 ykasaHus severity, To
6yAyT Mcnonb3oBaHbI BCe severity, Kpome
debugging.

logging severity severity

no logging severity

severity:(0...7)/6

3afaTb YPOBEHb IOTMPOBaAHMA.

YCTaHOBUTb 3HAYEHMeE Mo YMO/I4aHUIO.

logging facility facility

no logging facility

facility:(localO...local7)/local0

3apaTb KaTeropuio 10rmpoBaHuA.

YCTaHOBWTb 3HaYeHue no YMO4YaHUIO.

syslog localstorage

no syslog localstorage

-/BKAOYEHO

AKTMBMPOBATb OTNPABKY aBapUMHBIX UM COODOLLEHUI Ha CKOH-
durypuposaHHble dainbl 3anucy.

YCTaHOBUTb 3HaYeHue no YMO4YaHUIO.

logging hostname-format [
hostname | ip | ipv6 | string
string ]

no logging hostname-format

string: (1..128)
-/Het

3apaTtb NapameTp, KOTOPbIA ByaeT Ncnonb30BaTLCA B KayecTse
naeHtTndukaTopa xocta B SYSLOG-coobLueHuaAx.

Mcnonb3oBaTtb 3HaveHue nNo YMOYaHUIO.

Kaxpaoe cooblieHrne nMeeT CBOI ypoBeHb BaKHOCTU. B Tabanue 129 npmseaeHbl TUMblI COOBLLEHNI
B nopAaakKe ybbIBaHNA NX BaXKHOCTU.

Tabanua 132 — Tunbl BasKHOCTU COOBLLEHUI

BaxcHocmeo Tun eaxtHocmu OnucaHue
coobweHuli coobweHuli
0 YpesBblyaitHble B cucteme npoumsoLwna KpUtUYeckan owmnbKa, cuctema moeTt paboTaTb He-
(emergencies) npasuabHO.
CurHanbl Tpesoru
1 (alerts) HeobxoaMmo HemeaneHHoe BMeLLaTeIbCTBO B CUCTEMY.
Kputuueckne
2 . B cucteme npousoluna KpuTuyeckas owmnbKa.
(critical)
3 OwwuboyHble (errors) B cucTeme npousoluna owmbKa.
MpeaynpexxaeHuns .
4 . MpeaynpexaeHne, HeasapuinHoe coobleHune.
(warnings) peaynpexa p uy
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YsegomneHusa "
5 . YBegomneHue cuctembl, HeaBapuinHoe coobuieHue.
(notifications)
MHPopmaLMOHHbIe
6 . ¢op .u, NHpopmaLmoHHble cOObLEHMA CUCTEMDI.
(informational)
7 OTnagoyHble OTnagoyHble cooblueHua, NpesoCcTaBAAIOT NoAb30BaTeNt0 MHGOPMALMIO ANA
(debugging) KOPPEKTHOM HAaCTPOMKU CUCTEMDI.

Mpumep HacTpoliku logging-file:

Co3paanm NoKanbHbIM daiin ¢ nmeHem sll, Kyaa 6yayT 3anMcbiBaTbCA COOLITUA C BAa*KHOCTbIO OT
ypesBblYalHbIX 40 UHOOPMALNOHHbIX.

console (config)# syslog filename-one sl]I
console (config) # logging-file sl11

Mpumep HacTpoliku logging-server:

Ykaxem agpec syslog-cepsepa, Kyaa byayT oTnpaBaaTbCA COOOLWEHMA O COBbITUAX C BaXKHOCTbIO OT
ype3sBblYaliHbIX 40 MUHGOPMALMOHHDbIX.

console (config) # logging-server ipv4 192.168.1.1

KomaHObi pexcuma Privileged EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK B pexume Privileged EXEC:

console#

Tabnunua 133 — KomaHaa pexuma Privileged EXEC ana npocmoTpa dalina KypHana

3Ha4yeHue/3HayeHue

KomaHoa Aelicmesue
o ymon4YaHuro
clear logs - YaanuTb Bce co0bLLLEHNA U3 BHYTPeHHero bydepa.
show logging-file - OT06pPa3nTb HACTPOMKM IOrMPOBAHUA B NOKa/IbHbIE Paitnbl.

show logging file file_name OT06pa3nTb COCTOAHME KYpPHaa, aBapuiHble M 0TNaL04HbIe CO0D-

file_name: (1..3) .
WeHun, 3anucaHHble B dpaiine

show logging-servers - OT06pa3unTb HaCTPOIMKK ANA yaanéHHbix logging-cepsepos.

4.19 3epkanupoBaHue (MOHUTOPUHT) NOPTOB

OYHKUMA 3epKaNMpoBaHMA MOPTOB NpeAHasHayeHa A8 KOHTPOAsA ceTeBoro Tpaduka nytem
NepecbINKKU KOMUI BXOAAWMX U/MAN UCXOAALMX NAKETOB C OOAHOMO WM HECKOJIbKUX KOHTPO/IMPYEMbIX
NOPTOB Ha OAMH KOHTPOIMPYIOLWMI NOPT.

B0O3MOXHO 3epKanupoBaHue nb6oro KonuvectBa uHTepdeicos. OTCyTcTBME noOTepb
' rapaHTUpyeTca, ecan NPonycKHas cnoco6HOCTb MHTepdeiica Ha3HaYeHUA He nNpeBblweHa. Mpu
MCNoNb30BaHUN PU3NUYECKUX NeTesIb HA KOMMYTaTope 3epKasIMpoBaTbcA byaeT TONbKO 0AHa
KonuAa Kagpa (frame), ecnn samkHyTble MHTepdeiicbl npuHagaexat ogHomy VLAN.

K KOHTpoAMpyloLeMy NopTy NPUMEHSAIOTCA CAeaytowmne orpaHuYeHns:

— TOpT He MOXKET HbITb KOHTPOIMPYIOWMM WU KOHTPOAMPYEMbIM NOPTOM OAHOBPEMEHHO;
—  IP-uHTepdeic AoNKEH OTCYTCTBOBATL A4/14 3TOro NOpTa;

K KOHTPO/INpyEMbIM NOPTAM NPUMEHAIOTCA cheayowmne orpaHn4YeHnaA:

— [opT He MOXKET 6bITb KOHTPOIMPYIOWMM N KOHTPOMPYEMbIM NOPTOM OAHOBPEMEHHO.
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KomaHObI pexcuma 2106asa6HolU KOHpuU2ypayuu

Buz 3anpoca KoMaHAHOM CTPOKM B pexume rnobanbHon KoHbuUrypaumm:

console (config) #

Tabaunuya 134 — KomaHabl pexkmma rnobanbHoi KoHdurypaumm

KomaHda

3HayeHue/3HayeHue
1o ymMoA4YaHuro

Aeiicmeue

monitor session session_id
destination interface
[fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port]

no monitor session session_id
destination

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11);
session_id: (1..4)

YKa3aTb 3epKanvpyoLmii NopT AN BbIBpaHHOM ceccm MOHUTO-
puvHra.
DYHKLMA MOHUTOPUHIA MOXKET 6bITb HACTPOEHA Ha YeTbl-
V pEx nopTax 04HOBPEMEHHO.

BbIKNOUNTL QYHKUMIO MOHUTOPUHIA Ha HACTPavBaeMOM WHTep-
deiice.

monitor session session_id
destination remote vlan
vlan_id

no monitor session session_id
destination remote vian
vlan_id

vlan_id: (1..4094);
session_id: (1..4)

YKaszaTtb cayKebHbli vlan ana 3epkanvpoBaHua TpaduKa C 3afaH-
HOro pedaeKTop-nopTa ANA BbibpaHHOM ceccuu.
- remote vlan — cayxe6Hblit vlan ana sepkannposaHus TpaduKa

BbIKNHOUNTb GYHKLMIO MOHUTOPUHIA Ha HAacTPanBaeMoOM UHTEp-
deiice.

monitor session session_id
source interface [fastethernet
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port] [rx | tx | both]

no monitor session session_id
source interface [fastethernet
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port]

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11);
session_id: (1..4)

[,06aBUTb YKa3aHHbI 3epKannpyemblii NopT ANs BblIOpaHHOM ceccum
MOHUTOPUHra.

- X — KOMMPOBaTb NaKeTbl NPUHATbIE KOHTPOIMPYEMbIM MOPTOM;

- tX — KOMMPOBaTb NaKeTbl, NepeaHHble KOHTPOANPYEMbBIM MOPTOM;
- both — KonnpoBaTb Bce NakeTbl C KOHTPOIMPYEMOrO NOpPTa.

BbIKNOUUTL QYHKLUMIO MOHUTOPMHIA Ha HAaCTPanBaeMoM UHTep-
deiice.

monitor session session_id
source remote vlan vian_id

no monitor session session_id
source remote vlan vian_id

vlan_id: (1..4094);
session_id: (1..4)

YKasatb vlan, c KoToporo byaeT 3epkannpoBatbcsa Tpaduk ¢ 3a4aH-
Horo pedaekTop-nopTa Ana BbibpaHHOW ceccun. Mpu aTom cam vian
byneT CHAT.

BbIkntounTb d)yHKLI,VIIO MOHUTOPUHIa Ha HaCTpanBaeMoM UHTepP-
deiice.

KomaHOwb! pexcuma EXEC

3anpoc KoMaHAHOW CTPOKM B pexkume EXEC nmeet cneayowmi Bua;

console>

Tabnunua 135 — KomaHabl, A0CTynHble B pexmme EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show monitor session
session_id

session_id: (1..4)

BbiBecTM MHbOPMaLMIO NO CKOHOUIYPUPOBAHHOMN CECCUU MOHMTO-
puHra.

[Mpumepebi 8bIN0AHEHUS KOMAHO

console# configure terminal
console (config) # monitor session 2 destination interface gigabitethernet

0/1

BbIBECTU MHPOPMALMIO MO KOHTPOJIMPYIOLLMM Y KOHTPOJIMPYEMbBIM NMOPTaM.

console# show monitor session 2

132
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Mirroring is globally Enabled.
Session I

Source Ports

Rx : None

Tx : None

Both : None
Destination Ports : Gi0/1
Session Status : Inactive

4.20 PYHKUUMN [UATHOCTUKU PU3NUYECKOTO YPOBHA

CeTeBble KOMMYTaToOpbl COAEPaT annapaTHble M NporpammHble CpeacTBa ANA AMAarHOCTMKM
dU3NYECKMX MHTePdENCOoB M IMHUI CBA3M. B NnepeyeHb TECTMPYEMbIX NAapaMeTPOB BXOAAT Cleaytowme:

[NnAa aneKkTpryeckux nHtepdencos:
—  A/vHa Kabens;
—  paccTosiHMe [0 MecTa HeMCnpaBHOCTM — 06pbIBa UM 3aMbIKaHMA.

Ona ontnyeckmx nutepdencos 1G:
—  napameTpbl NUTaHWUA — HAaNpPAXKEHUE U TOK;
—  BbIXOAHaA ONTUYECKAs MOLLHOCTb;
—  ONTUYEeCKas MOLLHOCTb Ha Npueme.

4.20.1 fluazHocmuka medHoz0 Kabensa

KomaHOb1 pexcuma EXEC

3anpoc KoMaHgHOW CTPOKK B pexknme EXEC nmeeT cneayowmin Bua;

console#

Tabnuua 136 — KomaHabl ANarHOCTUKM MmeaHoro Kabens

3HaveHue/3Ha4yeHue .
KomaHoa / Aelicmeue
no ymoa4yaHuro

test cable-diagnostics
fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port]

BbINONAHUTL BMPTyasibHOE TeCTUpoBaHue Kabens ANA YKa3aHHOro nH-

fa_port: (0/1..24); Tepbeiica

gi_port: (0/1..48);
te_port: (0/1..11)

/ Mpu nonyyeHumn coobwenuns 'Fail to get cable test result for port GiO/X. Status: 3'
pekomeHayeTcA npoeepuTb media-type wuHTepdeiica u coctoAHue uHTepdeiica Ha
YAANeHHo CTopoHe.

4.20.2 3nekmponumaHue no auHuam Ethernet (PoE)

Mogenn kommytatopos MES2408CP, MES2408IP DC1, MES2408P, MES2408PL, MES2424P,
MES2428P, MES2448P, MES3708P, MES3710P noagnep:uBatoT 3/eKTPOMNUTAHUE YCTPOMCTB MO JIMHWUK
Ethernet B cooTBeTCTBUM C pekomeHaaumammM IEEE 802.3af (PoE) u IEEE 802.3at (PoE+). Tun pacnunHoBKM A.

KommyTtatopbl MES2408PL xapakTepu3yoTca MeHbWMM B104KeTOM MOLLHOCTU, OTHOCUTENBHO ApY-
ruX.
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KomaHObI pexcuma 210b6aabHol KOHGuU2ypayuu

Buz 3anpoca KoMaHAHOM CTPOKM B pexxume rnobanbHon KoHdUrypaumm:

console (config) #

Tabnnua 137 — KomaHab! pexuma rnobanbHomn KoHduUrypaumm

KomaHoa

3HayeHue/ 3HayeHue
no ymon4aHuro

Aelicmeue

set poe enable

set poe disable

BKOUMTL 3N1EKTPONUTAHME MO IMHUAM Ethernet.

BbIKNOUNTL 3n1eKTponuTaHme no AnHuam Ethernet.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OuanaszoHa uHmepgelicos) Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM pexkMma KoHdUrypaummn nHtepdeiica:

console (config-if) #

Tabnmua 138 —KomaHapl pexkmuma KoHourypaumnm nHtepoeiica Ethernet

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuro

Aelicmeue

power inline auto

PaspewunTtb paboty npotokona PoE-ycTpolicTs Ha MHTepdeice m
BKIOYAET NOJAYY 3/1EKTPONUTAHNA Ha UHTepdelic.

power inline never /auto 3anpetutb paboTy nNpoTokona obHapyKeHua POE-ycTpoiicTB Ha
UHTepderice 1 OTKIOYAET NoAaYy 31EKTPONUTAHMUA.
power inline priority {critical | 3agaTb NnpuopuUTeT UHTepdelica POE npu ynpaBieHUM aneKTponu-
high | low} TaHueMm.
- critical — ycTaHaBAMBaeT HaMBbLICLIMI NPUOPUTET SNEKTPOMNUTA-
Jlow HUWA. DNEKTPONUTAHNE NOPTOB C TAKUM NpUopuTeTom byaeT npe-

KpawaTbCcA B MOC/AEAHIO oyepeab Npu Mneperpyske cUcTemsbl
POE;

- high — yctaHaBnvBaeT BbICOKMI NPUOPUTET 31EKTPONUTAHUSA;

- low — ycTaHaBAMBaEeT HU3KUIM NPUOPUTET SNEKTPONUTAHUA.

power inline limit-mode {class
| user-defined wattage}

no power inline limit-mode

wattage: (200..31200)
munameartt/ class

BblbpaTb pexmnm orpaHMYeHUa MOLLLHOCTMU.

- class — IMMUT MaKkcMmanbHOM NoTpebisemoi MOLLHOCTH onpe-
OenAeTcA KNaccom NoAKAYaeMOoro yCTpomncTBea;

- user-defined — "MMUT MmaKcMmanbHOM NoTpebnseMoit MOLHO-
CTU BbICTABAAETCA BPYUHYIO, € warom 200 mBrT.

BbI6paTb pexnm No ymonyaHuio.

KomaHOwb! pexcuma EXEC

3anpoc KoMmaHAHOM CTPOKK B pexknme EXEC nmeet cneaytowmii Bua:

console#

Tabnunua 139 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show power inline
[gigabitethernet gi_port]

gi_port: (0/1..8)

OT06pasnTb COCTOAHUE INEKTPONUTAHUA UHTePdENCOB, NOAJEPKU-
BalOLWMX NUTAHME No NnHUM POE.

show power detail

OT06pa3zunTb 061y MHGOPMaLMIO NO COCTOAHUIO POE U cOCTOAHUIO
NCTOYHMKA.

show power inline
consumption

OTO6pa3MTb XaPaKTePUCTUKU I'IOTpeGﬂeHWil MOLHOCTHN, TOKa U
HanpaxeHuA.
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4.20.3 lMpomokoa UDLD

UDLD (Unidirectional Link Detection) — 3To NPOTOKOA BTOPOro YPOBHA CO34aHHbIN A5 aBTOMaTUYe-
CKOro 06HapYKeHNA NOTEPU ABYXCTOPOHHEN KOMMYHUKALMM HA ONTUYECKUX JIMHUAX CBA3MW.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (Quana3oHa uHmepgelicos) Ethernet

Bua 3anpoca KOMaHAHOM CTPOKU perknMma KoHUrypaumnm nHtepdeiica:

console (config-if) #

Tabnunuya 140 — KomaHabl pexkmma KoHpurypauum nHtepdelica Ethernet

3HayeHue/3HayeHue
no yMmon4aHuo

KomaHoa Aelicmeue

ethernet-oam uni-directional BKNOYNTbL AMArHOCTUKY COCTOSHMA ONTUYECKUIA INHUIA.
detection

- -/BbIK/IlOYEHO — —
no ethernet-oam uni- BbIKNOYUTb AMArHOCTUKY COCTOAHUA ONTUHECKUIA IMHWIA.

directional detection

ethernet-oam uni-directional BKNtOUNTL arpeccuBHbIv pexkum, npu kotopom TLV oTnpasnseTca

detection aggressive B Nt06OM cnyyae, faXKe eciv OHa He bblna NoslyyeHa oT yaaneH-
HOrO YCTPOMICTBA.

no ethernet-oam uni- BbIKNIOUMTE arpeccuBHbIi pexunm, npu kotopom TLV oTnpasns-

directional detection -/BbIKNIOYEHO eTcs B Ntobom cnyyae, gaxke eciv oHa He bblaa nonyeHa oT yaa-

aggressive NIEHHOTO YCTPOWCTBA.

ethernet-oam uni-directional BbicTaBuUTb Talimep, No KOTopomy ByAeT NPoOUCXoauTb onpeaene-

detection discovery-time time HUe TeKYLLEero COCTOAHMUA JINHKA.

no ethernet-oam uni- time: (5..300)/5 YCTaHOBMTb 3HaYeHKe NO YMOYaHMIO.

directional detection
discovery-time

ethernet-oam uni-directional Bbi6paTh pexunm paboTbl npotokona UDLD.
detection action {errdisable | - errdisable — nepesnavya Tpaduka 6a0KMpPyeETCA NPU OTCYTCTBUM
log} / npuema BOAHOM U3 HanNpPaBieHUI B KaHane;

- Og

- log — coobuieHne o 610KMPOBKE NOABAAETCA B XKypHane.

no ethernet-oam uni- YCTaHOBWTb 3HAYEHME MO YMONYAHMIO.
directional detection action

KomaHOowb! pexcuma EXEC

3anpoc KomaHAHOM CTPOKU B pexxnume EXEC umeet cneayrolwmin Bua;
console>

Tabnnuya 141 — KomaHgb! pexkuma EXEC

3Ha4yeHue/3HayeHue .
KomaHoa Aelicmeue
no ymoa4YaHuro
show port ethernet-oam uni- OT06pPa3nTb COCTOSIHME ONTUYECKOTO NINHKA.
directional detection

4.20.4 [luazHOCMUKa onmu4ecKo20 mpaHcueepa

CDyHKLI,Mﬂ ANArHOCTUKN NO3BOJ1IAET OLUEHUTb TeKyuliee COCToAHMEe ONTUYeCKOro TpaHCUBEpPa U
ONTUYECKOM IMHUM CBA3W.
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Bo3mOXeH aBTOMATMYECKMIA KOHTPONb COCTOAHMA JAUHWI  cBA3W. [na 3Toro KommyTtaTtop
nepuoaMYecKkM ONpaLIMBAET MapaMeTpbl ONTUYECKUX WHTepdelicoB M CPaBHMBAET MX C NOPOrOBbIMU
3HAYEHMAMM, 3aZaHHbIMW NPOM3BOAUTENAMMU TPaHcMBepPOB. MNpu BbIxoAe NapameTpoB 3a AOMYCTUMblE
npegenbl KOMMyTaTop GOPMUPYET NPeaynpexaatoLme U aBapuiiHble coobLLeHMA.

KomaHOwbi pexcuma EXEC

3anpoc KomaHAHOM cTPoKK B pexkmume EXEC nmeeT cneayrowmin BuAa;

console#

Tabnnua 142 — KomaHapbl AMArHOCTUKM ONTUYECKOro TpaHcuBepa

3HayeHue/3HayeHue
no ymon4aHuio

KomaHoa Aelicmeue

show fiber-ports OT06pa3sunTb pesyabTaTbl AMArHOCTUKM ONTUYECKOTO TPaHCKBepa.
optical-transceiver [ {
fastethernet fa_port | -
gigabitethernet gi_port |

tengigabitethernet te_port}]

Tabaunua 143 — MNapameTpbl 4MArHOCTUKM ONTUYECKOTO TPpaHcMBepa

Mapamemp 3HavyeHue
Temp Temnepatypa TpaHcMBepa.
Voltage Hanpsa)keHne NnuTaHMA TpaHcKBepa.
Current OTK/I0HEeHWe TOKa Ha nNepepaaye.
Output Power BbIXxo4HaA MOLLHOCTb Ha nNepeaade (MBT).
Input Power BxoZHan MoLHOCTbL Ha npueme (MBT).
LOS MoTepa curHana.

3HayeHUA pe3yabTaToB ANATHOCTUKM:
— N/A-HepocTynHo,

— N/S—He noagaepxnsaerca.
4.21 dyHKuum obecneueHus 6e3onacHoCcTH

4.21.1 ®dyHKyuu obecneyeHus 3auumesl NOPMoOE

C uenbto nosbiweHMA 6e30MacHOCTM B KOMMYTATOpPE CYLLECTBYET BO3SMOXHOCTb HACTPOUTb KaKOW-
nmbo nopt TaK, uTobbl AOCTYN K KOMMYyTaTOpy 4Yepe3 3TOT MOpPT MPefoCTaBAA/CA TO/NbKO 3aAaHHbIM
ycTporicTBam. PyHKLMA 3alLMTbl NTOPTOB OCHOBAHa Ha onpeaeneHnn MAC-agpecoB, KOTOPbIM paspeluaeTcs
poctyn. MAC-agpeca moryT 6biTb HacTPOEHbl BPYYHYHO WAWM M3y4yeHbl KOMMyTaTopoM. lNMocne mlyyeHus
HeobX0AMMbIX afpecoB NOPT cneayeT 3abnOKMPOBaTb, 3alUMTMB €ro OT MOCTYNAEHWA MaKeToB C
HeunsydyeHHbIMK MAC-agpecamun. Takum obpasom, Koraa 3ab10KMPOBaAHHbBIN NOPT NoJsiyyaeT naket,  MAC-
afpec MCTOYHMKA MaKeTa He CBA3aH C 3TUM NOPTOM, aKTUBU3NPYETCA MEXaHU3M 3aLUTbl, B 3aBUCMMOCTHM OT
KOTOPOro MOryT ObITb NPUHATLI Clegylowmne Mepbl: HECAaHKLMOHMPOBAHHbIE MaKeTbl, NOCTynatowue Ha
3ab610KMpPOBaHHbIM MNOPT, NEPECHINAIOTCA, OTOPACbIBAOTCA, MO0 XKe NOPT, NPMHABLLMI NAKET, OTKAIOYAETCS.
dyHKuMA 6e3onacHocTn Locked Port no3BosifeT COXPaHUTb CNMCOK M3ydeHHbix MAC-agpecos B daiine
KOHUrypaunm, Takum 06pasom, sSTOT CIMCOK MOXKHO BOCCTaHOBUTb NOC/E Nepe3arpys3Kn yCTPOMCTBa.

/’- Cywiecrsyet orpaHuyeHue Ha Konnyectso MAC-agpecos, KOTOpoe MOXKeT U3y4nTb NOpT, UC-
NONb3YIOLWMIA GYHKLMIO 3aLUTDI.
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KomaHObI pexcuma KoHduaypauuu uHmepgpelica (QuanaszoHa uHmepgelicos) Ethernet, uHmep-

ghelica 2pynnel nopmos

Bua 3anpoca KOMaHAHOW CTPOKU B pexume KoHoburypaumum mHtepdenca Ethernet, nHtepdeiica

rpynnbl NOPTOB:

console (config-if)#

Tabnnua 144 — KomaHabl pexkuma KoHpurypauum nntepdeliica Ethernet, rpynnbl uHTepdelicos

3Ha4yeHue/3HayeHue
o ymon4aHuro

KomaHoa

Aeiicmeue

switchport port-security ena-
ble

-/BbIKNOYEHO

no switchport port-security en-
able

BKAOUMTB PYHKLMIO 3alLMTbl HA UHTepdelice. BnokupyeT GpyHK-
LMI0 U3y4eHMA HOBbIX afpecoB AnA nHTepdeica. MakeTbl ¢ He-
n3yyeHHbIMM MAC-agpecamm UCTOYHUKa OTHpacbIiBaloTCA.

OTKNOUYUTD PYHKLMIO 3aLLUTLI HA UHTepdelice.

switchport port-security mac-
limit

- - limit: (0..8192)/1
no switchport port-security

mac-limit

3a4aTb MaKCMMaNbHOE KO/IMYECTBO a4 PeCcOB, KOTOPOE MOXKET
M3Y4nTb NOPT.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

switchport port-security mode
{max-addresses | lock | se-
cure-delete-on-reset | secure-
permanent}

-/lock

no switchport port-security
mode

3agaTb pexum orpaHnyeHma nsydeHna MAC-agpecos gna HacTpa-
nBaemoro nHtepoeica.

- max-addresses — yganaer Tekywue ANHAMMUYECKU WU3YYEHHble
aapeca, cBA3aHHble ¢ MHTepdeincom. PaspelleHo U3ydeHne mak-
CMMa/IbHOTO KO/IMYecTBa aApecoB Ha nopTy. [TOBTOpPHOe U3yyeHue
W CTapeHue paspeLueHbl.

- lock — coxpaHseT B dain Tekywme AMHaAMUYECKU U3YYEHHbIe aj-
peca, cBA3aHHble ¢ MHTepdeincom 1 3anpeLyaet obyyeHne HOBbIM
afpecam U CTapeHue yxKe U3yYeHHbIX aLpecoB.

- secure-delete-on-reset — ygansaer Tekywme gUHAMUYECKU U3Y-
YeHHble afpeca, cBsizaHHble C MHTepdencom. PaspelleHo m3yye-
HME MaKCMManbHOro KoJIM4YecTBa afgpecos Ha nopty. MNosTopHoe
M3ydyeHune 1 cTapeHue 3anpeLeHbl. Aapeca COXpaHAtoTCs 4o nepe-
3arpysku.

- secure-permanent — yganaeTt Tekywue AMHAMUYECKU W3y4YeH-
Hble afpeca, CBA3aHHble C UHTepdelicom. PaspelleHo UsyyeHue
MaKCMMaNnbHOrO KOAMYECTBa afpecos Ha nopTy. MosTopHoe U3y-
YeHWe M cTapeHue 3anpelleHbl. ALApeca COXpaHATCA Npu nepe-
3arpyskKe.

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

switchport port-security viola-
tion [restrict | protect | dis-
card-shutdown)

-/protect

3a4aTb PEXMM pearMpoBaHuMa NpPU HapyLweHnn 6esonacHoCTH.

- restrict — B JaHHOM peXxume Npu HapyweHnn 6e3onacHoOCTU oT-
npasnsaerca SYSLOG-coobuieHune Ha SYSLOG-cepsep.

- protect — B J@aHHOM peXKMMe OMOBeLeHNA O HapylweHumn bes-
onacHoCTM HeT. Bkntoyaer nepexsat MAC-agpecoB, KoOTopble
[O/MKHBI 6bITb 0TOpOLWeHbl, Ha CPU, nocne yero MAC-agpeca no-
MeualoTcA KaK 3ab/0KMpoBaHHbIE M OTOPACHLIBAlOTCA B TeyeHuu
aging-time;

- discard-shutdown — B gaHHOM peXKuMme Kagpbl C HEU3YYEeHHbI-
Mn MAC-agpecammn UCTOYHMKA OTOPACbIBAlOTCA, MOPT OTKAOYA-
eTca.

4.21.2 Konmpone npomokona DHCP u onyus 82

DHCP (Dynamic Host Configuration Protocol) — ceTeBoit NpOTOKOA, MO3BOAAIOWMNIK KAUEHTY MO
3anpocy nonyyaTb IP-agpec u apyrue Tpebyemble napameTpbl, Heobxoanmble ansa pabotbl B cetn TCP/IP.

np0TOKOJ'I DHCP mokeT ncnonb3osaTbeA 3/10yMblIWWNEHHUKaMWN ONA COBEPLUEHNA aTAK Ha yCTpOVICTBO,
KaK CO CTOPOHbI K/MeHTa, 3aCTaBaAA DHCP-cepBep Bbl4aTb BCe€ AOCTYynNHble aapeca, Tak U CO CTOPOHbLI
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cepBepa, nyTem ero noameHsbl. MporpammHoe obecneyeHne KOMMyTaTopa NO3BOASAET 06eCNeYnTb 3aLuUTy
YCTPOWMCTBA OT aTak C mcnosb3oBaHvem npoTokosa DHCP, ana yero npumeHsaetca ¢yHKUMA KOHTpONA
npotokona DHCP — DHCP snooping.

YcTpoicTBo cnocobHo oTcnexuBatb nosieneHne DHCP-cepBepoB B ceTu, paspewan ux
MCNONb30BaHME TOIbKO HA «A0BEPEHHbIX» MHTepdelicax, a TaKkKe KOHTPOMPOBATb AOCTYN KAMEHTOB K
DHCP-cepBepam no Tabnuue COOTBETCTBUMNA.

Onuwma 82 npoTokosia DHCP (option 82) ncnonbsyetca ans Toro, 4tobbl NnponHdopmuposats DHCP-
cepsep 0 ToM, OT Kakoro DHCP-peTtpaHcnsaTopa (Relay Agent) u yepes Kakoi ero nopT 6b1/1 NONy4YeH 3anpoc.
MpumeHaeTca gna yCTaHOBAEHUA COOTBETCTBMI IP-aapecoB M NOPTOB KOMMYTATOPA, a TaKXKe ANA 3aLUnTbI
OT aTak C ucnonb3oBaHMem npoTtokona DHCP. Onuus 82 npeacTtaBnsetr cobol OOMOAHUTENbHYHO
uHbopmaumio (Mma ycTpoictea, Homep noprta), AobaBAseMyo KOMMYTaTOPOM, KOTOpbIA paboTaeT B
pexmume DHCP Relay areHTa, B Buae DHCP-3anpoca, npuHATOro OT KAneHTa. Ha ocHoBaHUKW AaHHOM OnuuK,
DHCP-cepBep Bbigenser |IP-agpec (ananasoH IP-agpecoB) u apyrve napameTpbl MOpTy KOmMMmyTaTopa.
Monyuns Heobxoaumble AaHHble oT cepsepa, DHCP Relay areHT BblaenseT IP-agpec KAMEHTY, a TaKxKe
nepenaer emy Apyrue Heobxoanmble NnapameTpbl.

Tabnunua 145 — dopmart noneit onumm 82

Mone Mepedaeaemas uHghopmayus

Mma xocTa ycTpoiicTsa.

cTpoKa Buaa eth <stacked/slotid/interfaceid>:<vlan>

MocnegHuin 6GaitT — HoMep nopTa, K KOTOPOMY MOAK/HOYEHO YCTPOICTBO, OTNpaBasoLLee
dhcp-3anpoc.

Circuit ID

Enterprise number — 0089c1

R ID
emote agent MAC-azpec ycTpoiicTaa.

’ | Ana KoppekTHoi paboTtbl ¢pyHKuuM DHCP Snooping Bce ucnonbsyembie DHCP-cepBepbl

. BONKHbI 6bITb NOAKAIOYEHbI K «A40BEpPEeHHbIM» MOpTam KommyTtatopa. [Ona aobasneHus
nopTa B CNUCOK «A40BepPEHHbIX» UCMOAb3YIOTCA KOMaHADbI port-security-state trusted, set port-
role uplink B pexxume KoHdurypauum uHtepdeiica. Ana obecneyeHna 6esonacHocTn Bce
OCTa/ZIbHble NOPTbl KOMMYTATOpPa A0/KHbI BbITb «HeA0BEepPEeHHbIMUY.

KomaHObI pexcuma 2n106as1bHoU KOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM peknma rnobanbHOM KOHPUrypaLmm:

console (config) #

Tabnunua 146 — KomaHabl pexmma rnobanbHol KoHdUrypaumm

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
ip {dhcp| dhcpv6} snooping PaspelwnTb KOMMYTaTOpPy KOHTPOAMpPOBaHMe NpoTokona DHCP.
no ip {dhcp| dhcpv6} -/BbIKNIOYEHO 3anpeTnTb KOMMYTATOPY KOHTPOAMpPOBaHUe npoTtokoaa DHCP.
snooping
ip {dhcp| dhcpv6} snooping Pa3pewnTb KOHTpoMpoBaHue npoTtokona DHCP B npeaenax yka-
vlan vian_id vlan_id: 3aHHoro VLAN.
no ip {dhcp| dhcpv6} (1..4094)/BbIKNtOYEHO | 3anpeTuTb KOHTPOAMPOBaHMe npoTokona DHCP B npeaenax yKa-
snooping vlan vian_id 3aHHoro VLAN.
ip dhcp snooping verify mac- BkntounTb BepuopmuKkaymio MAC-agpeca knmeHta u MAC-agpeca mc-
address TOYHMKa, NpuHAToro 8 DHCP-nakeTe Ha «HeAOBEPEHHbIX» MOPTaXx.
no ip dhcp snooping verify -/BKAtOYEHO Bbikntountb Bepudukaumio MAC-agpeca kaneHta u MAC-agpeca
mac-address WCTOYHMKa, NpuHATOro B DHCP-naKeTe Ha «HeL0BEPEHHbIX» Nop-
Tax.
ip binding port-down action OnpenenvTb peakumo KOMMyTaTopa Ha nageHue nHtepdelica:
{clear|retain} Jretain - retain — coxpaHaeT 3anuncu B Tabamue Npy NageHuu.
- clear — ypannaer Bce AMHaMMYECKMe 3anNnCK, CO34aHHble AA
ynaswero nHTepdeiica.

138 Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx



HELTEX

KomaHOwbi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexxkunma Privileged EXEC:

console#

Tabnunua 147 — KomaHgb! pexxkuma Privileged EXEC

Komanoa 3HayeHue/3Ha4yeHue Leiicmeue
no yMmon4aHuro
show ip {dhcp | dhcpvé6} ) OTob6pas3uTb cooTBeTcTBUA U3 daitna (6a3bl) KOHTPOASA NPOTOKONA
snooping DHCP.
show ip dhcp snooping global - OT06pa3unTb rnobanbHyto HacTpoiiky DHCP Snooping.
show {ip | ipv6} binding ) MoKa3aTb Bce cOOTBETCTBUA M3 daitna (6a3bl) KOHTPOAA NPOTOKONA
DHCP.
clear {ipv4 | ipv6} binding vlan_id: (1..4094) OunCTUTL COOTBETCTBUA M3 dalina (6asbl) KOHTPOAS MPOTOKO/A
[mac_addr vian_id] DHCP.

KomaHObI pexcuma KoHguaypauuu uHmepdgpelica (QuanasoHa uHmepgelicos) Ethernet, uHmep-
¢elica epynnbl nopmos

Bua 3anpoca KOMaHOHOM CTPOKM B pexume KoHourypaumm uHTepdelica Ethernet, uHtepdeliica
rpynnbl NOPTOB:

console (config-if) #

Tabnuua 148 — KomaHabl pexkmma KoHpurypaumm uHtepdeliica Ethernet, rpynnbl uHtepdeiicos

3HayeHue/3HavyeHue .
KomaHoa / Aelicmesue
no ymoa4aHuro
ip binding limit /imit BkntounTb orpaHnyeHne konnvectsa DHCP-kn1MeHTOB Ha nopry.
no ip binding limit limit (0..1024) BbIKAOUMTb OrpaHunyeHne Kkonnyectsa DHCP-KknneHToB Ha
nopry.

YcTaHoBNAeHHOe orpaHuyeHuMe no Konudvectsy DHCP-knueHTOB 6ypeT pacnpocTpaHATbCA
TONbKO HA HOBble 3anucu. PeKomeHayeTcs nepes, HAaCTPOMKOW OrpaHUYEHUA OYUCTUTD
Tabaunuy knnentos DHCP snooping.

4.21.3 DSLAM Controller Solution (DCS)

C nomouwpto AaHHOW GYHKUMM HACTpamBaltOTCA 3HAYeHUA WaeHTUPUKATOpPOoB WHTepdelica wm
peTpaHcaaTopa npu KoHourypuposaHmum DHCP snooping, DHCPv6 snooping n PPPoE Intermediate Agent.
Circuit-id — naeHTMdumkatop uMHTepdelica, ¢ KOTOporo npwuwen 3anpoc, remote-id — nageHTMdPUKaTop
peTpaHCcAATOPa, C KOTOPOro NpuLen 3anpoc.

Mpu BKAOYEHUKN GYHKLUMM Ha UHTepdelice circuit-id n remote-id 6yayT BcTaBaAaTbeA Bo Bcex VLAN, Ha
KoTopblIx BKAo4eH DHCPv4/v6 snooping, DHCP Relay, PPPoE-IA. Mpu skatoyeHnn 8 VLAN circuit-id u remote-
id 6yayT BcTaBNaTbCA TONbKO B AaHHOM VLAN Ha Bcex nHTepdencax.

KomaHObI pexcuma 2a06asab6Hol KoOHgu2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexkmnma rnobanbHoOM KOHGUrypaumm:

console (config) #
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Tabnunua 149 — KomaHabl pexkmma rnobanbHoi KoHdurypaumm

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

dcs information option [dhcp |
dhcpv6 | pppoe-ia | dhcp-
relay] enable

dcs information option [dhcp |
dhcpv6 | pppoe-ia] disable

-/BbIK/IIOYEHO

BKkntounTb gobaBneHue circuit-id + remote-id ana scex onumii (1.€.
dhcp | dhcpv6 | pppoe-ia | dhcp-relay) ambo 3aaaTb KOHKPETHbIN
NPOTOKON ANA BCTaBKM remote-id u circuit-id.

BbikntounTb AobaBneHune remote-id u circuit-id.

dcs agent-circuit-id user-
defined {dhcp | dhcpvé |
pppoe-ia | dhcp-relay}
identifier

no dcs agent-circuit-id user-
defined {dhcp | dhcpvé |
pppoe-ia | dhcp-relay}

identifier (1..63)
cumBo10B/1waboH
%h%i%v

YcTaHoBuUTb circuit-id B dopmaTte cBO6OAHOM CTPOKK, onpeseneH-
Hol nosb3oBaTesieM. BO3MOXKHO MCno/b3oBaHMe WabioHOB.

YCTaHOBWTb 3HaYeHMe MO YMOJIHaHUIO.

dcs agent-circuit-id format-
type {dhcp | dhcpvé | pppoe-
ia | dhcp-relay} [identifier-
string] identifier option format
[delimiter delimiter]

identifier (1..48)

HacTpowuTs circuit-id cornacHo pekomeHgauusa TR-101.

NaeHTndmkatop:
- identifier — npon3BosbHan cTpoka 6e3 WwabnoHoB.
dopmar:

- pv — Homep nopta n VLAN;
- Sp — HOMep cnoTa 1 NopTa;
- sV —Homep cnoTa u VLAN;
- Spv — HOMep cnoTa, nopta n VLAN.

no dcs agent-circuit-id
suboption-type {dhcpv4 |
dhcpv6 | pppoe-ia | dhcpa-
relay}

Paspenutenn:
cumsonos/dopmart spv, | comma—“";
pasgenutens std, ~dot—“":
identifier NULL - hash — “4”;
- semi-colon - “;”;
-slash-“/";
-space—"“";
- std — “slot:port/vlan”.
no dcs agent-circuit-id format- YCTaHOBWTb 3HAYEHME MO YMONYAHMUIO.
type {dhcp | dhcpvé | pppoe-
ia | dhcp-relay}
dcs agent-circuit-id suboption- YcTaHoBUTb dopmar circuit-id.
type {dhcpv4 | dhcpv6 | dopmartbl:
pppoe-ia | dhcp4-relay} {tr- - tr-101 — nobaBneHue circuit-id 8 opmate cornacHo pekomeHzaa-
101 | user-defined} [binary] unam TR-101
[add-subtypes] - user-defined — pob6asnenue circuit-id B dopmate cBoboaHOM
CTPOKM C BO3MOKHOCTbIO MCMO/b30BaHMA WabaoHOB.
[ononHuTebHble NapameTpsbi:
- binary — faHHbIY NapameTp yKasbIBaeT, YTO YMC/IOBbIE LWAbIOHbI
tr-101 b6yayT npeobpasosaHbl B popmat HEX.

- add-subtypes — faHHbI NapameTp yKasblBaeT, YTO B UAEHTUDU-
KaTop 6yget nobasneH JONONHUTENbHbIM NoaTUN (2x-6ailToBbIN
ana DHCPv4 n PPPoE u 4x-6aiToBbii gns DHCPv6), B KoTopom
onpepgensetca ¢opmat cTpokm (ASCII-0x01, HEX-0x00) u gavHa
naeHtTndukatopa.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

dcs remote-agent-id user-
defined {dhcp | dhcpvé |
pppoe-ia | dhcp-relay}
identifer

no dcs remote-agent-id user-
defined {dhcp | dhcpvé |
pppoe-ia | dhcp-relay}

identifer (1..63)
cumBonoB/WwabaoH %m

YcTaHoBWTbL remote-id B popmaTte cBO6OLHOM CTPOKM, onpesenéx-
HOM nosb3oBaTenem. Bo3MOXKHO MCNONb30BaHWe LWaboHOB.

YCTaHOBUTb 3HaYeHMe MO YMOJIHaHUIO.
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dcs remote-agent-id
suboption-type {dhcpv4 |
dhcpvé | pppoe-ia | dhcp4-
relay} user-defined [binary]
[add-subtypes]

no dcs remote-agent-id
suboption-type {dhcpv4 |
dhcpvé | pppoe-ia | dhcp4-
relay}

-/user-defined

YcTaHOBUTb dopmat remote-id

dopmaTbl:

- user-defined — go6asneHne remote-id B popmate cBobogHOM
CTPOKM C BO3MOKHOCTbO MCMOb30BaHNA LWabN0HOB.
LononHuTenbHble NapameTpbi:

- binary — gaHHbIV napameTp yKasbIBaeT, YTO YNCNOBbIE LWABAOHbI
6yayT npeobpasosaHbl B popmat HEX.

- add-subtypes — faHHbIV NapameTp yKa3blBaeT, YTO B UAEHTUPHU-
KaTop 6yaeT aobaBneH AONOAHWUTENbHbIM NoaTUn (2x-6anToBbIl
ona DHCPv4 n PPPoE u 4x-6aiTtoBsbii ana DHCPv6), B KoTopom
onpegenaetca ¢popmat cTtpokmu (ASCII-0x01, HEX-0x00) n anvHa
naeHTuduKaTtopa.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

Tabnunuya 150 — LabnoHbIl, 4OCTYNHbIe A5 HAacTpoiKu user-defined naeHtTudmkatopos

LWa6noH OnucaHue

%a IP-appec. laHHbI WabnoH MoxKeT bbiTb NpeobpasoBaH B popmat HEX. ECTb BO3MOXKHOCTb YKa3aTb HOMep
VLAN c IP-agpecom (Hanpumep, VLAN 2: %a2).

%h Mma ycTpoicTea.

%p KopoTkoe uma nopra, Hanpumep, gil/0/1.

%P [OnvHHOoe umsa nopTa, Hanpumep, gigabitethernet 1/0/1.

%t Tun nopta, Hanpumep, gigabitethernet.

%m MAC-agpec nopta B popmate H-H-H-H-H-H-H. JaHHbI wabnoH moxKeT 6biTb NpeobpasosaH B popmat HEX.

%M MAC-agpec cuctembl B popmate H-H-H-H-H-H-H. JaHHbIi wabaoH moxKHO npeobpasosaTtb B popmat HEX.

%u Homep toHuTa. [JaHHbIM WwabnoH moxeT bbiTb NpecbpasosaH B popmaT HEX.

%S5 Homep cnota. [laHHbIN WwabnoH moxeT 6bITb NpeobpasosaH B dopmat HEX.

%i ifindex nopta. JaHHbIl WwWabnoH moxeT bbiTb NpeobpasosaH B dpopmat HEX.

%cC MAC-agpec aboHeHTcKoro ycTpoictea B popmaTe H-H-H-H-H-H-H. JaHHbIi WwabaoH moxKeT 6biTb Npeobpa-
308aH B popmat HEX.

%V NpeHTudumkatop VLAN. laHHbIN WabnoH moxeT 6biTb NpeobpasosaH B popmat HEX.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bupg, 3anpoca KOMaHAHOM CTPOKM B pexkMme KoHdurypauumn nHtepdeliica Ethernet:

console (config-if) #

Tabnunua 151 — KomaHgbl pexxuma KoHdurypaumm nHtepoeiica Ethernet

KomaHoa

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

Aelicmeue

dcs agent-circuit-identifer
circuit_id

no dcs agent-circuit-identifer

circuit_id: (1..63)
CMMBO10B/WwaboH
%h%i%v

YcTaHoBUTL circuit-id B popmate cBoOb6OAHON CTPOKM, onpeae-
NéHHoW nosnb3oBaTenem. Bo3MoHO Mcnosib3oBaHue WabaoHoB..
[aHHaA HacTpoWiKa nmeeT NPUOPUTET Nnepes aHaA0rMYHOM F1o-
6abHOM HacTpoWKon dopmarTa circuit-id.

YCTaHOBUTb 3HAYeHUA No YMONYaHULO.

dcs remote-agent-identifier
remote_id

no dcs remote-agent-identifier

remote_id: (1..63)
cumBonoBs/WwabaoH %m

YctaHoBUTbL remote-id B popmate cBobOAHONM CTPOKMK, onpeae-
NéHHoW nonb3oBaTenem. Bo3MoXKHO Mcnosib3osaHme WwabaoHos.
[aHHasA HacTpoiKa MMeeT NPMOPUTET Nnepes, aHaA0rMYHOM r1o-
6anbHOWM HacTponKon dpopmaTa remote-id.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.
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dcs information option {dhcp |
dhcpvé | pppoe-ia | dhcp-
relay} enable

-/BbIKOYEHO

dcs information option {dhcp |
dhcpv6 | pppoe-ia} disable

BKkntounTb gobasneHue circuit-id + remote-id g8 KOHKpeTHOro
npoToKona

V BcraBKa circuit-id/remote-id gonkHa 6bITb OTKAIOYEHA
rnobanbHo.

BbIKkntounTb flobaBneHne remote-id v circuit-id 4ns KOHKpeTHOro

NPOTOKONa.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica L2Vian

Buza 3anpoca KOMaHAHOM CTPOKM:

console (config-vlan) #

Tabnunuya 152 — KomaHabl pexkmma KoHpurypauum nntepderica L2Vian

KomaHda
YMOAYAHUIO

3HayeHue/3HayeHue no

Aelicmeue

dcs information option {dhcp |
dhcpv6 | pppoe-ia | dhcp-
relay} enable

-/BbIKOYEHO

dcs information option {dhcp |
dhcpv6 | pppoe-ia} disable

BKkatounTtb gobasneHue circuit-id + remote-id gns KoH-
KPETHOro NpoToKoa

V BcrtaBKa circuit-id/remote-id gonxHa 6bITb OT-
KAloueHa rnobanbHo.

BbikntounTb gobasneHme remote-id u circuit-id gna KoH-
KPEeTHOro NpoTokoa

KomaHObi pexcuma Privileged EXEC

Buz 3anpoca KomaHAHOM CTPOKM pexxnma Privileged EXEC:

console#

Tabaunua 153 — KomaHgb! pexkmma Privileged EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

show dcs-port-config
[interface fastethernet fa_port
| gigabitethernet gi_port |
tengigabitethernet te_port]
[vlan vian_id]

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11);
vlan_id: (1..4094)

OTO6pasunTb TeKyLLyo KoHOUrypaumio naeHTMdnKaTopos remote-
id u circuit-id ana nHTepdeicos.

show dcs-global-config

OT06pa3unTb rnobanbHyto KoHUrypauuo naeHTudumKkaTopa circuit-
id.

Mpumep Hactpoikn DHCP Snooping Bo VLAN10 c HacTpoikoi DCS-onumin Ha uHTepdelice

Gigabitethernet 0/13.

console
console
console
console
console
console
console
console
console
console
console
console
console
console

config-if)# exit

config)# ip dhcp snooping
config)# wvlan 10

config-vlan)# ip dhcp snooping

config-if)# switchport general
config-if)# switchport general
config-if)

config-if)
config-if)

~ e~~~ o~~~ o~~~ o~~~ —~

config) # interface gigabitethernet 0/10
config-if)# port-security-state trusted
config-if)# set port-role uplink
config-if)# switchport mode trunk

config)# interface gigabitethernet 0/13

allowed vlan add 10 untagged
pvid 10

# dcs remote-agent-identifier enable
# dcs agent-circuit-identifier "%v $p Sh"
# dcs remote-agent-identifier "3M"
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Mpumep HacTpoiikm DHCP Snooping Bo VLAN10 c HacTponkon DCS-onuumin ana scex MHTepdencos B
¢dopmarte HEX.

console (config) # !

console (config) # interface gigabitethernet 0/10

console (config-if) # port-security-state trusted

console (config-if)# set port-role uplink

console (config-if) # switchport mode trunk

console (config-if) # exit

console (config) # ip dhcp snooping

console (config dcs remote-agent-id suboption-type dhcpv4 user-defined binary

console (config dcs agent-circuit-id suboption-type dhcpv4 user-defined binary
(

console (config dcs remote-agent-id user-defined "$

console (config

console (config) # vlan 10

console (config-vlan)# ip dhcp snooping

console (config-vlan)# !

console (config) # interface gigabitethernet 0/13

console (config-if)# switchport general allowed vlan add 10 untagged

console (config-if)# switchport general pvid 10

#
#
#
#

)
) #
)
console (config)# dcs agent-circuit-id user-defined "$isv"
)
)# !

)

4.21.4 3awuma IP-adpeca Knuedima (IP Source Guard)

®yHKUMA 3awmTbl IP-agpeca (IP Source Guard) npeaHasHaveHa gns dunbTpauumn Tpaduka, NPUHATOrO
C uHTepdeinca, Ha OCHOBaHMK Tabsmupl cooTBeTcTBuit DHCP snooping u cTaTMYeckux cooTBeTcTBuii IP
Source Guard. Takum obpasom, IP Source Guard nossonseT 6opoTbcsa ¢ nogmeHo IP-agpecoB B NakeTax.

/ MockonbKy pyHKUUA KOHTPOAA 3awuTbl IP-agpeca ncnonb3yeT Tabanubl COOTBETCTBUMA
DHCP snooping, MmeeT CMbIC/1 UICNO/1b30BaTb AaHHYI PYHKUMUIO, NpeaBapUTe/ibHO
HacTpous u Bkatouns DHCP snooping.

KomaHObI pexcuma KoHguaypayuu uHmepagelica Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnnuya 154 — KomaHgb! pexxuma KoHdpurypaumm nntepoeiica Ethernet

3Ha4yeHue/3HayeHue no .
KomaHoa HAelicmeue
YMOAYAHUIO
{ip | ipv6} verify source port- Bkntounte  dyHKUMIO 3awmnTbl IP-uHTepdeiica ana
security nopta. Mocne BKAOYEHMA Ha HTepdelice Bce 3anmcu
B Tabnuvue IP Binding yctaHasnuBatotca 8 TCAM B Ka-
-/BbIKNOYEHO
yecTBe paspeLlatoLLero npasuna.
no {ip | ipv6} verify source KomaHga yaansaet 3anucu 3 TCAM 1 OTKAKOYaET OT-
port-security bpacbiBaHMe |IP-nakeToB Ha NOPTY

KomaHObI pexcuma KoHguaypayuu uHmepaelica L2Vian

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-vlan) #
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Tabnunuya 155 — KomaHabl pexkmma KoHpurypauum nHtepdeiica L2Vian

3HavyeHue/3Ha4yeHue no .
KomaHoa / Aelicmeue
YMOAYAHUIO
{ip | ipv6} verify source port- Bkatounte dyHKuMo 3awmTbl IP/IPv6-uHTEpdEiica ans
security VLAN. Mocne BKAOYEHMA HA UHTepdeice Bce 3anuncu B
Tabauue IP Binding yctaHaBnaunsatoTca 8 TCAM B KayecTse
-/BbIKNOYEHO
paspeLuatoLero npasuna.
no {ip | ipv6} verify source KomaHga yaanset 3anucu n3 TCAM m oTKAo4aeT oTbpa-
port-security cbiBaHue IP/IPv6-nakeTos Bo VLAN.

KomaHObi pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexknma Privileged EXEC:
console#

Tabnunua 156 — KomaHabl pexkmma Privileged EXEC

3HayeHue/3HayeHue
no ymoa4aHuro

show { ip | ipv6} verify source OT06pa3sunTb HacTpolikm IP/IPv6 source Guard Ha nHTepdeiicax.
[interface { fastethernet |
gigabitethernet | -
tengigabitethernet} interface |
vlan [vlan-id]]

show running-config ip-source- OT06pa3unTb KoHPUrypauuto moaynsa IP source Guard.
guard

KomaHda Aeiicmeue

4.21.5 KoHmpons npomokona ARP (ARP Inspection)

dyHKuMa KoHTpons npotokona ARP (ARP Inspection) npegHasHayeHa gns 3awmTbl OT aTak C
MCMosib30BaHMeM npoTokosa ARP (Hanpumep, ARP-spoofing — nepexsaT ARP-Tpadwuka). KoHTposb
npoTokona ARP ocyliecTBnseTca Ha OCHOBe CTaTMYecKux cooTseTcTeui IP- n MAC-agpecos, 3aaHHbIX g8
rpynnbl VLAN.

' ' MopT, cKoHPUrypUpPOBaHHbIN «HegoBepeHHbIM» AnA GyHKuuu ARP Inspection, gonkeH
e TaK}Ke 6bITb «HeaoBepeHHbIM» Ana pyHKuum DHCP snooping nnu coorsercteue MAC-agpeca
u IP-appeca Ann 3TOro NopTa A0/3KHO 6bITb CKOHGUIYPUPOBAHO CTaTUYECKU. MHaue AaHHbIN
nopT He 6yaeT oTBeyaTb Ha 3anpocbl ARP.

V [Ona HeHapeXHbIX NOPTOB BbINO/IHAIOTCA NPOBEPKU cooTBeTcTBUiA IP- 1 MAC-agpecos.

KomaHObI pexcuma 2n106anabHoU KoOHpuU2ypayuu

Bua, 3anpoca KOMaHAHOW CTPOKM pexkuma rnobanbHoi KoHburypaumm:
console (config) #

Tabnunua 157 — KomaHabl pexkmma rnobanbHol KoHdUrypaumm

3HayeHue/3HayeHue .
Aelicmsue

no ymoa4aHuro

ip arp inspection enable BKOUYNTBL KOHTPO/Ib NpoToKona ARP (dyHKumio ARP Inspection).
-/BbIK/IOYEHO

ip arp inspection disable BbIKNOUNTL KOHTPOAL NpoToKoia ARP (pyHKumto ARP Inspection).
ip arp inspection vlan vian_id PaspewnTtb NnpoBepKy npoTtokosa ARP, ocHoBaHHyto Ha 6ase cooT-

vlan_id: (1..4094)/ setcTBuit DHCP snooping, B Bbi6paHHoM rpynne VLAN.
no ip arp inspection vlan BbIK/lOYEHO 3anpeTuTb NpoBepKy NpoTokosa ARP, ocHOBaHHYIO Ha 6a3e cooTeeT-
vlan_id ctBuit DHCP snooping, B BbibpaHHo rpynne VLAN.
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ip arp inspection validate MNpepoctaButb cneunduyHble NPOBEPKU AN KOHTPONA NPOTOKOAA
{dstmac | dstmac-ipaddr | ARP.

ipaddr |srcmac | srcmac- - sremac: na ARP-3anpocoB 1 OTBETOB NPOBEPAETCA COOTBETCTBUE
dstmac | srcmac-dstmac- MAC-agpeca B 3aronoBke Ethernet MAC-agpecy UCTOYHMKa B CO-
ipaddr | srcmac-ipaddr} AepKUmom npoTokona ARP.

- - dstmac: Ana ARP-oTBeToB npoBepseTca cooTtBetcTBne MAC-aa-
peca B 3aronoBke Ethernet MAC-aapecy Ha3HauYeHUs B COAEPHKM-
mom npotokona ARP.

- ipaddr: Mposepsetca cogepxunmoe ARP-naketa Ha Hanuume He-
KOppeKTHbIX IP-agpecos.

no ip arp inspection validate 3anpetuTtb cneunduUyHbIe MPOBEPKM A/1A KOHTPOAA NpoTokona ARP.

KomaHOowbl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#

Tabnnua 158 — KomaHab! pexkuma EXEC

KomaHoa 3HayeHue/3HayeHue Aelicmesue
110 yMOAYAHUIO

show ip arp inspection globals ) OT106pa3nTb cucTeMHyto KoHdUrypaumio dyHKLMKM KoHTpona ARP
npoToKona.

show ip arp inspection vlan OT1ob6pasunTb cnncok VLAN, Ha KoTopbix akTuBeH ARP Inspection.

vlan_id: (1..4094)

[vian_id]

show ip arp inspection MoKasaTb CTAaTUCTMKY ANA CAefyloWwMX TUMNOB MAKeToB, KOTopble
statistics [global | interface 6b11m 06paboTaHbl Npu nomom GyHKUUM ARP:

{ fastethernet | gigabitethernet vlan_id: (1..4094) - nepefaHHble naketbl (forwarded);

| tengigabitethernet} interface - noTepsiHHble Naketbl (dropped);

| vlan vian_id] - ownbku B IP/MAC (IP/MAC Failures).

clear ip arp inspection statistics OYnNCTUTL CTAaTUCTUKY KOHTPOAA NpoTokona ARP Inspection.

[global | vlan vian_id] vian_id: (1..4094)

4.21.6 Hacmpoiika ¢pyHkyuu MAC Address Notification

®yHKuma MAC Address Notification nossonseTt oTcaexunsaTb NoABAEHNE N UCYE3HOBEHWE aKTUBHOIO
060py0BaHNA Ha CETU MyTeM COXPaHeHUs ucTopum wmaydyeHna MAC-agpecos. pu oBHapy:KeHUn
M3MeHeHWn B cocTaBe M3ydeHHbix MAC-agpecoB KOMMYTAaTOp COXpaHsAeT MHbopmauuio B Tabauue u
nssewaer ob 3Tom C nomouwplo cooblieHnin npotokona SNMP. ®DyHKUMA MMeeT HacTpauMBaemble
napameTpbl — rAy6uHa UCTOPUK O COBBLITUAX N MUHUMANbHBIN MHTEPBAN OTNPABKKU cooblieHnin. Cepeuc
MAC Address Notification oTK/Nto4eH N0 YMOAYAHWNIO M MOXKET BbITb HAaCTPOEH BbIBOPOYHO ANA OTAENbHbIX
NopTOB KOMMYTaTOpa.

KomaHObI pexcuma 2a0banabHol KOHuU2ypayuu

Buna 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHol KoHUrypaumum:
console (config) #

Tabnnua 159 — KomaHgb! pexuma rnobanbHoi KoHduUrypaumm

3Ha4yeHue/ 3Ha4yeHue ”
KomaHoa / Aeilicmeue
no ymon4aHuio
mac-address-table notification KomaHga npepgHasHaveHa gna rnobanbHoOro ynpasneHusa ¢yHK-
change ument MAC notification. KomaHza paspelaeT permcrpaymto cobbl-

™M nobasneHus n yganenus MAC-agpecos 13 TabauL, KommyTa-
TOpa 1 OTMPAaBKY YBeAOMIEHMA O COBLITUAX.

[ns paboTbl yHKUMM HEOBXOAMMO 4OMOMHUTENBHO pa3pellaTbh
reHepaumio yBeAOMAEHUIN Ha MHTepdeicax (cMm. HuKe).

-/BbIK/IIOYEHO
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no mac-address-table
notification change

Bbikntountb PyHKLMo MAC notification rnobasbHO U OTMEHUTb
COOTBETCTBYIOLLME HACTPOMKKN Ha BCex MHTepdeicax.

mac-address-table notification
change interval value

no mac-address-table
notification change interval

value: (0..604800)/1

MaKcMManbHbIM MPOMENKYTOK BPEeMEHW MeXAy OTnpaBKamu
SNMP-yBegomieHnit. ECiv 3HaYeHWe MHTepBana BPeEMEHU PaBHO
0, TO reHepaums yBeAOMIEHUIN U COXpaHEeHWe COBbITUI B UCTO-
puto ByseT ocywecTBAATbCA HEMeA/IEHHO MO Mepe BO3HUKHOBE-
HUA cobbITUIM 06 N3MeHeHUM cocTosiHMA Tabauubl MAC-agpecos.
Ecnv 3HaueHue HTepBana BpemeHun 6osble 0, To yCTponcTBO by-
OeT HakanaueaTb CobbITUA 06 M3MEHEHMU COCTOAHMA Tabauubl
MAC-agpecoB B Te4eHWe 3TOro BpemeHu, a 3aTem OTNpaBAATb
yBefomieHna npotokona SNMP 1 coxpaHaTb cObbITUA B UCTOPUMN.

BoccTaHOBMTL 3Ha4YeHMe no YMONYaHULO.

mac-address-table notification
change history value

no mac-address-table
notification change history

value: (0..500)/1

KomaHpaa 3agaeT makcMmanbHoe Konmyectso cobbitnii 06 nsme-
HEeHUK cocToaHuA Tabanubl MAC-agpecoB, KOTOpOe COXpaHAeTcA
B uctopun. Ecim yctaHOBNEH pasmep UCTOpUM paBHbIn 0, To co-
6bITMA He coxpaHatoTca. Mpu nepenonHeHun bydepa nctopum Ho-
Boe cobbITve nomeLLaeTcA Ha MECTO CaMOro CTaporo.

BoccTaHOBUTL 3HaYeHMe no YMONYaHULO.

logging events mac-address-
table change

no logging events mac-address-
table change

-/BbIK/IIOYEHO

BkatounTb OTNpaBKy TpanoB B Ssyslog o cobbITAX n3yyeHna nam
yaaneHna MAC-agpecos.

BbIKNHOUMTL OTNPABKY TPAnos B syslog o cobbITUAX N3yuyeHUa nam
yaaneHna MAC-agpecos.

mac-address-table notification
flapping

BkntounTb oTcnexkunsaHne MAC Flapping.

-/BKAOYEHO -
no mac-address-table Bbikntountb otcnexxmsanme MAC Flapping.
notification flapping
logging events mac-address- Bkntountb nornposaHune MAC Flapping.
table flapping
- -/BKNOYEHO -
no logging events mac-address- BbIkntountb nornposarHmne MAC Flapping.
table flapping
snmp-server enable traps BKAOUNTL reHepaumio yBeAOMAEHNI Npu 6AOKMPOBKE NopTa no
errdisable {storm- cobbiTuaAM:
control | loopback-detection| - loopback-detection — o6Hapy:keHue neTens;
udid} - udld — akTnBaums 3awmtol UDLD;
-/BKOYEHO - storm-control — WKpoKoBeL,aTeIbHbIN LTOPM.

no snmp-server enable traps
errdisable { storm-

control | loopback-

detection | udld}

OTKNIOYMTD reHepaLmio yBeLOMIEHUIN Ha UHTepdelice.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet

Buza 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnnuya 160 — KomaHabl pexkmma KoHpurypauum nHtepdelica Ethernet

KomaHda

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aeilicmeue

snmp trap mac-address-table
change [learnt | removed]

change [learnt | removed]

no snmp trap mac-address-table

-/BbIKAOYEHO

BK/IlOUNTL reHepaumio yBeAOMIEHUIN Ha KaXA0M UHTep-
delice o cobbITUAX U3MeHeHua cocTossHua MAC-agpecos.
- learnt — yBegomneHnsa 06 nsyyernn MAC-agpecos;

- removed — yBegomneHus o6 yaanesHmm MAC-agpecos.

OTKNIOYNTL reHepaLmio yBeAOM/IEHUI Ha MHTepdeiice.
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KomaHOwbi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK B pexume Privileged EXEC:

console#

Tabnunuya 161 — KomaHabl pexkmma Privileged EXEC

KomaHda

3HayeHue/3HayeHue no
YMOMYAHUIO

Aelicmesue

show mac-address-table
notification change history

OtobparkeHue Bcex yBefoMNeHUM 06 U3MEeHeHMUN cocToA-
HnAa MAC-agpecoB, COXPaHEHHbIX B UICTOPUN.

show snmp-server traps

MpocmoTp cobbITUiA, MPKU KOTOPbLIX TEHEPUPYIOTCA TPaMbI.

4.21.7 lMpoeepKa nodaAUHHOCMU KaAueHma Ha ocHose nopma (cmaHdapm 802.1x)

AyTeHTUPMKaLUMA  Ha

OCHOBE CTaHAQapTa

802.1x

obecneuunBaet npoBepPKy NOA/TMHHOCTU

no/sib3oBaTesiell KoMMyTaTopa Yepes BHELLHUI cepBep Ha OCHOBE NOPTa, K KOTOPOMY MOAK/OYEH K/IMEHT.
ToNbKO ayTEHTUGUUMPOBAHHbIE M aBTOPM3OBaHHbIE MOAb30BaTENM CMOFYT nepeaaBaTb M MPUHUMATb
AaHHble. MpoBepKa NOANMHHOCTU NONb30BaTeei NOPTOB BbinosHAeTcA cepsepom RADIUS nocpeactsom
npotokona EAP (Extensible Authentication Protocol).

KomaHObI pexcuma 2a06ana6HolU KOHguU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexknma rnobanbHoOM KOHPUIypaLmm:

console (config) #

Tabnnua 162 — KomaHabl pexkmuma rnobanbHoM KoOHUrypaumm

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

shutdown dotlx

no shutdown dot1x

-/BKNOYEHO

Bbikntountb mogynb dotlx.

BKkntounts moaynb dotlx.

dotlx system-auth-control

no dotlx system-auth-
control

-/BbIK/IIOYEHO

BKAtounTb perkmum ayteHTuduKaumm 802.1x Ha KommyTaTope.

BbIKNt0UNTb pexxkum ayteHTUdMKaumm 802.1x Ha KOMMyTaTOpe.

KomaHObI pexcuma KoHguypayuu uHmepagetica Ethernet

Bupg, 3anpoca KOMaHAHOM CTPOKM B pexume KoHdurypaumm nHtepdelica Ethernet:

console (config-if) #

Tabnuua 163 — KomaHabl pexkuma KoHourypaumm nHtepoeica Ethernet

3HayeHue/3HayeHue no

KomaHoa HAelicmeue
yMOAYAHUIO
dotlx host-mode {multi-host PaspelwmnTb HannumMe HECKONbKMX KIMEHTOB Ha aBTOPU3UPO-
multi-session . BaHHOM nopTy dotlx:
I } -/multi-host pTY

- multi-host — HeCKO/1IbKO KNMEHTOB;
- multi-session — Hecko1bKo ceccuit.

dotlx max-req number

no dotlx max-req

number: (1..10)/2

YCTaHOBUTb MaKCMMasIbHOE YMC/I0 NMOMbITOK Nepesayun 3anpo-
coB npoTokona EAP-knueHTy nepes HOBbIM 3aMycKOM Npo-
Liecca NpoBepKUN NOAJMHHOCTU.

YCTaHOBUTb 3HAYEHME MO YMONYAHUIO.
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dotlx port-control {auto |
force-authorized | force-
unauthorized}

no dotlx port-control

-/force-authorized

HacTtpoutb ayteHTUdMKaumio 802.1X Ha MHTepdeiice.
Pa3pewnTb py4HOI KOHTPO/Ib 338 COCTOSAHMEM aBTOPM3aLLUM
nopra.

- auto — ncnonb3osatb 802.1X onA N3MeHeHUNA COCTOAHMA
KMEHTA MeXK Yy aBTOPM30BaHHbIM U HEABTOPU30BaHHbIM;

- force-authorized — BbikntouaTh ayTeHTUdMKaLmMio 802.1X Ha
nHTepoerice. Mepexoa nopTa B aBTOPU30BaHHOE COCTOAHME
6e3 ayTeHTUPMKaumu;

- force-unauthorized — nepesog nopta B HeaBTOpM30BaHHOE
cocTosHMe. UrHopupytoTca Bce NONbITKM ayTeHTUdMKaumnm
KAMEHTA, KOMMYTATOP He NPesoCTaBAAET CepBUC ayTeHTUDU-
Kaumm ana aToro nopTa.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHWIO.

dotlx reauth-max number

no dotlx reauth-max

number: (1..10)/2

33,El,aTb MaKCUMa/IbHOE KO/IMYeCTBO NOMNbITOK aBTOPU3aUnn
ANA KIneHTa.

YCTaHOBWTb 3HaYeHMe N0 YMOYAHMUIO.

dotlx reauthentication

no dotlx reauthentication

-/BbIK/IIOYEHO

BKIOUMTL NeproanyecKkmue NoBTOPHbIE MPOBEPKU
NoAMHHOCTY (NepeayTeHTUUKALMIO) KANEHTa.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHUIO.

dotlx timeout quiet-period
sec

no dotlx timeout quiet-
period

sec: (0..65535)/60

YCTaHOBWTbL NEPUOA, B TEYEHWE KOTOPOro KOMMYTATOP OCTa-
eTcA B COCTOAHMM MOYAHMA NOCNe HeYAaUYHOM NPOBEpPKU
NOAJ/IMHHOCTW.

B TeyeHue nepnoaa MoaYaHMA KOMMYTATOP HE MPUHUMAET U
HE MHULMMNPYET HUKAKUX ayTEHTUUKALMOHHBIX COODLLEHNIA.

YCTaHOBWTb 3HaYeHMe N0 YMOYAHUIO.

dotlx timeout reauth-period
sec

no dotlx timeout reauth-
period

sec: (1..65535)/3600

YKa3zaTb MPOMEKYTOK BPEMEHMU, MO UCTEYEHUMN KOTOPOTO KOM-
MyTaTop nonpobyeT peayTeHTUOULMPOBATL KANEHTa.

YCTaHOBWTb 3HaYeHMe N0 YMOYAHUIO.

dotlx timeout server-timeout
sec

no dotlx timeout server-
timeout

sec: (1..65535)/30

YCTaHOBUTb NEPUOA, B TEYEHME KOTOPOTO KOMMYTATOP OXU-
[aeT OTBeTa OT cepBepa ayTeHTUGUKaLMM.

YCTaHOBUTb 3HAYEHME MO YMOYAHMIO.

dotlx timeout supp-timeout
sec

no dotlx timeout supp-
timeout

sec: (1..65535)/30

YCTaHOBUTb Neprog Mex 4y NOBTOPHbIMM Nepesadyamu 3anpo-
coB npotokona EAP-knuneHTy.

YCTaHOBUTb 3HaYeHue no YMO4YaHUIO.

dotlx timeout tx-period sec

no dotlx timeout tx-period

sec: (1..65535)/30

YKa3zaTb MPOMEKYTOK BPEMEHM, B TEYEHWNE KOTOPOro KOMMY-
TaTOp OXKMAAET oTBeTa Ha EAP-3anpoc/Kaap naeHtnduxkaumm
OT K/IMEHTa.

YCTaHOBWTb 3HaYeHue no YMOHaHUIO.

dotlx guest-vlan vian_id

no dotlx guest-vlan

vlan_id: (1..4094)/
BbIK/IIOYEHO

Onpepenntb roctesyto VLAN.
OTKpbIBaeT HEAaBTOPM30BAHHbIM M0JIb30BaTeNsIM UHTepdelica
poctyn K roctesoit VLAN.

YCTaHOBUTb 3HAYEHMeE Mo YMO/I4aHUIO.

dotlx unauthenticated-vlan
vlan

no dotlx unauthenticated-
vian

vlan_id: (1..4094)/
BbIK/IOYEHO

Onpepenntb HesapernctpmposaHHyto VLAN.
OTKpbIBaeT nonb3oBaTensam nHTepdeica goctyn Kk VLAN, ecam
cepBep ayTeHTUOUKaALMM HeJOCTYMNEH.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

dotlx radius-attributes vlan
[optional]

no dotlx radius-attributes
vlan

-/BbIK/IIOYEHO

Bkatountb 06paboTky onumm Tunnel-Private-Group-ID (81) B
coobueHunax RADIUS-cepsepa.

- optional — paspewnTb ayTeHTUOMKALMIO KANEHT], ECIN B CO-
obuweHunax RADIUS-cepsepa oTBycTBYET onuuma Tunnel-Private-
Group-ID (81).

BbIKkntounTb 06paboTKy onumm Tunnel-Private-Group-ID (81) B
coobueHunax RADIUS-cepsepa.
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dotlx local-database [06aBuUTb B TOKaNbHYIO 633y AaHHbIX MHPOPMaLUIO O
username password password nosb3oBaTene.
L. username: (1..20)
permission {allow | deny} )
[auth-timeout] [interface in- CMMBgnols’zo
terface-typel password: (1..20)
CYMBOJIOB;
auth-timeout: (1-7200) —
no dotlx local-database Yaanute MHGOPMAaLMIO O NOAb30BaTe/e U3 IOKaIbHOM 6a3bl
username JaHHbIX.

KomaHObi pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnuya 164 — KomaHab! pexkmma EXEC

3HayeHue/3HavyeHue .
KomaHoa Aelicmeue
no ymoa4aHuro
dotlx re-authenticate OcyuwecTBUTb BPYYHYH NOBTOPHYIO NPOBEPKY NOAJIMHHOCTU YKa-
interface {fastethernet fa_port 3aHHOrO NopTa B KOMaHAe.

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

| gigabitethernet gi_port |
tengigabitethernet te_port}

show dot1x - MokasaTb KoHbUrypauuio dotlx.
show dot1x all _ MokasaTtb KoHbUrypauuio dotlx ana Bcex MHTepdencos.
show dot1x interface MoKa3aTb HacTpolikn npoTokonia 802.1x Ha uHTepdelice.

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port}

show dot1x mac-info [address mac_address: MokaszaTb napameTpbl ceccun dotlx No Bcem mac-agpecam wuam
mac] (aa:aa:aa:aa:aa:aa) No KOHKPEeTHOMYy mac-agpecy.

show dotlx mac-statistics mac_address: MoKkasaTb NapameTpbl ceccum dotlx No NopTam MM NO KOHKpeT-
[address mac] (aa:aa:aa:aa:aa:aa) HOMy mac-aspecy.

show dot1x statistics interface MoKa3aTb cTaTUCTUKY 0bMeHa nakeTamu dotlx Ha uHTepdelice.

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port}

[Mpumep 8KAOYEHUA pexrcuma aymeHmuguKkauuu 802.1x Ha Kommymamope

Mcnonb3osatb RADIUS-cepBep Ana NpoBepKM NOAAMHHOCTN KAMEHTOB Ha MHTepdeiicax IEEE 802.1X. Ana 8
nHTepdelica Ethernet ncnonbsosatb pexxnum ayteHTUdUKaumm 802.1x.

console# configure terminal

console (config)# dotlx system-auth-control

console (config)# aaa authentication dotlx default group radius
console (config) # interface gigabitethernet 0/8

console (config-if)# dotlx port-control auto
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4.21.8 Hacmpolika ¢pyHKkyuu IPv6 RA Guard

®yHKuMA IPv6 RA Guard npegocTaBaseT 3alWmTy OT aTaK, OCHOBaHHbIX Ha PacCbl/iIKe NOAAENbHbIX Na-
keToB Router Advertisement, pa3peluasn oOTCbIIKY COOBLLEHNI TO/IBKO C A0BEPEHHbIX NOPTOB.

KomaHObI pexcuma 21060s16H020 KOHGU2YPUPOBAHUSA

Buza 3anpoca KoMaHAHOM CTPOKM pexnma rnobanbHOro KOHPUrypmpoBaHma:

console (config) #

Tabaunuya 165 — KomaHabl pexkmma rnobanbHOro KoHGUrypmposaHua

3HayeHue/3HayeHue no

no shutdown ipv6 snooping

KomaHoa Aelicmeue
YMOAMYAHUIO
shutdown ipv6 snooping OTKAtounTb paboty moaynsa IPv6 RA Guard Ha ycTpoiicTBe.
' [aHHaa KomaHga oTKAtoYaeT paboty moayns IPv6
H RA Guard c 6e3Bo3BpaTHbIM yganeHuem BCeX
-/BKOYEHO

HacTpoek 6n0kKa IPv6 RA Guard.

Bkntountb paboty mogyna IPv6 RA Guard Ha ycTpoiicTse.

ipv6 nd ra-guard enable
-/BbIK/IIOYEHO

no ipv6 nd ra-guard enable

Pa3spelwntb KOMMYTaTOpy KOHTPOAMPOBaHWE MNOCPEACTBOM
dyHKumm IPv6 RA Guard.

BbikntoueHue pyHKumm IPv6 RA Guard.

ipv6 nd ra-guard policy pol-
icy_id

no ipv6 nd ra-guard policy
policy_id

policy_id: (1..65535)

Co3aatb n ckoHduUrypuposatb policy IPvé RA Guard.

Ypanuts policy IPv6 RA Guard.

ipv6 rag-acl-list ac-
cess_list_num seq se-

qmac._addr access_list_num:

(1..65535);
seq: (1..100)

no ipv6 rag-acl-list ac-
cess_list_num seq se-
gmac_addr

Co3patb 3anuck B cnucke goctyna RA Guard Ha ocHoBge link
layer agpeca.

YpanuTb 3anucb B cnucke goctyna RA Guard.

ipv6 rag-prefix-list list_id seq
seq prefix

no ipv6 rag-prefix-list list_id
seq seq [prefix]

prefix: (2000::1/64)

Co3patb 3anuck B cnucke goctyna RA Guard Ha ocHoBe IPv6-
npedukca.

YaanuTb 3anuchb B cnmcke goctyna RA Guard.

ipv6 rag-src-ipv6-list ac-
cess_list_num [seq seq]
src_ipvé_link-local_address
no ipv6 rag-src-ipvé-list ac-
cess_list_num [seq seq]
src_ipvé_link-local_address

access_list_num:
(1..65535);
seq: (1..100)

Co3patb 3anmcb B cnuncke goctyna RA Guard Ha ocHose link-
local IPv6-agpeca.

YpanuTe 3anucb B cnncke goctyna RA Guard.

KomaHObI pexcuma 2106aab6H020 KOHu2ypuposaHug policy IPvé RA Guard

Buza 3anpoca KoMaHAHOM CTPOKM pexxnma KoHourypmposaHus policy IPv6 RA Guard:

console (config-rag) #

Tabnunuya 166 — KomaHabl pexkmma KoHpurypuposaHuma policy IPv6 RA Guard

Komanda 3HayeHue/3HayeHue no Neiicmeue
yMOAYaHuro
device-role {host | router} Bbl6op pexnma paboTbl nopTa.
/host - host — 610KkMpoBKa Bcex Bxoaawmx RA-coobweHnit;
- router — punbTpaumns RA-coobuieHnin B COOTBETCTBUM C
HaCTPOEHHbIMW NpPaBUAaAMM.
other-config flag {on | off | Jnone Ynpasnate O-6utom B RA-co0bLLeHUAX.
none}
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managed-config flag{on | off

-/none
| none} /

Ynpasnatb M-6utom B RA-cO0bLLEHMAX.

router-preference {low | me-

dium | high | none} +/none

YnpasnaTb nonem router-preference 8 RA-coobuieHnnx.

match rag-acl-list ac/_num

acl_num: (1..100)
no match rag-acl-list

OcyuwectBuTb NpuBAa3sKy acl K policy IPv6 RA Guard.

Yaanutb npusasky acl k policy IPv6 RA Guard.

match rag-prefix-list pre-
fix_id
no match rag-prefix-list

prefix_id: (1..100)

OcyuwectBuTb PpuabTpaumo coobuweHnin IPv6 RA Guard no-
npedwuKcy.

Yaanutb ¢unbtpaymio no npedukcy IPvé RA Guard.

match rag-src-ipvé6-list
ipvé_prefix_id
no match rag-src-ipv6-list

ipv6_prefix_id: (1..100)

OcyuwectBuTb ¢dunbTpaumto coobuweHnin IPv6 RA Guard no
IPv6-npedukcy.

Ypanutb ¢unbtpaumto coobuieHnit IPvé RA Guard no IPv6-
npeduKcy.

KomaHObI pexcuma KoHguaypuposaHus uHmepgpelica Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM pexmnma KoHOUTYpUpoBaHUA MHTepdelica:

console (config-if) #

Tabnvua 167 — KomaHabl pexkmuma KoHpurypuposaHusa nutepdeica Ethernet

3HayeHue/3HayeHue no
YMOAYAHUIO

KomaHoa

Aelicmeue

ipv6 nd ra-guard
-/BbIKNOYEHO

no ipv6 nd ra-guard

PaspewnTs KOMMyTaTOPY KOHTPOANPOBaHWe dyHKUUK IPv6 RA
Guard Ha uHTepodeiice.

BbIkMounTb OyHKUMIO IPv6 RA Guard Ha uHTepodelice.

ipv6 nd ra-guard trust-
state trusted

ipv6 nd ra-guard trust-
state untrusted

Mo ymonyaHutio Bce NopTbl
asnsaoTca untrusted

[06aB1Tb MOPT B CMINCOK AOBEPEHHDIX.

Ypanute nopt us trusted-list.

ipv6 nd ra-guard attach-
policy policy_id vlan {add |
remove | none} vian_list]

policy_id: (1..65535);
vlan_list: (1..4094)

no ipv6 nd ra-guard attach-
policy policy_id

MpuBA3aTb CKOHOUTYpUpoBaHHbIK policy IPv6 RA Guard K uH-
Tepdelicy.

Yaanutb policy IPv6 RA Guard Ha uHTepodelice.

KomaHObi pexcuma Privileged EXEC

Buna 3anpoca KomaHAHOM cTPOKK B pexxume Privileged EXEC:

console#

Tabnnua 168 — KomaHgb! pexxkuma Privileged EXEC

3HayeHue/3HayeHue
no yMmon4aHuio

KomaHda

HAelicmeue

show ipv6 nd ra-guard
[interface fastethernet
fa_port | gigabitethernet -
gi_port | tengigabitethernet
te_port | port-channel group]

Moka3aTb HacTpoiikmn IPv6 RA Guard Ha nHTpedeicax.

show ipv6 nd ra-guard policy

[policy. id] policy_id: (1..65535)

MoKa3aTb HacTpolkK noantuk IPvé RA Guard.

show ipv6 nd ra-guard global -

MokasaTtb rnobanbHble HacTpoiku IPve RA Guard.
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4.21.9 Hacmpolika ¢pyHkyuu IPv6 ND Inspection

®yHKumA IPv6 ND Inspection npeaocTaBAAeT 3aWMTy OT aTaK, OCHOBAHHbIX Ha Paccbl/iKke NOAAENbHbIX
Neighbor Advertisement, paspeluan oTcbiKY COOOLLEHMI TONBKO C AOBEPEHHbIX MOPTOB UAN NPU COOTBET-
CTBMM NAKeTa HAaCTPOEHHOMN NOANTUKE.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bua 3anpoca KOMaHAHOM CTPOKM pexmnma rnobasbHoro KOHOUrypupoBaHusa:

console (config) #

Tabaunuya 169 — KomaHabl pexkmma rnobanbHOro KoOHGUrypmposaHusa

3HayeHue/3HayeHue no

no shutdown ipv6 snooping

KomaHda Aelicmeue
YMOAYAHUIO
shutdown ipv6 snooping OTkAtounTb paboty moayna IPv6 ND inspection Ha ycTpoin-
cTBe.
[OaHHasa KomaHAa oTKAoYaeT paboty moaynsa IPve
-/BKAtOYEHO ’ RA Guard u IPv6 ND Inspection c 6e3B03BpaTHbIM
. yAaneHnem Bcex HacTpoek 6s10Ka IPv6 RA Guard u

IPv6 ND Inspection.

BKkntounTb paboty moayna IPv6 ND Guard Ha ycTpoicTse.

ipv6 nd inspection

no ipv6 nd inspection

-/BbIK/IOYEHO

Bkntountb dyHKumio IPv6 ND Inspection.

BbikntoueHne dpyHkuuto IPv6 ND Inspection.

ipvé nd inspection policy
policy_id

no ipv6 nd inspection policy
policy_id

policy_id: (1..65535)

Co3patb 1 ckoHduUrypmpoBsaTb policy IPv6 ND Inspection.

Ypanute policy IPv6 ND Inspection.

ipv6 nd inspection src-addr-
acl src-addr-acl_num [seq
seq] prefix/prefix-len

no ipv6 nd inspection src-
addr-acl src-addr-acl_num
[seq seq] prefix/prefix-len

src-addr-acl_num:
(1..65535);
seq: (1..100)

Co3spatb 3anucek B cnmncke goctyna ND Inspection Ha ocHoBa-
HuUK src ipv6-prefix B 3aronoske IPv6.

Ypanutb 3anucb B cnucke goctyna ND Inspection Ha ocHoBa-
HuK src ipv6-prefix B 3aronoske IPv6.

ipv6 nd inspection tgt-addr-
acl tgt-addr-acl_num [seq
seq] prefix/prefix-len

no ipv6 nd inspection tgt-
addr-acl tgt-addr-acl_num
[seq seq] prefix/prefix-len

tgt-addr-acl_num:
(1..65535);
seq: (1..100)

Co3patb 3anuck B cnmncke goctyna ND Inspection Ha ocHoBa-
Huw target ipv6-addr B 3aronoske ICMPV6.

Ypanutb 3anucb B cnucke goctyna ND Inspection Ha ocHoBa-
HuK target ipv6-addr B 3aronoske ICMPv6.

ipv6 nd inspection tgt-mac-
acl tgt-mac-acl_num [seq
seq] prefix/prefix-len

no ipv6 nd inspection tgt-
mac-acl tgt-mac-acl_num
[seq seq] prefix/prefix-len

tgt-mac-acl_num:
(1..65535);
seq: (1..100)

Co3spatb 3anucek B cnmncke goctyna ND Inspection Ha ocHoBa-
Huwn target mac-addr 8 3aronoske ICMPv6.

Ypanutb 3anucb B cnucke goctyna ND Inspection Ha ocHoBa-
Huwn target mac-addr B 3aronoske ICMPv6.

KomaHObI pexcuma KoHgu2ypuposaHusa policy IPv6 ND Inspection

Bua 3anpoca KOMaHAHOM CTPOKM pexnma KoHdUrypuposaHua policy IPv6 ND Inspection:

console (config-ndi) #

Tabnunua 170 — KomaHabl pexkmma KoHpurypuposaHua policy IPv6 ND Inspection

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

override-flag {on | off |
none}

-/none

OnpegennTs 3HaueHue dnara override 8 NA-coobLieHUAX.
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router-flag {on | off | none}

-/none

OnpeaennTb 3HayeHue dnara router B NA-coobLLeHUAX.

solicited-flag {on | off |
none}

-/none

OnpeaennTtb 3HavyeHne ¢nara solicited 8 NA-coobueHumnx.

match src-addr-acl src-addr-
acl_num

no match src-addr-acl src-
addr-acl_num

src-addr-acl_num:
(1..65535)

OcyuectBuTb NpmBAa3sky src-addr-acl k policy IPv6 ND Inspec-
tion.

Ypanutb npusasky src-addr-acl k policy IPv6 ND Inspection.

match tgt-addr-acl tgt-addr-
acl_num

no match tgt-addr-acl tgt-
addr-acl_num

tgt-addr-acl_num:
(1..65535)

OcyuwectBuTb NpmBA3Ky tgt-addr-acl K policy IPv6 ND Inspec-
tion.

Ypanutb npusasky tgt-addr-acl k policy IPv6 ND Inspection.

match tgt-mac-acl tgt-mac-
acl_num

no match tgt-mac-acl tgt-
mac-list_num

tgt-mac-acl_num:
(1..65535)

OcyuectBuTb NpusaAskKy tgt-mac-acl k policy IPv6é ND Inspec-
tion.

Yaanutb npusasky tgt-mac-acl k policy IPv6 ND Inspection.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelica Ethernet

Bug, 3anpoca KOMaHAHOW CTPOKU peXnma KoHPUrypupoBaHua nHtepdelica:

console

(config-if) #

Tabnuua 171 — KomaHabl pexkuma KoHourypuposaHusa nHtepoeiica Ethernet

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

ipv6 nd inspection

no ipv6 nd inspection

-/BbIK/OYEHO

BkntounTb pyHKUMIO IPv6 ND Inspection Ha nHTepdelice.

Bbikntountb PpyHKumMio IPv6 ND Inspection Ha uHTepdeiice.

ipv6 nd inspection trust-
state trusted

ipv6 nd inspection trust-
state untrusted

Mo ymonyaHuio Bce NopTbl
AsnaoTcA untrusted

[06aB1Tb NOPT B CMUCOK LOBEPEHHDIX.

Y4anuTb NOPT U3 CNMUCKA LOBEPEHHDIX.

ipv6 nd inspection attach-
policy policy_id

no ipv6 nd inspection at-
tach-policy policy_id

policy_id: (1..65535)

MpuBasaTb ckoHdUrypnposaHHbIn policy IPv6 ND Inspection K
nHTEpbeElcy.

Nonutuka He moxkeT 6bITb NPUBA3aHa K UHTepdelicy,
. HaxoAsALemycs B CUCKe AO0BEPEHHbIX NOPTOB.

Yaanuts policy IPv6 ND Inspection ¢ nHtepdeiica.

KomaHOwbi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK B pexume Privileged EXEC:

console#

Tabnnua 172 — KomaHgbl pexkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Hlelicmeue

show ipv6 nd inspection
[interface fastethernet
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group ]

MokasaTtb HacTpolikK IPv6 ND Inspection Ha nHTpedelicax.

show ipv6 nd inspection policy
[policy_id]

policy_id: (1..65535)

MoKa3aTb HacTpoliku noantuk IPvé ND Inspection.

show ipv6 nd inspection src-
addr-acl [src-addr-acl_num]

src-addr-acl_num:
(1..65535)

MokasaTtb HacTpoliku IPv6 ND Inspection src-addr-acl.
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show ipv6 nd inspection tgt- tgt-addr-acl_num: MokasaTtb HacTpolikm IPv6 ND Inspection tgt-addr-acl.
addr-acl [tgt-addr-acl_num] (1..65535)

show ipv6 nd inspection tgt- tgt-mac-acl_num: Moka3saTb HacTpoliku IPv6 ND Inspection tgt-mac-acl.

mac-acl [tgt-mac-acl_num] (1..65535)

show ipv6 nd inspection global - MokasaTb rnobanbHble HacTpoiiku IPv6 ND Inspection.

4.22 ®dyHKuuu DHCP Relay nocpegHuka

KommyTtatopbl nogaeprkmeatot dyHKkumMmn DHCP Relay areHTa. 3agaveit DHCP Relay areHTa asnsaetca
nepegadya DHCP-nakeToB OT KAMeHTa K cepBepy U obpaTtHo B cayyae, ecnm DHCP-cepBep HaxoaMTcA B 04HOM
CeTWN, a KAneHT B Apyroi. Apyron ¢yHKUMeN sBaseTcs AobasieHMe AONOJIHUTEsNbHbIX onumin 8 DHCP-
3anpockl KAneHTa (Hanpumep, onuum 82).

MpuHumn pabotbl DHCP Relay areHTa Ha KOmMyTaTope: KOMMYTaTOpP NPUHMMAET OT KaneHTa DHCP-
3anpocol, NepeaaeT 3TW 3aNPOCbl CEPBEPY OT UMEHM K/IMEHTa (0CTaBAAs B 3anpoce onuuun ¢ Tpebyembimm
KAMEHTOM MapamMeTpaMu U, B 3aBUCUMOCTM OT KOHOUrypaumm, aobasnaa cson onuuu). Monyyms oTBeT OT
cepBepa, KOMMyTaToOp NepesaeT ero KANEHTY.

KomaHObI pexcuma 2a06ana6HolU KOHpuU2ypayuu

Bua 3anpoca KOMaHAHOW CTPOKM peXknma rnobanbHoM KoOHPUrypauuu:
console (config) #

Tabnunua 173 — KomaHabl pexkmma rnobanbHol KoHdurypaumm

3HaveHue/3HavyeHue ”
KomaHoa / Aelicmeue
o ymon4aHuio
ip dhcp relay BKkatounTb PpyHKUMo DHCP Relay areHTa Ha KommyTaTope.
Ecnn DHCP Relay BkatoueH rn106as1bHO, HO He BK/IOYEH Ha
-/BbIKOYEHO V otaenbHbiX VLAN, To Relay 6yaet paboTtaTtb Ha BCeX aKTUB-
HbiX VLAN.
no ip dhcp relay Bbikntountb pyHKuMio DHCP Relay areHTa Ha KommyTaTope.
ip dhcp relay server ip_add 3apaTb IP-agpec goctynHoro DHCP-cepsepa ans DHCP Relay
src_port: (1..65535);
[source-port src_port] areHTa.
L dst_port: (1..65535);
[destination-port dst_port]
ip dhcp rel o_add | V\OHeT belTb 3aAak0 0 70 P DHCP DHCP Rel
no ip dhcp relay server ip_a NATH CepBEpOB fanuTtb IP-agpec 13 cnuncka -cepBepoB Ann elay
areHTa.

KomaHOwb! pexcuma kKoHguaypauyuu VLAN

Bupa, 3anpoca KOMaHAHOM CTPOKM B perknme KoHourypaumm VLAN:

console (config-vlan) #

Tabnunua 174 — KomaHabl pexxmma KoHourypauum VLAN

3HaveHue/3Ha4yeHue »
KomaHoa / Aelicmeue
no yMoaYaHuro
ip dhcp relay BkntoumTtb ¢yHKumio DHCP Relay areHTa ana KoHourypupyemoro
VLAN.
-/BbIK/IOYEHO
no ip dhcp relay Bblkntountb ¢yHKUmMio DHCP Relay areHTa gna KoHbuUrypupyemoro
VLAN.
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A ELTEX

KomaHOowbl pexcuma EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunuya 175 — KomaHab! pexkuma EXEC

Komanda 3HayeHue/3HayeHue Lleiicmeue
no ymon4aHuro
show ip dhcp relay information fa_port: (0/1..24); OTo6pasuTb KOHPUrypaLmilo HacTpoeHHoh ¢yHKumm DHCP Relay
{fastethernet fa_port | giga- gi_port: (0/1..28); areHTa g8 KOMMYTaTopa M OTAENbHO N5 MHTEpPhENCoB, a TaKKe
bitethernet gi_port | tengiga- te_port: (0/1..6); CMUCOK AOCTYMHbIX CEPBEPOB.
bitethernet te_port | vlan vian} vlan: (1..4094)
show dhcp server - OT06pa3unTb CNUCOK AOCTYMNHbIX CEPBEPOB.

4.23 KoHdurypaumua DHCP-cepBepa

' DYHKLUMA noafep:KUBaeTca TONbKO Ha mogenax MES2424, MES2424B, MES2424FB,
o MES2424P, MES2448, MES2448B, MES2448P, MES2420-48P, MES2411X, MES3400-24,
MES3400-24F, MES3400-48, MES3710P.

DHCP-cepBep ocyuwiectBafeT LEHTPaAN30BaHHOE ynpaBieHMe CeTeBbIMM aapecamn M COOTBET-
CTBYIOLUMMMN KOHPUIYypPaLMOHHBIMW NapameTpamu, aBTOMaTUYECKM MPeLoCTaBAAs UX KAMEHTaM. ITo
no3BossieT n3bexkaTb Py4YHOM HACTPOMKKN YCTPONCTB CETU U YMEHbLLAET KOJINYECTBO OLUMOOK.

Ethernet-kommyTaTopbl MoryT paboTtaTb Kak DHCP-KaueHT (nonyyeHune coberseHHoro IP-aapeca oT
cepsepa DHCP), Tak n Kak DHCP-cepBep. B cnyyae ecnn DHCP-cepBep OTKAOYEH, TO KOMMYTATOP MOMKET
pabotatb c DHCP Relay.

KoHdurypuposaHue onumin DHCP-cepBepa BO3MOXKHO KaK U3 permnma rnobasbHo KoHbUrypaumm,
TaK 1 U3 pexkuma KoHpurypmposaHuna DHCP-nyna agpecos. B pexkmume KoHourypmposaHua DHCP-nyna aa-
pecoB eCcTb BO3MOMHOCTb HaCTpanBaTb CTaTUYECKME 3aMNUCK.

V‘ Mpu oaHOBpemeHHOI HacTpoiike 3HaueHuin onuuii DHCP-cepBepa B pexkume rnobanbHoii
KoHdurypaumm, pexkume koHpurypuposaHua DHCP-nyna agpecoB u HacTpoitke host-
3anuceii Bblgayva onuuii byaer ocyLwecTBAATLCA B COOTBETCTBUM CO C/IeAYIOWMM npuopuTe-
TOM:
1. Hactpoiika ctratuuecKoii 3anucm.
2. Hactpoiika gnaa pool.
3. InobanbHasa HacTpoiiKa.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnobanbHOM KoOHOUrypaLumm:

console (config) #

Tabnunua 176 — KomaHabl pexkuma rnobanbHol KoHdurypaumm

3HaveHue/3Ha4yeHue »
KomaHda / HAelicmeue
no yMoaYaHuro
ip dhcp server BkntoueHune ¢pyHKumn DHCP-cepBepa Ha KommyTaTope.
- -/BbIK/IIOYEHO
no ip dhcp server BbikntoueHue pyHkumm DHCP-cepBepa Ha KommyTaTope.
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ip dhcp pool {number}
[name]

no ip dhcp pool {number}

number: (1..2147483647)
name: (1..64) cumBonoB

BoliTn B pexxum KoHdurypaumm DHCP-nyna agpecos DHCP-
cepsepa.

- number — Homep DHCP-nyna agpecos;

- name — vuma DHCP-nyna agpecos.

’ |  MakcumanbHo aonyctumoe Konmuectso DHCP pool
= YKa3aHo B Tabnuue 9.

Ypanutb DHCP-nyn ¢ 3a4aHHbIM UMEHeM.

ip dhcp server excluded-
address low_address
[high_address]

no ip dhcp server
excluded-address low_ad-
dress [high_address]

YKasartb IP-agpec, koTopble DHCP-cepBep He byaeT HasHayaTb
ana DHCP-knueHTOB.

- low-address — HayanbHbIN IP-agpec AMana3oHa;

- high-address — koHeuHbIV IP-agpec AnanasoHa.

Ypanutb IP-aapec 13 cnncka UCKIOYEHUI 411 Ha3HAYeHMA ero
DHCP-knneHTam.

ip dhcp server bootfile name

no ip dhcp server bootfile

filename: (1..64)
CUMBOJI0B

YKazaTtb uma ¢aitfa, MCNosib3yeMoro A5 HayabHOM 3arpy3Kku
DHCP-knueHTa.

YCTaHOBWUTb 3HAYeHUE NO YMOIHaHUIO.

ip dhcp server default-router
ip_address_list

no ip dhcp server default-
router

Mo yMON4YaHMIO CINCOK
MapLLpPyTU3aTOPOB He
onpegesneH

OnpeaennTb CNUCOK MapLIpyTU3aTOPOB MO YMONYAHWUIO AnA
DHCP-knueHTa:
- ip_address_list — cnucok IP-aapecoB maplupyTnsaTopos, Mo-
XKeT cofepKaTtb A0 8 3anucei, pasaeneHHbix npobenom.
IP-agpec mapwpyTusaTopa AonKeH 6biTb B TO e
e NnoACeTH, YTO U KANEHT.

YCTaHOBWTb 3HaYeHMe N0 YMOAYAHUIO.

ip dhcp server dns-server
ip_address_list

no ip dhcp server dns-server

Mo ymonyaHuio cnncok
DNS-cepBepoB He
onpeaeneH

Onpegenutb cnucok DNS-cepBepoB, AOCTYNHbIX 417 KAMEHTOB
DHCP.

- ip_address_list — cnucok IP-agpecos DNS-cepepoBs, MmoxeT
copepKaTb 40 8 3anucen, pasgeneHHbix npobenom.

YCTaHOBWTb 3HaYeHMe N0 YMOYAHUIO.

ip dhcp server domain-name
domain

no ip dhcp server domain-
name

domain: (1..128)
CMMBO/IOB

Onpegenntb gomeHHoe nma gna DHCP-knneHTOB.

YCTaHOBUTb 3HAYEHME MO YMOYAHUIO.

ip dhcp server netbios-name-
server jp_address_list

no ip dhcp server netbios-
name-server

Mo ymonyaHumio cnmucok
WINS-cepBepoB He
onpeaeneH

Onpepenntb cnncok WINS-cepsepoB, JOCTYNHbIX ANA KANEH-
ToB DHCP.

- ip_address_list — cnucok IP-appecos WINS-cepBepos, moeT
copepKaTb 40 8 3anuceit, pasgeneHHbix npobenom.

YCTaHOBUTb 3HAYEHME MO YMOYAHUIO.

ip dhcp server netbios-node-
type {b-node | p-node | m-
node [ h-node}

no ip dhcp server netbios-
node-type

Mo ymonuaHuio TMnN y3na
NetBIOS He onpepeneH

Onpegaenutb TMN y3na NetBIOS Microsoft ans knmentos DHCP:
- b-node — WWMpoKoBeLLaTe/IbHbIN;

- p-node — TOYKa-TOUKa;

- m-node — KOMBUHWPOBAHHbIN;

- h-node — rnbpuaHbIA.

YCTaHOBUTb 3HAYEHME MO YMOYAHUIO.

ip dhcp server next-server
ip_address

no ip dhcp server next-server

Wcnonb3oBatb ana ykasaHuAa DHCP-knneHTy agpeca cepsepa
(kak npaBuno, TFTP-cepBepa), C KOTOPOro A0/KEH b6bITb NONY-
YeH 3arpy3oyHblit daiin.

YCTaHOBUTb 3HaYeHMe N0 YMOHYAHWIO.

ip dhcp server ntp-server
ip_address_list

no ip dhcp server ntp-server

Mo YMON4YaHUIO CNNCOK
cepBepoB He onpeaeneH

OnpeaenvTb CNUCOK CEPBEPOB BPEMEHM, AOCTYMHbIX A8 KAK-
eHToB DHCP.

- ip_address_list — cnucok IP-agpecos cepBepoB BpeMeHU, Mo-
XKeT coepKaTtb A0 8 3anuncei, pasaeneHHbix npobenom.

YCTaHOBUTb 3HaYeHMe N0 YMOHYAHWIO.
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ip dhcp server sip-server
{domain domain_name_list |

ip ip_address_list
PIp_ _list} Mo ymMOoA4YaHMIO CNUCOK

SIP-cepBepoB He
onpeaeneH

no ip dhcp server sip-server

Onpegenntb cnucok SIP-cepBepoB, AOCTYMHbIX ANA KAMEHTOB
DHCP.

- domain_name_list — cnUCOK AOMEHHbIX MMeH SIP-cepBepos,
MOXET COAEPNKaTb A0 2 3anucei, pasgeneHHbix npobenom.
MaKcnmanbHasa AanHa CTpoku — 125 cumBonos.
-ip_address_list —cnucok IP-agpecos SIP-cepBepoB, MOXKET co-
AepKaTb 0 8 3anuceit, pasgeneHHbix npobenom.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

ip dhcp server vendor-specific
ascii_string ascii_string: (1..128)

CMMBOJ10B

no ip dhcp server vendor-
specific

OnpefenvTb COOTBETCTBME MEXAY ONpeA/ieHHbIMU ONMUMAMM
DHCP ¢ KOHKpeTHbIM BEHA0POM.

YCTaHOBUTb 3Ha4YeHMe NO YMOIHAHMUIO.

ip dhcp server option code
{boolean bool val | ascii
ascii_string | ip ip_address_list
| hex hex_string | none}

code: (0..255);
bool_val: (true, false);
ascii_string: (1..160)
CMMBOJI0B

no ip dhcp server option code

Hactpoutb onuumn DHCP-cepsepa.

- code — kog, onunn DHCP-cepBepa;

- bool_val — nornyeckoe 3HauyeHue;

- ascii_string — ctpoka B popmate ASCII;

- ip_address_list — cnucok IP-agpecoB (B HEKOTOPbIX Cly4Yasnx
MOMKET CoaepKaTb 0 8 3anucei);

- hex_string — cTpokKa B 16-om ¢popmare.

Yaanutb onuuun ana DHCP-cepsepa.

ip dhcp server offer-reuse

time .
time: (1..120) cekyHp,

no ip dhcp server offer-reuse

3apaTtb BpemA, B TedeHue kKotoporo DHCP-cepsep oxupgaet
DHCP REQUEST ot kKnneHTa, npexae 4yem noBTOPHO OTNPaBUTb
OFFER.

YCTaHOBUTb 3Ha4YeHMe NO YMOIHAHMUIO.

ip dhcp server ping-packets

-/BbIK/IOYEHO

no ip dhcp server ping-packets

Bkntountb nepepady ICMP-3anpocoB Ha HasHavaemblit |IP-
agpec, 4Tobbl NPOBEPUTL 3aHATOCTb agpeca, Npexae Yem oH
6yaeT HazHayeH DHCP-knueHTy.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypayuu nyaa DHCP-cepsepa

Bupg, 3anpoca KOMaHAHOM CTPOKM B pexkmume KoHdurypauum nyna DHCP-cepsepa:

console# configure

console (config)# ip dhcp pool 1 test

console (config-dhcp) #

Tabnuua 177 — KomaHapl pexkuma KoHoUrypaumm

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aeiicmeue

network low_address {ip_mask
| prefix_length} high_address |
network_number

3a4aTb AMana3oH BblJABAEMbIX afPECOB A1 YKa3aHHOTo
DHCP-nyna.

- network_number — IP-agpec Homepa NoAceTu;

- low_address — HavanbHbIN IP-agpec gruana3oHa agpecos;
- high_address — koHeuyHbIV IP-agpec AMana3oHa agpecos;
- mask — macka nogceTu.

no network Ypanutb ananasoH agpecos DHCP-nyna.
lease {days [hours [minutes]] | Bpemsa apeHapb! IP-aapeca, KoTopoe HazHayeHo ot DHCP.
infinite} - infinite — Bpems apeHApbl He OrpaHMUYeHoO;
- days — Konn4yecTBo AHel;
-/1 peHb - hours — KONMYeCTBO Yacos.;
- minutes — KONNYECTBO MUHYT.
no lease YCTaHOBWTb 3HaYeHMEe N0 YMOYAHMIO.

excluded-address low_address
high_address

no excluded-address
low_address high_address

YKasatb IP-agpeca, koTopble DHCP-cepsep He byaeT HasHa-
yatb gna DHCP-knueHTOB.

- low-address — HayanbHbIN IP-agpec Mana3oHa;

- high-address — koHeuHbIV IP-agpec ananasoHa.

Yaoanutb IP-aapeca M3 CNUCKa UCKAOYEHUI ANA Ha3HavyeHuA
ero DHCP-knueHTam.

filename: (1..64)
CMMBOJI0B

bootfile filename

YKaszaTtb umA daitna, MCNoab3yemMoro A/1A HavabHOW 3arpysku
DHCP-knueHTa.
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no bootfile

YCTaHOBUTb 3Ha4YeHME N0 YMOIYAHMUIO.

default-router ip_address_list

no default-router

Mo ymon4aHuo CNnCoK
MapLLPyTU3aTOPOB He
onpegaeneH

OnpesennTb CMMCOK MAapLUPYTM3aTOPOB MO YMONYAHUIO ANA
DHCP-knueHTa:
- ip_address_list — cnucok IP-agpecoB mapLwpyTM3aTopos,
MOXET CoAepKaTb A0 8 3anunceit, pasaeneHHbix npobesom.
IP-agpec mapwpyTusaTopa AonXKeH 6biTb B TOM XKe
e NOACETH, YTO U KAUNEHT.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

dns-server ip_address_list

no dns-server

Mo ymonyaHuio cnucok
DNS-cepsepos He
onpeaeneH

Onpegenntb cnncok DNS-cepsepoB, AOCTYNHbIX ANA KAUEH-
Tos DHCP.

- ip_address_list — cnucok IP-appecos DNS-cepBepoB, moxkeT
cofepKaTb A0 8 3anucei, pasaeneHHbix npobesnom.

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

domain-name domain

no domain-name

domain: (1..128)
CMMBO/I0B

Onpegenntb someHHoe uma gns DHCP-knveHTOB.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

netbios-name-server
ip_address_list

no netbios-name-server

Mo ymonyaHuio cnucok
WINS-cepBepoB He
onpegeneH

Onpegenntb cnncok WINS-cepBepoB, AOCTYMNHbIX AAA KAUEH-
ToB DHCP.

- ip_address_list —cnucok IP-agpecos WINS-cepBepos, MoxeT
cofep:KaTb 0 8 3anucei, pasaeneHHbIx npobenom.

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

netbios-node-type {b-node | p-
node | m-node | h-node}

no netbios-node-type

Mo ymonyaHuio TMn y3na
NetBIOS He onpeaeneH

Onpegenutb TMN y3na NetBIOS Microsoft gns knneHtos DHCP:
- b-node — WpoKoBeLwaTeNbHbI;

- p-node — TOYKa-TOUKA;

- m-node — KOMBUHUPOBAHHbIN;

- h-node — rnbpuaHbIn.

YCTaHOBUTb 3Ha4YeHMe NO YMOHAHMUIO.

next-server ip_address

no next-server

Mcnonb3osatb AnA ykasaHua DHCP-knneHTy agpeca cepsepa
(kak npaBuno, TFTP-cepBepa), C KOTOPOro A0/IXKeH 6bITb NONY-
YeH 3arpy3oydHbli dain.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

ntp-server ip_address_list

no ntp-server

Mo yMOAYaHMIO CMIMCOK
CepBepoB He onpeaeneH

OnpefenvTb CNUCOK CEPBEPOB BPEMEHM, AOCTYMHbIX ANA KNK-
eHTos DHCP.

- ip_address_list —cnucok IP-appecos cepBepoB BpeMeHU, MO-
YKET coaepKaTtb A0 8 3anuncei, pasaeneHHblx npobenom.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

sip-server {domain
domain_name_list | ip
ip_address_list}

no sip-server

Mo yMmon4YaHUo CNncok
SIP-cepBepoB He
onpepeneH

Onpegenntb cnncos SIP-cepBepoBs, AOCTYMHbIX ANA KAWEHTOB
DHCP.

-domain_name_list — cnMcoK foMeHHbIX UMeH SIP-cepBe-posB,
MOMKEeT cofepyKaTb 40 2 3anucen, pasgefieHHbIX npobenom.
MaKcnmanbHaa AanHa CTPOKU — 125 cumBo0B.

- ip_address_list — cnucok IP-agpecos SIP-cepBepoB, MoXeT
cofepyKaTb 0 8 3anucei, pasaeneHHbIX npobenom.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

vendor-specific ascii_string

ascii_string: (1..128)

Onpenenntb COOTBETCTBME MENKAY OnpeaeseHHbIMU Onuum-
AMU DHCP ¢ KOHKpeTHbIM BEHAOPOM.

hex_string | none}

no option code

bool_val: (true, false);
ascii_string: (1..160)
CMMBOJIOB

CMMBOOB - ascii_string — cTpoka B ¢opmarte ASCII.
vendor-specific YCTaHOBWTb 3HAYEHWE MO YMONYAHUIO.
option code {boolean HacTpoutb onummu DHCP-cepBepa.
bool_val | ascii ascii_string | ip - code — kog, onuun DHCP-cepBepa;
ip_address_list | hex code: (0..255); - bool_val — nornyeckoe 3HauyeHwue;

- ascii_string — ctpoka B popmate ASCII;

- ip_address_list — cnucok IP-agpecoB (B HEKOTOPbIX Cly4Yasnx
MOXET coepKaTb A0 8 3anuceit);

- hex_string — cTpokKa B 16-om ¢popmare.

Yaanutb onuuun ana DHCP-cepsepa.

utilization threshold
percentage

no utilization threshold

percentage: (0..100);
-/75 npoueHToB

3afaTb 3HaueHMe B MPOLLEHTaXx, MPU KOTOPOM ByZleT creHepu-
POBaHO COO6LEHNE O 3aMOIHEHUN NyNa A0 YKa3aHHbIX rpa-
HULL.

YCTaHOBUTb 3Ha4YeHME N0 YMOHAHMUIO.
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[pumepbl UC016308AHUS KOMAHO

Hactpoutb DHCP-nyn ¢ umeHem test u ykasatb ana DHCP-knneHTOB: MMA gomeHa — test.ru, w3
no ymon4vaHuio — 192.168.45.1 n DNS-cepsep —192.168.45.112.

console#

console# configure terminal

console (config) # interface vlan !

console (config-if)# ip address 192.168.45.1 255.255.255.0
console (config-if) # exit

console (config) # ip dhcp server

console (config)# ip dhcp pool 1 test

console (dhcp-config)# network 192.168.45.0 255.255.255.0

console (dhcp-config) # domain-name test.ru

console (dhcp-config) # dns-server 192.168.45.112

console (dhcp-config) # default-router 192.168.45.1

console (dhcp-config) # host hardware-address aa:bb:cc:dd:ee:ff ip
192.168.45.250

console (dhcp-config)# host hardware-address aa:bb:cc:dd:ee:ff ntp-server
192.168.45.254

console (dhcp-config)# host hardware-address aa:bb:cc:dd:ee:ff dns-server
192.168.45.113

[Mpumepsbl Hacmpolku onyuli

HacTtpontb DHCP-nyn ¢ umeHem test n ykasatb ana DHCP-knneHToB cneaytowme onumu: option 3 -
192.168.45.1, option 12 - hostname_test, option 15 - test.ru, option 19 - True.

console#
console# configure terminal
console (config) # interface vlan !
console (config-if)# ip address 192.168.45.1 255.255.255.0
console (config-if) # exit
console (config)# ip dhcp server
console (config)# ip dhcp pool 1 test
console (dhcp-config)# network 192.168.45.0 255.255.255.0
console (dhcp-config)# option 3 ip 192.168.45.1
console (dhcp-config)# option 12 hex 686f73746e616d655f74657374
( )# option 15 ascii test.ru
( ) # option 19 boolean

console (dhcp-config
console (dhcp-config

V B npumepe 3HayeHune onuum 12 nepeseseHo u3 ascii B hex.

KomaHObI pexcuma KoHgu2ypayuu cmamuyeckux 3anucell DHCP-cepsepa

Bupg, 3anpoca KOMaHAHOM CTPOKM B pexxmume KoHdurypauum nyna DHCP-cepsepa:
console# configure

console (config)# ip dhcp pool 1 test

console (config-dhcp) #

Tabnnuya 178 — KomaHgb! pexuma rnobanbHoin KoHdUrypaumm

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

host client-identifier hex 3apaThb ip-agpec ANA yCTPOMCTBA C YKa3aHHbIM MAeHTUdUKa-
hex_string ip ip_address TOpOoM.

- hex_string —vaeHTUdUKATOP KNNEHTa, NPeACTaBAALMIA CO-
6011 hex-cTpoky;

- ip_address — IP-agpec, HasHa4Yaemblit KaneHTy DHCP-cepBe-
pa.

hex_string: (1..156)
CUMBOJIOB
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no host client-identifier hex
hex_string ip

Y[anuTb CTaTUYECKYHO 3aMUCb, COOTBETCTBYIOLLYIO KIUEHTY C
YKa3aHHbIM MaeHTUdUKaTopom.

host client-identifier hex
hex_string bootfile filename

no host client-identifier hex
hex_string bootfile

hex_string: (1..156)
CMMBOJ/IOB;
filename: (1..64)

Co3aaTb CTAaTMYECKYlD 3anucb AR KAMEHTA C YKa3aHHbIM
NAeHTUPUKATOpPOMm.

- hex_string — naeHTUdUKaATOP KANEHTA, NPeACTaBAAOLLNNA
coboit hex-cTpoky;

- filename — HanmeHoBaHWe 3arpy304Horo ¢aina.

YAanuTb CTaTUYECKYHO 3aMucb, COOTBETCTBYIOLLYIO K/MEHTY C
YKa3aHHbIM MAeHTUGUKATOPOM.

host client-identifier hex
hex_string default-router
ip_address_list

no host client-identifier hex
hex_string default-router

hex_string: (1..156)
CUMBOJI0B

OnpeaennTb CNMCOK MapLIPyTM3aTOPOB MO YMOYAHUIO ANA

yKasaHHoro kaneHta DHCP-cepsepa:

- hex_string — naeHTMdMKaTOP KAMEHTa, NPeaCcTaBAAOLMNI

cobolt hex-cTpoky;

- ip_address_list — cnncok IP-agpecoB mapLupyTU3aTopos, Mo-

KET cogepraTb 40 8 3anuceit, pasgeneHHbix npobenom.
IP-agpec maplupyTuM3aTopa A0NXKeH 6bITb B TOM e

e NoACETH, YTO U KINEHT.

Y[anuTb CTaTUUYECKYIO 3aMMCb, COOTBETCTBYIOLLYIO K/MEHTY C
YKa3aHHbIM NAEeHTUGUKATOPOM.

host client-identifier hex
hex_string dns-server ip_ad-
dress_list

no host client-identifier hex
hex_string dns-server

hex_string: (1..156)
CMMBO/IOB

Onpegenutb cnncok DNS-cepsepoB, AOCTYMHbIX 4NA CTaTU4e-
CKOM 3aMM1CH C YKa3aHHbIM MAEHTUPUKATOPOM.

- hex_string — naeHTUdUKATOP KAMEHTa, NPeaCcTaBAAOLLIMMA
cobolii hex-cTpoky;

- ip_address_list — cnncok IP-agpecoB mapLupyTU3aTopoBs, Mo-
YKEeT coaep:kaTb A0 8 3anuceit, pasaeneHHbIx npobenom.

YLanuTb CTaTUYECKYHO 3aMucb, COOTBETCTBYIOLLYIO KAMEHTY C
YKa3aHHbIM NAEeHTUGUKATOPOM.

host client-identifier hex
hex_string domain-name do-
main

no host client-identifier hex
hex_string domain-name

hex_string: (1..156)
CUMBOJI0B;
domain: (1..128) cumso-
nos

OnpefennTb JOMEHHOE UMA A1 CTaTUYECKOoW 3amncncy ¢ yKa-
3aHHbIM UAEHTUDUKATOPOM.

- hex_string — naeHTUdUKATOP KAMEHTA, NPeACTaBAAOLWMIA
cobow hex-cTpoky.

Y4anuTb CTaTUYECKYHO 3aMuCb, COOTBETCTBYIOLLYIO KAMEHTY C
YKa3aHHbIM NAEHTUGUKATOPOM.

host client-identifier hex
hex_string netbios-name-
server ip_address_list

no host client-identifier hex
hex_string netbios-name-
server

hex_string: (1..156) cum-
BOJIOB

Onpeaenntb cnnucok WINS-cepsepoB, 414 cTaTU4ecKoW 3a-
NUCK C YKa3aHHbIM UAEHTUPUKATOPOM.

- hex_string — naeHTMPUKATOP KNNEHTA, NPeaCcTaBAAIOLWMI
cobow hex-cTpoky;

- ip_address_list — cnucok IP-agpecos WINS-cepsepoB, mo-
YKET coaepKaTtb A0 8 3anuncei, pasaeneHHbix npobenom.

YAanuTb CTaTUYECKYIO 3anuncb, COOTBETCTBYIOLLYIO KANEHTY C
yKa3aHHbIM UAeHTUMKATOPOM.

host client-identifier hex
hex_string netbios-node-type
{b-node | p-node | m-node |
h-node}

no host client-identifier hex
hex_string netbios-node-type

hex_string: (1..156)
CMMBO/IOB

Onpeaenntb TMN y3na NetBIOS Microsoft gna TaTuyeckom 3a-
NMUCK C YKa3aHHbIM UAEHTUPUKATOPOM:

- b-node — WwpoKoBewaTenbHbI;

- p-node — TOYKa-TOUKa;

- m-node — KOMBUHNPOBaHHbIN;

- h-node — rnbpuaHbIn.

- hex_string — naeHTMdUKATOP KAMEHTa,
coboii hex-cTpoky.

npeacTaBAoLWmiA

Y[anuTb CTaTUYECKYHO 3aMUCb, COOTBETCTBYIOLLYIO KUEHTY C
YKa3aHHbIM UAeHTUbUKATOpOM.

host client-identifier hex
hex_string next-server ip_ad-
dress

no host client-identifier hex
hex_string next-server

hex_string: (1..156)
CMMBOJI0B

OnpeaennTb ANA CTaTUYECKOW 3annCK C yKa3aHHbIM UAEHTU-
¢durKaToopm aapeca cepsepa (Kak npasuno, TFTP-cepsepa), ¢
KOTOPOro A0/IXKeH ObITb MOAYYEH 3arpy304HbIi daiin.

- hex_string — naeHTMPUKATOP KNNEHTA, NPeaCcTaBAAIOLWMI
coboit hex-cTpoky.

Y4anuTb CTaTUYECKYIO 3aMucb, COOTBETCTBYIOLLYIO KANEHTY C
YKa3aHHbIM UAEeHTUGUKATOPOM.
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host client-identifier hex
hex_string ntp-server ip_ad-
dress_list

no host client-identifier hex
hex_string ntp-server

hex_string: (1..156)
CMMBO/I0B

OnpegaenseT CNMCOK cepBepoB BpemMeHu, A1A CTaTUYecKom
3anuncK € YKa3aHHbIM UAEHTUOUKATOPOM.

- ip_address_list — cnucok IP-agpecoB cepBepoB BPEMEHM,
MOMKET COAEPMKaTb A0 8 3anucei, pasaeneHHbix npobenom;
- hex_string — naeHTUOUKATOP KANEHTA, NPEACTABAAOLLNIA
coboit hex-cTpoKy.

YAanuTb CTaTUYECKYH0 3anMucb, COOTBETCTBYIOLLYIO KUEHTY C
YKa3aHHbIM UaeHTUdUKaTOpOM.

host client-identifier hex
hex_string sip-server {domain
domain_name_list | ip ip_ad-
dress_list}

hex_string: (1..156)

Onpepgenutb cnmucos SIP-cepBepoB, AOCTYNHbIX ANA CTaTU4Ye-
CKOM 3anuncK ¢ yKasaHHbIM naeHTudmnKaTopom.

- hex_string — naeHTUOUKATOP KANEHTA, NPEACTABAAOLLNIA
coboit hex-cTpoKy;

- domain_name_list — cnUCOK AOMeHHbIX MMeH SIP-cepBepoB,
MOMKET COAEPMKATb A0 2 3anuncei, pasaeneHHbix Npobaom.

cMmBO/NIOB MaKkcumanbHasa ganHa cTpokm 125 cumBonos.

- ip_address_list — cnucok IP-agpecos SIP-cepsepos, moxeT

cofepxKaTtb A0 8 3anuceld, pasfeneHHbix Npobesom.
no host client-identifier hex YAanuTb CTaTUYECKYIO 3anucb, COOTBETCTBYIOLLYIO KJAMEHTY C
hex_string sip-server YKa3aHHbIM naeHTUMKaATOpOM.
host client-identifier hex OnpeaennTb yKasaHHbIe ONUMU AN CTAaTUYECKOW 3aMucK C
hex_string option code {bool- 3afl@aHHbIM NAEHTUDUKATOPOM.
ean bool_val | ascii code: (0..255); - hex_string — naeHTMOUKATOP KANEHTA, NPEACTABAAOLLUNNA

ascii_string | ip ip_ad-
dress_list | hex op-
tion_hex_string | none}

no host client-identifier hex
hex_string option code

bool_val: (true, false);
ascii_string: (1..160)
CYMBOJIOB;
option_hex_string:
(1..128) cumsonos;
hex_string: (1..156)
C“MBO/I0B

coboit hex-cTpoKy;

- code — kog, onunn DHCP-cepBepa;

- bool_val — nornyeckoe 3Ha4yeHue;

- ascii_string — ctpoka B ¢opmate ASCII;

- ip_address_list — cnnucok IP-agpecoB (B HEKOTOPbIX Cy4Yanx
MOKET cogeprKaTtb 40 8 3anucen);

- option_hex_string — cTpoka B 16-om popmare.

Y4anuTb CTaTUYECKYHO 3anucb, COOTBETCTBYHOLLYIO KAUEHTY C
YKa3aHHbIM UAEHTUDUKATOPOM.

no host client-identifier
hex hex_string

hex_string: (1..156)
C“MBO/I0B

YaanuTb Bce ONUMM Ha3HAYEHHbIe 418 CTaTUYeCKOM 3anucu C
YKa3aHHbIM UAEHTUDUKATOPOM.

host client-identifier ascii
ascii_string ip ip_address

no host client-identifier ascii
ascii_string ip

ascii_string: (1..128)
C“MBO/I0B

Co34aTb CTaTUYECKYHO 3aNUCh A/ KIMEHTA C YKa3aHHbIM
naeHTuduKaTopom.

- ascii_string — naeHTMGUKaATOP KANEHTA, NpeacTaBAAIOLWLMI
coboli ascii-cTpoky;

- ip_address — |P-agpec, HazHa4Yaembl KnmeHTy DHCP-cep-
Bepa.

YAanuTb CTaTUYECKYIo 3anucb, COOTBETCTBYHIOLLYIO KAUEHTY C
YKa3aHHbIM UaeHTUGMKATOPOM.

host client-identifier ascii
ascii_string bootfile filename

no host client-identifier ascii
ascii_string bootfile

ascii_string: (1..128)
CYMBOJIOB;
filename: (1..64)

Co34aTb CTaTUYECKYIO 3anUcCb AR K/AMEHTA C YKasaHHbIM
naeHTMdMKaTopom.

- ascii_string — naeHTUGUKaATOP KANEHTa, NPeaCTaBAAOLWLMI
coboli ascii-cTpoky;

- filename — HanmeHoBaHWe 3arpy3o4Horo ¢alina.

YanuTb CTaTUYECKYIo 3anucb, COOTBETCTBYIOLLYIO KANEHTY C
YKa3aHHbIM UaeHTUOMKATOPOM.

host client-identifier ascii
ascii_string default-router
ip_address_list

no host client-identifier ascii
ascii_string default-router

ascii_string: (1..128)
CYMBO/I0B

OnpeaenvTb CIMCOK MApLUPYTU3ATOPOB A/1A CTaTUYECKOW 3a-
MUCK C YKa3aHHbIM yAeHTUPUKATOPOM.
- ascii_string — naeHTUPUKATOP KNMEHTa, NPeACTaBAAOLWMA
coboli ascii-cTpoky;
- ip_address_list — cnucok IP-aapecoB MapLpyTM3aTopos, A0-
CTyNHbIX KAneHTy DHCP-cepBepa. MoxeT cogepatb 40 8 3a-
nucen.

IP-agpec mapLupyTU3aTopa A0NKEH bbITb B TOM Ke

e NoACeTH, YTO U K/INEHT.

YanuTb CTaTUYECKyto 3anucb, COOTBETCTBYHIOLLYIO KAMEHTY C
YKa3aHHbIM UAEeHTUDUKATOPOM.
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host client-identifier ascii
ascii_string dns-server ip_ad-
dress_list

no host client-identifier hex
ascii_string dns-server

ascii_string: (1..128)
CMMBO/I0B

OnpepenuTb cnncok DNS-cepBepoB, AOCTYMHbIX ANA CTaTU4e-
CKOW 3aMu1CcK € YKa3aHHbIM MAEHTUOUKATOPOM.

- ip_address_list — cnucok IP-agpecos DNS-cepBepoB, MOXKeT
cofeprKaTb A0 8 3anucel, pasgaeneHHbix npobenom;

- ascii_string — naeHTUdUKATOP KANEHTa, MPeACcTaBAAOLLIMNA
coboli ascii-cTpoKy.

YLanuTb CTaTUYECKYH 3anucb, COOTBETCTBYIOLLYHO KAUEHTY C
YKa3aHHbIM UAEHTUGUKATOPOM.

host client-identifier ascii
ascii_string domain-name do-
main

no host client-identifier ascii
ascii_string domain-name

ascii_string: (1..128)
CUMBO/IOB;
domain: (1..128)
CMMBO/IOB

OnpefenuTb JOMEHHOE UMA A1 CTaTUYECKOW 3amncucK ¢ yka-
3aHHbIM MAEHTUUKATOPOM.

- ascii_string — naeHTUOMKATOP KNNEHTa, NpeaCcTaBAAoWMMI
coboli ascii-cTpoKy.

YLanuTb CTaTUYECKYHo 3anucb, COOTBETCTBYIOLLYHO KAMEHTY C
YKa3aHHbIM NAEHTUGUKATOPOM.

host client-identifier ascii
ascii_string netbios-name-
server jp_address_list

no host client-identifier ascii
ascii_string netbios-name-
server

ascii_string: (1..128)
CMMBO/10B

Onpegenntb cnnucok WINS-cepBepoB, a5 cTaTUYECKOM 3a-
NUCK € YKa3aHHbIM UAEHTUPUKATOPOM.

- ascii_string — naeHTUdUKATOP KAMEHTa, MPeACcTaBAAOLLMNA
coboli ascii-CTpoKy;

- ip_address_list — cnucok IP-agpecos WINS-cepsepos, mo-
KeT cogepaTb A0 8 3anucei, pasgeneHHbix npobenom.

YAanuTb CTaTUYECKYHO 3aMucb, COOTBETCTBYHOLLYIO K/IMEHTY C
YKa3aHHbIM UAEHTUOUKATOPOM.

host client-identifier ascii
ascii_string netbios-node-type
{b-node | p-node | m-node |
h-node}

no host client-identifier ascii
ascii_string netbios-node-type

ascii_string: (1..128)
CMMBOJI0B

Onpeaenutb TMN y3na NetBIOS Microsoft ana Tatnyeckon 3a-
NUCK C YKa3aHHbIM UAEHTUPMKATOPOM:

- b-node — WMpoKoBeLwaTeNbHbIN;

- p-node — TOYKa-TOUKA;

- m-node — KOMBUHMPOBaHHbIN;

- h-node — rnbpuaHbIn.

- ascii_string — naeHTMPUKATOP KNAMEHTa, NPeaCcTaBNAOLWMIA
coboli ascii-CTpoky.

YAanuTb CTaTUYECKYHO 3aMucb, COOTBETCTBYHOLLYIO K/IMEHTY C
YKa3aHHbIM UAEHTUOUKATOPOM.

host client-identifier ascii
ascii_string next-server ip_ad-
dress

no host client-identifier ascii
ascii_string next-server

ascii_string: (1..128)
CMMBOJ/I0B

OnpegennTb ANA CTaTUUCKOM 3aNMCK C YKa3aHHbIM UAEHTU-
¢durKaToopm agpeca cepsepa (Kak npasuno, TFTP-cepsepa), c
KOTOPOro A0/IXKeH ObITb MOAYyYeH 3arpy304HbIn daiin.

- ascii_string — naeHTMUKATOP KAMEHTa, MPeACTaBAAOLLMIA
cobolt ascii-CTpokKy.

Ypoanutb CTaTUYEeCKYH 3aMnCb, COOTBETCTBYIOLLYHO KAUEHTY C
YKa3aHHbIM MAEHTM¢MK3TODOM.

host client-identifier ascii
ascii_string ntp-server ip_ad-
dress_list

no host client-identifier ascii
ascii_string ntp-server

ascii_string: (1..128)
CMMBO/IOB

Onpefenntb CNUMCOK CEPBEPOB BPEMEHMU, A/1A CTaTUYECKOM
3aM1CK C YKa3aHHbIM UAEHTUPUKATOPOM.

- ip_address_list — cnucok IP-aapecoB cepeepoB BpeMEHHU,
MOeT cofep:KaTb A0 8 3anuceld, pasfeneHHblx Npobenom;
- ascii_string — naeHTUPUKATOP KNAMEHTa, NPeaCcTaBNAIOLWLMI
cobolt ascii-cTpoky.

Ypanutb CTAaTUYECKYH 3aNnCb, COOTBETCTBYIOLLYHO KAUEHTY C
YKa3aHHbIM MAEHTMd)MKaTOpOM.

host client-identifier ascii
ascii_string sip-server {do-
main domain_name_list |
ip ip_address_list}

no host client-identifier ascii
ascii_string sip-server

ascii_string: (1..128)
CMMBOJI0B

Onpegenutb cnucos SIP-cepBepoB, A4OCTYNHbIX ANA cTaTUye-
CKOW 3aMM1CcK € YKa3aHHbIM MAEHTUOUKATOPOM.

- asccii_string — naeHTMGUKaTOp KANEHTa, NpeaCcTaBAAOWMUIA
cobol4 ascii-CcTpoky;

- domain_name_list — cnucoKk gomeHHbIX UmeH SIP-cepsepos,
MOeT cofep:KaTb A0 2 3anuceld, pasfeneHHblx npobesom.
MaKcmanbHaa AnHa CTPOKM — 125 cumBonos.

- ip_address_list — cnucok IP-agpecos SIP-cepsepoB, MOXKeT
cofepaTb A0 8 3anucel, passeneHHbix npobenom.

YanuTb CTaTUYECKYHO 3anucb, COOTBETCTBYHOLLYIO KNUEHTY C
YKa3aHHbIM MAEHTUGUKATOPOM.
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host client-identifier ascii
asccii_string option

code {boolean bool_val | ascii
option_ascii_string | ip ip_ad-
dress_list | hex hex_string |
none}

no host client-identifier ascii
ascii_string option code

code: (0..255);
bool_val: (true, false);
option_ascii_string:
(1..160)
CMMBO/I0B;
hex_string: (1..128)
CUMBOOB;
ascii_string: (1..128)
CMMBO/IOB

OnpeaennTb yKasaHHbIe ONLUUKN A1A CTaTUYECKOM 3anncK ¢
3a4aHHbIM MAEHTUPUKATOPOM.

- ascii_string — naeHTUOUKATOP KNMEHTA, NPeACTaBAAOLWMA
coboli ascii-cTpoky;

- code — kog, onunn DHCP-cepBepa;

- bool_val — nornyeckoe 3HayeHue;

- option_ascii_string — cTpoka B ¢popmate ASCII;

- ip_address_list — cnucok IP-agpecos (B HEKOTOPbIX CAyYasnx
MOMKET COAEepPMKaTb A0 8 3anucen);

- hex_string — cTpoka B 16-om ¢popmare.

YAanuTb CTaTUYECKYo 3anucb, COOTBETCTBYHIOLLYIO KNEHTY C
YKa3aHHbIM UaeHTUdUKaTOPOM.

no host client-identifier ascii
ascii_string

ascii_string: (1..128)
CMMBO/I0B

YAanuTb BCce ONUMM, Ha3HaYeHHble A1 CTaTUYeCKOM 3anncK ¢
YKa3aHHbIM UAeHTUOUKATOPOM.

host hardware-address
mac_address ip ip_address

no host hardware-address
mac_address ip

Co34aTb CTaTUYECKYIO 3aNNUCb A8 KIMEHTA C YKa3aHHbIM
naeHTMdrKaTopom.

- mac_address — naeHTUPUKATOP KNMEHTa, NPeACcTaBAAOWMI
coboit MAC-agpec ycTpoMcTBa;

- ip_address — IP-agpec, HazHa4Yaembl KnmeHTy DHCP-cep-
Bepa.

YAanuTb CTaTUYECKYH0 3anucb, COOTBETCTBYIOLLYIO K/IMEHTY C
YKa3aHHbIM UAeHTUDUKATOPOM.

host hardware-address
mac_address bootfile file-
name

no host hardware-address
mac_address bootfile

filename: (1..64)

Co3aaTb CTaTUYECKYIO 3aNuCb A1A KAMEHTA C YKa3aHHbIM
naeHtTndrKaTopom.

- mac_address — naeHTUPUKATOP KNMEHTa, NpeAcTaBAAoWMI
coboit MAC-aapec ycTponcTBa;

- filename — HanmeHoBaHMe 3arpy304Horo ¢aina.

YAanuTb CTaTUYECKYH0 3aMUCb, COOTBETCTBYIOLLYIO K/IMEHTY C
YKa3aHHbIM UAEHTUDUKATOPOM.

host hardware-address
mac_address default-router
ip_address_list

no host hardware-address
mac_address default-router

OnpenenvTb CNMCOK MapLUPYTU3aTOPOB A/1A CTaTUYECKOW 3a-
MUCK C YKa3aHHbIM YAeHTUPUKATOPOM.
- mac_address — naeHTUPUKATOP KNMEHTa, NpeacTaBAAoWMIA
coboit MAC-aapec ycTponcTBa;
- ip_address_list — cnucok IP-agpecos mapLpyTu3aTopos, A40-
CTynHbIX KnneHTy DHCP-cepeepa. MoxeT cogeprkatb A0 8 3a-
nucen.

IP-agpec maplupyTM3aTopa A0/MKeH 6biTb B TOM Ke

. NOACETU, UTO U K/INEHT.

YAanuTb CTaTUYECKYHo 3anmucb, COOTBETCTBYIOLLYIO KAMEHTY C
YKa3aHHbIM UAEHTUDUKATOPOM.

host hardware-address
mac_address dns-server jp_ad-
dress_list

no host hardware-address
mac_address dns-server

Onpepenntb cnncok DNS-cepsepoB, AOCTYMHbIX ANA CTaTU4e-
CKOM 3anmncK € yKasaHHbIM AeHTUdGUKATOpOMm.

- ip_address_list — cnucok IP-agpecos DNS-cepBepoB, MOXKeT
cozepKaTb A0 8 3anucen, pasgeneHHbIx npobenom;

- mac_address — naeHTUPUKATOP KNMEHTa, NPeAcTaBAAoWMi
coboit MAC-agpec ycTpoicTea.

YanuTb CTaTUYECKYIo 3anucb, COOTBETCTBYIOLLYIO KANEHTY C
YKa3aHHbIM UaeHTUGMKATOPOM.

host hardware-address
mac_address domain-
name domain

no host hardware-address
mac_address domain-name

domain: (1..128)
CUMBOJI0B

OnpeaennTtb AOMEHHOE UMSA 1A CTaTUYECKOW 3amnncu C yKa-
3aHHbIM MAEHTUPUKATOPOM.

- mac_address — naeHTUPUKATOP KNMEHTa, NpeacTaBAAoWwmMi
coboit MAC-agpec ycTpoicTaa.

YAanuTb CTaTUYECKYIO 3aMUCh, COOTBETCTBYIOLLYHO KNNEHTY C
YKa3aHHbIM UAEeHTUOUKATOPOM.

host hardware-address
mac_address netbios-name-
server jp_address_list

no host hardware-address
mac_address netbios-name-
server

Onpegaenntb cnucok WINS-cepsepos, ANA cTaTU4ecKoM 3a-
MUCK C YKa3aHHbIM NAEHTUGUKATOPOM.

- mac_address — naeHTUPUKATOP KNMEHTa, NpPeACcTaBAAoWMI
coboit MAC-agpec ycTpoMncTBa;

- ip_address_list — cnucok IP-agpecos WINS-cepsepos, MoXeT
cofep:KaTtb A0 8 3anuceld, pasfeneHHblx Npobesom.

YAanuTb CTaTUYECKYH0 3anucb, COOTBETCTBYIOLLYIO KMEHTY C
YKa3aHHbIM UaeHTUbUKaTopom.
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host hardware-address
mac_address netbios-node-
type {b-node | p-node | m-
node | h-node}

no host hardware-address
mac_address netbios-node-
type

Onpegenutb TMN y3na NetBIOS Microsoft ansa cratuueckoi
3aMMCH C YKa3aHHbIM UAEHTUPUKATOPOM:

- b-node — WMpoOKoBeLaTeNbHbIN;

- p-node — TOYKA-TOUKA;

- m-node — KOMBUHMPOBAHHbIW;

- h-node — rnbpuaHbIN.

- mac_address — naeHTUOUKATOP KMEHTa, NpeaCcTaBAAOLWMI
coboit MAC-agpec ycTpoiicTaa.

YAanuTb CTaTUYECKY0 3anucb, COOTBETCTBYIOLLYIO KINEHTY C
YKa3aHHbIM MAeHTUOUKATOPOM.

host hardware-address
mac_address next-server
ip_address

no host hardware-address
mac_address next-server

OnpeaennTb ANA CTaTUYECKOM 3aNnCK C yKa3aHHbIM UAEHTU-
dukaTOopOom agpeca cepeepa (Kak npasuno, TFTP-cepeepa), ¢
KOTOPOrO A0/KEH ObITb MONYYEH 3arpy304HbIi daiin.

- mac_address — naeHTUOUKATOP KIMEHTa, NPeACTaBAAOLWMI
coboit MAC-agpec ycTpoiicTaa.

YLanuTb CTaTUYECKYHO 3aMuncb, COOTBETCTBYIOLLYIO KINEHTY C
YKa3aHHbIM NAEeHTUGUKATOPOM.

host hardware-address
mac_address ntp-server ip_ad-
dress_list

no hardware-address mac_ad-
dress ntp-server

OnpegennTb CMMCOK CEPBEPOB BPEMEHW A/1A CTaTUYECKOM 3a-
NMUCK C YKa3aHHbIM UAEHTUGMKATOPOM.

- ip_address_list — cnucok IP-agpecoB cepBepoB BpEMEHU,
MOXKET COAepKaTb A0 8 3anucem, pasgeneHHblx npobenom;

- mac_address — naeHTUOUKATOP KIMEHTA, NPeACTABAAOLWLMIA
coboit MAC-agpec ycTpoicTsa.

YAanuTb CTaTUYECKYHO 3anuncb, COOTBETCTBYIOLLYIO KANEHTY C
yKa3aHHbIM UAeHTUGUKATOPOM.

host hardware-address
mac_address sip-server {do-
main domain_name_list |

ip ip_address_list}

no host hardware-address
mac_address sip-server

Onpepenuntb cnUcok SIP-cepBepoB, AOCTYNHbIX ANA CTaTU4Ye-
CKOW 3aMuncK € yKasaHHbIM aeHTUdUKaTopom.

- mac_address — naeHTUOUKATOP KIMEHTA, NPeACTaBAAOLWMI
coboit MAC-agpec yCTpOMCTBa;

- domain_name_list — cnCOK AOMEHHbIX MMeH SIP-cepBepoB,
MOXKET COAEPKaTb A0 2 3anuCceN, pa3aeieHHbIX npobenom.
MaKcmanbHasa AanHa cTpoku — 125 cumBonos;

- ip_address_list — cnucok IP-agpecos SIP-cepBepoB, MOXKeT
copepkaTb 40 8 3anuceit, pasgeneHHblx npobenom.

YaanuTb CTaTUYECKYO 3anucb, COOTBETCTBYHOLLYIO KAUEHTY C
YKa3aHHbIM M,D,eHTMC'JMKaTOpOM.

host hardware-address
mac_address option

code {boolean bool_val | ascii
ascii_string | ip ip_ad-
dress_list | hex hex_string |
none}

no host hardware-address
mac_address option code

code: (0..255);
bool_val: (true, false);
ascii_string: (1..160)
CUMBO/IOB;
hex_string: (1..128)
CUMBOJI0B

OnpefennTb yKasaHHbIe oMLK A8 CTAaTUYECKOM 3anmcu ¢
3afaHHbIM NAEHTUDUKATOPOM.

- mac_address — naeHTUOUKATOP KNMEHTa, NPeACTaBAAOLWNIA
coboii MAC-agpec ycTpoicTBa;

- code — kop, onunn DHCP-cepBepa;

- bool_val — nornyeckoe 3HauyeHue;

- ascii_string — ctpoka B ¢opmate ASCII;

- ip_address_list — cnucok IP-aapecoB (B HEKOTOPbIX CAyYasnx
MOKEeT coaep»KaTb 40 8 3anuceit);

- option_hex_string — cTpoka B 16-om popmare.

Ypanutb CTAaTUYECKYH 3aMnCb, COOTBETCTBYIOLWYHO KAUEHTY C
YKa3aHHbIM M,D,eHTMC'JMKaTOpOM.

no host hardware-address
mac_address

YpanuTb BCce ONUUK, Ha3HAYEHHbIE A1A CTaTUYECKOM 3anmcu ¢
YKa3aHHbIM UAeHTUbUKATOPOM.

host interface {gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group}
ip ip_address

no host interface {giga-
bitethernet gi_port | tengiga-
bitethernet te_port | port-
channel group} ip

gi_port: (0/1..48);
te_port: (0/1..11);
group: (1..24);
ip_address:
A.B.C.D

Co3/aTb CTAaTUYECKYHO 3aMUCh ANA KIMEHTA C YKa3aHHbIM
NAEHTUOMKATOPOM.

- ip_address — IP-agpec, HazHayaembli KaneHTy DHCP-cep-
Bepa.

Y[anuTb CTaTUYECKYIO 3aMnCb, COOTBETCTBYIOLLYIO KIMUEHTY C
YKa3aHHbIM UAeHTUbUKATOPOM.

host interface {gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel

group} bootfile filename

gi_port: (0/1..48);
te_port: (0/1..11);
group: (1..24)

Co34aTb CTaTMYECKYIO 3aMNUCb 4/1 KAMEHTA C YKa3aHHbIM
NOEHTUOMKATOPOM.
- filename — HanmeHoBaHWe 3arpy3oyHoro danna.
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no host interface {giga-
bitethernet gi_port | tengiga-
bitethernet te_port | port-
channel group} bootfile

filename: (1..64)
gi_port: (0/1..48);
te_port: (0/1..11);

group: (1..24)

YAanuTb CTaTUYECKYIO 3aMUCh, COOTBETCTBYIOLLYIO KNNEHTY C
YKa3aHHbIM UAEHTUDUKATOPOM.

host interface {gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group}
default-router ip_address_list

no host interface {giga-
bitethernet gi_port | tengiga-
bitethernet te_port | port-
channel group} default-router

gi_port: (0/1..48);
te_port: (0/1..11);
group: (1..24);
ip_address_list:
A1.B1.C1.D1 ...
A8.B8.C8.D8

OnpeaenvTb CNMCOK MapLLPYTM3aTOPOB ANS CTaTUYECKOM 3a-
MUCU C yKa3aHHbIM yaeHTUdMKaTopom.
- ip_address_list — cnnucok IP-agpecoB mapLpyTuM3aTopos, A0-
CTynHbIX KneHTy DHCP-cepsepa. MoxeT cogepatb 40 8 3a-
nucen.

IP-apapec mapLpyTM3aTopa A0KeH 6biTb B TOM Xe
o NOACETH, YTO U KUEHT.

YAanuTb CTaTUYECKYIO 3aMUCb, COOTBETCTBYIOLLYIO KNNEHTY C
YKa3aHHbIM UAEHTUDUKATOPOM.

host interface {gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group}
dns-server ip_address_list

no host interface {giga-
bitethernet gi_port | tengiga-
bitethernet te_port | port-
channel group} dns-server

gi_port: (0/1..48);
te_port: (0/1..11);
group: (1..24);
ip_address_list:
Al1.B1.C1.D1...
A8.B8.C8.D8

Onpepgenutb cnucok DNS-cepBepoB, AOCTYNHbIX ANA cTaTU4e-
CKOM 3anuncK € YKa3aHHbIM AEeHTUPUKATOPOM.

- ip_address_list — cnucok IP-appecos DNS-cepBepoB, MoKeT
cofepKaTb 40 8 3anucen, pasaesieHHbIX npobenom;

- mac_address — naeHTUGUKATOP KNNEHTa, NPeACTaBNAIOLWMIA
coboit MAC-aapec ycTpoincTaa.

YAanuTb CTaTUYECKYHO 3aMMCb, COOTBETCTBYIOLLYIO KIUEHTY C
YKa3aHHbIM UAEHTUOUKATOPOM.

host interface {gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group}
domain-name domain

no host interface {giga-
bitethernet gi_port | tengiga-
bitethernet te_port | port-
channel group} domain-name

gi_port: (0/1..48);
te_port: (0/1..11);
group: (1..24);
domain: (1..128)
CUMBO/I0B

OnpegenvTtb [OMEHHOE UMA 418 CTaTUYECKOM 3aMnncH C yKa-
3aHHbIM MAEHTUOUKATOPOM.

YAanuTb CTaTUYECKYIO 3aMUCb, COOTBETCTBYIOLLYHO KNNEHTY C
YKa3aHHbIM NAeHTUGUKATOPOM.

host interface {gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group}
netbios-name-server ip_ad-
dress_list

no host interface {giga-
bitethernet gi_port | tengiga-
bitethernet te_port | port-
channel group} netbios-name-
server

gi_port: (0/1..48);
te_port: (0/1..11);
group: (1..24);
ip_address_list:
A1.B1.C1.D1 ...
A8.B8.C8.D8

Onpepenntb cnncok WINS-cepsepos, A1 CTaTUYECKOM 3a-
MUCK C YKa3aHHbIM MAEHTUPUKATOPOM.

- ip_address_list — cnucok IP-agpecos WINS-cepsepoB, mo-
XKeT coepKaTtb A0 8 3anuceit, pasaeneHHbix npobesom.

Y4anuTb CTaTUYECKYIO 3aMUCb, COOTBETCTBYIOLLYIO KANEHTY C
YKa3aHHbIM UAEeHTUDUKATOPOM.

host interface {gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group}
netbios-node-type {b-node |
p-node | m-node | h-node}

no host interface {giga-
bitethernet gi_port | tengiga-
bitethernet te_port | port-
channel group} netbios-node-
type

gi_port: (0/1..48);
te_port: (0/1..11);
group: (1..24)

Onpegenntb TMN y3na NetBIOS Microsoft ans ctatuueckoit
3aMMCK C YKa3aHHbIM UAEHTUDUKATOPOM:

- b-node — WWMpoKoBeLLaTe/IbHbIN;

- p-node — TOYKa-TOUKa;

- m-node — KOMBUHUPOBAHHbIN;

- h-node — rnbpuaHbIA.

Y4anunTb CTaTUYECKYIO 3aMUCb, COOTBETCTBYIOLLYIO KANEHTY C
YKa3aHHbIM UAEHTUOUKATOPOM.

host interface {gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel

group} next-server ip_address

no host interface {giga-
bitethernet gi_port | tengiga-
bitethernet te_port | port-
channel group} next-server

gi_port: (0/1..48);
te_port: (0/1..11);
group: (1..24);
ip_address:
A.B.C.D

OnpefenuTb ANA CTaTUYECKOM 3aMMCK C YKa3aHHbIM MAEHTU-
¢duKkaTtopom agpeca cepsepa (Kak npasuno, TFTP-cepsepa), ¢
KOTOPOro A0JIXKEH BbITb MONYYEH 3arpy304HbIi daiin.

YAanuTb CTaTUYECKYHO 3aMnCb, COOTBETCTBYHOLLYHO KIMEHTY C
YKa3aHHbIM UaeHTUbUKaTopom.
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host interface {gigabitethernet

gi. port | tengigabitethernet OnpefennTb CNUCOK CEPBEPOB BPeMeHU AN CTaTUYeCcKom 3a-

gi_port: (0/1..48); NMUCK C YKa3aHHbIM UAEHTUPUKATOPOM.
te_port | port-channel . .
. te_port: (0/1..11); - ip_address_list — cnucok IP-agpecos cepBepoB BpeMEHMU,

group} ntp-server ip_ad- ,

. group: (1..24); MOMKET COepPKaThb A0 8 3anuceld, pasgeneHHbIx npobenom.
dress_list . .

- —— ip_address_list:

no interface {gigabitethernet A1.B1.C1.D1
gi_port | tengigabitethernet A'8 Bé C'S D8 YAa/nTb CTAaTUUECKYIO 3aMUCb, COOTBETCTBYIOLLYIO KNUEHTY C
te_port | port-channel group} DR YKa3aHHbIM UAEHTUDUKATOPOM.
ntp-server

OnpepenuTb CNUCOK SIP-cepBepoB, AOCTYMHbIX ANA CTaTUYe-
CKOW 3aMm1CcK C YKa3aHHbIM MAEHTUOUKATOPOM.
- domain_name_list — cnucok AomeHHbIX meH SIP-cepsepos,

host interface {gigabitethernet
gi_port | tengigabitethernet

te_port | port-channel gi_port: (0/1..48); N
- . MOXET coAepKaTb 40 2 3anucei, pasaesieHHbIX npobeaom.
group} sip-server {domain do- te_port: (0/1..11);
. . . MakcnmanbHasa AnHa CTPOKK — 125 cumBoO0B;

main_name_list | ip ip_ad- group: (1..24); . .

. . - ip_address_list — cnucok IP-agpecos SIP-cepBepoB, MOXeT
dress_list} p_address_list: .

A1B1.C1D1 cofeprKaTb A0 8 3anucel, pasgaesieHHbix Npobenom.
no interface {gigabitethernet A'g Bé Cé D8
gi_port | tengigabitethernet R YLanuTb CTaTUYECKYHO 3aMMUCb, COOTBETCTBYIOLLYIO KANEHTY C
te_port | port-channel YKa3aHHbIM UAEHTUPUKATOPOM.
group} sip-server
host interface {gigabitethernet San paeie:;T: y:j:j:)::;gngam ANA CTATUECKO 3aMncy ¢
gi_port | tengigabitethernet gi_port: (0/1..48); A A POM.
- code — kop, onunn DHCP-cepsepa;
te_port | port-channel te_port: (0/1..11);
. - bool_val — nornyeckoe 3HayeHwWe;
group} option code {boolean group: (1..24); T
. . . . - ascii_string — cTpoka B ¢opmate ASCII;

bool_val | ascii ascii_string | ip code: (0..255); . .
. . - ip_address_list — cnucok IP-agpecoB (B HEKOTOPbIX CAyYanx
ip_address_list | hex bool_val: (true, false); L

. - . MOMKET coaepKaTb A0 8 3anucen);
hex_string | none} ascii_string: (1..160) . .

- option_hex_string — cTpoka B 16-om ¢popmare.
- - CMMBO/10B;

no host interface {giga- hex_string: (1..128)

bitethernet gi_port | tengiga- CUMBOIOB YOanuTb CTaTUYECKYHO 3aNUCb, COOTBETCTBYHIOLLYIO KUEHTY C
bitethernet te_port | port- YKA3aHHbIM UAEHTUPUKATOPOM.
channel group} option code

no host interface {giga-
bitethernet gi_port | tengiga-
bitethernet te_port | port-

gi_port: (0/1..48);

Ypanutb Bce ONuUMK, HasHaAYeHHble 419 CTaTUYECKOMN 3anuncu
te_port: (0/1..11); A unn, A

C YKa3aHHbIM MAEHTUONKATOPOM.

channel group} group: (1..24)
' ! Mpu 3agaHuum Client ID B popmare ASCIl y6eautecb, uto DHCP-knueHT otnpasnser Client ID ¢
ral Hardware Type B nepBom 6aiite, cooTBeTCTBYIOWMIT 3a8aHHOMY PpopmarTy.

lpumep HacmpolKu cmamuyeckol 3anucu

HasHauuTb ycTpoiictey ¢ MAC-agpecom aa:bb:cc:dd:ee:ff ip-apgpec — 192.168.45.250, cepsep Bpe-
MeHun — 192.168.45.254 n DNS-cepsep —192.168.45.113

console#

console# configure terminal

console (config)# interface vlan 1

console (config-if)# ip address 192.168.45.1 255.255.255.0

console (config-if)# exit

console(config)# ip dhcp server

console (config)# ip dhcp pool 1 test

console (dhcp-config)# network 192.168.45.0 255.255.255.0

console (dhcp-config) # host hardware-ad-

dress aa:bb:cc:dd:ee:ff ip 192.168.45.250

console (dhcp-config)# host hardware-address aa:bb:cc:dd:ee:ff ntp-
server 192.168.45.254

console (dhcp-config)# host hardware-address aa:bb:cc:dd:ee:ff dns-
server 192.168.45.113
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KomaHOwbi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKKM pexxkunma Privileged EXEC:

console#

Tabnnua 179 — KomaHgabl perkmma Privileged EXEC

3HayeHue/3Ha4yeHue
no ymon4aHuro

KomaHda

Aeilicmeue

clear ip dhcp server binding
[ip_address] -

YaanuTb 3anucu 13 Tabaumubl COOTBETCTBUA GU3MYECKMX agpe-
COB M a4pecoB, BblAaHHbIX ¢ nyna DHCP-cepsepom:
- ip_address — IP-agpec, HazHa4yeHHbI DHCP-cepBepom.

clear ip dhcp server statistics -

Y8anuTb CTaTUCTUCTMKM paboTbl DHCP-cepBepa.

show ip dhcp server binding

MpocmoTpeTb IP-agpeca, KoTopble conocTassieHbl ¢ ¢pusmnye-
CKMMW afpecammn KAMEHTOB, a TaKXKe BPems apeHapl, cnocob
Ha3HayeHua n coctoAaHue IP-agpecos.

show ip dhcp server
information

MNpocmoTpeTb MHGOopMmaLMio 0 KoHpurypaumm DHCP-cepeepa.

show ip dhcp server pools

MpocmoTpeTb MHPopmaumio o rnobanbHbix HacTpolika DHCP-
cepBepa, a TaKKe 0 CO34aHHbIX Nynax u cywecTeytowmx host-
3anucsax.

show ip dhcp server statistics -

MpocmoTpeTsb ctatnuctnky DHCP-cepsepa.

4.24 KoHdurypauusa PPPOE Intermediate Agent

®yHKuusa PPPOE IA peannsoBaHa B COOTBETCTBMU C TpeboBaHMAMM AoKymeHTa DSL Forum TR-101 m
npefHasHavyeHa 410 UCNOAb30BaHMA Ha KOMMYTATOpax, paboTatoLWwmx Ha ypoBHe AoCTyna.

®YHKUMA NO3BOIAET AOMNOAHATL NakeTbl PPPOE Discovery MHbopmaLumeit, xapakTepusytoLein nHTep-
deiic goctyna. 310 Heobxogumo Ana naeHTUGUKaLMM NONb30BaATENLCKOTO MHTepdelica Ha cepeepe A0-
ctyna (BRAS, Broadband Remote Access Server). YnpasneHue nepexsaTom u obpaboTkoi naketos PPPoE
Active Discovery ocyuiecteaserca rnobanbHo a8 BCEro yCTPOWCTBA M BbIBOPOYHO ANA KarKAOro MHTEp-

denca.

Peanusaums ¢pyHKumnm PPPOE IA npegocTaBnseT 4ONONAHUTENbHbIE BO3MOMKHOCTM KOHTPOAA cooblue-
HMM NPOTOKONA NYyTEM Ha3HaUYeHUA AO0BEPEHHbIX MHTepdencos.

KomaHObI pexcuma 2a0baab6Hol KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHom KOHPUrypaumm:

console (config) #

Tabnunua 180 — KomaHabl pexkmma rnobanbHol KoHdUrypaumm

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

shutdown pppoe
intermediate-agent

-/BKNIOYEHO

no shutdown pppoe
intermediate-agent

OTKAtounTbL paboTy moayns pppoe intermediate-agent Ha
ycTpoiicTae.
JaHHaA KOMaHAA OTKAloYaeT paboty moayns pppoe
.’ intermediate-agent ¢ 6e3Bo3BpaTHbIM yAaneHMem
BCex HacTpoeK 6n10Ka PPPOE IA.

BKntounTb paboTy moayns pppoe intermediate-agent Ha
ycTpoicTae.

pppoe-ia snooping
no pppoe-ia snooping

-/BbIK/IIOYEHO

[No6anbHO BKAOUMTb KOHTPONb GyHKLMK PPPOE IA.

BbIKNtOUMTb KOHTPOIb GYHKLUMK PPPOE IA.

pppoe-ia snooping session

timeout range range: (0..600)/300

3apaTb TaimayT gna paboTbl dyHKUUKM PPPOE IA.
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pppoe-ia snooping session OTKAOYUTL TamayT ans paboTbl GyHKUMKM PPPOE IA.
timeout 0
pppoe pass-through BkatoueHne komaHabl 3actasnaeTt PPPoE-nakeTbl npoxoanTts Ye-

pe3 KOMMYTaTop Kak Hen3BecTHbIl L2-Tpaduk, n genaet ux "He-
suanmbimn" gns IP ACL.

no pppoe pass-through BK/IOUMTL MApPCUHT MHKaNCyAnMpoBaHHbIX B PPPoE-nakeTtax L3-

-/BbIK/IIOYEHO

3aron0BKoB, npasuna IP ACL HaumHatoT paboTaTtb Ana MHKANCy-
JINPOBAHHbIX MAKETOB.

.‘

[Ona KoppeKTHoi paboTtbl pyHKuMmn PPPOE Intermediate Agent sce ucnonbsyemoie PPPOE-
cepBepa A0NXKHbl 6bITb NOAK/OYEHDI K € A,0BEPEHHbIM» NOPTamMm KommyTaTopa. Ana gobas-
JIeHMA NopTa B CNUCOK «40BEPEHHbIX» UCMOAb3YIOTCA KOMaHAbI port-security-state trusted,
set port-role uplink B pexxume KoHdurypauumn untepdeiica. Ana obecneueHunsa 6esonacHo-
CTU BCe OCTa/IbHble NOPTbl KOMMYTATOPA AO/KHbI BbITb «He[0BEePEHHbIMUY.,

KomaHab! pexkuma koHourypaumm VLAN (ananason VLAN o8)

console# configure terminal
console (config) # vlan
console (config-vlan) #

Tabnnua 181 — KomaHab! pexkuma KoHdurypaumm nHtepdelrica L2Vlan

3HavyeHue/3HavyeHue .
KomaHoa / Aelicmeue
no yMo/a4YaHuro
pppoe-ia snooping BKtOUMTb KOHTpOAb PyHKUMKM PPPOE IA B npeaenax yKasaHHOro
VLAN.
- - -/BbIKNIOYEHO
no pppoe-ia snooping BbIKNOUNTb KOHTPOJIb GYHKLUMK PPPOE IA B Nnpeaenax ykasaH-
Horo VLAN.

Mpumep HacTponkn PPPoE IA B VLAN1O c HacTpolikoi DCS-onumin Ha nHTepdelice

Gigabitethernet0/13.

console (config) #pppoe-ia snooping

console (config) #pppoe passthrough

console (config) #des information option enable

console (config) #vlan 10

console (config-vlan) #pppoe-ia snooping

console (config-vlan) #exit

console (config) #interface gigabitethernet 0/13

console (config-if) #switchport general allowed vlan add 10 untagged
console (config-if) #switchport general pvid 10

console (config-if) #dcs agent-circuit-identifier "3v $%p ‘h"
console (config-if) #dcs remote-agent-identifier "3M"
console (config-if) #exit

console (config) #interface gigabitethernet 0/24

console (config-if) #switchport general allowed vlan add 10
console (config-if) #port-security-state trusted

console (config-if) #set port-role uplink

console (config-if) #fexit

~ e~~~ o~~~ o~~~ o~~~ o~~~

4.25 KoHdurypauyua ACL (cnnucku KoHTpona gocTtyna)

ACL (Access Control List — cnucok KoHTpons goctyna) — Tabauua, Kotopaa onpeaenseT npasuaa

bunbTpaumumn BxoaALEero N ncxoasawero Tpaduka Ha OCHOBAHWMM MepeaaBaemblX B MaKeTax NPOTOKOOB,
TCP/UDP noprtos, IP-agpecos nnn MAC-aapecos.

Ha aaHHbIM momeHT peanmsauma ACL TakoBa: Kaxabii ACL coaepKuT To/1bKo 1 npaBuno. HeckobKo

ACL MOXHO NpuBA3aTh K 0gHOMY UHTepdelicy. MopsaaoK OTPaboTKM NpaBuA onpeaenseTcsa no NpUopuTeTy

npasuaa, ykasaHHomy B ACL, npu paseHcTBe npnoputetoB — no Homepy ACL.

ACL aBTOMaTMYECKM CHUMAETCA C MHTepdeiica Npu U3SMEHEHMM B HEM MpaBKAa.
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KomaHapl ans co3paHus M pegakTupoBaHusa cnmckoB ACL gocTtynHbl B pexume rnobanbHol

KoHUrypaumu.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

KomaHZHas cTpoka B perkume rnobanbHol KoHOUIypauumn nmeet Bug;

console

(confiqg) #

Tabnnua 182 — KomaHabl Ana co3gaHma n KoHourypaumm cnuckos ACL

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

ip access-list standart
access_list_num [description
description)

no ip access-list standart
access_list_num

access_list_num:
(1..1000);
description: (1..128)
CMMBOJI0B

Co3paTtb cTaHAapTHbIN cnncok ACL.

YaanuTb cTaHOapTHbIN cnncok ACL.

ip access-list extended
access_list_num [description
description)

no ip access-list extended
access_list_num

ipv6 access-list extended
access_list_num [description
description)

no ipv6 access-list extended
access_list_num

access_list_num:
(1001..65535);
description: (1..128)
CMMBO/IOB

Co34aTb HOBbIM paclwmMpeHHbIn cnucok ACL ans agpecauuu IPv4 n
BOMTM B PEXUM €ro KoHdurypauum (ecnm cnnucok ¢ AaHHbIM nme-
HeM elle He co3faH), 1Mbo BONTU B PEXMM KOHOUIypaunmn paHee
CO34,aHHOTO CMMCKa.

YaanuTb pacwmpeHHbin cnucok ACL ana agpecaumn IPv4.

Co34aTb HOBbIM paclwmpeHHbIn cnncok ACL ana agpecauum IPvé u
BOMTM B PEXUM €ro KoHdurypauum (ecnm cnncok ¢ AaHHbIM nme-
HeM elle He co3gaH), 1Mbo BOUTU B PEXMM KOHOUrypaunmn paHee
CO34,aHHOTO CMMCKa.

YaanuTb pacwmpeHHbin cnucok ACL ana agpecaumm IPv6.

mac access-list extended
access_list_num [description
description)

no mac access-list extended
mac_access_list_num

mac_ access_list_num:
(1..65535);
description: (1..128)
CMMBO/I0B

Co3paTb HoBbIV cnMcoK ACL Ha 6a3e MAC-aapecaummn u BOUTU B pe-
MM ero KoHdurypauum (ecnm cnmucok ¢ AaHHbIM UMEHEM €eLLe He
c034aH), "M60 BOWTU B PEXKMM KOHOUTypaLMM paHee CO34aHHOro
cnucka.

Yaanutb cnucok ACL Ha 6a3ze MAC-aapecaumm.

user-defined offset offset_id {
12 | ethtype | 13 | 14 } value

no user-defined offset
offset_id

offset_id: (1..4);
value: (0..255)

HacTpouTb cmeleHme B 6aiiTax OTHOCUTENBHO BbIOPaHHOM CTapTo-
BOW NO3MLMW. 3HAYEHWNE U MACKa, UCNOoNb3yemble Ana GUAbTPaLLMK,
3agatoTca Yepes napametpbl ACL-npasuan.

- 12 — Hauyano naketa (Destination MAC address);

- ethtype — Ethertype (cambliii BHyTpeHHWI, Npyu Hannumm VLAN-Te-
ros);

- 13 — L3-3aronoBok;

- 14 — L4-3aronoBokK.

Y[anuTb cmelleHne OTHOCUMTENbHO BblOpPaHHOW CTapTOBOW NO3MK-
uum.

Ons Toro utobbl aKkTMBM3MpoOBaATb cnmMcok ACL, Heobxoammo cBszaTb ero ¢ MHTepdelricom.
NHTepdelicom, MCNONb3YIOLWMM CNIUCOK, MOXKET b6biTb 60 nHTepdelic Ethernet, nnbo rpynna noptos. Ha
OaHHbI MOMEHT NoAAEPKMBAETCA TOIbKO BXOASALLEE HAaNpaBAeHWe Ha UHTepdelicax (in).

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, VLAN

KomaHaHan CTpoKa B perkume KoHbUrypaumm nHitepdeiica Ethernet umeert sua:

console (config-if) #

KomaHgHan cTpoKa B pexkume KoHpurypauum nHtepdeiica VLAN nmeet Bua;

console (config-vlan) #
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Tabnunuya 183 — KomaHga HasHayeHus cnncka ACL-uHTepdeincy

3HayeHue/3Ha4eHue "
KomaHoa / Aelicmeue
o ymon4aHuro
ip access-group B HacTpoiikax onpeaenéHHoro Gpusnyeckoro nHTepdeica KomaHaa
access_list_num in access list num: NPUBA3bLIBAET YKa3aHHbIM CMIUCOK K laHHOMY MHTepdelicy.
no ip access-group (1..65535) YnanuTb CNUCOK ¢ MHTepdeiica.
access_list_num in
mac access-group B HacTpoiikax onpeaenéHHoro pusmyeckoro nHTepdeica KomaHaa
access_list_num in access_list_num: NPUBA3bIBAET YKa3aHHbIN Mac-CN1COK K JaHHOMY UHTepdelicy.
Nno mac access-group (1..65535) YaanuTb CNUCoK ¢ uHTepdeiica.
access_list_num in
ipv6 access-group B HacTpoiikax onpeaenéHHoro ¢p1snyeckoro nHTepdeica KomaHaa
access_list_numin . NPUBA3bLIBAET YKa3aHHbIM CMIUCOK K flaHHOMY MHTepdelicy.
- access_list_num: -
no ipv6 access-group (1001..65535) YpanuTb CNUCOK ¢ MHTepdeiica.
access_list_num in -
KomaHOosl pexcuma Privileged EXEC
KomaHgHana cTpoka B pexume Privileged EXEC nmeeTt Bua;
console#
Tabnnua 184 — KomaHapl pexkuma EXEC ans cnuckos ACL
3HavyeHue/3Ha4yeHue "
KomaHda / Aeiicmeue
no ymoa4aHuro
show access-lists access_list_num: (1- MokasaTtb cnucku ACL, co3gaHHble Ha KOMMYTaTope.
[access_list_num] 65535) cumBona
show running-config acl - Moka3saTtb 610K KomaHa ACL B KOHOUTYypaLMK YCTPOACTBA.
show access-group [interface MokasaTtb cnucku ACL, npuBAsaHHble K MHTepdeicy.

{ fastethernet | gigabitether-
net | tengigabitethernet} inter-
face | vlan [vian-id]]

clear {ip | mac} access-list {ac- CHpOoCUTb CTAaTUCTUKY NAKeTOB NonasLUKMX nog npasuno ACL
cess_list_num} packet-count

4.25.1 KoHepueypayusa ACL Ha 6a3e IPv4

B paHHOM pasgene npuBeAeHbl 3HAYEHUA U OMUCAHUA OCHOBHbIX MAPaMeTPOB, UCMOJIb3yeMbIX B
COCTaBe KOMAHZA, HacTpolikmn cnnckoB ACL, ocHOBaHHbIX Ha agpecaumn IPv4. CosgaHune N BXOL B PEXUM
pefakTuposaHuA cnuckos ACL, oCHOBaHHbIX Ha agpecaumu IPv4, ocywecTsaseTca No KomaHae:

ip access-list {extended | standart} access-1ist num.

Tabnnua 185 — KomaHabl, ncnosb3yemble ana Hactpolikn ACL-cnnckos Ha ocHoBe IP-agpecauun
KomaHoa 3HaueHue Aeilicmeue

permit protocol {any | source host} [o6aBuTb paspelsatoyto 3anucb ¢oub-

{any | destination} [parametr] Tpauuun ana npoTokona. MakeTbl, OTBEYA-

[priority] olmMe ycnoBmaM 3anucu, byayt obpaba-

TbIBaTbCsA KOMMYTaTOPOM.

deny protocol {any | source host} [o6aBuTb 3anpeLLatowyto 3anucb Gunb-

{any | destination} [parametr] Tpauuun ans nNpoToKona. MakeTbl, oTBEYa-

[priority] folwme ycnosuam 3anucu, byayTt 610Kkupo-

BaTbCA KOMMYTaTOPOM.

priority: (1-255)/1

priority: (1-255)/1
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Tabnmua 186 — OcHOBHble NapamMeTpbl, UCNO/b3yEMblE B KOMaHAAX

Mapamemp 3HavyeHue Aelicmeue
permit [JeicTBure ‘paspewnts’ Co3paTb paspelatollee npasuao ¢punbTpauum 8 cnmucke ACL.
deny [ewncTteue ‘3anpetuTs’ Co3pgatb 3anpewatoulee npasuno ¢puabTpaymm B cnmcke ACL.
protocol Mone npegHasHayeHo Ana yKasaHWA NPOTOKOAA (MK Bcex NpoTo-
KOJ/I0B), HA OCHOBE KOTOPOro ByaeT ocyliecTBaseTca GpuabTpaumsa.
NooToKoN Mpw BbIGOpE NPOTOKO1a BO3MOXKHbI CieaytoLme BapuaHTbl: icmp,
P ip, tcp, udp, ipv6, ipv6:icmp, ospf, pim,Anbo uncnosoe 3HayeHne
npoToKona, B gnanasoHe (0 — 255).
[na cooTBETCTBMA 1I060MY NPOTOKONY UCMOIb3YyeTcA 3HaYeHue IP.
source Appec UCTOYHMKA Onpepgenset IP-agpec UCTOYHUKA NaKeTa.

source_mask

Macka agpeca NCTOYHUKA

Macka, npumeHaemasa K IP-agpecy uctouyHuka naketa. Macka
onpepenset 6utbl IP-agpeca, KOTopble HEOHXOAMMO WUIHOPUPO-
BaTb. B 3HauUeHWa urHopupyembix 6UTOB AOMKHbI ObITb 3aNuUcaHbl
eauHuubl. Hanpumep, ncnonb3ya Macky, MOXKHO onpeaennTb gas
npasuna ¢unbTpaymm IP-cetb. YT06bI 406aBUTL B NPaBUIO GpUb-
Tpauum IP-ceTb 195.165.0.0, He0bX0AMMO 334aTb 3HAYEHNE MACKM
255.255.0.0, TO ecTb, COrnacHo AaHHOW macke, nepsble 16 6uUT IP-
aapeca byayT UTHOPMPOBATLCA.

destination

Appec HasHayeHuA

Onpepgenset IP-agpec HazHavyeHMA NakeTa.

destination_mask

Macka agpeca HazHayeHuA

BuToBas macka, npumeHsaemas K IP-agpecy HasHayeHMA maketa.
Macka onpegenset 6utbl IP-agpeca, KoTopble HEO6X0AMMO UTHO-
pupoBaTb. B 3HaueHna nrHopupyembix GUTOB A0MKHbI ObITb 3anK-
CaHbl eAauHMUbl. Macka MCMo/b3yeTca aHa/lorMyHO Macke
source_mask.

Koga coobuieHna npoTokona
ICMP

vlan NpeHTudumkatop VLAN Onpegenset VLAN, gns KoToporo byaeT NpUMeHATLCS NpPaBuIo.

dscp None DSCP & saronoske L3 Onpe,u,enfleT 3HauyeHue DSCP-nons diffserv. BoamoskHble Koabl co-
06buweHunit nona dscp: (0 —63).

priority Mpuoputert IP Onpegaenset npuoputeT IP-Tpaduka: (0-7).

icmp_type Tun coobuieHmnii npotokona ICMP, ucnonbsyemsiii s duabTpa-

- umm ICMP-nakeTtoB. YncnoBoe 3HaYeHUe TMNa cooblueHns, B Ana-

nasoHe (0 — 255).

icmp_code Kopg, coobennit npotokona ICMP, ncnonbsyemoiit ans dunbrpa-

umn  ICMP-nakeToB. Bo3MOMKHble Kogbl COOb6UIEHUI nonA
icmp_code: (0 — 255).

destination_port

UDP/TCP-nopT Ha3Ha4eHusa

source_port

UDP/TCP-nopT MCTOYHMKA

Bo3moskHble 3HaueHnsa nona TCP/UDP-noprTa: eq, gt, host, It,range.

OnuMoHanbHbIN NapameTp

priority MNHpeKc 3apaeT NonoxKeHne npasmaa B CNUCKE M ero NpuopuTerT.
MpuopuTteT 3anucu Yem meHblue MHAEKC — TeM npuopuTeTHee npasuno. [lnanasoH

[ONYCTUMbIX 3HaueHui (1..255).
optional parametr OnuuoHasbHble NapameTpbl NPU KOHPUIYPUPOBaAHWUM CNUCKA A0-

cTyna:
- tos — ¢uabTpauma no 6anTy ToS;

- user-defined — ¢unbTpaumsa no User-defined bytes;

- sub-action — gononHuTenbHoOe gencTeMe Hag TpadUKoM;

- packet-count — BK/tOUeHMe cETYMKA 417 NAKETOB, MONALAOLLMX
nog, npasuno epuabtpaumm B cnucke ACL.

[ocTtynHble gononHutenbHble genctena — modify-vlan (usmene-
Hue VLAN) un nested-vlan (gob6aBneHve AOMNOAHWUTENbHOrO Tera
VLAN).

<

B ctaHgapTHbIX ip ACL BO3MOXKHa PpuabTpaumua ToabKo No npedpukcam, B pacumpeHHbix ACL
— MO AONONHUTENIbHLIM NapameTpam.

MNocne Toro, Kak nto6oii ACL 6yaeT npuBAsaH K uHtepdeiicy, ana atoro uHtepdeiica npume-

V HUTCcA npasuno implicit deny any any.
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4.25.2 KoHepueypayusa ACL Ha 6a3e IPv6

B paHHOM pasgene npuBeAeHbl 3HAYEHUA U OMUCAHUA OCHOBHbIX MAPaMETPOB, UCMOJIb3yEMbIX B
coCTaBe KoMaHZA HacTpolku cnmckos ACL, ocHOBaHHbIX Ha agpecauunn IPv6.

CosgaHue M BXO4 B pexum pefaktnpoBaHma cnmckoB ACL, OCHOBaHHbIX Ha agpecaumn [Pv6,
OCYLLECTB/IAETCA NO KOMaHAe:

ipv6 access-list extended apvé access-list.

Tabnnua 187 — KomaHapl, ucnonbayemble aasa Hactponkn ACL-cnmuckos Ha ocHoBe IP-agpecaumm
KomaHoa

3HavyeHue Aelicmeue

[lo6aBuTb paspelatowyto 3anuce Gub-
Tpauuu Ans npoTtokona. MakeTbl, oTBeYa-
fowme ycnosuam sanucu, byayt obpaba-
TbIBaTbCs KOMMYTaTOPOM.

permit protocol {any|source host}
{any| destination} [parametr]

[priority] priority: (1-255)/1

deny protocol {any|source host}
{any| destination} [parametr]
[priority]

[o6aBuTb 3anpeliarollyto 3anmcb Gub-
Tpauuu Ans npoTtokona. MakeTbl, oTBeYa-
tolwme ycnosuam 3anucu, byayt 610Kkupo-
BaTbCA KOMMYTaTOPOM.

priority: (1-255)/1

Tabnnua 188 — OcHOBHble NapamMeTpbl, UCMONb3yeMble B KOMaHaax

Mapamemp 3HavyeHue Aelicmeue
permit [ewnctaue ‘paspewmnTs’ Co3gaTb paspelatouiee npasuao ¢punbtpaymm B cnmcke ACL.
deny [OevictBue ‘3anpeTuTs’ Co3gatb 3anpeujatowee npasuno ¢uabtpaumm B cnmncke ACL.
protocol Mone npegHasHayeHo 4Na YKazaHMA NPOTOKoANa (MK BCex NpoTo-
MDOTOKON KOJI0B), Ha OCHOBE KOTOPOro ByAeT ocylecTBAseTca GuUabTpaums.
P Mpu BbIGOPE NPOTOKO/A BO3MOXKHbI C/iedytolme BapuaHTbl: icmp,
tcp, udp, ipvé.
source AApec UCTOYHMKA OnpegenuTtsb IP-agpec ncTouyHnKa nakera.
destination Afpec HasHayeHna Onpegenuntsb IP-agpec Ha3HavyeHWA nNakeTa.
vlan NaoeHTndumratop VLAN Onpegenntb VLAN, a1a KOTOporo 6yaeT npuMeHsTbCA Npasuio.
dsc OnpeaennTb 3HavyeHne DSCP-nons diffserv. BoamoxkHble Koapl co-
P MNMone DSCP B 3aronoske L3 peA . A
obuweHunit nonsa dscp: (0 —63).
icmp_type Tun coobwennin npotokona ICMP, ncnonbayemblit gna dunbtpa-
- umn ICMP-naKkeToB. YncnoBoesHayeHneTnnacoobuieHns, samana-
30He (0 — 255).
icmp_code Koga, coobueHunii npotokona ICMP, ncnonbdyembiit ans dunbtpa-
P- Kopg, cooblieHns npotokona A u P ! Y A ¢u P
umn  ICMP-nakeToB. Bo3moXKHble Kogbl cooblieHMid nons
ICMP .
icmp_code: (0 — 255).
destination_port UDP/TCP-nopt Ha3HayeHna | Bo3moskHble 3Ha4eHus nona TCP/UDP-noprTa: eq, gt, host, It,range.
source_port UDP/TCP-nopT UCTOYHMKA
priority MHAaeKc 3agaeT NoMoXKeHWe NpaBuia B CIMCKE U ero NpuopuTer.
MpuopuTtet 3anucu YeM MeHblle MHAEKC — TeM NpuopuTeTHee npasuao. [AunanasoH
A0NYyCTUMBbIX 3HaYeHuk (1..255).
acket-count BKNOUMTL CYETYMK [NA MaKeToB, MoOMajalwolWuMx noh npasBuao
P CyeTunK NakeTos A ! Aarot A 1P
dunbTpaumm B cnmncke ACL.

Mocne Toro, Kak nto6oit ACL 6yaeT npusasaH K uHtepdeiicy, ana atoro uHTepdeiica npume-

Y

4.25.3 KoHdpueypayusa ACL Ha 6a3e MAC

HuUTCA npaBuao implicit deny any any.

B paHHOM pasgene npuBeAeHbl 3HAYEHUA M OMUCAHUA OCHOBHbIX MAPaMETPOB, UCMOJIb3yEMbIX B
COCTaBe KoMaHZ HacTpolku cnmckos ACL, ocHoBaHHbIX Ha MAC-aapecauuu.
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CospgaHune n BXo4, B pexum pefaktnposaHma cnmnckoB ACL, ocHoBaHHbIXx Ha MAC-agpecauun,
OCYLLEeCTB/IAETCA NO KOMaHAe: mac access-list extended access-list num.

Tabnunuya 189 — KomaHgbl, ucnonb3yemole ans Hactpoiikn ACL-cnmckoB Ha ocHoBe MAC-agpecaumm

KomaHoa Aelicmeue

permit {any | host source source_ mask} {any | host [o6aBuTb paspeLuatoLLyto 3anucb duabTpauun. MakeTbl, oTBE-
destination destination_ mask} [encaptype value | Yarolme ycnosuam 3anucu, byayt obpabaTtbiBaTbCcs KOMMYTa-
etype_list ] [priority priority] [parametr] TOpPOM.

deny {any | host source source_ mask} {any | host [o6aBuTb 3anpeLLatoLLyto 3anucb dunbTpauun. MNakeTsl, oTse-
destination destination_ mask} [encaptype value | Yatolme ycnosuam 3anucu, byayt 610KMpPoBaTbCA KOMMYTATO-
etype_list ] [priority priority] [parametr] pom.

Tabnmua 190 — OcHOBHble NapamMeTpbl, UCNO/Ib3YEMblE B KOMaHAaX

Mapamemp 3HavyeHue Aelicmeue
permit [JelicTBue paspewmnTb Co3paTb paspelatolee npasuao ¢punbTpaumm B cnmcke ACL.
deny [OevicTBue 3anpeTuTb Co3pgatb 3anpewatouiee npasuno ¢punbTpaymm B cnmcke ACL.
source Appec oTnpasutens Onpegenser MAC-agpec NCTOYHMKA NaKeTa.

source_mask

buToBas macka,
npumeHaemasa Kk MAC-
agpecy UCTOYHMKA NakeTa

Macka onpegenset 6utbl MAC-agpeca, KoTopble Heo6XoaANMO ur-
HOPMPOBATb. B 3HAaUYEeHMA UTHOPUpPYyEMbIX BUTOB J0MKHbI ObITb 3a-
NUcaHbl eanHULbl. Hanpumep, NCNob3yA MAcKy, MOXKHO onpeae-
UTb gns npasuaa GpunbTpauun guanasoHa MAC-agpecos. YTobbl
£06aBuUTb B NpaBmao ¢puabTpauumn sce MAC-agpeca, HauMHatoLWm-
eca Ha 00:00:02:AA.xx.xx, HeE0bX0A4MMO 3a4aTb 3HAYEHUE MACKU
FF:FF:FF:FF:00:00, TO ecTb, cOrnacHo AaHHOW Macke, nepsble 16
61T MAC-agpeca byayT He BaXKHbI A1A aHanm3a.

destination

Appec HazHayeHun

Onpegenaetr MAC-agpec Ha3HaYeHMA nakeTa.

destination_ mask

butoBas macka,
npumeHaemasa Kk MAC-
agpecy HazHayeHuA nakeTa

Macka onpegenset 6utbl MAC-agpeca, KoTopble HEO6X0ANMO UTr-
HOPMPOBATb. B 3HAaUYEeHMA UTHOPUpPYyEMbIX BUTOB JOMKHbI ObITb 3a-
nucaHbl eauvHUubl. Macka Wcnosib3yeTcA aHasorMYyHO Macke
source_ mask.

vlan_id

vlan_id: (0..4095)

Noacetb VLAN ¢dunbTpyembix NakeTos.

cvlan-priority

cvlan_priority: (0..7)

Knacc obcny:kunaHua GuabTpyembix NakeTos.

ethertype

eth_type: (0..0xFFFF)

Ethernet TMn ¢MAbTPyembIX NaKeTOB B LUECTHAALATEPUYHON 3a-
nucm.

encaptype <value>

value: (1..65535)

Tun encaptype ana GUAbTPyeMbIX NaKeToB..

etype_list

etype_list: (1..65535)

CnucokK cTaHZapTHbIX ethertype.

priority

MHAaekc npasuna

MHAekc npaBuia B Tabanue, 4em MeHbLUe HAEKC — TeM Npuopu-
TeTHee npasuno 1-255.

optional parameter

OnuWoHanbHbIN NapameTp

OnuuoHanbHble NapameTpbl NPU KOHPUIYPUPOBaAHWUM CNUCKa [0-
cTyna:

- user-defined — ¢ounbTpauna no User-defined bytes;

- sub-action — gononHUTeNbHOE AecTBME Hag TPadUKOM;

- packet-count — BKHOYMTb CYETUMK A/1A NAKETOB, MNONALAOLLUX
nog npasuno dpuabTpaumm B cnncke ACL.

JocTtynHble gononHutenbHole genctena — modify-vlan (usmene-
Hue VLAN), nested-vlan (mo6aBneHue AONOAHUTENLHOrO Terau
VLAN) n modify-cvlan (ao6asneHne BHyTpeHHero Tera VLAN).

Mpumep HacTponku unbtpaumm padi/pado vepes User-defined offset:

console
console

(
(

config)# user-defined offset 1 ethtype 0
config)# mac access-list extended I

console (config-ext-macl)# deny 00:00:00:00:00:01 ff:ff:f£:ff:££:00 any
user-defined offsetl 0x8863 Oxffff

console (config-ext-macl) # !
console (config) # interface gigabitethernet 0/1
console (config-if) # mac access-group 1 in
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Ons NpoxoXKOeHWs OCTasibHbIX MaKeToB Ha uHTepdelice Tpebyetcs p[ob6asuTb BTOpok ACL,
paspeLlalolmii NPOXOXKAeHWe NaKeToB, He NonajaloWwmx noa npasuao ¢uabtpaumm padi/pado:

console (config) # mac access-list extended 2
console (config-ext-macl) # permit any any
console (config-ext-macl) # ex

console (config) # interface gigabitethernet 0/1
console (config-if)# mac access-group 2 in

Mpumep dunbTpaymm no src/dst IP, src/dst port, tos yepes User-defined offset:

console (config) # user-defined offset 1 ethtype 0

console (config) # ip access-list extended 1010

console (config-ext-nacl)# deny udp 1.1.0.0 255.255.0.0 gt 5000 2.2.2.0
255.255.255.0 1t 7000 traffic-class 0Oxe(0 sub-action modify-vlan 2 user-
defined offsetl 0x8864 Oxffff

console (config-ext-nacl)# !

console (config) # interface gigabitethernet 0/1

console (config-if)# ip access-group 1010 in

Ona npoxoxAaeHus OCTalbHbIX MaKeToB Ha MWHTepdelice Tpebyetrca pobasutb BTOpOoin ACL,
pa3peLatoLLnii NPOXOXKAEHME NaKeToBs, He NoNaaatoLWwmx nog npasuno ¢unstpaumum padi/pado:
console (config) # mac access-list extended 2

console (config-ext-macl) # permit any any

console (config-ext-macl) # ex
(
(

console (config) # interface gigabitethernet 0/I
console (config-if)# mac access-group 2 in

4.26 KoHdwurypauyumsa sawmtbl ot DOS-atak

[aHHbl 610K KOMaHA, No3BoAAeT 6N0KMPOBATbL HEKOTOPbIE PAacCNPOCTPaHeHHble Knaccbl DoS-aTak.

KomaHObI pexcuma 2106anab6HoU KOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM peknma rnobanbHOM KOHPUrypaLmm:

console (config) #

Tabnunua 191 — KomaHabl pexkmma rnobanbHol KoHdurypaumm

3Ha4yeHue/3HayeHue .
KomaHoa Aelicmeue
no ymon4aHuwo

MepeinTn B pexkum KOHOUIyprMpoBaHUS MOAY/IA, OTBEYAIOLWEro 3a

firewall -/BKOYEHO
dYyHKLMOHan 3awwmTbl oT DoS-aTak.

Bua 3anpoca KOMaHAHOM CTPOKM:

console (config-firewall) #

Tabnnua 192 — KomaHabl pexkmma KoHpurypauum edyHKkumnoHana firewall

3HayeHue/3HayeHue .
KomaHoa Aelicmeue
o yMOMYAaHUIO

enable BkAtounTb NoaaepkKy 3awmTel oT DOS-aTtak.
. -/BKNIOYEHO

disable BbIKMOUNTb NOAAEPKKY 3awwmTbl oT DOS-aTak.
ip tcp inspection syn-fin BkntoumTb 06HapykeHue syn-fin-naketos.
enable -/BKAtOYEHO

no ip tcp inspection syn-fin BbIKntounTb 06HapyXKeHue syn-fin-nakeTos.
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ip tcp inspection
timeout <sec>

YcTaHOBUTb Talimep 610KMpoBKY syn-fin-nakeTos.
sec: (1..65535)/1 T Tb TaUMep 6A0KMp yn-fin-naker

ip tcp limit syn-flag enable BK/lOUMTbL OrpaHmnyeHne ckopoctn ansa exogauwero TCP-Tpaduka c
¢dnarom SYN.

- — - -/BbIKNIOYEHO

ip tcp limit syn-flag disable BbIKNOUMTb OrpaHMYeHne cKopocTu ans Bxogawero TCP-TpaduKa
¢ narom SYN.

notification interval <sec> YCTaHOBUTbL BpEMEHHOM MHTEPBAN mexay SYSLOG-coobueHmamm

0 NpeBbILEHUN OrpaHnyeHns Bxoasauiero TCP-Tpaduka ¢ dnarom

sec: (1..3600)/1 SYN.

no notification interval YCTaHOBUTb 3HaYEHMNE MO YMOIYAHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

BunAa 3anpoca KoMaHAHOM CTPOKM pexnma KoHOUrypaumm nHtepoeica:

console (config-if)#

Tabanuya 193 — KomaHgb! pexkuma KoHpurypaumnm nHtepoeiica

3HayeHue/3HayeHue .
KomaHoa Aelicmeue
0 yMon4YaHuo

ip tcp limit syn-flag <value> YCTaHOBWUTb 3Ha4YeHWe CKOpocTU AnA Bxoaauiero TCP-Tpadumka ¢

dnarom SYN Ha uHTepodeiice.
value: (1-262143) pps/

100
no ip tcp limit syn-flag BbIKntounTb OrpaHuveHmne ckopoctu ana Bxogawero TCP-tpa-

duka c pnarom SYN Ha nHTepdelice.

KomaHOobl pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#

Tabnnua 194 — KomaHab! pexkuma EXEC

3HayeHue/3HayeHue .
KomaHoa Aelicmeue
o ymoa4aHuo
Show running-config firewall - OT06pa3unTb HacTporiky moayns firewall.
show firewall stats OT06pPa3unTb CTAaTUCTMKY NO NaKeTam, 06paboTaHHbIMKU MoAyem
firewall.
show firewall tcp-syn-limit OT106pa3nTb TeKylwme HaACTPOWMKM OrpaHUYeHUA CKOpOCTU AnA

Bxoaawero TCP-Tpaduka c pnarom SYN.

4.27 KauyectBo ob6cnykmuBaHua — QoS

Mo ymonyaHWIo Ha BCeX MOPTAax KOMMyTaTopa MCMNONb3yeTcA OpraHuWsauuMa ovepeaun NaKeToB Mo
meTtoay FIFO: nepsbiii npuwen — nepsblit yweén (First In — First Out). Bo Bpems MHTEHCMBHOW Nepeaayu
TpaduMKa Npu MCNoab30BaHWUM JAHHOTO METOAA MOTYT BO3HMKHYTb NPobHaeMbl, MOCKO/IbKY YCTPOMCTBOM
WUrHOPUPYIOTCS BCE MakeTbl, He Boweawune B bydpep odepegn FIFO, M COOTBETCTBEHHO TepstOTCA
6e3B03BpaTHO. PelwaeT AaHHYO Npobiemy mMeToZ, OpPraHM3ylLWMn odepesm No NpUopuTeTy Tpaduka.
MexaHusm QoS (Quality of service — KauyecTBo 06CAyXMBaHMA), peanv3oBaHHbI B KOMMyTaTopax,
No3BO/IAET OPraHM30BaTb BOCEMb OYEpPeEAEN NPUOPUTETA MAKETOB B 3aBMCMMOCTU OT TUNA NepesaBaemMblxX
OaHHbIX.
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4.27.1 Hacmpoiika QoS

KomaHObI pexcuma 2n10basabHoU KoOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM pekmuma rnobanbHOM KOHPUrypaLmm:

console (config) #

Tabnunuya 195 — KomaHabl pexkmma rnobanbHoi KoHdurypaumm

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

class-map class_map_num

no class-map class_map_num

class_map_num:
(1..65535)

1. Co3faTb CMMCOK KpuTepueB Knaccuounkaumm Tpaduka.
2. BoliT1 B pemMm pesakTMpOBaHMA CNCKA KpUTepues Kaaccudu-
Kauuu TpaduKa.

YLanuTb CNUCOK KpuTepues Kaaccudurkaumm Tpaduka.

policy-map policy_map_num

no policy-map
policy_map_num

policy_map_num:
(1..65535)

1. Co3patb cTpaTernto knaccudurkaumm Tpadumka.
2. BonTn B peMM pefaKTUpOBaHMA CTpaTermm Kaaccudpukaumm
TpaduKa.

Yaanutb npaBmno KnaccuduKkaumm Tpadpuka.

scheduler sched_num
interface {fastethernet
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group}
sched-algo {strict-priority |
wrr}

no scheduler sched_num
interface {fastethernet
fa_port | gigabitethernet
gi_port | port-channel group}

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11);
group: (1..24);
sched_num: (1..65535)

OnpepenuTb anroputm paboTbl NIaHMPOBLLMKA Ha MHTepdeiice.

- strict-priority — cTporas ouepesb, MMeeT HauBbICLIWIA MPUOPUTET;
- strict-wrr — ouepeb N0 MeXaHW3My WIT, UMEIOLLAA NpuopuTeT
BblLLE oYepean Wrr;

- wWrr — o4yepeap, 06pabaTbiBaOLLAACA MO MEXAHU3MY WIT;

- fa/gi/te_port — ucxogawmin nHtepoeiic.

Y4anuTb HaCTPOMKM NAAHMPOBLLMKA.

queue queue_num interface
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group}
[scheduler sched_num]
weight weight

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11);
group: (1..24);
queue_num: (1..8);
weight: (1..127);
sched_num: (1..65535)

3afaTb HOMEp U BEC oYepenm s ucxoasailero nHtepoeiica.

queue-map regn-priority
{ipDscp dscp_map | vlanPri
cos_map} queue-id queue_id

no queue-map regn-priority
{ipDscp dscp_map | vlanPri
cos_map}

dscp_map: (0..63);
cas_map: (0..7);
queue_id: (1..8)

Onpegenntb Tpadmk c meTkol CoS/DSCP B oyepesab.

OTmMeHUTb onpegeneHune TpadurKa B ovepesb.

gos interface {fastethernet
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group}
def-user-priority priority

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11);

Priority: (0..7)/0

YKa3aTb ouepeab ana uHTepoerica, Npy ycaoBUM OTCYTCTBUA METOK
CoS/DSCP y BxoAALMX NaKeToB..

logging service cpu rate-limit
[queue]

no logging service cpu rate-
limit [queue]

-/BbIKAOYEHO

BK/IOYNTB OTNPABKY TPanoB O NpeBbIeHUM nopora cpu-rate-limit
B syslog.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

snmp-server enable traps cpu
rate-limit [queue]

no snmp-server enable traps
cpu rate-limit [queue]

-/BbIK/IIOYEHO

BK/OUMTL reHepaLmio yBeaOMAEHWUIA NpW NPeBblleHU 3HaYeHUA
cpu-rate-limit.

OTKNIOYNTL reHepauuto ypeaoMIeHNA Ha yCTpOl"‘iCTBe.
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KomaHObI pexcuma KoHguzypayuu VLAN

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexxknume KoHdurypaumm VLAN:

console (config-vlan) #

Tabnnua 196 — KomaHab! pexmuma KoHpurypaumm VLAN

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

OnucaHue

qos cos egress cos_default

NO (OSs COos egress

cos_default: (0..7)/0 beiic).

YcTaHaBoBUTb 3Ha4YeHWe CoS ans nopta (CoS, npumeHsemsblit ans
BCEro HeTerMpoBaHHOro TpaduKa, NPOXOAALLEro Yepes WMHTep-

YCTaHOBUTb 3HaYeHME N0 YMONYAHWIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnuua 197 — KomaHabl pexkuma KoHpurypaumm nHtepoeliica Ethernet

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmesue

qos trust {cos | dscp | cos-dscp
| none}

no qos trust

-/BbIK/IIOYEHO

YCTaHOBUTbL PEeXUM A0BEPUA KOMMyTaTopa B 6a3oBom pe-
»}ume QoS (CoS naun DSCP).

- COS — YCTaHAB/MBAET KNACCUPUKALMIO BXOAALMX MAKETOB
no 3Ha4yeHmAam CoS. A HeTermpoBaHHbIX MAKETOB UCMO/b-
3yeTca 3HavyeHue CoS No ymonyaHuio.

- dscp — ycTaHaB/iMBaET KNaCCUOUKALMIO BXOAALMX NaKe-
TOB Mo 3HayeHuAm DSCP.

- cos-dscp — ycTaHaBAMBAET KNAacCUPUKaALMIO BXOSALLMX Na-
KeToB no 3Ha4yeHnAm DSCP gna IP-nakeToB 1 No 3Ha4YeHnAM
CoS ana He IP-nakeToB.

YCTaHOBUTb 3HAYeHUA No YMOANYaHUIO.

qos map regen-priority
{vlanPri | ipDscp} enable

no qos map regen-priority
{vlanPri | ipDscp} enable

-/BbIK/OYEHO

- VlanPri — pa3spewuTb ycTaHOBUTb Ha MCXOAALLEM UHTep-
deice 3HayeHne CoS B nakeTax COMMAaCHO HAaCTPOEHHOMY
BHYTPEHHeMY NpuopuTeTy.

- ipDscp — paspewwnTb U3MepUTeNo NepeMapKMpoBbIBaTb
TpaduK cornacHo HaCTPOEHHOMY aNropUTMy.

OTMEHWTb HAaCTPOWKM NepemapKnpoBKM TpadurKa Ha UCXO-
aawem nHtepdeiice.

gos def-vlanPri source {inner-
vlanPri/none/user-pri}

no qos def-vlanPri source

-/none

YcTaHaBAMBAET UCTOYHMK svlan-priority npu ncnonb3osa-
HuM DotlQ tunnel gna Bxogswero Tpaduka Ha MHTeEp-
delice.

- inner-vlanPri — konupyeT cvlan-priority B svlan-priority;
- user-pri — 3HayeHue svlan-priority 6epetca u3 qos inter-
face {fastethernet/gigabitethenet/tengigabitether-
net/port-channel port} def-user-priority priority;

- none — 3Ha4yeHune No ymonyaHuto, svlan-priority = 0.

Bo3BpallaeTca 3HaYeHne N0 YMOAYAHUIO.

KomaHObI pexcuma pedakmupos8dHUSA CIUCKA Kpumepues KadccuguKkauuu mpagduka

Bupa, 3anpoca KOMaHAHOVI CTPOKU pexXnma penakTnpoBaHUA CMUCKa Kputepues K}'IaCCMd)MKaLI,VIM

TpaduKa:

console# configure terminal
console (config)# class-map class-map-name
console (config-cls-map) #
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Tabaunua 198 — KomaHapl perkrMma pefakTMpoBaHUA CNUCKA Kputepures Kaaccudukaumm Tpaduka

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

match access-group {ip-access-
list | mac-access-list } ac/_num

acl_num: (0..65535)

[06aBUTb KpuTepuii Knaccuoukaunm tpaduka. Onpeaenset npa-
BUAa dunbTpaumm Tpaduka no cnncky ACL ans Knaccudurkaumu.

set class class_num

no set class class_num

class_num: (1..65535)

AKTMBMPOBATbL Kaacc.

OTKAtoUNTb paboTy Knacca.

set class class_num regen-
priority priority group-name
name

priority: (0..7);
name: (1..31) cumBonos

3afaTb BHYTPEHHMI NPUOPUTET ANA YKA3aHHOTrO Kaacca.

KomaHObI pexcuma pedaKkmuposaHusa cmpame2uu Kaaccugukayuu mpaguka

Buza 3anpoca KOMaHAHOM CTPOKM peXXnma pefakTMpoBaHMA CTpaTerMm KnaccupuKkaumm Tpadmka:

console# configure terminal
console (config)# policy-map policy-map-name
console (config-ply-map) #

Tabanuya 199 — KomaHabl pexkmma pefakTMpoBaHUA CTpaTerMm Knaccudurkaumm tpadmrka

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

set policy class class_num
default-priority-type {vlanPri
new_cos_map | ipDscp
new_dscp_map}

class_num: (0..65535);
new_cos_map: (0..7);
new_dscp_map: (0..63)

YCTaHOBUTb HOBOE 3HAYeHMe MeTKM A/iA MaKeTa.

set meter meter

no set meter

YCTaHOBWTb OrpaHUYeHue 4/ CKOPOCTU MOTOKA COMAacHO HacTpo-
€HHOMY anropuTmy.

Ypanutb orpaHnyeHune 41 CKOPOCTU NOTOKA COMNacHO HacTPOeH-
HOMY anropuTMy.

KomaHObI pexcuma 2a06anab6HoU KOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHom KOHPUrypaumm:

console (config) #

Tabnunua 200 — KomaHabl pexkmma rnobanbHol KoHdurypaumm

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

meter meter

no meter meter

meter: (1..255)

Co3patb M3MepuTe/sb OrpaHUYEeHUA CKOPOCTU AR UCXOAALLEro
Tpaduka.

Yoanute M3mepuTtesib OrpaHUYEeHUA CKOPOCTM ANA UCXOAALLEro
Tpaduka.

KomaHObI pexcuma KoHgu2ypauyuu usmepumesnsa o02pdHUYEeHUS CKopocmu 048 8x00aue2o0 mpa-

_d_)UKG

Bua 3anpoca KOMaHAHOM CTPOKM B peXKMme KoHUTrypauuu:

console (config-meter) #
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Tabnuua 201 — KomaHabl pexkmma KoHpurypaumm

nameputena orpaHnN4eHmA CKOpoCTn

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

meter-type avgRate cir
{cir_value} mode {bytes |
packets}

YCTaHOBUTb OrpaHNYEHEe CKOPOCTU A/1A UCXoAsLLero Tpaduka co-
rnacHo anropuTtmy avgRate (leaky bucket).

meter-type srTCM cir
{cir_value} cbs {cbs_value} ebs
{ebs_value} mode {bytes |
packets} [color-aware]

YCTaHOBUTb OrpaHUYEHNE CKOPOCTU ANA UcxoasaLLero Tpaduka co-
rnacHo anropuTmy single rate — Three Color Marker (rfc2697).
Color-aware — Bk/to4yaeT aHanm3 DSCP npu aHanuse obbema Tpa-
duka.
Nopaepxusaerca Tonbko Ha MIES2424, MES24248B,
V MES2424FB, MES2424P, MES2448, MES2448B,
MES2448P, MES2420-48P, MES2411X, MES3400-24,

MES3400-24F, MES3400-48, MES3710P.

meter-type trTCM cir
{cir_value} cbs {cbs_value} eir
{eir_value} ebs {ebs_value}
mode {bytes | packets} [color-
aware]

YCTaHOBUTbL OFpaHUYEHNE CKOPOCTU ANs UcxoasaLero Tpadumka co-
rnacHo anropuTtmy two rate — Three Color Marker (rfc2698).
Color-aware — Bk/toyaeT aHanm3 DSCP npu aHanuse obbema Tpa-
duKa.
Nopaepxusaerca Tonbko Ha MES2424, MES24248B,
V MES2424FB MES2424P, MES2448, MES2448B,
MES2448P, MES2420-48P, MES2411X, MES3400-24,

MES3400-24F, MES3400-48, MES3710P.

' ‘ [Ona KoppeKTHoU paboTbl M3mepurtena ¢ aaroputmamm sr-TCM m tr-TCM TpebyeTca ycTaHo-
rad BUTb Ha uUcxopaAwem uHtepdeiice KomaHay qos map regen-priority ipDscp enable.

KomaHOob! pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnuua 202 — Komanapl pexkuma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show gos global info

OT06pa3unTb rnobanbHble HACTPOWKK gOS.

show qos def-user-priority
[fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group]

Moka3aTb B KaKylo oyepesb onpegeneHbl HTepdeiicl.

show queue-map[fastethernet
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group]

OT106pa3nTb mannuHr CoS 1 DSCP no ymonyaHuto.

show qos trust

MpOCMOTP TEKYLLMX HACTPOEK A0BepUs MeTKam cos 1 dscp.

show qos queue-stats
[interface gigabitethernet
gi_port | tengigabitethernet
te_port]

gi_port: (0/1..48);
te_port: (0/1..11)

OT06pa3unTb cTaTUCTMKY QOS.
Mopaepusaerca Tonbko Ha MES2424, MES24248B,
MES2424FB, MES2424P, MES2448B.

Mpumep NPUMEHEHUA CEPBUCHOMN MOAUTUKMK:

Ons Tpaduka, umetowero DSCP 8, meHaeTtcs VLAN Ha 100, p-bit meHseTcs Ha 7, dscp meHsieTca Ha 63,
CKOpPOCTb NOTOKa orpaHmumBaetca go 512 kbps.

console (config)# ip access-list extended 1008
console (config-ext-nacl)# permit ip any any traffic-class 8 sub-action mod-

ify-vlan 100
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console (config-ext-nacl)# !
console (config) # interface gigabitethernet 0/6

console (config-if)# qos trust cos

console (config-if)# switchport mode trunk
console (config-if) # ip access-group 1008 in
console (config-if)# !

console

onfig)# interface gigabitethernet 0/7

console (config-if)# switchport mode trunk
console (config-if) # gqos map regen-priority-type vlanPri enable

console (config)# class-map 1008
console (config-cls-map)# match access-group ip-access-1list 1008

console (config-cls-map)# set class 1008 regen-priority 7 group-name Q0S
console (config-cls-map)# !
console (config)# meter 10
console (config-meter) # meter-type avgRate cir 512 kbps
console (config-meter) # !

console (config) # policy-map 1008

(
(
(
(
(
(
(c
(
(
console (config-if)# !
(
(
(
(
(
(
(
(
(

console (config-ply-map) # set policy class 1008 default-priority-type ipDscp

63

KomaHObI pexcuma KoHgu2ypauuu uHmepgpelica (QuanasoHa uHmepgelicog) Ethernet, uHmep-

gelica epynnel nopmos

Buza 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypauum uHtepdeiica Ethernet, nntepdeiica

rpynnbl NOPTOB:

console (config-if) #

Tabnunuya 203 — KomaHabl pexkmma KoHpurypauum untepdeliica Ethernet, rpynnsi uHTepdelicos

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

rate-limit input rate

no rate-limit input

rate: (16..4194288)
kbps

YCTaHOBWTb OrpaHUYEHNE CKOPOCTU AN BXoasLLero TpaduKa.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

rate-limit output rate

no rate-limit output

rate: (16..4194288)
kbps

YCTaHOBWTb OrpaHUYeHMe CKOPOCTU AA UCXoAALLero Tpaduka.

V 3HaueHue rate AOMKHO BbITb KPaTHO 16.

YCTaHOBUTb 3HAYEHME MO YMOJIHAHUIO.

Mpymep HacTPOMKKU orpaHnyYeHnn ckopoctn noptaGigabitEthernet 0/4:

console# configure terminal
console (config)# wvlan 10

console (config-vlan)# wvlan active

console (config-vlan)# !
console (config) # interface gigabitethernet 0/4

console (config-if
console (config-if
console (config-if

(
(
(
console (config-if) #
(
(
(

) #
)
)

#
#

Mpumep HacTponkm QOS:

switchport mode access
switchport access vlan 10
rate-limit input 512
rate-limit output 512

HacTpouTb NNaHMPOBLLMK MO aAropuUTMy Wrt A1 ncxogaulero nHtepdeliica fa0/1. Pacnpeaenuts Tpa-
¢uK cornacHo nonto CoS B ovepean 1-4. HasHaunTb BeC WrIT Ans o4Yepedeit cCornacHO Homepy odepeau.
Oyepeab 5 06bABUTbL NPUOPUTETHON.

console (config) # scheduler 10 interface fastethernet 0/1 sched-algo wrr
console (config) # scheduler 20 interface fastethernet 0/1 sched-algo

strict-priority
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console (config queue
console (config queue

( ) # interface fastethernet 0/1 scheduler 10 weight I
( ) #
console (config) # queue
( ) #
( ) #

interface fastethernet 0/1 scheduler 10 weight 2
interface fastethernet 0/1 scheduler 10 weight 3
interface fastethernet 0/1 scheduler 10 weight 4
interface fastethernet 0/1 scheduler 10

console (config queue
console (config queue

G W N

console (config) # queue-map regn-priority vlanPri 1 queue-id I
console (config) # queue-map regn-priority vlanPri 2 queue-id 2
console (config)# queue-map regn-priority vlanPri 3 queue-id 3
console (config) # queue-map regn-priority vlanPri 4 queue-id 4
console (config) # queue-map regn-priority vlanPri 5 queue-id 5
4.28 KoHdurypauma npoToKON0B MapLupyTU3aLmum
’ ' AnnapaTtHaa mapLlupyTU3aumMa noaaeprKMBaeTca ToNbKo Ha mogenax MES2424, MES2424B,
rad MES2424FB, MES2424P, MES2448, MES2448B, MES2448P, MES2420-48P, MES2411X,

MES3400-24, MES3400-24F, MES3400-48, MES3710P.

4.28.1 KoHdpueypayua cmamu4yeckoli mapwpymu3sayuu
CTaTnuyeckana mMapLpyTM3aums — BMA MapLLIPyTU3aLLMKM, MPU KOTOPON MapLUPYTbl YKa3bIBatoTCA B AB-
HOM BMAE NPU KOHOUTYpaLMmM MapLipyTM3aTopa. Bca maplupyTmsaumsa npyu sTom NpoucxoamT 6e3 yyactus

KaKMX-1MBO NPOTOKON0B MapLUPYTU3aLMN.

KomaHObI pexcuma 2a06ana6Hol KOHguU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHom KoOHOUrypaLmm:

console (confiqg) #

Tabnuua 204 — Komanapl pexkuma KoHpurypaumm nHtepdelrica Ethernet, rpynnol uHtepdelicos

3HavyeHue/3Ha4yeHue "
KomaHoa / Aelicmeue
o yMOAYAHUIO
ip route prefix {ip_mask Co3paTb cTaTUYecKoe NPaBU/Io MapLLIpyTU3aLMK.
| prefix_length} {gateway - prefix — ceTb Ha3HayeHuA (Hanpumep, 172.7.0.0);

- mask — macka cetu (B popmaTe AECATUYHON CUCTEMBI CUMCAE-
HUA);
- gateway — W03 418 [OCTYNA K CETU Ha3HauYeHus;

prefix_length: (0..32); | - distance — Bec mapwpyTa;
distance (1..255)/1 - vlan_id — 3apaétca B TOM cnyyae, ec/iv CeTb HazHaYeHUa Hanpa-
vlan_id: (1..4094) myto (directly) nogkntoueHa K uHTEpdENCy, COOTBETCTBYIOLEMY
vlan_id.
no ip route [all | prefix YaanuTtb NpaBmo 13 Tabaunubl CTaTUYECKOM MapLUpyTU3aumnn.
{io_mask |prefix_length} [gate- - all — ypanuTb BCe NpaBuia U3 TabanLbl CTAaTUYECKON MapLIPYyTU-
way]] 3auumn.

KomaHOb! pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console#
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Tabnunuya 205 — KomaHabl pexkmma EXEC

3HayeHue/3HayeHue

KomaHoa Aeticmsue
no ymon4aHuro
show ip route [prefix [mask]| MokKaszaTb Tabanuy MapLipyTU3aumm, ya0BAETBOPAIOLWYIO 3a4aH-
connected | details | failed | HbIM KpUTEPUAM.
static | summary] - prefix — ceTb Ha3HaYeHus;
- mask — macKa ceTu (B popmaTte AeCATUYHOM CUCTEMBI CYMCIE-

HUA);

- connected — NOAKNIOYEHHbIV MApLLUPYT, TO CTb MapLpyT,B3A-

- TbIli C HENOCPEACTBEHHO NOAKAOYEHHOTO U GYHKLUMOHMPYIOLWLErO
MHTepodeiica;

- details — neTannsnposaHHan nHpopmaums;

- failed — mapwpyTbl, ycTaHOBNEHHbIE C OWMBKamu;

- static — cTaTMuecKnit MapLupyT, NPONUCAHHbIN B TabaMLe mapLl-
pyTusauum;

- summary — obLiee Ko/IM4YeCcTBO MapLIPyTOB.

4.28.2 Hacmpolika Virtual Router Redundancy Protocol (VRRP)

’ DYyHKUMA nopaepKuBaeTca TONbKO Ha mopgenax MES2424, MES2424B, MES2424FB,
. MES2424P, MES2448, MES2448B, MES2448P, MES2420-48P, MES2411X, MES3400-24,
MES3400-24F, MES3400-48, MES3710P.

Mpotokon VRRP npepHasHayeH AnA pe3epBMPOBAHUA MapLUPYTU3aTOPOB, BbIMOJHAOWMX POJb
LINH03a MO YMOJIYaHUI. ITO AocTUraeTcs nyTém obbeamnHeHus IP-uHTepdencos rpynnbl MapLLpyTU3aTopos
B OAMH BMPTYasibHbINA, KOTOPbIM ByAET MCNONb30BATLCS KaK LW/H03 N0 YMOYaHMIO 419 KOMMbIOTEPOB B CETU.
Ha KaHanbHOM ypoBHe pe3epBupyemble nHTepdelicbl umeroT MAC-agpec 00:00:5E:00:01:XX, rge XX — Ho-
mep rpynnbl VRRP (VRID).

TONbKO OAUH N3 GU3MYECKUX MAPLUPYTU3ATOPOB MOXKET BbINOAHATL MapLIpyTU3aLmio TpadmKa Ha BUPTY-
anbHom IP-nHTepodeice (VRRP master), ocTanbHble MaplupyTM3aTopbl B rpynne npeaHasHaveHbl s pesep-
BupoBaHua (VRRP backup). Beibop VRRP master npoucxoguT B cootBetcTBuMM ¢ RFC 5798. Ecnm Tekywmi
master cTaHOBUTCA HeAOCTYNHbIM — BblI6Op master'a nosTopsaeTcA. HanebiCWM NPUOPUTET MMEET MapLU-
pyTM3aTop C cOHCTBEHHBIM IP-aapecom, coBnaaatowmm ¢ BUPTYasibHbIM. B ciydae AOCTYNHOCTU OH Bceraa
ctaHosuTcA VRRP master. MakcnmanbHoe konaundectso VRRP-npoueccos — 32.

KomaHObI pexcuma 2a06anab6HolU KOHpuU2ypayuu

Bua 3anpoca KOMaHAHOW CTPOKM pexknma rnobanbHom KoOHGUrypaumm:
console (confiqg) #

Tabnvua 206 — KomaHabl pexkmma rnobanbHon KoHdUrypauum

3HaveHue/3Ha4yeHue »
KomaHda / Aelicmeue
no ymoa4YaHuro

vrrp enable Bkntountb VRRP rnobanbHo.

-/BbIKNIOYEHO Dns Toro uto6bl VRRP 3apaboTan Ha uHTepdeiicax,

HYKHO BKAounTb VRRP rnobanbHo.

no vrrp enable YaanuTb npaBuao 13 Tabaunubl CTaTUYECKON MapLpyTU3aLmm.
vrrp version {v2 | v3} -/v2 3agatb Bepcuio VRRP.
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KomaHObI pexcuma KoHguypayuu uHmepageticos VLAN

Buna 3anpoca KOMaHAHOM CTPOKM B pexxume KoHpurypaumnm nntepoeiicos VLAN:

console (config-if)#

Tabnnua 207 — KomaHab! pexkmuma KoHpurypauum untepdelic VLAN

KomaHoa

3Ha4yeHue/3HayeHue
o ymon4aHuro

Aeiicmeue

vrrp vrid ipv4 ip_address

Onpegenntb IPv4-agpec VRRP-mapLipyTmMsaTopa.

no vrrp vrid ipv4 [ip_address] vrid: (1..255)/- YAanuTb BUPTyanbHbI MaplupyTM3aTop vrid Ha JaHHOM YCTPOii-
cTBe.
vrrp vrid accept-mode {enable enable — BKntounTb pexxum, B KoTopom VR-agpec byaer otsevyaTb
| disable} vrid: (1..255)/ Ha ICMP-3anpocbl ¥ NpMHMMaTb 3anpocbl Ha MOAKAOYEHME MO
BbIKNOYEHO Telnet u SSH;
disable — BbIKNIOUNTbL AAHHDBIN PEXUM.
vrrp vrid preempt BKAOUMTL pexnm, npm KoTopom backup-mapwpytusatop ¢ 6onee
BbICOKMM NpUOpUTETOM ByAeT MbiTaTbCA MepexsaTuTb Ha cebs
posib master y TeKyLlero master-maplupyTtusaTtopa c 6onee Hus-
. KMM NPUOpPUTETOM.
vrid: (1..255)/ MapLupyTU3aTop, KOTOpbIii ABAAETcA Bnagenbuem IP-
BK/IIOYEHO V

no vrrp vrid preempt

agpeca mapuwpyTtusatopa, 6yaer nepexsaTbiBaTb Ha
cebs ponb master He3aBMCMMO OT HaCTPOEK AaHHOI Ko-
MaHAbl.

BbikntounTb pexnm npeemcTtBeHHOCTU.

vrrp vrid priority priority

no vrrp vrid priority

vrid: (1..255);
priority: (1..254)/
255 pna snagenobua IP-
agpeca, 100 ana

HasHauntb npuoputet VRRP-mapwpyTtmsaTtopa.

YCTaHOBUTb 3HaYeHMe No YMONYaHUIO.

OCTa/IbHbIX
vrrp vrid timer {seconds| msec seconds: (1..255); OnpefenvTb MHTEPBAN MeEXAY aHOHCaMW master-maplipyTtunsa-
milliseconds} milliseconds: Topa.
no vrrp vrid timer (10..255000)/ YCTaHOBUTb 3HAYEHME MO YMONYAHMIO.

1 cek

KomaHOwbI pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnua 208 — KomaHab! pexkuma EXEC

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

show vrrp [detail | statistics |
interface vlan vian_id | vrid
[detail | statistics]]

vrid: (1..255)/-

MpocMmoTpeTb KPaTKylo UK AeTasibHylo MHGOPMaUMo ANA Bcex
WM OQHOTO HAaCTPOEHHOTO BUPTYyasibHOro mapupyTtusatopa VRRP.
- detail — npocmoTp aeTanbHOM MHPOPMaLUW;

- statistics — npocmoTp 06Lelt CTaTUCTUKM.

4.28.3 Hacmpoiika npomokona OSPFv2

OSPF (Open Shortest Path First) — npoTokon gMHamMYecKoi mapLipyTU3aLmm, OCHOBaHHbINA Ha
TEXHO/IOMMKN OTCAEKMBAHUA cocTosHMA KaHana (link-state technology) n ncnonbaytowminesa gns HaxoxK-
OEeHUA KpaTyaiwero nyt anaroputm Lenkctpol. MpoTtokon OSPF npeacTtaBnset coboil NPOTOKON BHYT-
peHHero wo3a (IGP). MpoTtokon OSPF pacnpocTpaHsaeT MHGOPMaLMIo O AOCTYMHbIX MapLIpyTax Mexay

MapLpyT13aTOpammn 0LHON aBTOHOMHOM CUCTEMBI.
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KomaHObI pexcuma 2no06aabHoli KoHuaypauuu 019 OSPFv2

Buza 3anpoca KOMaHAHOWM CTPOKM peXxnma rnobanbHom KoOHPUrypaumu:

console (config) #

Tabaunuya 209 — KomaHabl pexkmma rnobanbHoi koHdurypaumm OSPFv2

3HavyeHue/3HavyeHue .
KomaHda / Aeiicmeue
no ymon4aHuwo
router ospf -/- 3aiTn B pexkum KoHdurypaumm npouecca OSPFv2.

KomaHObi pexcuma npouyecca OSPFv2

Buz 3anpoca KOMaHAHOW CTPOKM B pexxnme KoHdUrypaumm npouecca OSPFv2:

console (config-router) #

Tabaunuya 210 — KomaHabl pexkmma KoHpurypaumm npouecca OSPFv2

KomaHoa

3HayeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

shutdown

no shutdown

-/BbIKNIOYEH

BbikntounTtb OSPF-npouecc.

V Mo ymonyaHuto OSPF-npouecc BbIKNAOYEH.

Bkntountb OSPF-npouecc.

distance dist

no distance

dist: (1..255)/110

YCTaHOBUTb aMUHUCTPATUBHYIO AncTaHumio ana OSPF.

YCTaHOBWTb 3HaYeHMe N0 YMOJIYaHUIO.

default-information origi-
nate always [metric metric]
[metric-type {1 | 2}]

no default-information
originate always [metric
metric] [metric-type {1 |2}]

metric: (1..16777214)/20

BK/IIOUMTb @aHOHCMPOBAHKE LNKO3a NO YMOYAHMIO, BHE 3aBUCK-
MOCTK OT TOTO 3aidaH /1IN OH CTaTU4ECKMM MapLUPYTOM NN He 3a-
AaH.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.
B cnyyae ykasaHua napameTpa BEPHYTb €ro 3Ha4yeHne no ymon-
YaHUo.

set nssa asbr-default-route
translator {enable | disa-
ble}

-/BbIK/IOYEHO

BKNOYMTL MAKN BBIKAOYMTb TPAHCAALMIO MapLIpyTa No ymosya-
Huto (ycTaHoBUTL P-6MT) B NSSA Ha ASBR, KOTOpbI He ABAAeTcA
ABR.

[onKHO 6bITb BKAIOYEHO aHOHCUMPOBAHME MapLUPYTa
no ymonuanumio (default-information originate always).

redistribute connected
[metric metric] [metric-
type {1 ] 2}]

no redistribute connected
[metric]

metric: (1..16777214)/20

PaspelwnTb aHOHCUMpPOBaHKWE connected-MapLUpyTOB:

- metric-type 1 — yCTaHOBUTb TUN MMMOPTUPYEMbIX MapLIPYTOB
Kak external-1;

- metric-type 2 — yCTaHOBUTb TUN MMMOPTUPYEMBIX MapLIPYTOB
Kak external-2;

- metric — 3HaYeHMe METPUKM A4 UMMOPTUPYEMbIX MaPLLIPYTOB.

3anpeTuTb aHOHcMpoBaHMe connected-maplpyTos. B caydae
YKa3aHua napameTpa BepHyTb ero 3HauyeHue No YMOAYaHUIO.

redistribute static [metric
metric] [metric-type {1 |

2}]

no redistribute static
[metric]

metric: (1..16777214)/20

Pa3pelunTb aHOHCMPOBaHME CTaTUYECKMX MapPLUPYTOB:

- metric-type 1 — yCTaHOBUTb TUN MMMOPTUPYEMbIX MapLIPYTOB
Kak external-1;

- metric-type 2 — yCTaHOBUTb TUN MMMNOPTUPYEMbIX MapPLIPYTOB
Kak external-2;

- metric — 3HaYeHVe METPMKM AN MMMNOPTUPYEMbIX MapLLpPYTOB.

3anpeTuTb aHOHCMPOBaHME CTAaTUYECKMX MapLipyToB. B cnyyae
YKa3aHuWA napameTpa BepHYTb ero 3Ha4YeHue No YMOIYaHUIO.

redistribute rip [metric
metric] [metric-type {1 |

2}]

metric: (1..16777214)/20

Pa3pewnTb aHOHCMPOBaHWE MApPLLPYTOB, NONYYEHHbIX NO NPOTO-
kony RIP:

- metric-type 1 — yCcTaHOBUTb TUM MMMOPTUPYEMbIX MApLLIPYTOB
Kak external-1;

- metric-type 2 — yCTaHOBUTb TUN MMMNOPTUPYEMBIX MapLIPYTOB
Kak external-2;
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no redistribute rip [metric]

- metric — 3HaYeHMEe METPUKU ANA UMNOPTMPYEMbIX MapLLPYTOB.

3anpeTnTb aHOHCMPOBaHWE MapLUPYTOB, MOAYYEHHbIX NO NPOTO-
kony RIP. B cnyyae yKkasaHua napameTpa BEPHYTb €ro 3HayeHue
No YMONYaHMI0.

redistribute bgp [metric
metric] [metric-type {1 |

2}]

no redistribute bgp
[metric]

metric: (1..16777214)/20

PaspelwunTb aHOHCMpPOBaHWE MapLUPYTOB, NOJYYEHHbIX NO NPOTO-
Kony BGP:

- metric-type 1 — ycTaHOBWUTbL TUM MMNOPTUPYEMbIX MapLUPYTOB
KaK external-1;

- metric-type 2 — ycTaHOBWUTbL TUM UMNOPTUPYEMbIX MapLUPYTOB
Kak external-2;

- metric — 3Ha4YeHNe METPUKMN A8 UMNOPTUPYEMbIX MaPLLIPYTOB.

3anpeTnTb aHOHCMPOBaHWE MapLUPYTOB, MOAYYEHHbIX NO NPOTO-
kony BGP. B cnyyae ykasaHuAa napameTpa BepHYTb ero 3HayeHune
No YMONYaHMI0.

redistribute all
[metric metric] [metric-
type {1 | 2}]

no redistribute all [metric]

metric: (1..16777214)/20

PaspewnTb aHOHCMpPOBaHME MapLLPYTOB, MOJIYYEHHbIX MO BCEM
noaAaep>KnsBaemMbliM NPOTOKOIAaM MapLLPYTU3aLUK:

- metric-type 1 — ycTaHOBWUTbL TUM MUMNOPTUPYEMbIX MapLLPYTOB
KaK external-1;

- metric-type 2 — ycTaHOBMTb TUM MMMNOPTUPYEMBIX MAPLLIPYTOB
Kak external-2;

- metric — 3Ha4YeHNe METPUKMN A8 UMNOPTUPYEMBIX MApPLLPYTOB.

3anpeTuTb aHOHCMPOBAHME MapPLUPYTOB, MOSYYEHHbIX MO BCEM
NoAAEPKMBAEMbIM NPOTOKONAM MapLLpyTM3aLuKn. B caydae yKka-
3aHWA NapameTpa BEPHYTb €ro 3HaYEHUE N0 YMOMYAHMIO.

compatible rfc1583

no compatible rfc1583

-/BKAKOYEHO

Bkatountb coemectumocTb ¢ RFC 1583.

BbIKAtOUMTL coBmecTMMocCTb ¢ RFC 1583.

router-id A.B.C.D

no router-id

A.B.C.D: naeHTndukatop
mapLpyTusaTopa B ¢op-
mare IPv4-agpeca

YCTaHOBUTb MAEHTUPUKATOP MapLipyTM3aTopa, KOTOPbIA YHU-
KaJIbHO NAEHTUOULMPYET MapLLpyTU3aTOp B Npeaenax o4HoM as-
TOHOMHOW CUCTEMBI.

YCTaHOBWUTb 3HAYeHMe No YMONYaHUIO.

network ip_addr area
A.B.C.D

no network ip_addr

A.B.C.D: naeHTndukatop
30HbI B popmare |Pv4-ag-
peca

Bkntountb OSPF Ha IP-uHTepdelice.

Ypanuts IP-agpec nHTepoeiica.

area A.B.C.D stub [no-sum-
mary]

no area A.B.C.D stub
[no-summary]

A.B.C.D: naeHTnduKatop
30Hbl B popmare IPv4-aa-
peca

YCTaHOBUTb AN YKa3aHHOM 30Hbl TMN stub. 3oHa — coBokyn-
HOCTb CeTeil M MapLpyTU3aTOPOB, UMEIOLWMX OOUH U TOT Ke
naeHTuduKaTop.

- NoO-summary — He 0TNPaBAATb MHGOPMALLMIO O CYMMUPOBAHHbIX
BHELUHNX MapLLpyTax.

YCTaHOBUTb 3HAYEHME NO YMOHAHWUIO.

area A.B.C.D nssa [no-sum-
mary]
[default-information-origi-
nate [metric metric] [met-
ric-type {1 | 2}]]

no area A.B.C.D nssa [no-
summary]
[default-information-
originate]

A.B.C.D: uaeHtndukatop
30HbI B popmare IPv4-ap-
peca;
metric: (1..16777214)/20

YCTaHOBUTb AN5 YKa3aHHOM 30HbI TMN NSSA.

- No-summary — He OTNPaBAATb UHPOPMALMIO O CYMMUPOBAHHBIX
BHELWHUX mapLupyTax BHyTpb NSSA-30HbI;

- default-information-originate — BkatounTb aHOHCMpPOBaHUe
LUI03a MO YMOJIYAHUIO, BHE 3aBUCMMOCTM OT TOTO 3a4aH /I OH
CTaTUYECKMM MapLIPYTOM MU He 334aH;

- metric-type 1 — ycTaHOBUTb TUN MapLUpyTa NO YMOAYAHUIO KaK
external-1;

- metric-type 2 — yCTaHOBUTb TN MapLUPyTa NO YMONYAHUIO KaK
external-2;

- metric — 3HaYeHMe METPUKM AN aHOHCUPYEMOTO MapLIPYTa.

YCcTaHOBUTb 3HaYeHne no YMO4YaHUIO. B Ccny4yae yKasaHuMA napa-
MeTpa BEPHYTb ero 3Ha4eHne no ymon4aHuio.

area A.B.C.D default-cost
metric

no area A.B.C.D default-
cost

A.B.C.D: uaeHTndukatop
30HbI B popmare IPv4-aa-
peca;
metric: (1..16777215)/20

YCTaHOBUTb METPUKY AR LWK033 NO YMOAYAHUIO B aHOHCaxX Ana
30H stub 1 NSSA.

YCTaHOBUTb 3HaYeHue no YMOANYaHUIO.
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area A.B.C.D range

ip_addr prefix_length {sum-
mary | Type7} [advertise |
not-advertise]

no area A.B.C.D range
ip_addr prefix_length

A.B.C.D: ngeHtndmkatop
30Hbl B popmarte IPv4-ag-
peca;

BbINONHUTL CymMMpPOBaHME MApLLIPYTOB, MOMAAAOLWMX NOA yKa-
3aHHbIN AMana3oH.

- summary — ANnA MeX30Ha/IbHbIX MaplwpyToB (LSA Tun-3);

- Type7 — Ana BHeWHUX mapwpyTos n3 NSSA B marnctpanbHyo
30HY;

- advertise — 06bABUTbL YKa3aHHbI MapLIPyT;

- not-advertise — He 06bABNATb YKa3aHHbIN MapLIPYT.

YaanuTb CymMMUpPOBaHMeE MapLUpyToB ana AaHHOM OSPF-30HbI.

area A.B.C.D translation-
role {always | candidate}

no area A.B.C.D transla-
tion-role

A.B.C.D: ugeHtnduratop
30Hbl B popmarte IPv4-ag-
peca

YCcTaHOBUTb poab TpaHcnaTopa B NSSA-30He.
- always — TpaHcamMpoBath Beerga LSA tun-7 B LSA tmn-5;
- candidate — yyacTBOBaTb B Nnpouecce BbIbopa TpaHcAATOpa.

YCTaHOBWTb 3HaYeHMe N0 YMOJIHaHUIO.

area A.B.C.D stability-inter-
val sec

no area A.B.C.D stability-in-
terval

sec: (0..2147483647)/40 ce-
KYHZ,

Mepuog cTabunmnsaumm B cekyHaax, ana TpaHcaatopa B NSSA.

YCTaHOBWUTb 3HAYeHME No YMOI4aHUIO.

area A.B.C.D virtual-link
E.F.G.H [dead-interval
dead]

[hello-interval hello]
[retransmit-interval ret]

no area A.B.C.D virtual-link
E.F.G.H

A.B.C.D: naeHtndukatop
30Hbl B popmarte IPv4-ag-
peca;

E.F.G.H: ngeHtMdumKatop
MapLIpyTU3aTopa Ha3Haue-
HuA B popmarte |IPv4-aa-
peca;
dead:(1..65535)/40 cekyHg;
hello: (1..65535)/10 cekyHz,
ret: (1..3600)/5 cekyHa,

Co34aTb BUPTYanbHOE COEAUHEHNE MEKAY MArUCTPanbHOM U He-
MarucTpanbHoM 30HaMM, MeKAyY KOTOPbIMM NPUCYTCTBYET Apyras
HemarucTpasnbHas 30Ha.

- dead-interval — ykasatb dead-uHTtepBan;

- hello-interval — ykasatb hello-uHTepBsan;

- retransmit-interval — yka3aTb nHTepBan meay NOBTOPHLIMM Me-
penavamu.

YpanuTb BUPTYasibHOE coeguHeHue.

passive-interface {default |
loopback /oopback | vlan
vlan_id}

no passive-interface {de-
fault | loopback /oopback |
vlan vian_id}

loopback: (0..100);
vlan_id: (1..4094)/disabled

3anpeTtutb IP-uHTEepdelicy o0bmeHnBaTLCA MPOTOKObHBIMU CO0B-
LLLEHUAMM C coceaAMM Yepes yKasaHHble MHTepdEenchl.
- default — 3anpeTtnTtb Ans BCcex MHTepdeicos.

PaspewnTtb IP-uHTepdelicy obmeHNBATLCA NPOTOKO/bHBIMU CO-
06LWEeHNAMM C coceaamm Yepes yKasaHHble nHTepdeicsl.

neighbor ip_addr

no neighbor ip_addr

ip_addr: A.B.C.D

3apatb Bpy4Hyto OSPF-cocepa.

Ypanutb OSPF-coceaa.

redist-config ip_addr pre-
fix_length [metric-type
{asExttypel | asExttype2}]
[metric-value metric]

no redist-config ip_addr
prefix_length

metric: (1..16777215)/20

YcTaHOBWTb NapameTpbl peancTpmbyLmmn AnA BHELWHUX MapLipy-
TOB.

- ip_addr — IP-agpec ceTu HasHayYeHus;

- prefix_length — IP-macka cetu;

- metric-type asExttypel — yctaHOBWTb TMN MapLpyTa external-1;
- metric-type asExttype2 — yctaHOBWTb TN MapLipyTa external-2;
- metric-value — yCTaHOBWUTbL 3HAYEHNE METPUKU.

Y4anuTb yCTaHOB/EHHblEe MapameTpbl peancTpubyuumn ans sa-
[aHHOro MapuipyTa.

summary-external ip_addr
prefix_length [advertise |
allowAll | denyAll | not-
advertise]

[translation {disabled |
enabled}]

BbINOAHWUTD CYMMMPOBaHUE BHELHMX MApPLUPYTOB.

- ip_addr — IP-agpec ceTy;

- prefix_length — IP-macKa cetu;

- advertise — cymmnpoBaHHbI MapLpyT obbaBaseTca B LSA Tun-
5; ecnun Tmn 30HbI NSSA, TO MapwpyT He o6bABAAETCA;

- allowAll — cymmunpoBaHHbIN MapwpyT 06bABaseTcs B LSA Tmn-5;
ecnu Tin 30Hbl NSSA, To MmapwpyT ob6basnseTca B LSA Tun-7;

- denyAll — cymmnpOBaHHbIN MapwpyT He obbABAAeTCS;

-/0TK/OYEHO - not-advertise — cymmunpoBaHHbI MaplpyT He o6bABAAETCA B

LSA TMn-5; ecnv TMn 30HbI NSSA, TO MapwpyT obbsasasetca B LSA
™n-7;
- translation disabled — He ycTaHaBAuBaTb P-6UT B reHepupyembix
LSA tvn-7;
- translation enabled — yctaHoBUTb P-6UT B reHepupyembix LSA
T™Mn-7.

no summary-external BbIKNHOUMTb CYMMUPOBAHME BHELIHMX MapLLPYTOB.

ip_addr prefix_length

capability opaque JoTkAIOUEHO BkatounTb noaaepky opaque LSA.

no capability opaque

BbIKntounTb NogaepKKy opaque LSA.
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KomaHObI pexcuma KoHguypayuu uHmepagetica VLAN 0aa OSPFv2

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-if)#

Tabnunua 211 — KomaHgb! pexkuma KoHdurypaumm nntepoeiica VLAN ana OSPFv2

no ip ospf network

KomaHda 3HayeHue/3HavyeHue no Aeilicmeue
YMOAYAHUIO
ip ospf network BblbpaTh TMN ceTu:
{broadcast | non- - broadcast — lWunpokoBeLLaTeNbHasA CeTb C MHOMKECTBEHHbIM A0-
broadcast | point-to- cTynom;
multipoint | point-to- - non-broadcast — HelunpoKoBeLLaTenbHas ceTb, B AaHHOM CAy-
point} -/broadcast Yae afipeca coceHMX MapLLPYTU3aTOPOB HAaCTPaUBaKOTCA BPYY-

Hyto;
- point-to-multipoint — MHOroToueyHas ceTb;
- point-to-point — ceTb «TOYKa-TOUKa».

YCTaHOBUTb 3HAYEHMeE Mo YMO/T4aHUIO.

ip ospf cost cost

no ip ospf cost

cost: (1..65535)/10

YCTaHOBUTb METPUKY COCTOAHUA KaHana, KoTopas ABAseTCA
YC/IOBHbIM NMOKa3aTtesieM ""cTOMMOCTU" NepecbIKM AaHHbIX NO
KaHany.

YCTaHOBWTb 3HaY€HMe N0 YMOIYaHUIO.

ip ospf dead-interval
sec

no ip ospf dead-inter-
val

sec: (1..65535)/40 cekyHa,

YCTaHOBUTb MHTEPBAN BPEMEHU B CEKYHAAX, MO UCTEYEHUWN KOTO-
poro coces, 6yAeT cuMTaTbCs HEAKTUBHbIM. ITOT MHTEPBa AON-
eH b6bITb KpaTHbiM 3HadyeHuto hello-interval. Kak npasuno,
dead-interval paseH 4 uHTepBanam otnpaeku hello-naketos.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHUIO.

ip ospf hello-interval
sec

no ip ospf hello-inter-
val

sec: (1..65535)/10 cekyHa,

YCTaHOBUTb MHTEPBAN BPEMEHMU B CEKYHAAX, NO UCTEYEHUMN KO-
TOPOro mapLlpyTusaTop oTnpasaseT cnegytowmii hello-nakert ¢
MHTepodeiica.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

ip ospf mtu-ignore

no ip ospf mtu-ignore

-/BbIK/OYEHO

OTKAtoUMTL NpoBepky MTU npu ycTaHOBAEHUM coceacTBa.

YCTaHOBUTb 3HAYEHME Mo YMOI4aHUIO.

ip ospf priority prior

no ip ospf priority

prior: (0..255)/1

YCTaHOBWTb NPMOPUTET MapLLPYTU3aTOPa, KOTOPbIA MCNONb3Y-
etca ans sbibopa DR v BDR.

YCTaHOBWTb 3HaYeHue no YMOI4aHUIO.

ip ospf poll-interval sec

no ip ospf poll-interval

sec: (1..2147483647)/120 ce-
KyHA,

YcTaHOBUTb Nepuog mexay nocblikol hello-naketos ana Heak-
TUBHOrO non-broadcast cocena.

YCTaHOBUTb 3HAYEHME Mo YMOI4aHUIO.

ip ospf retransmit-in-
terval sec

no ip ospf retransmit-
interval

sec: (1..3600)/5 cekyHg,

YCTaHOBWTb MHTEPBAN BPEMEHM B CEKYHAAX, MO UCTEYEHWUM KO-
TOPOro MapLIpyTU3aTop NOBTOPHO OTNPABUT NAKET, HAa KOTOPbIN
He No/yYnn NOATBEPKAEHWUA O NONYyYeHUU (Hanpumep,
DatabaseDescription- unu LinkStateRequest-nakeTbl).

YCTaHOBUTb 3HAYEHMe Mo YMO/I4aHUIO.

ip ospf transmit-delay
sec

no ip ospf transmit-de-
lay

sec: (1..3600)/1 cekyHg,

YCTaHOBUTb MPUMeEpPHOEe BpemMa B CeKyHAax, Heobxoammoe ans
nepeAayn nakeTa COCTOAHMA KaHana.

YCTaHOBWTb 3HaYeHMe N0 YMOHYAHWIO.

ip ospf demand-circuit

no ip ospf demand-cir-
cuit

-/BbIK/IIOYEHO

BkatounTtb nogasneHue otnpasku hello-coobuweHunin (gna nHtep-
deiicos TMNa point-to-point n point-to-multipoint u nepnoanye-
CKUX 0B6HOBANEHWMIA LSA).

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

ip ospf authentication
{message-digest | null
| sha-1 | sha-224 |
sha-256 | sha-384 |
sha-512 | simple}

-/BbIK/OYEHO

Bkntountb OSPF-ayTeHTUPUKAUMIO M 3a4aTb € TUM.

- message-digest — ucnonbsosatb wWudposaHme MD5;
- null — He ncnonb3oBaTb ayTeHTUdUKALMIO;

- sha-1 — ucnonvsosaTtb WKndpposaHune SHA-1;

- sha-224 — ncnonb3osaTtb WnpposaHme SHA-1;

- sha-256 — ncnonb3osatb WKppoBaHme SHA-256;

- sha-384 — ucnonwsosaTb WndpposaHne SHA-384;

- sha-512 — ucnonbsosaTb WndppoBaHne SHA-512;
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no ip ospf
authentication

- simple — He ucnonb3osath WKNdposaHue (Naponb nepegaeTcs
B OTKPbLITOM BUAE).

BbikntounTb OSPF-ayTeHTUdMKaumto.

ip ospf authentication-
key simple_password

simple_password: (1..64) cum-

YCTaHOBWTb NapO/b, KOTOPLIN NPeLHA3HaYeH AaA NPOCTOro
TMNa ayTeHTMOMKaLMmM (Nepesdaya Naposs B OTKPLITOM BUAE).

no ip ospf message-di-
gest-key key _id

string (1..64)

no ip ospf authentica- BOJIOB YAanutb naposb.

tion-key

ip ospf message-di- [06aBUTb KNtoY ayTeHTUDUKALNN.

gest-key key_id {md5 | - key_id — npeHTUdUKATOP KAOYa;

sha-1 | sha-224 | sha- - md5 — wudposatb KAty anroputmom MDS5;

256 | sha-384 | sha- - sha-1 — wundposaTtb KAtoY anroputmom SHA-1;
512} string key_id (0..255) - sha-224 — wnoposatb KoYy anroputmom SHA-224;

- sha-256 — wnoposatb KoY anroputmom SHA-256;
- sha-384 — wudposaTb Katoy anroputmom SHA-384;
- sha-512 — wudposaTb Koy anroputmom SHA-512;
- string — napone.

YAanuTb KNty ayTeHTUOMKALLMM.

ip ospf key

key_id {start-accept |
start-generate | stop-
accept | stop-gener-
ate} dd-mon-
year,hh:mm

no ip ospf key

key_id [start-accept |
start-generate | stop-
accept | stop-gener-

ate]

key_id (0..255);
dd (01..31);
mon: (Jan..Dec);
year: (2000..2100);
hh: (00..23);
mm: (00..59)

YCTaHOBWTb NapameTpbl 411 Kntoya ayTeHTUdUKaumu.

- start-accept — 3a4aTb Bpemsa, HaUMHAA C KOTOPOro AenCcTBYeT
KNIOY Ha NPUEM;

- start-generate — 3a4aTb Bpems, Ha4MHaA C KOTOPOTro Aen-
CTBYET K/ItOY Ha nepegavy;

- stop-accept — 3a4aTb BpemMs, 4,0 KOTOPOTO AeNCTBYET K04 Ha
npuém;

- stop-generate — 334aTb Bpems, 0 KOTOPOro AeiCTBYET KAtoY
Ha nepepavy.

CHpocuTb NapameTpbl ANA KAoYa ayTeHTUOUKALNN.

KomaHObI pexcuma privileged EXEC

Bua 3anpoca KomaHAHOW CTPOKM B pexkume privileged EXEC:

console#

Tabnunua 212 — KomaHabl pexuma privileged EXEC gns OSPFv2

KomaHda

3HayeHue/3HayeHue o
YMOAYAHUIO

Aeiicmeue

show ip ospf

OT106pasunTb KoHdUrypauuto OSPF.

show ip ospf neighbor

OT06pasunTb nHPopmaumto 06 OSPF-cocegsax.

show ip ospf route

OTo6pa3unTb Tabanuy mapwpyTtmsaumm OSPF.

show ip ospf interface
[vlan vian_id]

vlan_id: (1..4094)

OT06pasunTb KoHPUrypauuto OSPF-uHTepdelicos.
- vlan — gns KoHKpeTHoro nHtepdeiica VLAN.

show ip ospf virtual-links

OT06pasunTb NapameTpbl U TEKyLLEe COCTOAHUE BUPTYaNbHbIX
JINHKOB.

show ip ospf database
[adv-router A.B.C.D | self-
originate]

A.B.C.D: IP-agpec

OT06pasunTb cocTosiHMe b6asbl AaHHbIX NpoToKkona OSPF.
- adv-router — AnA KOHKPETHOrO MapLLPYTU3aTOPa;
- self-originate — gna nokanbHOro maplupyTtusaTopa.

show ip ospf database
{asbr-summary | external |
network | nssa-external |
summary | opaque-area |
opaque-as | opaque-link |
router} [A.B.C.D | adv-
router A.B.C.D | self-

A.B.C.D: IP-agpec

OT06pasmnTb cocTosiHMe H6asbl AaHHbIX NpoToKkona OSPF, TonbKo,
Ana onpeaenéHHblX TMNnos LSA:

- asbr-summary — ans LSA tun-4;

- external — ana LSA Tun-5 v tun-7;

- network — ana LSA tun-2;

- nssa-external — gna LSA tun-7;

- summary — ana LSA tun-3;

originate] - opaque-area —ans LSA tun-10;
- opaque-as — ana LSA tun-11;
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- opaque-link — gna LSA tmun-9;
- router — ana LSA tun-1.

show ip ospf database
database-summary

OT06pasmnTb 06LLYH0 CTAaTUCTURY ANa 6a3bl gaHHbIX OSPF.

show ip ospf area_id data-
base

area_id: naeHtndumkaTtop
30HbI

OT06pasmnTb cocTosiHMe 6asbl AaHHbIX NpoToKkona OSPF ans
onpeaenéHHOMN 30HbI.

show ip ospf border-rout-
ers

OTO6pa3snTb CNNCOK NOrPaHMUYHbIX MapLLPYTU3aTOPOB.

show ip ospf {summary-ad-
dress | area-range}

OT06pasnTb CyMMMUPOBAHHbIE MapLIPYTbI:
- summary-address — ana LSA Tun-5 n tmn-7;
- area-range — ana LSA tun-3.

4.28.4 Hacmpolika npomokKona OSPFv3

KomaHObI pexcuma 2n0b6asnvHoli KoHpu2ypayuu 014 OSPFv3

BunAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnobanbHom KoOHOUrypaumm:

console (config) #

Tabnvua 213 — KomaHabl pexkmma rnobanbHon KoHpurypaumm OSPFv3

KomaHda

3HayeHue/3HayeHue
no yMmon4YaHuo

Aelicmeue

router ospf

-/-

3aliT B peXmum KoHdpurypaumm npouecca OSPFv3.

KomaHOb1 pexcuma npouyecca OSPFv3

Bug 3anpoca KOMaHAHOM CTPOKU B pexknume KoHdurypaumm npouecca OSPFv3:

console (config-router) #

Tabnnua 214 — KomaHgbl pexxuma KoHdurypaumm npouecca OSPFv3

no shutdown

KomaHoa 3HayeHue/3HayeHue no Aelicmeue
yMoOA4YaHuro
shutdown Bbikntountb OSPF-npouecc.
-/Bbik/IOYeH V Mo ymonuaHmio OSPF-NpoLLecc BbIKAIOYEH.

Bkatountb OSPF-npouecc.

nssa asbr default-route-
translator

no nssa asbr default-route-
translator

-/BbIK/IIOYEHO

BKAOUNTB TPAHCAALMIO MapLIpyTa NO YMOYaHMIO (YCTaHOBUTD P-
61T) B NSSA Ha ASBR, KoTOpbIi He siBnsieTca ABR.

YCTaHOBUTb 3HaYeHMe No YMOYaHULO.

redistribute connected

no redistribute connected

-/BbIKNIOYEHO

Pa3peLLIVITb AHOHCMpPOBaHMe connected-MapLupyTOB.

3aﬂpeTMTb AHOHCMpOBaHMe con nected-ma PLWPYTOB.

redistribute static

no redistribute static

-/BbIKNIOYEHO

Pa3peLLlMTb AHOHCMpPOBAHME CTaTUYECKUX MaPLUPYTOB.

3aﬂpeTMTb AHOHCMpPOBaHME CTaTUYECKUX MaPLUPYTOB.

redistribute bgp

no redistribute bgp

-/BbIK/IOYEHO

PaspewnTb aHOHCUMPOBaHWE MApPLLPYTOB, NOYYEHHbIX MO NPOTO-
kony BGP.

3anpeTnTb aHOHCMPOBaHME MAPLLIPYTOB, MOAYYEHHbIX MO NPOTO-
kony BGP.

router-id {A.B.C.D | auto}

A.B.C.D: uaeHTndukatop
mapLupyTusaTopa B ¢op-
mare IPv4-agpeca/auto

YCTaHOBUTb MAEHTUOUKATOP MapLIPYTM3aToOpa, KOTOPbIA YHU-
KasbHO nAeHTUGULMPYET MapLIPyTU3aTOp B Npesenax OfHOM aB-
TOHOMHOW CUCTEMbI:

- A.B.C.D —3apatb naeHTMdumKaTop BPYyYHYHO;

- auto — B KayecTBe router-id 6yayT Ucnonb3oBaHbl NocnegHue
yeTblpe H6aliTa 6azoBoro MAC-agpeca KOMMyTaTopa.

area A.B.C.D stub [no-sum-
mary]

A.B.C.D: uaeHTndukatop
30HbI B popmare IPv4-ag-
peca

YCTaHOBUTb A1A YKa3aHHOM 30HbI TMN stub. 30Ha — cOBOKyN-
HOCTb ceTeli M MapLUPyTU3aTOPOB, MMEIOLMX OAUH W TOT XKe
naeHTudmKaTop.
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no area A.B.C.D stub

- No-summary — He OTNPaBAATb MHPOPMALMIO O CYMMUPOBaAH-
HbIX BHELUHMX MapLLpyTax.

YCTaHOBWTb 3HaYeHMe N0 YMOJIYaHUIO.

area A.B.C.D nssa [no-sum-
mary]

no area A.B.C.D nssa

A.B.C.D: ngeHtndmkatop
30Hbl B popmarte IPv4-ag-
peca

YCTaHOBWTb A9 YKa3aHHOM 30HbI TUN NSSA.
- no-summary — He OTNPaBAATb MHGOPMALMIO O CYMMUPOBAH-
HbIX BHELIHUX MApLIpyTax.

YCTaHOBUTb 3Ha4YeHMe Mo yMmoa4YaHuio. B ciyyae ykasaHuA napa-
MeTpa BEPHYTb €ro 3HaYeHne No YMOAYaHUIO.

area A.B.C.D default-metric
cost

no area A.B.C.D default-
metric

A.B.C.D: naeHtndukatop
30Hbl B popmarte IPv4-ag-
peca;
cost: (1..16777215)/20

YCTaHOBUTb LIeHY 414 W33 N0 YMOYaHWUIO B aHOHCaX A/1A 30H
stub n NSSA.

YCTaHOBWUTb 3HAYeHME No YMOI4aHUIO.

area A.B.C.D default-metric
type {1 | 2}

no area A.B.C.D default-
metric type

A.B.C.D: ngeHtndmkatop
30Hbl B popmarte IPv4-ag-
peca

YCTaHOBUTb TUN AN MapLipyTa No ymondaHuio B NSSA:
- type 1 —tun external-1;
- type 2 — Tun external-2.

YCTaHOBWTb TUN 418 MapLIPYTa N0 YMOAYaHMIO Kak external-1.

area A.B.C.D range
ip_addr prefix_length [ad-
vertise | not-advertise]
{summary | Type7}

A.B.C.D: ngeHtndmkartop
30Hbl B popmare |Pv4-ag-

BbINONHUTL CyMmMMpPOBaHME MApLLIPYTOB, MOMAAAOLWMX NOA YKa-
3aHHbIM AManasoH.

- summary — ANA MeX30HasibHbIX MapLpyTos (LSA Tun-3);

- Type7 — gna BHeWwHUX mappyTos n3 NSSA B marnctpasnbHyto
30HY;

- advertise — 06bABMTb YKa3aHHbIN MapLUPYT;

peca . o
- not-advertise — He 06bABNATL YKa3aHHbIN MapLIPYT.
no area A.B.C.D range YaanuTb CymMUpOBaHMe MapLupyToB aas gaHHo OSPF-30HbI.
ip_addr prefix_length {sum-
mary | Type7}
area A.B.C.D summary-pre- BbINONHNUTL CymMMpPOBaHME BHELHUX MapLLPYTOB.
fix ip_addr pre- - ip_addr — IP-agpec ceTy;
fix_length [advertise | al- - prefix_length — IP-macka ceTy;
lowAll | denyAll | not-ad- - advertise — cymMnpoBaHHbIN MapLpyT obbasnseTca B LSA Tun-
vertise] 7 ona NSSA; He 06bABAAETCA eCN TPAHCAAUMS NPOUCXOANT U3
[translation {disabled | MarmcTpanbHoOM 30HbI B NSSA;
enabled}] - allowAll — npaBnio NprmeHseTcs, TONbKO, CO CTOPOHbI Maru-
CTPanbHOW 30Hbl; CYMMMUPOBAHHbIM MapLwpyT obbasnseTca B LSA
T™MN-7, eCW TPAHCAALMUS MPOUCXOLMUT U3 MarucTpaabHOM 30HbI B
NSSA;
-/OTKAOYEHO - denyAll — npaBMNO NPUMEHAETCA TO/IbKO CO CTOPOHbI Maru-

no area A.B.C.D summary-
prefix ip_addr prefix_length

CTPaNbHOM 30HbI; CYMMUWPOBAHHBIN MapLUPyT He 06bABAAETCS;
- not-advertise — cyMmMMpPOBaHHbIA MapLLpPyT He 06bABAAETCA B
NSSA; obbasnaetca B LSA TMN-7 ecnun TpaHCAALMA NPOUCXOANT
M3 MarncTpanbHom 3oHbl B NSSA;

- translation disabled — He ycTaHaBnuBaTb P-6UT B reHepupye-
mbix LSA Tun-7;

- translation enabled — yctaHoBUTbL P-6UT B reHeprpyembix LSA
T™n-7.

BbIkntounTh CYMMUPOBaHNE BHELWHNUX MapLIYTOB.

area A.B.C.D translation-
role {always | candidate}

no area A.B.C.D transla-
tion-role

A.B.C.D: ngeHtnduratop
30Hbl B popmarte |Pv4-ag-
pec

YcTaHoBUTb ponb TpaHcnaTopa B NSSA 30He.
- always — TpaHcampoBaTh Bcerga LSA Tmn-7 B LSA Tmn-5;
- candidate — yyacTBOBaTb B NpoLecce Bbibopa TpaHCAATOPA.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

area A.B.C.D stability-inter-
val sec

no area A.B.C.D stability-in-
terval

sec: (1..65535)/40 cekyHp,

Mepuog, cTabununsaumm B cekyHaax, ana TpaHcaatopa B NSSA.

YCTaHOBWTb 3HaYeHMe Mo YMOJIHaHUIO.

area A.B.C.D virtual-link
E.F.G.H index [dead-inter-
val dead]

[hello-interval hello]
[retransmit-interval ret]
[transmit-delay delay]

A.B.C.D: upeHtnduratop
30Hbl B popmarte IPv4-ag-
peca;

E.F.G.H: ngeHtudumkatop
MapLIpyTU3aTopa Ha3Have-
HuA B opmarte IPv4-aa-
peca;
index: (1..2147483647);

Co3gaTb BUPTYyanbHOE COeANHEHME MEXAY MarnucTpaabHOM 1
HEeMarucTpanbHO 30HaMK, MeXAY KOTOPbIMU NPUCYTCTBYET
Apyrasa HemarucTpanbHas 30Ha.

- index — yKa3aTb UHAEKC, KOTOpbIN ByaeT aeHTUdULMpoBaThb
AaHHbIN BUPTYaNbHbIN KaHan;

- dead-interval — yka3saTb dead-uHtepsan;

- hello-interval — yka3aTtb hello-nHTtepsan;

- retransmit-interval — yKasaTb MHTepBan mexay NOBTOPHbIMMU
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dead:(1..65535)/40 cekyHa;
hello: (1..65535)/10 cekyHa,
ret: (1..1800)/5 cekyHz;

E.F.G.H

no area A.B.C.D virtual-link delay: (1..1800)/1 cekyHaa

nepefadyamu;
- transmit-delay — yka3aTb npumepHoe Bpems nepeaayn naketa
B CETW.

YAanuTtb BUPTyaslbHOE COEAUHEHME.

passive-interface

-/BbIKIOYEHO

no passive-interface

3anpeTuTb Ana Bcex IP-uHTepdeicoBs, co3gaHHbIX Nocne BBOAA
AaHHOMN KOMaHAbl, 06MeHNBaTLCA NPOTOKObHLIMU COOBLLEHN-
AMM C coCeanamMm.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

redist-config ip_addr pre-
fix_length [metric-value
metric] [metric-type
{asExttypel | asExttype2}]

metric: (1..16777215)/20

prefix_length

no redist-config ip_addr

YCTaHOBWUTb NapameTpbl PeAUCTPUBYLUM 417 BHELUHUX MapLLpy-
TOB.

- ip_addr — IP-agpec ceTn HasHayeHus;

- prefix_length — IP-macka cetu;

- metric-value — ycTaHOBUTb 3HAaYEHNE METPUKM;

- metric-type asExttypel — ycTaHOBUTb TMN MapLupyTa external-
1

- metric-type asExttype2 — yctaHoBMTb TMN MapLupyTa external-
2.

YOanuTb yCTaHOB/MEHHbIE NApaMeTpbl peancTpubyuuu ana 3a-
OAHHOro MapLipyTa.

KomaHObI pexcuma KoHguypayuu uHmepgetica VLAN 019 OSPFv3

BuAa 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabanuya 215 — KomaHgbl pexxuma koHdurypaummn nutepoeiica VLAN ana OSPFv3

KomaHda

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aelicmesue

ipv6 ospf area A.B.C.D A.B.C.D: maeHTUdMKaTOp 30HbI B

no ipv6 ospf

dopmarte IPvd-agpeca

Bkntountb OSPFV3 Ha nHTepdelice.

Bbikntountb OSPFV3 Ha nHTepdeiice.

ipv6 ospf network
{broadcast | non-

multipoint | point

broadcast | point-to-

-to-

Bbi6bpaTb TMN ceTu:

- broadcast — wupokoBeLaTenbHan ceTb C MHOKECTBEHHbIM A0-
cTynom;

- non-broadcast — HelwmnpoKoBeLLaTenbHasA ceTb, B JaHHOM CAy-

link_local_addr

no ipv6 ospf neighbor

point} -/broadcast Yae aZpeca coceiHUX MapLLPYTM3aTOPOB HACTPAUBAKOTCA BPYY-
HY10;
- point-to-multipoint — MHOroTouyeuHas ceTb;
- point-to-point — ceTb «TOYKa-TO4YKa».
no ipv6 ospf network YCTaHOBUTb 3HAYE€HME MO YMOJIYaHUIO.
ipv6 ospf neighbor [Jo6aBunTb cTaTMYecKoro cocena:
link_local_addr - link_local_addr — yka3artb IPv6 link-local agpec coceaa.
-/He 3a4aH

Ypanutb cTaTUYECKOro coceaa.

ipv6 ospf cost cost

cost: (1..65535)/10

no ipv6 ospf cost

YCTaHOBWUTb METPUKY COCTOAHMA KaHasa, KoTopan ABAAETCA
YC/IOBHbIM MOKa3aTesieM "CTOMMOCTU" NepecblIK1 AaHHbIX NO
KaHasny.

YCTaHOBUTb 3HAYEHME Mo YMOI4aHUIO.

ipv6 ospf dead-int
sec

erval

sec: (1..65535)/40 cekyHp,

terval

no ipv6 ospf dead-in-

YCTaHOBUTb MHTEPBAN BPEMEHW B CEKYHAAX, MO UCTEYEHUM KOTO-
poro coceg, 6yAeT cUMTaTbCA HEAKTUBHbIM. ITOT MHTEPBan A0A-
eH ObITb KpaTHbiM 3HayeHuto hello-interval. Kak npasuno,
dead-interval paBeH 4 uHTepsanam otnpasku hello-naketos.

YCTaHOBWTb 3HaYeHMe MO YMOJTHAHUIO.

ipv6 ospf hello-int
sec

erval

sec: (1..65535)/10 cekyHz,

terval

no ipv6 ospf hello-in-

YCTaHOBUTb MHTEPBA/ BPEMEHW B CEKYHAAX, MO UCTEYEHUM KO-
TOPOro mapupyTusaTop oTnpasaseT cneayowmii hello-naker ¢
MHTepodeiica.

YCTaHOBWTb 3HaYeHMe MO YMOJTHAHUIO.

ipv6 ospf mtu-ignore

nore

no ipv6 ospf mtu-ig- -/BbIKNIOYEHO

OTKAtoYMTL NpoBepky MTU npu ycTaHOBAEHUM coceacTBa.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.
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ipv6 ospf passive-

3anpetutb IP-uHTEpdelicy 06MeHNBaTbLCA NPOTOKObHBIMM CO-

no ipv6 ospf priority

prior: (1..255)/1

interface 06LEHUAMM C coceaamm Yepes AaHHbI MHTepdelic.

no ipv6 ospf passive- /BbiknIoNEHO YCTaHOBWTb 3HaYEHME NO YMOYAHUIO.

interface

ipv6 ospf priority prior YCTaHOBUTbL NPUOPUTET MApLIPYTU3aTopPa, KOTOPbIN UCMONb3Y-

etca ans sbibopa DR v BDR.

YCTaHOBWUTb 3HAYeHME NO YMOI4aHUIO.

ipv6 ospf poll-interval
sec

no ipv6 ospf poll-inter-
val

sec: (1..65535)/120 ceKkyHAa,

YcTaHOBUTL Nepuo mexay nocblikon hello-naketos gns Heak-
TMBHOro non-broadcast cocega.

YCTaHOBWTb 3HaYeHMe MO YMOIYaHUIO.

ipv6 ospf retransmit-
interval sec

no ipv6 ospf retrans-
mit-interval

sec: (1..1800)/5 cekyHa,

YCTaHOBWTb MHTEPBAN BPEMEHU B CEKYHAAX, MO UCTEUYEHUM KO-
TOPOro MapLIpyTU3aTop NOBTOPHO OTNPABUT NAKET, HAa KOTOPbI
He Noly4nN NOATBEPKAEHUSA O NONYYEHUN.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

ipv6 ospf transmit-de-
lay sec

no ipv6 ospf transmit-
delay

sec: (1..1800)/1 cekyHpa,

YCTaHOBWTb NPUMEpPHOE Bpems B CeKyHAax, Heobxogumoe ans
nepefayn Naketa CoCTOAHWA KaHana.

YCTaHOBUTb 3HAYEHMeE Mo YMO/I4aHUIO.

ipv6 ospf demand-
circuit

no ipv6 ospf demand-
circuit

-/BbIK/IIOYEHO

BKatounTb nogasneHune otnpaeku hello-coobuieHnit (ans nHtep-
delicos TMNa point-to-point 1 point-to-multipoint) u nepuoau-
YecKux obHoBneHM LSA.

YCTaHOBUTb 3HAYEHMe Mo YMO/I4aHUIO.

KomaHObi pexcuma privileged EXEC

Buz 3anpoca KomaHAHOM CTPOKM B pexxunme privileged EXEC:

console#

Tabnunuya 216 — KomaHabl pexkmuma privileged EXEC gns OSPFv3

KomaHda

3Ha4yeHue/3HayeHue no
YMOYAHUIO

Aelicmeue

show ipv6 ospf

OTo6pa3nTb KoHUrypauuto OSPF.

show ipv6 ospf area
A.B.C.D database

A.B.C.D: uaeHtndukatop
30HbI B popmare IPv4-ap-
peca

0OT06pa3snTb coctosiHne 6asbl AaHHbIX KOHKPETHOM 30HbI.

show ipv6 ospf border-
routers

OT06pa3MTb CANUCOK NOrpaHMYHbIX MapLpyTHU3aTOpPOB.

show ipv6 ospf database
[as-external | inter-prefix |
inter-router | intra-prefix |
link | network | nssa |
router] [HEX] [detail]

OT06pa3unTb cocTosHMe Hasbl JaHHbIX NpoTOKoa OSPF:
- as-external — gns LSA Tun-5 u Tun-7;

- inter-prefix — ana LSA tmn-3;

- inter-router — gna LSA tun-4;

- intra-prefix — ana LSA tun-9;

- link — ana LSA tmn-8;

- network — ans LSA tun-2;

- nssa — gnAa LSA tmn-7;

- router — ans LSA tun-1;

- HEX — oT06pasuntb nHpopmaumio B 16-om BuAe;

- detail — oT06pasnTb geTanbHyo MHGopmaLmio 06 LSA.

show ipv6 ospf interface
[vlan vian_id]

vlan_id: (1..4094)

OT06pasunTb KOHPUrypaumto OSPF-uHTepdelicos.
- vlan — ansa KoHKpeTHoro uHTepderica VLAN.
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show ipv6 ospf neighbor

- OTo6pa3snTb nHPopmaumio 06 OSPF-cocegsax.

show ipv6 ospf packet-
stats vlan vian_id

vlan_id: (1..4094)

OTO6pa3VITb CTAaTUCTUKY NO NaKeTam.

show ipv6 ospf redist-con-
fig

OT06pasunTb KOHPUrypaLmio peaucTpmubyumm.

show ipv6 ospf route

- OT06pa3unTb Tabanuy mapwpytmsaumm OSPF.

show ipv6 ospf virtual-links

OT06pa3snTb NapaMeTpbl U TEKYLLLEE COCTOSHUE BUPTYaIbHbIX
JINHKOB.

4.28.5 Hacmpoiika npomokona RIP

RIP — (Routing Information Protocol) npoTtokon maplpyTHOM MHPOPMALMK, OTHOCALLMIACA K BHYT-
PEHHUM NPOTOKOAM MapLLPYTM3aLUM AUCTaHLMOHHO-BEKTOPHOIO TUNa.

KomaHOb! pexcuma 2106aa6HOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobanbHoOM KOHPUrypaumm:

console (config) #

Tabnunua 217 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

3HaveHue/3Ha4yeHue ”
KomaHoa / Aelicmesue
no yMmoa4YaHuro
router rip -/- 3aliTn B peXMm KoHdurypaumm npouecca RIP.

KomaHOsI pexcuma npouecca RIP

Bug, 3anpoca KOMaHAHOW CTPOKM B pexume KoHdurypaumm npouecca RIP:

console (config-router) #

Tabnnua 218 — KomaHabl pexkuma KoHpurypauum npouecca RIP

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

HAelicmeue

auto-summary {disable | enable}

-/BbIKNIOYEHO

YCTaHOBWUTbL aBTOMaTUYECKOE CYMMMUPOBaHME No Knaccy
cetu:

- enable — BKAOUNTD;

- disable — BbIKAOUYMNTL.

default-metric

metric: (1..16)/3

no default-metric

YCTaHOBUTb 3HaYEHNE METPUKMU MO YMOJIYAHUIO 15 MapL-
PYTOB, NMONYYEHHbIX U3 APYTUX MPOTOKO/OB.

YCTaHOBUTb 3HAYEeHME N0 YMOHYAHMUIO.

distance distance

distance: (1..255)/121

no distance

YCTaHOBWUTb aAMUHUCTPATUBHYIO ANCTaHLMIO ANA MapLLpy-
ToB RIP.

YCTaHOBUTb 3HaYeHMe N0 YMOAYAHMUIO.

network ip_addr [unnum vilan
vlan_id]

ip_addr:A.B.C.D
vlan_id: (1..4094)

no network ip_addr [unnum vlan
vlan_id]

Bkntountb RIP Ha IP-uHTepdelice.

- unnum — RIP 6yaeT BKAtOYEH HA MHTepdeice, Ha KOTo-
pom He 3agaH IP-agpec, u RIP-coobuieHua byayT otnpas-
NATbCA OT agpeca ip_addr.

BbikntounTtb RIP Ha IP-uHTepdeiice.

output-delay

no output-delay

-/BbIK/IOYEHO

BKNIOUMTL 3a4ePKKY MexXay naketamu RIP-coobuieHni.

BbIK/MOUNTD 3aZePKKy Mmexay naketamu RIP-coobuweHni.

passive-interface {Gigabitether-
net gi_port | Tengigabitethernet
te_port | vlan vian_id}

gi_port: (0/1..48);

no passive-interface {Giga-
bitethernet gi_port | Tengiga-
bitethernet te_port | vlan
vlan_id}

te_port: (0/1..11);
vlan_id: (1..4094)/disabled

3anpetutb IP-uHTEpdeicy nocbinate n npuHMmaTte RIP-co-
obueHua.

PaspewunTb IP-uHTepdeiicy nocbinatb M NpuHUMaThb RIP-co-
obuieHusn.

redistribute connected

-/BbIK/IOYEHO

Pa3pelunTtb aHOHCMpOBaHWe connected-mapLUpyToB.
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no redistribute connected

3anpeTnTb aHOHCUpPOBaHWe connected-mapLIpyTos.

redistribute static

no redistribute static

-/BbIK/IOYEHO

Pa3pelunTb aHOHCMPOBaHME CTaTUYECKUX MaPLLPYTOB.

3anpeTnTb aHOHCUPOBAHWE CTaTUYECKMUX MAPLUPYTOB.

redistribute ospf

no redistribute ospf

-/BbIKNOYEHO

PaspewnTb aHOHCUMPOBaAHWE MAPLLPYTOB, NONYYEHHbIX MO
npoTokony OSPF.

3anpeTuTb aHOHCMPOBAHME MAPLLIPYTOB, MOAYYEHHbIX MO
npotokony OSPF.

redistribute bgp

no redistribute bgp

-/BbIKNOYEHO

PaspelwunTb aHOHCUMPOBAHWE MapPLLPYTOB, NOJYYEHHbIX NO
npotokony BGP.

3anpeTuTb aHOHCMPOBaHWE MapLLPYTOB, NOAYYEHHbIX MO
npoTtokony BGP.

redistribute all

no redistribute all

-/BbIK/IOYEHO

Pa3pelunTs aHOHCMPOBaHWE MapLLPYTOB U3 BCeX Noaaep-
YKMBAEMbIX NPOTOKOJIOB.

3anpeTuTb aHOHCMPOBAHWE MApPLLIPYTOB U3 BCeX Noaaep-
’KMBAEMbIX MPOTOKOJIOB.

security {maximum | minimum}

-/maximum

no security

YcTaHOBUTb ypoBeHb HesonacHocTu:

- maximum — RIPv1-nakeTbl 6yayT UrHOPMPOBATLCA, KO-
raa BKAYeHa ayTeHTUdMKaums;

- minimum — RIPv1-nakeTbl 6yayT npuHUMaThCA, Aaxe
ecnu ayTeHTUOUKALMA BKIKOYEHA.

YCTaHOBUTb 3HaYEeHME N0 YMOIYAHMUIO.

version {1[2] | 2[1] | none}

-/N0 YMONYaHMIO YCTaHOB-
neHbl n 1 n 2 sepcun

no version

YcraHosuTb Bepcuio RIP:

-1 —RIPv];

-2 — RIPv2;

- none — He nocbinaTtb RIP-coobuieHus.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica VLAN

Bua 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnunua 219 — KomaHabl pexkmma KoHourypauum uHtepdeiica VLAN

KomaHda

3HayeHue/3HayeHue no ymonya-
Huto

Aeiicmeue

ip rip default route in-
stall

no ip rip default route
install

-/BbIK/IIOYEHO

YCTaHOBUWTb LWAKO3 MO YMONYaHUIO B TabAuULy MapLipy-
TU3auMK, ecim oH npucytcreyet B RIP-coobuieHunx.

YCTaHOBWTb 3HaYeHue no YMO4aHUIO.

ip rip default route
originate metric

no ip rip default route
originate

metric (1..15)

BKAtoUnTL 06BbABAEHME LWK03a NO YMONYAHUIO:
- metric — MeTp1Ka A/1A MapLpyTa No YMOJYaHUIO.

BbIKNtOUMTb 06BABAEHME W03 NO YMONYaHUIO.

ip rip receive version
{11211 2[1] | none}

no ip rip receive ver-
sion

-/N0 YMONYaHWIO yCTaHOBEHbI 1 1 1 2
BepCcUM

YctaHosuTb Bepcuto RIP ana npuHMmaemblx NakeToB:
-1 —RIPv1;

-2 — RIPv2;

- none — He nocbinaTb RIP-coobuieHus.

YCTaHOBWTb 3HaYeHue no YMO4aHUIO.

ip rip send version {1
[2] | 2 [1] | none}

-/No yMOAYaHUio ycTaHoBeHbl M 1 1 2

YctaHoBuTb Bepcuto RIP ana otnpasnsembIx NakeToB:
-1 —RIPv];
-2 — RIPv2;

fix_length

Bepcm - none — He nocblnatb RIP-coobuieHus.
no ip rip send version YCTaHOBWTb 3HAYEHME MO YMONYAHMIO.
ip rip split-horizon BKntounTb paclienneHne ropusoHTa.
[poisson] - poisson — peBepcMBHO 06BABNATL CETU, NPUHATbIE Ha
/Bntoqero TeKylem nHTepdeice Kak HeJOCTUXUMbIE.
no ip rip split-horizon BbIK/NOUMTL pacLLenieHe ropu3oHTa.
ip rip summary-ad- BbINOAHUTB CYMMMUpPOBaHNE MapLLPYTOB.
dress ip_addr pre- -/- - ip_addr — IP-aapec ceTv HasHa4YeHus;

- prefix_length — IP-macka ceTu.
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no ip rip summary-ad-
dress ip_addr pre-
fix_length

BbIK/IIOYNTL CYMMMPOBaHME MApPLUPYTOB.

ip rip timers basic up-
date invalid garbage

no ip rip timers basic

update (10..3600)/30 cekyHa;
invalid (30..500)/180 cekyHa;
garbage (120..180)/120 cekyHa,

YCTaHOBWUTb 3HAUYEHUA TaliMepoB.

- update — vHTepBan MexKAy oTnpasneHnem obHose-
HUIA;

- invalid — nHTepBan, nocne KOTOPOro MapLupyTbl ByayT
NomMeyeHbl Kak HeJOCTUNKUMbIE, EC/IN OHWU He 06HOBAA-
JnCb;

- garbage — nHTepBan, Nocae KOTOPOro MapLUpyTbl 6y-
AYT YA3NEHbl, €CIM OHU He 0BHOBAANUCH.

YCTaHOBUTb 3HAYEHUA NO YMONYaHUIO.

ip rip auth-type {md5
| sha-1 | sha-256 |
sha-384 | sha-512 |
text key string}

no ip rip
authentication

-/BbIK/IIOYEHO

Bkntountb RIP-ayTeHTUOUKAUMIO 1 3a8aTb €€ Tun.

- md5 — ncnonb3osatb wWupposaHme MD5;

- sha-1 — ucnonb3osBaTb WndpposaHme SHA-1;

- sha-256 — vcnonb3oBath WnpposaHune SHA-256;

- sha-384 — ucnonbsosatb wWndposaHme SHA-384;

- sha-512 — ucnonb3osatb wWudposaHme SHA-512;

- text key — He ncnonb3oBath WKppoBaHME (Naposib
nepenaérca B OTKPbITOM BUAE);

- string — naponb.

BbikntounTb RIP-ayTeHTUdMKaUMIO.

ip rip authentication
key-id key_id key
string

no ip rip authentica-
tion key-id key _id

key_id (0..255);
string (1..16) cumBonoB

[06aBuTb KNOY ayTeHTUOUKAL M.
- key_id — vaeHTUdUKaTOp KNtoYa;
- string — naponb.

YaannTb KoY.

ip rip key-id

key_id {start-accept |
start-generate | stop-
accept | stop-gener-
ate} year-mon-
dd,hh:mm:ss

key_id (0..255);
year: (2000..2100);
mon: (01..12);
dd (01..31);
hh: (00..23);
mm: (00..59);
ss: (00..59)

YCTaHOBUTbL NapameTpbl A5 KA0Ya ayTeHTUDUKaLUM.

- start-accept — 3agatb Bpems, HauMHasA c KOTOPOro
OEeNCTBYET K/toY Ha NpUém;

- start-generate — 3a4aTb Bpemsa, HauMHaA C KOTOPOro
OENCTBYeT K/oY Ha nepeaayy;

- stop-accept — 3a4aTb Bpems, 40 KOTOPOro AencTeyeT
KNIOY Ha NPUEM;

- stop-generate — 334aTb Bpems, 4,0 KOTOPOTO AeW-
CTBYET KJIIOY Ha nepegavy;

- year-mon-dd,hh:mm:ss — pata u Bpems, 3Ha4YeHue Mo
ymonyaHuio ana start-accept v start-generate: 2000-
01-01,00:00:00.

KomaHObI pexcuma privileged EXEC

Bua 3anpoca KoMaHAHOM CTPOKK B pexume privileged EXEC:

console#

Tabnunua 220 — KomaHgb! pexuma privileged EXEC

KomaHda

3HayeHue/3HayeHue o
YMOAYAHUIO

Aeiicmeue

show ip rip authentication

OT06pa3unTb MHGOPMALMIO O ayTeHTUPUKALMU.

show ip rip database
[ip_addr prefix_length]

OTo6pa3unTb 6a3y AaHHbIX.
- ip_addr — IP-agpec ceTy;
- prefix_length — IP-macka ceTw.

show ip rip peerinfo

OT06pa3unTb MHGOPMALMIO O coceasnX.

show ip rip statistics

OTO6pa3nTb 06LLYI0 CTaTUCTMKY M CTAaTUCTUKY NO UHTEP-
deticam.
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4.29 O6HoBNEHME NporpammHoOro obecneueHus c cepsepa TFTP

Cepsep TFTP gonkeH 6biTb 3anyLieH M HACTPOEH Ha KOMNbIOTEPE, C KOToporo 6yaer 3arpy-
»KaTbCA NporpammHoe obecneyeHue. CepBep A0MKEH UMETb paspeLleHne Ha YTeHue ¢aii-
0B HauyaNbHOro 3arpysumnka u/vmnm cuctemuoro MNMO. Komnbiotep ¢ 3anyweHHbim TFTP-cep-
BEPOM A0/KeH 6bITb A0CTyNeH A1 KOMMYyTaTopa (MOXKHO NPOKOHTPOIMPOBATb, BbINONHUB
Ha KoMmmyTaTope KomaHay ping A.B.C.D, rge A.B.C.D — IP-agpec KomnbloTepa).

.‘

' ' O6HoBNEHME NPOrPaMMHOro obecnevyeHMA MOXKeT OCYLLEeCTBAATLCA TO/IbKO NPUBUAETUPO-
N BaHHbIM NOJ/Ib30BaTeNIEM.

4.29.1 Ob6HoBnEHUe cucmemMHOo20 nNpo2pamMmmHo20 obecneyeHus

3arpysKa ycTpoiictBa ocyliectsasetca u3 ¢daina cucTtemHoro nporpammHoro obecnevenua (MNO),
KOTOPbIA XpaHuTcA Bo ¢naw-namatu. MNpu ob6HOBNEHMM HOBbIM dann cuctemHoro MO coxpaHAeTcs B
cneunanbHO BblgeneHHoOW obnactu namsTu. pu 3arpyske YCTPOMCTBO 3anycKaeT aKTUBHbIM daiin
cuctemHoro MO.

Mpoueaypa obHoBneHuA MO:

CKonunpoBaTb HOBbIM ¢ain NporpaMmHoro obecneyeHus Ha yCTPOWCTBO B BblAe/IeHHYI0 061acTb Na-
MATK. PopmaT KoMaHAbI:

console# copy tftp://tftp ip address/[directory]/filename image

Nnn komaHaom

console# firmware upgrade tftp://tftp_ip_address/[directoryl/filename
Mpumep KomaHabl ans 3arpysku MO yepes sftp:

console# copy
sftp://username:passwordCTftp ip address//[directory]/filename image

HoBas Bepcua NporpammHoro obecneyeHuns CTaHeT akTUBHOW Noc/ie nepesarpyskn KommyTaTopa.

[na npocMoTpa AiaHHbIX O BEPCUAX NPOrpPamMMHOro obecneyeHmsa U UX akTMBHOCTU BBeAUTE KOMaHAay
show bootvar:

console# show bootvar

4.30 PexXum otnagku

PeXMm OTNagKM NO3BOAAET CHUMATb AOMOJIHUTENbHYI AMArHOCTUYECKYID MWHPOpMauuio C
YCTPOICTBA.

KomaHObI pexcuma 2106ana6HolU KOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHom KOHGUrypaumm:

console (config) #
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Tabnuua 221 — KomaHabl pexkmma rnobanbHom KoHpurypaumm

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aeiicmeue

debug iss enable { init-shut |
management-trc | data-path-
trc | cntrl-plane-trc | dump-
trc | os-resource-trc | all-fail}

debug iss disable { init-shut |
management-trc | data-path-
trc| cntrl-plane-trc | dump-

trc | os-resource-trc | all-fail}

-/disable

BKIOUUTb reHepaLmIo OT1aL04HbIX COOBLLEHUI AN KOHKPETHOro
6710Ka CUCTEMHOrO MOAYNA iss.

BbIKNOYMTL reHepaumio OTAaZ0UYHbIX COOBLEHUIA ANA KOHKpeT-
HOro 6/10Ka CUCTEMHOTO MOAYNA isS.

KomaHOowbl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 222 — KomaHab! pexkuma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmesue

no debug all

OTKNKOUYNTD BbIBOA, BCEX OTNAZ0UYHbIX COOBLLEHNIA.

dump sockets

[MpocMoTp BCeX COKETOB B CUCTEME.

dump mem Jocation [len byte]

location: (1..0xffffffff);
byte: (1..256)

OT06pa3nTb COAEPKMMOro NamaTM M3 3agaHHoi obnactv na-
MATH.

dump {task | sem | que} name
[name]

MoKasaTb feTanm 3a4aum, odepeam uam cemacdopa npu npuceoe-
HWUM MMEHW TacKa.
- name — Ha3BaHMWe Tacka.

debug test mem alloc bytes

bytes: (1..4294967295)

BblgenuTb 610Ka NaMATH C 3a4aHHbIM B 6aiiTax pasmepom.

debug test mem free

OcBob60aunTb BblAENEHHbIN 610K NamATH.

debug show sensor
temprerature index

index: (0..3)

OT06pa3nTL 3HAYEHUA faTYMKa TemnepaTypbl.

KomaHOowb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnuua 223 — Komanapl pexkuma EXEC

KomaHoa

3HauyeHue/3HayeHue
o yMon4aHuo

HAelicmeue

debug np module { all | aps |
cfa | eth | fwl | igs | ip | iss |
isspi | 12app | la | mau | mids
| mstp | pnac | qosx | rstp |
tcam | vct | vlan } [level {all |
errors | general | polling}]

no debug np module { all | aps
| cfa | eth | fwl | igs | ip | iss |
isspi | 12app | la | mau | mids
| mstp | pnac | qosx | rstp |
tcam | vct | vlan}

BKNOUMTL reHepaumio OT/1ag0uHbIX coobuwenuni ans NPAPI ans
YKa3aHHOro moayns.

BbIKNHOUYNTL reHepaLmio OTNaA04HbIX coobueHuii ana NPAPI ans
YKa3aHHOro moayns.

debug show vlan np port
[fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group]

fa_port: (0/1..24);

gi_port:(0/1..48);

te_port: (0/1..11);
group: (1..24)

OTo6pa3unTb KoHPpuUrypauuto nopta NPAPI.

debug show ip arp np
interfaces

OT06pa3uTb gepeso uHTepdeicos ARP B NPAPI.
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4.30.1 KomaHObl omaadku 0na uHmepdgelicos

[aHHbIN pexXnm OTNagKM YCTaHaB/MBAET TPACCUPOBKMU O1A MHTEPPENCoB ANA YKAa3aHHOTO YPOBHS

severity.

KomaHOwbi pexcuma EXEC

Bua 3anpoca KomaHAHOM cTPOKKM pexxunma EXEC:

console#

Tabnunua 224 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug interface all severity

no debug interface all

severity: (0..7)/-

BK/IIOUMTL reHepaLmio OTNaL04HbIX COOBLLEHNIA Ana BCeX BUA0B
TPaCcCUPOBOK.

BbIKNOUNTb reHepaL Mo OTAaA04HbIX COOBLWEHNI ana uHTepden-
COB.

debug interface arp-pkt-dump
severity

no debug interface arp-pkt-
dump

severity: (0..7)/-

BKAOUMTbL TpaccuMpoBKM gamna naketos ARP.

BbIKNHOUYMTL TPACCUPOBKM gamna naketos ARP.

debug interface buffer severity

no debug interface buffer

severity: (0..7)/-

BK/IIOUMTL reHepaLmio OTAag0uYHbIX COOBLLEHUI 4N1A NaKeTHOro
bydepa.

BbIKNOUUTb reHepaLmio 0TAaL04HbIX COOBLLEHMIT AA NaKeTHOro
bydepa.

debug interface enet-pkt-
dump severity

no debug interface enet-pkt-
dump

severity: (0..7)/-

BK/IlOUMTL TpaccMpoBKM Aamna naketos Ethernet.

BbIkNtoUMTL TpaccMpoBKM Aamna nakeTos Ethernet.

debug interface fail-all severity

no debug interface fail-all

severity: (0..7)/-

BKNOUUTL reHepaLmio 0T/1afg04uHbIX COOBLEHMI NPU BO3HUKHO-
BEHUM BCEX BUAOB cOHOEB, BKAHOYAA BAMAALMIO NAKETOB.

BbIKNOUNTb reHepaL Mo OTAaL04HbIX COOOLLEHNI MPU BO3HUKHO-
BeHUM cboes.

debug interface ip-pkt-dump
severity

no debug interface ip-pkt-
dump

severity: (0..7)/-

BKAOUMTbL TpaccMpoBKM gamna nakeTtos IP.

BbIKNOYMTL TPACCUMPOBKM Aamna nakeTos IP.

debug interface os severity

no debug interface os

severity: (0..7)/-

[eHepupoBaTb OTN1af04Hble co0bLeHUs gns pecypcos OC.

BbIKNOUUTb reHepaLmio OT1aL404HbIX COOBLLEHNIA 415 pecypcos
oC.

debug interface track severity

no debug interface track

severity: (0..7)/-

BK/I1OYMTb reHepaLmio OTIaL04UHbIX COOBLLEHNI CNEKEeHMA NH-
Tepdelica.

BbIKNIOUUTL reHepaLmio 0TAaA04HbIX COOBLLEHWNI CNeKEHNUS UH-
Tepoeiica.

debug interface trc-error
severity

no debug interface trc-error

severity: (0..7)/-

BKNIIOUUTb reHepaLmio OTNaA04HbIX COOBLLIEHNI OLIMBOK UHTep-
devicos.

BbIKNIOYUTL reHepaLmio OTa04HbIX COOBLLEHNI OLLIMBOK WH-
Tepdeicos.

4.30.2 Omnadka VLAN

KomaHObI pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM perkmuma EXEC:

console#
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Tabnunua 225 — KomaHabl pexkuma EXEC

KomaHoa

3HayeHue/3HavyeHue
o ymon4YaHuro

Aelicmeue

debug vlan all-debug

no debug vlan all-debug

BK/NOYNTbL FeHepaumio BCeX OTNaf04YHbIX COObLEeHMi mopyns
VLAN.

BbIKNOUYNTL FreHepaumio BCeX OTNaL0UHbIX COObLEeHNUA moayna
VLAN.

debug vlan all-module

no debug vlan all-module

BK/IOYMTL FreHepauuio OTNaf0uHbIX COOBLLIEHMI, KacatoLmxca
npuopuTeTa, N36LITOYHOCTH, Nepesaun TpaduKa.

BbIK/IOUNTL TEeHEepaLMIo OTAaA04YHbIX COOBLLEHMI, Kacatowmxca
npuopuTteTa, n36bITOYHOCTH, Nepesaun TpadmKa.

debug vlan buffer

no debug vlan buffer

BKNHOUMTB reHepauuto oTAaLouHbIX coobuieHmin bydepos vian.

BbIKNHOUYNTL reHepaLmio OTaA04HbIX coobLeHuii bydepos vian.

debug vlan ctpl

no debug vlan ctpl

BK/AOYNTL reHepauuio OTNafdO04YHbIX COOBLLIEHWI ynpaBaeHus
vlan.

BbIK/IIOUNTL FEHEPaLMIo OTNaL0uYHbIX COOBLEeHWUIA ynpasieHus
vlan.

debug vlan data

no debug vlan data

BKNOUMTL reHepauuto OTAafouHbIX COObLLeHMI obmeHa AaH-
HbiMu vian.

BbIKNHOUYNTL reHepaLuio 0TNaA0uHbIX cooblIeHNt obmeHa aaH-
HbImM vlan.

debug vlan dump

no debug vlan dump

BKOYUTB reHepaLmio 0TAaf04HbIX COOBLLLEHNI 3axBaTa NAaKeToB
vlan.

BbIKNOUNTL reHepaLmio OTAa40uHbIX COODOLLEHNI 3axBaTa Nake-
ToB vlan.

debug vlan failall

no debug vlan failall

BKNOUMTbL reHepaumio OTNafouHbIX coobuweHnin 06 owmnbkax
vlan.

BbIK/MOUNTL reHepaumio oTAafZouYHbIX coobuweHnin 06 owmnbkax
vlan.

debug vlan fwd

no debug vlan fwd

BKOUNTL reHepaLmio OTNAL0UHbIX COOBLEeHNI Nnepegayn Tpa-
duka vlan.

BbIKNOYNTL reHepaLmio 0T/Iaf04YHbIX COODOLLEHUI Nnepeaaym Tpa-
¢duKa vian.

debug vlan global

no debug vlan global

BKNOUMTDL reHepaLmio OT/Iaf04HbIX COObOLEeHU rnobanbHO Mo
mogynto vlan

BbIK/MOUNTL reHepaLmio OTAa40UYHbIX COOBLLEeHUI rnobanbHO No
mogynto vlan

debug vlan initshut

no debug vlan initshut

BKAOUMTbL reHepaLmio OTAaL0UHbIX COO6LLI|eHVIl7I U3MEHEeHUA Cco-
CTOAHMA moAaynAa vlan.

BbIKNOYNTL reHepaumto 0T1af04HbIX COOBLWEHN M3MEHEHUA CO-
cToAHMA moayAns vian.

debug vlan mgmt

no debug vlan mgmt

BKAOYNTL reHepauumio OTNafO04YHbIX COOBLLeHUI ynpaBaeHus
vlan.

BbIKNOYNTL reHepaLMio OTNAA0YHbIX COOBLLEHUI ynpaBieHus
vlan.

debug vlan os

no debug vlan os

BKAOUMTbL FreHepaLmio OT1ag0uHbIX COOBLWEeHMIM Ana pecypcos
mogayns vlan, Kpome bydepos.

BbIKNIOUMTL reHepaLuio OTNaf0uHbIX COOBLLEHMI 4Na pecypcoB
mozayns vlan, kpome bydepos.

debug vlan priority

no debug vlan priority

BKAIOUMTL reHepaLuio OTAag0uHbIX COOBLEHMIt NpuopuTeToB
vlan.

BbIKNHOUYNTL FreHepaLmio 0TNa40YHbIX COOBLLEHNI NPMOPUTETOB
vlan.

debug vlan redundancy

no debug vlan redundancy

BK/OYNTbL FreHepaumio OTNaA04YHbIX COOBLLEHMI M3BbITOYHOCTU
vlan.

BbIKNHOUYNTL reHepaL Mo 0T1a404HbIX COOBLEHNI N3BbITOYHOCTU
vlan.

debug garp

no debug garp

-/BbIK/IIOYEHO

BkatounTb oTnagKy npotokona GARP.

BbIKNtounTb 0TAAAKy npoTokona GARP.
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4.30.3 OmnaodkKa Ethernet-oam

KomaHOwbi pexcuma EXEC

Bua 3anpoca KomaHAHOM cTPOKKM pexxnma EXEC:

console#

Tabnunua 226 — KomaHabl pexkmma EXEC

KomaHda

3Ha4yeHue/3HayeHue
110 yMon4aHuio

Aelicmeue

debug ethernet-oam all

no debug ethernet-oam all

BK/IIOUMTL reHepaLmio BCEX OTIAZL04YHbIX COOBLLEHNI eoam.

BbIKNHOUYMTL reHepaLmio BCeX OTNa404HbIX COObLEeHMI eoam.

debug ethernet-oam buffer

no debug ethernet-oam buffer

BKAtounTb reHepaymio coobuieHnin bydepos eoam.

BbIKNOUMTL reHepaumio coobuieHunii bydpepos eoam.

debug ethernet-oam config

no debug ethernet-oam config

BK/I1OUMTL reHepaLmio coobLLeHni KoHdUrypaumm eoam.

BbIKNOUMTb reHepaLmio CoobLeHNii KoHoUrypaumm eoam.

debug ethernet-oam ctrl

no debug ethernet-oam ctrl

BK/I1OUMTL reHepaLmio coobLLeHNi ynpaBaeHmsa eoam.

BbIK/NOUMTb reHepaLmio CoobLLeHMI ynpaBaeHmsa eoam.

debug ethernet-oam discovery

no debug ethernet-oam
discovery

BKNtounTb reHepaumio cooblueHui npouecca 06Hapy»KeHUs co-
cepeli eoam.

BbIKNHOUMTbL reHepaLmio coobLieHnin npoLecca o6Hapy»KeHusa co-
cepeli eoam.

debug ethernet-oam failure

no debug ethernet-oam failure

BKAtounTb reHepaymio coobuieHnin owmnbok eoam.

BbIKNOUMTb reHepaunio coobuieHmnii owmnbok eoam.

debug ethernet-oam func-
entry

no debug ethernet-oam func-
entry

BK/11OUMTL reHepaLmio coobLLeHnit BXo4a B GyHKLMM eoam.

BbIK/NOYMTb reHepaLmio coobLleHnit BXo4a B GyHKLMM eoam.

debug ethernet-oam func-exit

no debug ethernet-oam func-
exit

BKNIOUUTL reHepaL Mo coobLeHnin Bbixoaa U3 pyHKLMIA eoam.

BbIKNHOUMTbL reHepaLmto coobueHuni Bbixoaa U3 GyHKLMI eoam.

debug ethernet-oam init

no debug ethernet-oam init

BKNOUUTL reHepaLmio COObLLEHUIA U3MEHEHUS COCTOSAHUA MO-
ayna eoam.

BbIKNOUNTb reHepaL Mo COOBLEHNN U3MEHEHUS COCTOAHUA MO-
ayns eoam.

debug ethernet-oam Im

no debug ethernet-oam Im

BKAtounTb reHepaymio coobuieHnit link-monitor eoam.

BbIKNOUYUTb reHepaumio coobuteHuit link-monitor eoam.

debug ethernet-oam loopback

no debug ethernet-oam
loopback

BKntounTb reHepaymto coobuieHnin remote-loopback eoam.

BbIKNOUUTL reHepauuio coobuieHunii remote-loopback eoam.

debug ethernet-oam mux-
parser

no debug ethernet-oam mux-
parser

BKNOUUTL reHepaumnto coobLLeHMI COCTOAHUI MUX-parser eoam.

BbIKNOUMTb TEeHepauuto COODOLEHU COCTOAHUIA Mmux-parser
eoam.

debug ethernet-oam pkt

no debug ethernet-oam pkt

BKOUNTL reHepaumio coobueHmnin Ans naketa eoam.

BbikntounTh reHepauuto C006LLI|EHMI‘;1 ANA NaKeTa eodam.

debug ethernet-oam
redundancy

no debug ethernet-oam
redundancy

BKAOUUTL reHepaLmio COOGUJ,EHVIH n3bbITOYHOCTM eoam.

BbIKNtOUMTL reHepaumio COOGUJ,eHI/Il;’I n3bbITOYHOCTM eoam.

debug ethernet-oam resource

no debug ethernet-oam
resource

BKNIOUUTbL reHepaumio COobLEeHNIA ANA pecypcoB eoam, Kpome
bydepos.

BbIK/NOUMTb reHepaLnio COOBLLEHNI AR PecypcoB eoam, Kpome
bydepos.
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debug ethernet-oam rfi

no debug ethernet-oam rfi

BKIOUNTL reHepaumio COOBLEHUI yaaneHHOro obHapysKeHus
aBapwuit eoam.

BbIK/IOUNTD FreHepaLmio coobLLeHMl yaaneHHoro obHapyKeHus
aBapwuin eoam.

debug ethernet-oam var-
regresp

no debug ethernet-oam var-
regresp

BK/OYNTL reHepauuio coobLeHnit gaa 3HaYeHnin 3anpocoB-oT-
BETOB eoam.

BbIK/IIOUNTL reHepaLmio CoObLLEHNI 419 3HAYEHUI 3aNPOCOB-0T-
BETOB eoam.

4.30.4 MypHanuposaHue omaado4Hbix coobujeHuli

C nomouwpto gaHHoro 6710Ka KOmaHZ HacTpauMBaloTCA MapamMeTpbl BeAeHMA XypHana OTNafKu B

cnucrteme.

HasBaHue KypHana coaeput B cebe gaty ero cosgaHus Ha flash.

KomaHOb!I pexcuma 2nobasnbHOU KoOHGU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHoM KOHPUIypaLmm:

console (config) #

Tabnunua 227 — KomaHabl pexkuma rnobanbHoin KoHdurypaumm

KomaHda

3HayeHue/3HayeHue
no yMmoa4aHuio

Aeiicmeue

debug-logging { console | file
| buffered-file}

no debug-logging

MNepeHanpaBuTb BbIBOA OTAALOYHbIX COODOLEHUN B KOHKpPETHOE
pacnonoxeHue.

console — B TepMMHan KOHCONU;

file — B oTaenbHbIN dain Ha flash;

buffered-file — B oTaenbHbIV Bydep, npu ncuepnaHnm pecypca by-
depa — B paiin Ha flash.

YCTaHOBUTb 3HAYEHME MO YMONYAHUIO.

debug-logging log-path
{flash_url}

no debug-logging log-path

flash:/LogDir/Debug/

YcTaHOBWTL pacnosioxkeHue daiina, B KOTOpPbIM 3anucbiBatoTca de-
bug-coobeHnus.

YCTaHOBUTb 3HaYeHMe N0 YMOIYaHUIO.

’ ' UHPopmaumna o debug-logging log-path xpaHutca B paitne nvram. [ina Bo3BpaTta AUPEKTO-
e pum no ymonuyaHuio Tpebyetca ucnonb3osaTb KomaHay no debug-logging log-path naun

delete startup.

’ ' Mpu ucnonb3oBaHnMm KomaHgbl clear logs debug file ctupaetca Bce cogepxumoe gupeKTo-
N puun, B KOTOpOI HaxoaAaTca ¢aiinbl }KypHanoB. PeKomeHAyeTca UCNO/b30BaTb OTAE/NbHYIO
OVUPEKTOPUIO UIN UPEKTOPUIO MO YMONUAHUIO A8 XPaHEHUA }KYpPHANoB Bo usbexaHue no-
Tepu KOHPUrypauoHHbIX ¢paiinos.

' ' Bo3moykHa coBmecTHaa pabota KomaHa debug-logging console u debug-logging {file |
-

buffered-file}

KomaHOobl pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#
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Tabnunuya 228 — KomaHabl pexxkmma EXEC

3Ha4yeHue/3HayeHue
110 yMon4aHuio

KomaHda

Aelicmeue

clear logs debug file

OumncTUTb comepknmoe anpektTopun ¢ debug-darinamu.

4.30.5 KomaHObl 0n3 omaadku ¢pyHKYuli ynpaeneHus

KomaHOwbi pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKKM pexxunma EXEC:

console#

Tabnunua 229 — KomaHabl pexkmma EXEC

3HayeHue/3HayeHuUe
110 yMOAYAHUIO

KomaHda

Aelicmeue

debug radius {all | errors |
events | packets | responses |

timers} -/BbIK/IIOYEHO

no debug radius

BK/IIOUMTb reHepaLmio OTIaf04YHbIX COOBLLEHMI ANA NPOTOKOAA
RADIUS.

BbIKNtOUNTb reHepaL Mo OTAaL04HbIX COOBLWEHWI 415 NPOTOKONA
RADIUS.

debug tacacs {all | dumprx |
dumptx | errors | info}

-/BbIKOYEHO
no debug tacacs

BKNOUUTL reHepaumio OT/1Ia04HbIX COODOWEHUA ANA NPOTOKONA
TACACS.

BbIKNOUMTbL FeHepaumio 0T1aA04HbIX COOBLLLEHMI 414 MPOTOKO1A
TACACS.

debug ssh {all | duffer | ctrl |
data | dump | mgmt| resource
| server | shut}

no debug ssh {all | duffer | ctrl
| data | dump | mgmt |
resource | server | shut}

-/BbIKNOYEHO

BKAOUUTL reHepaLmio oTNaA04HbIX coobuweHnin ana SSH.

BbIKNOUYUTb reHepaumio 0T1ag04uHbIX coobLeHni gns SSH.

debug terminal take

- -/BbIKNIOYEHO
no debug terminal take

BKIOYMTb BbIBOA, OT/IaZ04HbIX COOBLLEHMI B TEKYLLEN
SSH-/Telnet-ceccum.

BbIKNtOUMTb BbIBOA, OTN1Af04HbIX COODLLEHUI B TERYLLEN
SSH-/Telnet-ceccum.

4.30.6 KomaHObI 0n5 omnadku npomokona DHCP

KomaHgapl faHHOro 6710Ka BKAOYAKOT oTc/iexnBaHme moayns DHCP.

KomaHOwb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM perknuma EXEC:

console#

Tabnunua 230 — KomaHabl pexkmma EXEC

3HayeHue/3Ha4YeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

debug ip dhcp snooping {all |
critical | entry | exit | debug |
fail}

no debug ip dhcp snooping {all
| critical | entry | exit | debug
| fail}

-/BbIKNIOYEHO

BKAtOUYNUTL reHepaLmnio coobuieHmnin otTnaakm ¢yHkummn DHCP
Snooping.

BbIKNHOYMTb reHepaLmio coobuieHnii oTnaakm dyHKummn DHCP
Snooping.

202

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx




HELTEX

debug ip dhcp client all

no debug ip dhcp client all

-/BbIK/IIOYEHO

BKOUNTL reHepaunio Bcex cooblueHnii otnagkm GyHkumm DHCP
client.

BbIKNIOYNTL TeHepaumio BCeX COOBWEHMI OTNaAKM GyHKUUK
DHCP client.

debug ip dhcp client {bind |
errors | event | packets}

no debug ip dhcp client {bind |
errors | event | packets}

-/BbIK/IIOYEHO

BKAOYUTL reHepaumio BbI6OPOYHbIX COOBLEHMI OTNAAKU PYHK-
umm DHCP client.

BbIKNIOUNTL  FreHepauuio BbIBOPOYHbIX COOBLEHUA OTAAAKM
dyHKuum DHCP client.

debug ip dhcp relay {all |
errors}

no debug ip dhcp relay {all |
errors}

-/BbIK/IIOYEHO

BKAOUMTb reHepaumio coobuieHunii otnagrn ¢yHkumm DHCP re-
lay:

- all — Bce oTnagouHble coobuieHus;

- errors — 0T1aZ04Hble COObLWEeHNA Npu oLMbKax.

BbIK/OUNTL reHepaumio coobuieHmnii oTnaaku epyHkumm DHCP re-
lay.

debug ip dhcp server {all |
bind | arrors | events | linkage
| packets}

no debug ip dhcp server {all |
bind | arrors | events | linkage
| packets}

-/BbIK/IIOYEHO

BKNHOUMTB reHepaunio BbIBOPOYHbIX COOBLEHNIN OTNAAKN DYHK-
umun DHCP server.

BbIK/MOUMTL  FreHepaLuio BblI6OPOYHbIX COOBLIEHUIA OTAALKM
dyHKumMm DHCP server.

debug show ip dhcp np
interfaces

Moka3aTb KoHOUTypaLmio GYHKUMM KOHTPOA NpoTokona DHCP.

4.30.7 Omanadka ¢pyHKyuu PPPoE-IA

KomaHOb1 pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnuua 231 — Komanapl pexkuma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug pppoe intermediate-
agent all

no debug pppoe intermediate-
agent

BKOUNTL reHepauuio Bcex OTIaA04HbIX coobLieHnin PPPoE-IA.

BbIKNOYNTb reHepaLmio BCeX OTNaf04uHbIX CoO0bLeHni PPPOE-IA.

debug pppoe intermediate-
agent entry

no debug pppoe intermediate-
agent

BKNOUMTL reHepaL Mo OTNaA04HbIX COObLEHNI 0 BXoae B QYHK-
umm PPPOE-IA.

BbIKNHOUNTL reHepaLmio BCex 0T1ag04HbIX coobueHnin PPPoE-IA.

debug pppoe intermediate-
agent exit

no debug pppoe intermediate-
agent

BKAIOUMTL reHepauuio OTNaA0uHbIX COODLLIEHMI O Bbixoge M3
dyHKUMI1 PPPOE-IA.

BbIKNHOUNTL reHepaL Mo BCex 0TAaf04HbIX coobueHmnin PPPOE-IA.

debug pppoe intermediate-
agent fail

no debug pppoe intermediate-
agent

BKAOUMTL reHepaumio OTNafouHbIX cooblieHnit 06 owmnbKax
PPPOE-IA.

BbIKNHOUNTL reHepaLmio BCex 0TNag04HbIX coobuweHnin PPPOE-IA.

debug pppoe intermediate-
agent pkt

no debug pppoe intermediate-
agent

BKAlOUMTL reHepauuio OTAaf04HbIX CcOObLWeHW O nakeTtax
PPPoE-IA.

BbIK/IIOUNTb reHepaLmio BCeX OTaf0uHbIX coobLeHnin PPPOE-IA.
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4.30.8 Omnadka ¢pyHKyuu DCS

KomaHOwbi pexcuma EXEC

Bua 3anpoca KomaHAHOM cTPOKKM pexxnma EXEC:

console#

Tabnunua 232 — KomaHabl pexkmma EXEC

Komanda 3Ha4yeHue/3HayeHue Leiicmeue
no ymon4aHuro
debug dcs all BKNlOUUTL reHepaumio BCeX OTNaA04HbIX coobweHni dcs.
no debug dcs i BbIKNOUYMTb reHepaLmio BCeX 0TNaL04HbIX CO0bLeHmit dcs.
debug dcs entry BKNOUUTL reHepaLmio 0T/1af04HbIX CO0bLLEHUN 0 BXxoge B QYHK-
R umm dcs.
no debug dcs BbIKNHOUYMTb reHepaL Mo BCeX O0TNaL04HbIX cO0bLeHuit dcs.
debug dcs exit BKNOUNTL reHepaumio OTNaf0YHbIX COOOLWEeHU O Bbixoae U3
- byHKLMA dcs.
no debug dcs BbIKNOUMTb reHepaLMio BCEX OTN1aA04HbIX CO0bLLEeHMI dcs.
debug dcs fail BKNIOYNTL reHepaumtio 0T1ag04uHbIX coobueHnin 06 owmnbkax dcs.
no debug dcs i BbIKNOUMTb reHepaLMio BCEX OTNAL04HbIX COObLeHMI dcs.

4.30.9 Omnadka pyHkyuli QoS

KomaHOwb! pexcuma EXEC

Bupa, 3anpoca KOMaHAHOM CTPOKK perkmuma EXEC:

console#

Tabnunua 233 — KomaHabl pexkmma EXEC

no debug qos ctrl

Komanda 3HayeHue/3Ha4yeHue Nleiicmaue
o ymMmon4aHuio
debug qos buffer BKNOUNTL reHepaumio OTNaL0uHbIX coobLleHnn gna bydepos
QosS.
no debug qos buffer i BbIKNtOUMTb reHepauuto OTNaA04HbIX cooblueHul ana bydepos
QosS.
debug qos ctrl BKNOUUTL reHepauuio 0T1ag04uHbIX COOBLLEHNI ANna ynpaBneHns

QosS.

BbIKNHOUMTL reHepaL Mo OTIaA04HbIX COOBLLEeHN ans ynpasne-
Hua QoS.

debug qos dump

no debug qos dump

BK/IIOUMTL reHepaLLmio 0T1a404HbIX CO0bLLEeHMI no nakeTam QoS.

BbIKNOUMTL reHepauuio OTNaf04HbIX COOBLLEHUM Mo MnakeTam
Qos.

debug qos failall

no debug qos failall

BKNOUNTL reHepaLumio OTNaA04HbIX COOBLLEeHU no owmnbkam
QosS.

BbIKNOUMTb reHepaLmto OTNIaA04HbIX COOBLLEHMI NO OWKnbKam
QosS.

debug qos init-shut

no debug qos init-shut

BK/IIOUUTL reHepaumio OT/1IaA04HbIX COOBLEHNA MO N3MEHEHUIO
cocToaHma moayna QoS.

BbIKNHOUYMTb reHepaumio OTAaA04HbIX COOBLLEHMI NO U3SMEHEHUIO
coctoaHma moayna QoS.

debug gos mgmt

no debug qos mgmt

BKtOUNTL reHepaLmio OTAaA04HbIX COOBLLEHMIA ANA ynpaBieHnn
QosS.

BbIKNOUNTb reHepaunio OTAaf04HbIX COObLEHMI ans ynpase-
Hua QoS.
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debug gos os

no debug gos os

BK/OUMTL FreHepaumio OTAagouHbIX COObLeHMIt ana pecypcos
QoS, Kpome bydepos.

BbIKOUMTL reHepauuio 0TNaf0uHbIX COOBLLEHMI 4na pecypcoB
QoS, kpome bydepos.

debug show qos meters

OT106pa3unTb MHOOPMALMIO O KOIMYECTBE BblAENEHHbIX M CBOBOA-
HbIx QoS Meters.

4.30.10 KomaHObI 014 omaadku npomokosaa SNTP

KomaHapbl gaHHOro 6/10Ka NO3BOIAKT CHUMATb A0MNO/HUTENbHYIO ANArHOCTUYECKYIO MHOPMaLMoans NpPo-

TOKos1a SNTP.

KomaHObl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexkuma EXEC:

console#

Tabnunua 234 — KomaHab! pexkuma EXEC

KomaHoa

3HayeHue/3Ha4yeHue
o0 yMon4YaHuo

Aelicmeue

debugsntp {all | all-fail | buff |
control | data-path | init-shut
| mgmt| resource}

no debugsntp {all | all-fail |
buff | control | data-path |
init-shut | mgmt| resource}

-/BbIK/IIOYEHO

BKNOUMTL reHepauuto oTaafouHbIX coobweHma 61oka SNTP.

BbIK/IOUNTb reHepaLLmMio OTIaf04YHbIX CO0bLWeHns 610Kka SNTP.

4.30.11 KomaHObI 0158 omaadku npomokona STP

KomaHabl faHHOro 6710Ka Mo3BOAKT CHUMATb AOMOMHUTENbHYIO AMArHOCTMYECKY0 MHpOopMaLuio ans

npotokona STP.

KomaHOwbl pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnuua 235 — Komanapl pexkuma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

HAelicmeue

debug spanning-tree global

no debug spanning-tree global

-/BbIK/IIOYEHO

BKNOUMTD reHepaumto oTAaf0uHbIX COObLEHMI AN NPOTOKONA
STP rnobanbHo.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

debug spanning-tree all

no debug spanning-tree all

-/BbIKAOYEHO

BKNOUMTL reHepaL Mo BCex 0T1ag0uHbIX COObLLEHMI ans NPOTo-
Kona STP.

YCTaHOBUTb 3HaYeHME N0 YMONYAHWUIO.

debug spanning-tree errors

no debug spanning-tree errors

-/BbIKOYEHO

BKAOUUTL reHepaumto coobLeHuit oTnaaKku ana npotokona STP
ONA AUArHOCTUKM OLLIMBOK.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

debug spanning-tree init-shut

no debug spanning-tree init-
shut

-/BbIK/IIOYEHO

BKAOUUTL reHepaumto coobleHui oTnaakm ana npotokona STP
4na init u shutdown. 3Ta TpaccupoBKa reHepupyeTca Npu Heyaau-
HOW MW yCNewHoM NHULMANM3aLMN AN 3aKpbITuM moayns STP.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.
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debug spanning-tree
management

no debug spanning-tree
management

-/BbIKIOYEHO

BK/lOUMTb reHepaLuumio COOBLEeHNA OTNaAKM NpW ynpasBaeHuu
npoTokonom STP. OTAafoUHble COOBLEHMA FTeHEePUPYIOTCA KaxK-
Abli pas, Koraa Bbl HaCTpaneaeTe Kakue-nnbo GpyHkumm STP.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHUIO.

debug spanning-tree memory

no debug spanning-tree
memory

-/BbIKNOYEHO

BK/IlOUMTbL reHepaLmio OTNPaBKU OTNAZ0YHbIX COOBLLEHMIt Npu
HeyAauyHOM U yCNeLwHoM BblaeneHn NamaTi ana STP-npouecca.

YCTaHOBWUTb 3HAYeHMNE NO YMO/I4aHUIO.

debug spanning-tree bpdu

no debug spanning-tree bpdu

-/BbIK/IOYEHO

BKAtOUNTL reHepaumio coobuieHnii oTnaakv ana npotokona STP
npv HeyAa4yHOM M yCnewHom npueme, nepegade n obpaboTtke
naketos BPDU.

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

debug spanning-tree events

no debug spanning-tree events

-/BbIKNOYEHO

BKNOUNTL reHepaumio coobLeHnin oTAaaKuM gns cobbITU KOHOK-
rypaumm npotokona STP. CooblieHusa reHepupyloTca npu
HacTpolike GyHKuUMIA STP.

YCTaHOBWTb 3HaYeHMe N0 YMOIHYAHUIO.

debug spanning-tree timers

no debug spanning-tree timers

-/BbIK/IIOYEHO

BKNtounTb reHepaumio coobWeHUn OTNAAZAKU MPU HeyAauyHOM,
ycnewHoOM 3anycke, Npu OCTaHOBKE MW MepesanycKe TaiMepos
npotokona STP.

YCTaHOBUTb 3HAYEHMe Mo YMO/I4aHUIO.

debug spanning-tree {port-
info-state-machine | port-
receive-state-machine | port-
role-selection-state-machine |
port-transmit-state-machine }

no debug spanning-tree {port-
info-state-machine | port-
receive-state-machine | port-
role-selection-state-machine |
port-transmit-state-machine |
pseudolnfo-state-machine}

-/BbIKNOYEHO

BK/ItOUNTL reHepaLmio coobLeHnid 0TAaAKM AnA NopToB, 3a4el-
CTBOBAHHbIX B NOCTpOeHUn aepesa STP.

YCTaHOBUTb 3HAYEHKWe Mo YMO/T4aHUIO.

debug spanning-tree
redundancy

no debug spanning-tree
redundancy

-/BbIK/IIOYEHO

BKNOUUTL reHepaunio coobLLEHNI OTNAAKM B Pe3EPBHOM y3ne
STP npu BbINOJIHEHUWN PE3EPBHOrO KOMMPOBaHUA MHOPMaL MK O
KOHOUrypaLmm oT akTUBHOTO y3/a.

YCTaHOBUTb 3HAYEHME MO YMOYAHUIO.

debug spanning-tree sem-
variables

no debug spanning-tree

-/BbIKNIOYEHO

BKAtOUNUTL reHepaunio coobueHuii oTnaaKku ana npotokona STP
npwv HeyAa4yHOM M YCMNELHOM CO34aHUN U yaaneHue cemadopa.

YCTaHOBWTb 3HaYeHue no YMOI4aHMUIO.

debug show spanning-tree
port-state { fastethernet
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port}

OT06pasnTb STP-cOCTOSIHMA NMOPTa BO BCEX CYLLECTBYHOLIMX UH-
CTaHCcax.

debug show spanning-tree
vlan-mapping [instance]

instance: (0..63)

OT1o6pa3snTtb mannuHr VLAN no nHcTaHcam. Ecam ykasaH onumo-
HanbHbIM NapameTp instance, To BbIBOAMUTCA ManNMnUHI TONbKO ANA
3TOro MHCTaHca.

debug spanning-tree bridge-
detection-state-machine

-/BbIK/IOYEHO

BK/IIOYMTb OT/Iaf04YHblE COOBLLEHNA 419 MeXaHM3Ma ObHapyKe-
HUA coceaen.

debug spanning-tree topology-
change-state-machine

-/BbIK/IOYEHO

BKAOUMTbL OTNaf0uHbIe COO6LLI|EHVIFI ANnAa mexaHusma o6Hapy)Ke-
HWA U3MEHEHU I TOMONOTUMN.

4.30.12 KomaHObI 018 omaadku npomokona LLDP

KomaHgbl gaHHOro 6210Ka NO3BONAIOT CHAMATb AONO/THUTENIbHYIO ANATHOCTUYECKYIO Mchopmau,mo

41Aa NnpoToKkona LLDP.
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KomaHOowbl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 236 — KomaHab! pexkuma EXEC

KomaHoa

3Ha4yeHue/3HavyeHue
110 yMOAYAHUIO

Aelicmeue

debug lidp all

no debug lidp all

-/BbIK/IIOYEHO

BKNOUMTB reHepaLmio Bcex 0T/1af04HbIX COOBLLEHUI aNs NPOTO-
Kona LLDP.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

debug lidp all-fail

no debug lldp all-fail

-/BbIK/IIOYEHO

BKNHOUMTL reHepaLuunio coobLLLeHNI 0TAagKu gns npoTokosa LLDP
ON1A AMArHOCTUKM OLUMBOK.

YCTaHOBUTb 3HaYeHME N0 YMOYAHMUIO.

debug lidp {buf | critical | ctrl
| data-path | init-shut | mgmt
| pkt-dump | redundancy |
resourve}

no debug lidp {buf | critical |
ctrl | data-path | init-shut |
mgmt. | pkt-dump |
redundancy | resourve}

-/BbIK/OYEHO

BKAOYNTL TeHepaumio BblBOPOUYHbIX OTNALO0YHbIX COOBLLEHWUI
npotokona LLDP.

- buf — oThagouHble cooblieHus, cBazaHHble ¢ bydepom LLDP;

- critical — oTnag0uHbIE COOBLLEHNA KPUTUYECKOTO YPOBHS;

- ctrl — oThagoyHble coobuieHus npu cboe Npu U3SMEHEHUU UK
nosnyyeHuu 3anucew LLDP;

- data-path — oTnagouHble coobueHuns, Kacatolwmecs nyT1 nepe-
0a4n UM nosydeHua 3anucen LLDP;

- init-shut — oT1ago4YHbIE cOObLLEHMA NPU HEYAAYHOW UHULMANN-
3auuMun 1 BbiKAOYeHUK moayna LLDP;

- mgmt — oTnafouYHble cooblleHua npu cboe B KoHbUTypauum
noboi n3 dyHkumit LLDP;

- pkt-dump — oT13404HbIE COOBLWEHUA ANA TPACCMPOBKN [AMMNOB
naKeTos;

- resource — OT/Naf04Hble coobLeHuns, cBA3aHHbIe C pecypcamm
OC. 371a TpaccupoBKa reHepupyeTca npu cboe B ovepeaax coob-
LLEeHWNH.

YCTaHOBUTb 3HaAYeHMe no YMONYaHUIO.

debug lidp tlvall

no debug lidp tlv all

-/BbIK/OYEHO

[eHepupoBaTb OTNaA04UHbIE COOBLEeHNs ana Bcex TLV-onuuid.

YCTaHOBUTb 3HaYeHMe no YMONYaHUIO.

debug lldp tlv {chassis-id |
inventory-management | lag |
mac-phy | max-frame | med-
capability | mgmt-addr |
mgmt-vid | network-policy |
port-vlan | ppvlan | proto-id |
pwr-mdi | sys-capab | sys-
descr | sys-name | ttl | vid-
digest | vlan-name}

no debug lidp tlv

-/BbIK/OYEHO

leHepMpoBaTh OTNaA04HbIE COOBLLEHNA ANA BbIBOPOUHbIX GYHK-
umni TLV-onumi.

YCTaHOBUTb 3HaYeHMe no YMO4aHUIO.

4.30.13 KomaHObI 018 omaadku ¢pyHkyuu IGMP Snooping

KomaHabl gaHHoro 610Ka NO3BOAKOT CHAMATD AONO/THUTENIbHYIO ANAarHOCTUYECKYHO Mchopmau,mo

Ana npotokona IGMP.

KomaHOwbl pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#
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Tabnunua 237 — KomaHabl pexkmma EXEC

KomaHda

3Ha4yeHue/3HayeHue
110 yMon4aHuio

Aelicmeue

debug ip igmp snooping all

no debug ip igmp snooping all

-/BbIKOYEHO

BKAtOUNTL reHepaumio BCeX OTNAL0UHbIX COOOLWEHUN ANA GYHK-
umn IGMP Snooping.

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

debug ip igmp snooping {entry
| exit}

no debug ip igmp snooping
{entry | exit}

-/BbIKNOYEHO

BK/OUMTL reHepauMio OTNAfO0YHbIX COOBWEHU AnAa AmarHo-
CTUKM BXoAa-Bbixoaa B GpyHKumto IGMP Snooping.

YCTaHOBWTb 3HaYeHMe N0 YMONYAHWUIO.

debug ip igmp snooping fwd

no debug ip igmp snooping
fwd

-/BbIKNOYEHO

BKNOUNTL reHepaLmio 0TAaf04HbIX COOBLWEHMI B Clyyae nepec-
CbI/IKM 6a3bl AaHHbIX IGMP.

YCTaHOBWUTb 3HAYeHUE NO YMO/THaHUIO.

debug ip igmp snooping grp

no debug ip igmp snooping grp

-/BbIKOYEHO

BKAtOUYNTL reHepaLmio OTAa04HbIX COOBLLEHWMIA, B C/lyYae 3a4ein-
cTBOBaHMA MHPopmaumm o IGMP-rpynnax.

YCTaHOBWTb 3HaYeHMe N0 YMOAYAHMUIO.

debug ip igmp snooping init

no debug ip igmp snooping init

-/BbIK/IIOYEHO

BK/IlOUMTL reHepaumio coobLieHnsa no CobbITUAM MHULMAAM3a-
umm u shutdown, nHpopmauma 3aHocutca B dpain.

YCTaHOBUTb 3HAYeHMe No YMO/THaHUIO.

debug ip igmp snooping {mgmt
| redundancy | resourses|
vlan | src}

no debug ip igmp snooping
mgmt

-/BbIKNOYEHO

BKAtOUNTL reHepauuto BbIGOPOYHbIX OTNALOYHbIX COOBLLEHWI
ana eyHkumm IGMP Snooping.

YCTaHOBWTb 3HaYeHMe N0 YMOAYAHMUIO.

debug ip igmp snooping pkt

no debug ip igmp snooping pkt

-/BbIKNOYEHO

BKAtOUNTL reHepaLuto OT1aA04HbIX COOBLLEHNI NPU BO3HUKHO-
BEHUM OLWINBKM Npu Nnepegaye Uan npueme naketos IGMP.

YCTaHOBUTb 3HAYeHMe No YMO/THaHUIO.

debug ip igmp snooping qry

no debug ip igmp snooping qry

-/BbIKNOYEHO

BKAOUNTL reHepauMio MakeToB Npu OTNPaBKe MAN MOAYYEHUU
query-naketos IGMP.

YCTaHOBWTb 3HaYeHMe N0 YMOAYAHMIO.

debug ip igmp snooping tmr

no debug ip igmp snooping tmr

-/BbIK/IIOYEHO

BK/IIOUMTL reHepaLMio NaKeToB B TEX CNyYanX, KOraa 3a4eicTeo-
BaHbl TaMepbl.

YCTaHOBUTb 3HAYEHME MO YMONUYAHMUIO.

debug ip igmp snooping trace
{all | data-path | ctrl-path | Rx
| Tx}

no debug ip igmp snooping
trace {all | data-path | ctrl-
path | Rx | Tx}

-/BbIKNIOYEHO

BKNOUNTL reHepauuio OTNAZL0YHbIX COOOLWEHWN gna guarHo-
CTUKM TPACCUMPOBOK, CBA3AHHbIX C NpoToKonom IGMP.

- all — BKAOYMTL reHepaL Mo BCEX OTNAA04HbIX COODLLEHUIA;

- RX — BK/IHOUUTb reHepaumio OTAaA04HbIX CO0bLEeHMI ans Tpac-
CUPOBKM NPUHUMAEMbIX MAKETOB;

- TX — BK/IOYUTb reHepaumio 0TNaL0uHbIX CO0bLeHMI ana Tpac-
CUPOBKM NepesaBaemMblX NAKeTOB;

- ctrl-path — BKAOUMTB reHepaLMio OTAaL04HbIX COOBLEHNI NpK
NPOXOXKAEHUM KOHTPONbHOM ynpasasatowen MHdopmaumm;

- data-path — BKAOUMTL reHepauuio 0T1afouYHbIX coobueHui
NpY NPOXOXKAEHUN MYNbTUKACT-TpadUKa.

YCTaHOBUTb 3HAYEHME MO YMONUYAHWUIO.

4.30.14 Omaadka 0ns port-channel

KomaHOwbl pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKKM pexxunma EXEC:

console#
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Tabnunua 238 — KomaHabl pexkuma EXEC

KomaHoa

3Ha4yeHue/3HayeHue
o yMmon4YaHuo

Aeiicmeue

debug lacp all

no debug lacp all

BKtOUYNTL reHepaLmio Bcex 0TAag0uHbIX coobuweHuniia ana LACP.

BbIKNOUYUTb reHepaLuio BCEX OTNaA04HbIX cooblieHuniia ana LACP.

debug lacp buffer

no debug lacp buffer

BKtOUYNTL reHepaumio 0TNaL0uHbIX coobuieHmnii no 6ydepam LACP.

BbIKNOYMTb FeHepaumio OTAafoYHbIX coobuweHnin no bydepam
LACP.

debug lacp data

no debug lacp data

BKOUYNTL reHepaLmio 0TAag04HbIX cO0bLeHM 0bMmeHa AaHHbIMMU
LACP.

BbIKNOYMTL reHepaumio OTNaA0YHbIX coobuweHuit obmeHa paH-
Hbimun LACP.

debug lacp events

no debug lacp events

BKAOUNTL reHepaumio OTNaA0YHbIX COo0bWEeHMI Mo cobbiTuam
LACP.

BbIKNOUMTL FeHepaLuio OTA3aA0uYHbIX COOBLEHUI NO cobbITUAM
LACP.

debug lacp failall

no debug lacp failall

BKNIOYNTL reHepaumio 0T1ag04HbIX Co0bLeHni no owmnbkam LACP.

BbIKNOUMTb TreHepaLmio OTNaA04HbIX COObWeHMA No owmnbKam
LACP.

debug lacp init-shutdown

no debug lacp init-shutdown

BKNOUUTL reHepaLmio 0T1a404HbIX COOBLLEHNIT M3MEHEHMA COCTO-
aHuna LACP.

BbIKNOUYUTb reHepaumio OT1a40UHbIX COOBLEHNI U3MEHEHUA CO-
ctoAaHumAa LACP.

debug lacp mgmt

no debug lacp mgmt

BKNIOUMTL reHepaLmio OTAaL04HbIX COOBLEHNI NO yNpaBAAOWMM
coobuieHumam LACP.

BbIKNOUMTb reHepaLMilo OTAaf04HbIX COOBLEHUI MO ynpasasto-
Wwmm coobuweHunam LACP.

debug lacp os

no debug lacp os

BK/HOUMTL reHepaumio 0T1ag04uHbIX coobuweHnin no pecypcam LACP,
ncknro4an bydepsol.

BbIKNOUMTL TeHepauuio OTAaA04YHbIX COOBLLEeHWI Mo pecypcam
LACP, nckntoyas byoepbl.

debug lacp packet

no debug lacp packet

BKNOYUTL reHepaumio oTNaA0uHbIX coobweHnin no naketam LACP.

BbIKNIOUMTL reHepauuio OTNaf04HbIX COOBLEHWH No nakeTam
LACP.

KomaHOowbl pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexuma EXEC:

console#

Tabnvua 239 — Komanapl pexkuma EXEC

KomaHoa

3HayeHue/3Ha4yeHue
o ymon4aHuo

HAeilicmeue

debug etherchannel all

no debug etherchannel all

BK/tOUUTL reHepaLmio BCex OTNIaA04HbIX coobuweHnin ana LAG.

BbIKNHOUYMTb reHepaLmio BCeX OTNaA04HbIX coobueHni ana LAG.

debug etherchannel detail

no debug etherchannel detail

BKAOUNTL reHepaumio NoAapobHbIX OTAaA0YHbIX COOBLWEHUI ans
LAG.

BbIK/OYMTb reHepaLmio NoAPO6HbIX OTAAA0UHbIX COOBLLEeHMI ann
LAG.

debug etherchannel error

no debug etherchannel error

BKtOUYNTL reHepaumio 0TNaf0uHbIX coobueHui 06 owmnbKax LAG.

BbIKNOUMTb TEeHepaLMio OTNALOYHbIX COo0bLeHM 06 owunbKax
LAG.

debug etherchannel event

no debug etherchannel event

BKtOUYNTL reHepaLmio OTNaL04HbIX CO0bLWeHN no cobbiTuam LAG.

BbIKNIOUMTbL reHepauuio OTNaf04HbIX COO0bLEeHMn No cobbiTnam
LAG.
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debug etherchannel idb BKNHOYMTb reHepaumio OT1ag04HbIX COOBLLEHUI MO AECKPUNTOPaM
nHTepoeincos LAG.

no debug etherchannel idb BbIK/IIOYNTb FeHepauuio OT/1Iag04HbIX COOBLLEHUI NO 4EeCKPUNTO-
pam nHTepdelicos LAG.

4.30.15 Omaaodka loopback-detection

KomaHOb! pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma EXEC:
console#

Tabnnua 240 — KomaHapl pexxuma EXEC

Komanda 3HayeHue/3HayeHuUe Neiicmeue
no ymon4aHuro
debug loopback-detection all BKNOUMTL reHepaumto BCex OT1aA04HbIX coobuweHuin LBD.
no debug loopback-detection - BbIKNOUMTL reHepaL Mo Bcex 0TAaf04HbIX coobuweHunin LBD.
all
debug loopback-detection BKNOuMTL reHepauuio OT1af0uHbIX cooblieHuit ana bydepos
buffer-alloc LBD.
no debug loopback-detection i BbIKNOUMTb reHepauuio OTIaA04HbIX coobleHuli ana bydepos
buffer-alloc LBD.
debug loopback-detection BKNOUNTL reHepauunio OT/NaA04YHbIX COOBWEeHUn ynpaBaeHus
control LBD.
no debug loopback-detection i BbIKNOUYUTb FeHepauuio OTNaA0UYHbIX COOBLWEHUIA ynpaBieHus
control LBD.
debug loopback-detection pkt- BKNOUMTL reHepaumio 0T1a404HbIX COODOLLLEHMI 3axBaTa NaKeTOB
dump LBD.
no debug loopback-detection i BbIKNtOUNTb reHepaL Mo OTNaA04HbIX COOOLLEHMI 3axBaTa NaKe-
pkt-dump ToB LBD.
debug loopback-detection pkt- BKNOUUTL reHepaumio OTNafO04YHbIX COODLWEHMI MOTOKOB Tpa-
flow ¢duka LBD.
no debug loopback-detection i BbIKNOUYUTb reHepauumio 0T1af04uHbIX co0bLeHMIA NOTOKOB Tpa-
pkt-flow ¢duKa LBD.
4.30.16 Omnadka 0aa npomokona SNMP
KomaHOos! pexcuma EXEC
Buza 3anpoca KomaHAHOM CTPOKKM pexxnma EXEC:
console#
Tabnunuya 241 — KomaHabl pexkmma EXEC
Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no ymoa4aHuro
debug snmp BK/IOUNTL reHepaLmio Bcex OT1IaA0uHbIX coobweHnnin ana SNMP.
no debug snmp - BbIKMOUMTL reHepauuMio BCeX OTNAfO0YHbIX CoobLieHui anas
SNMP.

4.30.17 KomaHObI 0518 OduazHocmuku napamempos TCAM

KomaHapl faHHOro 6/10Ka NO3BONAOT CHUMATb AOMNONHUTENbHYIO AMArHOCTUYECKYIO MHGOPMALIUIO
ana TCAM.
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KomaHOowbl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 242 — KomaHab! pexkuma EXEC

KomaHoa

3Ha4yeHue/3HavyeHue
110 yMOAYAHUIO

Aelicmeue

debug show tcam

OTo6pasuTb nHdopmaumio o TCAM.

debug show tcam domains

OT06pa3unTb MHGopmaumto o someHax TCAM.

debug show tcam block
block_index [all]

OT06pasunTb MHPopmauuto o 61o0ke TCAM u gonycTMmblie 3anucu.
- block_index — nHaekc 6n1oka TCAM. block_id: (0..11);
- all — neyaTb BCcex 3anuceit, BKAOYAA HEAOMYCTUMbIE.

debug show tcam entry
entry_index

OTo6pasuTb MHdopmaumio o 3anncu TCAM 1 ee nonen.
- entry_index — nHaekc 3anucu TCAM; entry_id:(0..1535);

debug show tcam entry
allocated

OT106pa3unTb MHOOPMaLMIO O 3ape3epPBUPOBAHHBIX U UCNOJb30-
BaHHbIX 3anmncax TCAM 1 o Ux Bnagenbuax.

debug show tcam portmask

OTob6pa3unTb Tabanuy macok noptos TCAM.

debug set tcam entry entry_id
field f_type data f_data mask
f_mask

debug unset tcam entry
entry_id field f_type

entry_id: (0..1535);
f_type: (0..114);
f data: (0..65535);
f_mask: (0..65535)

YKazaTb T1n nona TCAM.

CrepeTb AaHHble NOAA yKa3aHHoro entry_id.

debug set tcam entry entry_id
enable

debug set tcam entry entry_id
disable

entry_id: (0..1535)

Bkntountb paboty 3anmcn TCAM c 3agaHHbIM entry_id.

BbIkntounTb paboTy 3anmcm TCAM c 3agaHHbIM entry_id.

debug set tcam entry entry_id
move move {number number}

entry_id: (0..1535)

MepemecTnTb yKasaHHyto 3anmcb TCAM B Ha3zHaYeHHYto.

debug set tcam entry entry_id
action drop [ withdraw ]

debug unset tcam entry
entry_id action drop

entry_id: (0..1535)

YcTaHOBUTb AelicTBue drop ANA NaKeToB, KOTOPbIe He MOMNasaun Hu
nog, 04HO NpPaBuno.

OTKAOUUTL gelicTBUE YaaneHus.

debug set tcam entry entry_id
action redirect { port_number
| cpu}

debug set tcam entry entry_id
action redirect

entry_id: (0..1535)

MepeHanpaBuTb MakeTbl, NoONajatolme No4 NpPaBuAO C yKasaH-
HbIM entry_id B 3aaHHbIM NOpT nam Ha LNY.

OTKAOUUTD nepeHanpas/eHne NakeTos.

debug set tcam entry entry_id
action inner-tag assign { vlan-
id | shift | shift-from-outer-tag
| inner-pvid } assigned_val

debug unset tcam entry
entry_id action inner-tag assign

entry_id: (0..1535)

[06aBUTb BHYTPEHHW TET K NakeTam, nonagatowmm nog TCAM-
3aMu1Cb € yKasaHHbIM enter_id.

YAanuTb BHYTPEHHWUN Ter.

debug set tcam entry entry_id
action inner-tag format { none
| untag | tag | keep }

debug unset tcam entry
entry_id action inner-tag
format

entry_id: (0..1535)

YCTaHOBUTbL AENCTBUE BHYTPEHHero Tera ¢opmatMpoBaHua s
3anucu TCAM.

- none — He BbINOJIHATb HUKaKoe AeCTBUE;

- untag — y4anuTb BHYTPEHHWUI Ter;

- tag — BCTaBUTb BHYTPEHHUI TeT;

- keep — coxpaHuUTb cogeprkumoe Tera.

Yaanute geicreme Tera.

debug set tcam entry entry_id
action outer-tag assign { vlan-
id | shift | shift-from-inner-tag
| outer-pvid } assigned_val

debug unset tcam entry
entry_id action outer-tag
assign

entry_id: (0..1535)

[o06aBunTb BHELHWIA Ter K NakeTam, nonagatowmm nog TCAM-3a-
MUCb C yKa3aHHbIM enter_id.

YaanuTb BHELWHWIA Ter ¢ NakeToB € 3afaHHbIM entry_id 3anucu
TCAM.
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debug set tcam entry entry_id
action outer-tag format { none
| untag | tag | keep }

debug unset tcam entry
entry_id action outer-tag
format

entry_id: (0..1535)

YCTaHOBUTbL AEWCTBME BHELIHEro Tera ¢opmaTMpOoBaHuA g/ 3a-
nucu TCAM.

- none — He BbIMOJIHATb HUKaKoe AeNCTBUE;

- untag — y4anuTb BHELWHWUI Ter;

- tag — BCTaBUTb BHELWHWUI TeT;

- keep — coxpaHuTb cogepKMmoe Tera.

Ypanute geicteme Tera.

debug set tcam entry entry_id
action {inner-tpid inner-tpid |
outer-tpid outer-tpid}

debug set tcam entry entry_id
action {inner-tpid | outer-tpid}

entry_id: (0..1535)

[06aBUTb BHYTPEHHUI AN BHeWwHM TPID K yKasaHHOM 3anucu
TCAM.

YaanuTb BHYTPEHHUA UM BHewWwHUA TPID K yKasaHHON 3anucu
TCAM

debug set tcam entry entry_id
action remark { inner-user-pri
| other-user-pri | dscp | ip-
precedence | copy-ipri-to-opri
| copy-opri-to-ipri | keep-
inner-pri | keep-outer-pri }
rem_val

debug set tcam entry entry_id
action remark

entry_id: (0..1535)

HactpouTb nepesanucb napameTpoB QOS Ans yKasaHHOM 3anucK
TCAM.

- copy-ipri-to-opri — ckonnpoBaTb NPUOPUTET U3 BHYTPEHHETO
Tera BO BHELWHUN;

- copy-opri-to-ipri — ckonnpoBaTb NPMOPUTET U3 BHELIHErO Tera
BO BHYTPEHHUIA;

- dscp — nepesanucatb none DSCP B 3arosnoske IP;

- inner-user-pri — nepe3sanucatb npuoputeT 802.1p BO BHYTpEH-
Hu Ter VLAN;

- ip-precedence — nepesanucatb nose ToS B 3arosioBke IP;

- keep-inner-pri — coxpaHUTb NPMOPUTET BHYTPEHHETO Tera;

- keep-outer-pri — coxpaHUTb NPUOPUTET BHELLHETO TEra;

- outer-user-pri — nepesanucatb npuopuTeT 802.1p BO BHELIHEM
Tere VLAN.

YpanuTb nepesanucb napameTpos QoS ANnA yKa3aHHOW 3anucu
TCAM.

debug show tcam applications

OTo6pa3unTb 06wyto nHpopmaumto o TCAM.

debug show tcam range

OT06pasunTb TabAULy CPaBHEHUA AMana3oHa.

debug show tcam udb

Moka3saTb Tabanuy Bbibopa nonei (cmeweHuns UDB).
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NPUNOXEHUE A. KOHCO/IbHbIN KABE/1b

D120 | W G

&) (1) (8) (9

RJ-45 DB-9

PucyHok A.1 = MoaxntoueHne KOHCOIbHOTO Kabens
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NMPUNOXEHUE b. NOAAEPXUBAEMbIE 3HAYEHUA ETHERTYPE

Tabnunuya b.1 — NoaaepkmBaemble 3HaveHus EtherType

0x22DF 0x8145 0x889e 0x88cb 0x88e0 0x88f4 0x8808 0x881d 0x8832 0x8847
0x22EO0 0x8146 0x88a8 0x88cc 0x88e1l 0x88f5 0x8809 0x881e 0x8833 0x8848
0x22E1 0x8147 0x88ab 0x88cd 0x88e2 0x88f6 0x880a 0x881f 0x8834 0x8849
0x22E2 0x8203 0x88ad 0x88ce 0x88e3 0x88f7 0x880b 0x8820 0x8835 0x884A
0x22E3 0x8204 0x88af 0x88cf 0x88e4 0x88f8 0x880c 0x8822 0x8836 0x884B
0x22E6 0x8205 0x88b4 0x88d0 0x88e5 0x88f9 0x880d 0x8824 0x8837 0x884C
0x22E8 0x86DD 0x88b5 0x88d1 0x88e6 0x88fa 0x880f 0x8825 0x8838 0x884D
0x22EC 0x86DF 0x88b6 0x88d2 0x88e7 0x88fb 0x8810 0x8826 0x8839 0x884E
0x22ED 0x885b 0x88b7 0x88d3 0x88e8 0x88fc 0x8811 0x8827 0x883A 0x884F
0x22EE 0x885c 0x88b8 0x88d4 0x88e9 0x88fd 0x8812 0x8828 0x883B 0x8850
Ox22EF 0x8869 0x88b9 0x88d5 0x88ea 0x88fe 0x8813 0x8829 0x883C 0x8851
0x22F0 0x886b 0x88ba 0x88d6 0x88eb 0x88ff 0x8814 0x882A 0x883D 0x8852
0x22F1 0x8881 0x88bf 0x88d7 0x88ec 0x8800 0x8815 0x882B Ox883E 0x9999
0x22F2 0x888b 0x88c4 0x88d8 0x88ed 0x8801 0x8816 0x882C Ox883F 0x9c40
0x22F3 0x888d 0x88cb 0x88d9 0x88ee 0x8803 0x8817 0x882D 0x8840

0x22F4 0x888e 0x88c7 0x88db 0x88ef 0x8804 0x8819 0x882E 0x8841

0x0800 0x8895 0x88c8 0x88dc 0x88f0 0x8805 0x881a 0x882F 0x8842

0x8086 0x8896 0x88c9 0x88dd 0x88f1 0x8806 0x881b 0x8830 0x8844

0x8100 0x889b 0x88ca 0x88de 0x88f2 0x8807 0x881c 0x8831 0x8846
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NMPUNOKEHUE B. OYEPEAU ANA NPUHUMAEMOIO HA CPU TPA®UKA

Tabnuua B.1 - PacnpeaeneHune odyepegeit ana npuHumaemoro Ha CPU Tpadumka ana MES1428, MES2428,

MES2408, MES3708P

Cepesuc Homep ouyepedu

DHCP relay, Firewall (yBegomneHue o Hayane aTaku), L2PT,EOAM 1
Port Security (yBegomneHue o NpeBbIEHNUN OTPAHUYEHWNSA), HE3APErUCTPUPOBAHHbIN 2
MynbTUKacT (pexxkum IP based IGMP/MLD snooping)

DHCP client, DHCPv4/v6 snooping, IPv6 NDP 3
ARP, PPPOE IA 4
EAPOL, IGMP/MLD snooping 5
Tpaduk c MAC DA KommyTaTopa 6
3ape3epBnpoBaHO 7
BPDU,LBD, Slow Protocol (LACP) 8

Tabnuua B.2 - PacnpeaeneHne odepeaeit ana npuHnmaemoro Ha CPU Tpaduka gna MES2424, MES2424B,
MES2424P, MES2448, MES2448B, MES2448P, MES2420-48P, MES2411X, MES3400-24, MES3400-24F,

MES3400-48, MES3710P

Cepsuc Homep ouyepedu
Mpounii Tpaduk 1
Firewall (ysegomneHue o Havane ataku) 2
HesapernucrtpnposaHHbIi MynbTuKacT (8 pexxume IP based IGMP/MLD) 7
Port Security (yBegomneHue o NpeBbILIEHUU OrPaHUYEHUS) 8
DHCP Client/Snooping 12
PPPoE IA Snooping 12
DHCP Server/Relay 15
EAPOL 16
L2 Protocol Tunneling 16
LLDP 18
OAM 20
IPv6 ND Inspection 21
ARP Inspection 22
IGMP/MLD Snooping 24
MNaketbl ¢ MAC DA kommyTaTopa 25
Slow protocols (LACP) 30
BPDU 31
Loopback detection 31
Stacking 32
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HELTEX

NPUNOMEHUE I. PACLLULM®POBKA CIMUCKA MNMPOLECCOB

HasBaHue OnucaHue
TMR# YnpasneHue Taimepamu
PKTT Mepuoanyeckas oTnpaBKa NaKeToB (ceiyac He UCNob3yeTcA, NOAAEPKUBAET TONbKO Heart Beat)
VemT O6paboTka cobbITUiM cTeKa (ceiyac He Cnonb3yeTcs)
SMT SYSLOG
CFA MepBoHayanbHaa 06paboTKa NaKeToB, MOHUTOPUHT COCTOAHMA NOPTOB
IPDB YnpasneHue 6a3oit IP Binding (gns ARP Inspection u IP Source Guard)
L2DS DHCP Snooping
BOXF MoHuUTOpUHr coctoaHna SFP
ERRD Errdisable
ELMT MoHuTopuHr noptos ana Ethernet OAM
EOAT OcHoBHoW notok Ethernet OAM
FMGT Ethernet OAM Fault Management, 06paboTka cobbITUit B annapaTHOM OKPYKeHUMU
AST STP
PIf IEEE 802.1x
LaTT LAG, LACP
CNMT MAC Notification
VLAN OcHoBHol noTok moayns VLAN
FDBP CuHXpOoHM3aLuma ¢ annapatHoi MAC-Tabauuei
SnpT IGMP/MLD Snooping
QoS OcHoBHoM noTok moaynsa QoS
SMGT MOHUTOPUHT annapaTHoro okpy:KeHua (RAM, FLASH, BeHTUAATOPbI, UCTOYHMKM NMUTAHUA U Npoyee)
CPUU MoHuTopuHr ytnamnsaummn CPU
BAKP ABTOCOXpaHeHWe KoHduUrypaumm
RT6 MapuwpyTtunsauma IPv6
IP6 ObpaboTka IPv6-nakeToB
PNG6 Ping v6
RTM Mapuwpytmsauma IPv4
IPFW ObpaboTka IPv4-nakeTos
uDP ObpaboTka UDP-nakeTos
ARP ObpaboTka ARP-nakeToB
PNG Ping v4
SLT YnpaBneHue cokeTamm
SAT Cepsep SNMP
TCP ObpaboTka TCP-nakeToB
RAD Knnent RADIUS
TACT Knnent TACACS
DHRL DHCP Relay
DHC MpoTokon knnenta DHCP
DCS MpocnywmnsaHue coketa ana knmeHta DHCP
PIA PPPOE Intermediate Agent
L2SN IPv6 RA Guard
CLIC CLI
CTS CepBep TELNET
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SSH Cepsep SSH

LLDP LLDP

LBD Loopback Detection

LOGF JlormpoBaHue 0TAaA04HbIX COOBLLEHMIA

SNT SNTP

STOC Storm Control

HWPK M3mepeHue yTunmsauumm nopTos

MSR YnpasneHue patnamm KoHUrypaumm, 3arpyska/ebirpyska dainos, o6HoBeHME NPOLIMBKU
C[200-999] BpemeHHbIi NoToK A4 06paboTKu oTaebHOro noaxaodeHus no TELNET/SSH
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TEXHUYECKAA NOAAEPXKKA

Ona  nonydyeHua TEXHWYECKOW KOHCYNbTaLuMM MO BOMpOCaM 3Kchayatauum obopyaoBaHuA
000 «MNpeanpusatne «3JITEKC» Bbl moxkeTe 06patuTbcsa B CepBUCHbIN LEHTP KOMNAHWUK:

dopma obpaTHol cBA3K Ha caiTe: https://eltex-co.ru/support/
Servicedesk: https://servicedesk.eltex-co.ru

Ha odurumanbHOM carite KOMNaHWM Bbl MOXKeTe HaNTM TEXHUYECKYHO AOKYMEHTALMIO U NPOrpaMmHoe
obecneveHune ana npoaykumm 000 «Mpeanpusatne «3/ITEKC», obpaTtuTbca K 6ase 3HaHUN UK OCTaBUTb
WHTEPaKTUBHYIO 3aABKY.

OduumanbHbIi cant KomnaHun: https://eltex-co.ru/
ba3a 3HaHwuit: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LleHTp 3arpy3ok: https://eltex-co.ru/support/downloads
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